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Disclaimer

The contents of this document are provided on an "as is" basis. No representation or warranty (either express or implied) is made as to the completeness,
accuracy or reliability of the contents of this document. The manufacturer reserves the right to change designs or specifications without obligation and without
further notice. Except as otherwise provided, all warranties, express or implied, including without limitation any implied warranties of merchantability and
fitness for a particular purpose are expressly excluded.

Intellectual Property and Copyright

This document includes registered and unregistered trademarks. All trademarks displayed are the trademarks of their respective owners. Your use of this
document does not constitute or create a license or any other right to use the name and/or trademark and/or label. This document is subject to copyright owned
by Honeywell. You agree not to copy, communicate to the public, adapt, distribute, transfer, sell, modify, or publish any contents of this document without the
express prior written consent of Honeywell.

Trade Name Statement

ADPRO, eFT-S, IntrusionTrace, LoiterTrace, XO, iTrace, and FMST are trademarks and/or registered trademarks of Honeywell and/or its subsidiaries in the
United States and/or other countries. Other brand names mentioned herein are for identification purposes only and may be trademarks of their respective
holder(s). Your use of this document does not constitute or create a licence or any other right to use the name and/or trademark and/or label.

General Warning

This product must only be installed, configured and used strictly in accordance with the General Terms and Conditions, User Manual and product documents
available from Honeywell. All proper health and safety precautions must be taken during the installation, commissioning, and maintenance of the product. The
system should not be connected to a power source until all the components have been installed. Proper safety precautions must be taken during tests and
maintenance of the products when these are still connected to the power source. Failure to do so or tampering with the electronics inside the products can
result in an electric shock causing injury or death and may cause equipment damage. Honeywell is not responsible and cannot be held accountable for any
liability that may arise due to improper use of the equipment and/or failure to take proper precautions. Only persons trained through an Honeywell accredited
training course can install, test and maintain the system.

Liability
You agree to install, configure, and use the products strictly in accordance with the User Manual and product documents available from Honeywell.

Honeywell is not liable to you or any other person for incidental, indirect, or consequential loss, expense or damages of any kind including without limitation,
loss of business, loss of profits, or loss of data arising out of your use of the products. Without limiting this general disclaimer the following specific warnings
and disclaimers also apply:

Fitness for Purpose

You agree that you have been provided with a reasonable opportunity to appraise the products and have made your own independent assessment of the fitness
or suitability of the products for your purpose. You acknowledge that you have not relied on any oral or written information, representation, or advice given by or
on behalf of Honeywell or its representatives.

Total Liability

To the fullest extent permitted by law that any limitation or exclusion cannot apply, the total liability of Honeywell in relation to the products is limited to:
i. inthe case of services, the cost of having the services supplied again; or
ii. inthe case of goods, the lowest cost of replacing the goods, acquiring equivalent goods or having the goods repaired.

Indemnification
You agree to fully indemnify and hold Honeywell harmless for any claim, cost, demand, or damage (including legal costs on a full indemnity basis) incurred or
which may be incurred arising from your use of the products.

Miscellaneous
If any provision outlined above is found to be invalid or unenforceable by a court of law, such invalidity or unenforceability will not affect the remainder which will
continue in full force and effect. All rights not expressly granted are reserved.

Document Conventions
The following typographic conventions are used in this document:

Convention ‘ Description

Bold Used to denote: emphasis.
Used for names of menus, menu options, toolbar buttons...

Italic Used to denote references to other parts of this document or other documents. Used for the result of an action.

The following icons are used in this document:

Icon Description

Note. This icon indicates information of special interest that will help the reader make full use of the product, optimise performance, etc. Failure to
read the note will not result in physical harm to the reader, or damage to equipment or data.

Caution! This icon indicates danger to equipment. The danger can be loss of data, physical damage to the equipment, or permanent corruption of
configuration details.

Warning! This icon indicates danger of electric shock. This may lead to death or permanent injury.

i
<]
& Warning! This icon indicates danger of physical harm to the reader. Not following instructions may lead to death or permanent injury.

Contact Us

www.security.honeywell.com
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1 About this Document
1.1 What is XO 5.4?

XO™ is ADPROQ's Security+ Operating System software. The XO software consists of:
e the server firmware = the software that runs on your ADPRO® NVR+ device.

e the client software = the software that runs on your PC.

The XO software is suitable for ADPRO NVR eFT-S device.

1.2 Scope
This user manual covers the following topics:
e Installation of the XO client software

e  Setup and configuration of the XO device and its peripheral devices (cameras, I/O units, PIR detectors...) in
the XO client software

. Event and alarm transmission
e  User management

e  Configuration management.
This user manual does not cover:

e Installation of hardware: see the Hardware Installation Manual of your XO device (eFT-S Series: 3013-9446-
001).

e  Overview of supported IP cameras: see the Supported IP Camera List (800-27080V1).

e  Setup and use of the analytic applications: see the documentation of the IntrusionTrace and LoiterTrace
applications.

e License and firmware management using Xchange2: see the Xchange2 User Guide (27816).

You can find the latest versions of this document and any referenced document on the Security Solutions
Support site https://myhoneywellbuildingsuniversity.com/ (logon may be required).
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2 Installing the XO Client Software on Your PC

To install the XO client on your PC:

Using the stand-alone client installer, which you can download from My Honeywell Building University
https://myhoneywellbuildingsuniversity.com/. For instructions, see 2.2 Installing the XO Client Software Using the
Installer.

2.1 System Requirements for the Client PC

2.1.1 Hardware
The following are the recommended hardware requirements to run the XO client on a PC:
e Intel Core i5 processor with 8GB RAM

e  Graphics card with DirectX 12 support and the capability for using YUV surfaces and hardware stretching.
Intel® HD Graphics 630 is recommended.

Honeywell recommends to use a graphics card that allows YUV surfaces and hardware stretching. If not, the XO
client software will force the graphics card to GDI mode, which will increase CPU load.

e |tis recommended to install the latest drivers of your graphics card.
For NVIDIA cards, check www.nvidia.com.
For ATI/AMD cards, check www.amd.com/en/support.

e If necessary, you can always force the client into GDI mode (not recommended, because of CPU load). Add
the line ‘gdi=1’ in the [General] section of the hydra.ini file. The default location for this file is:

C:\Users\username\Appdata\Roaming\Hydra\
(where username is the name of the Windows user that is currently logged on).
The rendering switches to the GDI mode when the graphics card does not have this support. Rendering in GDI
mode is not recommended because of high CPU utilization.
O Note

ﬂ you can use hardware decoding on your client PC to enhance the rendering performance. On a typical
system (i7-4790 @3.60GHz), the XO client can handle decoding and rendering of up to 20 full HD
(1920x1080) streams. This performance is not guaranteed and depends on several other factors.

If you are using an additional discrete GPU (Nvidia, AMD Radeon...), then you need to activate the
on-board Intel GPU in your PC's BIOS. For details, consult your PC's documentation.

If you are using Windows 7, you need to attach a monitor to the on-board VGA connector of your PC,
because DirectX 9 needs a monitor to create the necessary hardware surfaces.

The embedded client application is now by default a 64-bit application.

U Caution!

® HD cameras can be used more optimally in a PC with better system specifications. Please take into
account that double resolution, on average, results in 4 times more performance.
Honeywell advises to test the settings to make sure that your PC can handle your configuration.

2.1.2 Software

The following are the recommended software requirements to run the XO client on a PC:
e  Windows 10 (64-bit)

e DirectX 12 drivers
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@) Note

H It is strongly recommended to download the latest drivers for your video card from the site of the
manufacturer of your card. Doing this will resolve a number of issues that you would probably
encounter.

e NVIDIA: www.nvidia.com
e ATI/AMD: www.amd.com/en/support

The client can be forced to use GDI mode. Just put gdi=1 in the [General] section of the hydra.ini file
located in your data directory. The default location is:
c:\users\<username>\AppData\Roaming\Hydra\hydra.ini.

2.2 Installing the XO Client Software Using the Installer

O Note

The procedure below describes how to install the XO client software on a new system. For updating
the client software, see Software Updates.

Toinstall the XO client software using the XO client's installer, proceed as follows:

1.  Download the installer from the Security Solutions Support website
https://myhoneywellbuildingsuniversity.com/.

@) Note

Your virus scanner may block this download. Disable your virus scanner temporarily if this
occurs. Remember to switch it back on after installation.

2. Unzip the downloaded file.
& » This PC » Downloads

~
Name Date modified Type Size
~+: ADPROXOClient_05.04.0012.exe 12/11/2023 10:44 AM Application 25,440 KB

=S

Double-click the ADPROXOCIient_05.04.0012.exe file to start the installer.

3.  The following warning message may appear:
Do you want to allow the following program from an unknown publisher to make changes to this computer?
In this case, click Yes to start the installation.

4.  Click Yes in the following message. This message is displayed as changing the default password for XO
device from first login is made mandatory.

ADPRO X0 Setup
1

WARNING. From XO4.5.5 onwards to comply with Cyber
Security requirements, changing of the default password for
any X0 device that is still on the default will be enforced from
the first login of that user, please ensure all instances of the
user are updated, for full details please refer to the ADPRO
XO Security Guide, document reference 35500, Do you want
to continue?

| Yes No

5.  Click OK to uninstall the previous XO client.

ADPRO XO Setup

The previous version of the client software will be
| uninstalled: Click ‘0K’ to remove it or ‘Cancel to abort the
installation.
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6. Click Uninstall to confirm. When finished, the following screen appears:

§ ADPRO XO Uninstall

Uninstall ADPRO X0 !

Remove ADPRO XO from your computer. @

ADPRO XO wil be uninstalled from the following folder. Cick Uninstall to start the
uninstallation.

Uninstalling from: | C:\Program Files\ADPRO X0\

e

7. Click Finish. The new version will now install.

£ ADPRO XO Uninstall -

Completing the ADPRO X0 Uninstall
Wizard

ADPRO XQ has been uninstalied from your computer,

Chek Finish to dlose this wizard,

Back @

8. Click I Agree to agree with the terms of the license agreement.

& ADPRO XO Setup - x
s =
Please review the icense terms before instaling ADPRIO XO. @
Press Page Down to see the rest of the agreement.

|1. Grant of icense ~
:Sd:l;ect to this agreement, Xiralis grants the Licensee a non-transferable, non-exdusive
license to use the Software and Documentation for its internal business purposes in
accordance with the terms of this agreement.

2. Restrictions on use

| The Licensee must:

(a) only use the Software in conformety with: w

1f you accept the ferms of the agreement, cidk I Agree i confinue. You must acnept the
agreement to install ADPRO YO,

[iagee ] [ conce

r\_

9.  Accept or modify the installation folder. Click Next.

@ ADPRO XO Setup - x
Choose Install Location '
Choose the folder in which o instal ADPRO XO. @

Setup wil install ADPRO X0 in the folowing folder. To install in a different folder, dick Browse
and select another folder. Click Next to continue.

Destination Folder

Browse. ..

Space required: 82.5VB
Space available: 589.7GE

v | [
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10. Accept or modify the default work folder (= the folder for storing snapshots and downloaded recordings).
Also select your preferred language. Click Install, and wait for the following screen to appear:

& ADPRO XO Setup: InstaliOptions

Choose Install Options
Choose the work directory and default language

Install options

Enter the work drectory - Make sure you choose a writable drectory!!!

Defauit language

Engish =
WARNING!! To use the ADPRO X0 dient from IE under Vista/Win7\Win8/\in 10, it is
requred to deable Protected Mode' in the Internet Explorer security settings!

<o o

11.  When the installation is completed, click Close to exit the installation Wizard. The new client version is now
installed.

& ADPRO XO Setup -

Installation Complete
Sefup was completed successfuly.

Completed

Show details

Before you can add an XO device and connect to it using the client, your PC must have an IP address in the
same network range as the XO device. For instructions, see Changing the PC’s IP Address.

2.3 Changing the PC’s IP Address

The XO device’s default IP address is 10.0.0.10 with subnet mask 255.255.255.0. If you want to configure a device
using the XO client, you need to put your PC in the same IP range (for example, IP address 10.0.0.2 with subnet
mask 255.255.255.0).

To change the PC’s IP address in Windows 10, proceed as follows:

1.  Click Start, and then click Control Panel (View by: Category).
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ADPRO

[Z5] Control Panel

&« ~ 4 [EZ » Control Panel

Adjust your computer's settings

System and Security

Review your computer's status

Save backup copies of your files with File
History

Backup and Restore (Windows 7)

Network and Internet

View network status and tasks
Choose homegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

Click Network and Internet.

58

= (| X
v 0 Search Control Panel P
View by: Category ¥
User Accounts
& Change account type

Appearance and Personalization

Clock, Language, and Region
Add a language

Change input methods

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

‘* Network and Internet

&« = v 1T Ql » Control Panel » Network and Internet

Control Panel Home

System and Security
® Network and Internet

Hardware and Sound

Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

u

Internet Options
Connect to the Internet

Change your homepage

v D

Network and Sharing Center
View network status and tasks | Connect to a network

View network computers and devices

Delete browsing history and cookies

Search Control Panel

Manage browser add-ons

14
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3.

Click Network and Sharing Center.

* Network and Sharing Center b (|
&« v ¥ <« Network and Internet » Network and Sharing Center v O Search Control Panel o
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network 3 Access type: Internet
settings Public network Connections: [ Ethernet
Change your networking settings
ﬁl Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
HomeGroup
Infrared
Internet Options
Windows Defender Firewall

Click Connections.

E Ethernet Status X
General
Connection

IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
41days 15:12:43
100.0 Mbps

Activity

Sent — &g —  Received
C 4

Bytes: 65,965,199, 187 | 116,187,400,350

Gpopertes | @pisable | Diagnose
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Click Properties.

@ Ethernet Properties bt
Networking

Connect using:
2@ Intel(R) Ethemet Connection (2) 1213-LM

This connection uses the following items:

& Client for Microsoft Networks A
‘TAFile and Printer Sharing for Microsoft Networks

QoS Packet Scheduler

IR Intemet Protocol Version 4 (TCP/IPv4)
[J 4 Microsoft Network Adapter Muttiplexor Protocol
2 Microsoft LLDP Protocol Driver

2. Intemet Protocol Version 6 (TCP/IPv6) v
< >

| sl | | Uninstal Popeties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK || Cancel |

Click Internet Protocol Version 4 (TCP/IPv4).

Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically

(@) Use the following IP address: |

IP address: ™ ™ - |
Subnet mask: | 255.255.255. 0 |
Default gateway: ER |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | . |

Alternate DNS server: I - . ‘

[Ivalidate settings upon exit " Adyanced...
OK Cancel

ADPRO
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7. Forease of initial setup, change the PC’s TCP/IP settings to the following:

IP address 10.0.0.2
Subnet mask 255.255.255.0

8. Click OKtoreturn tothe Local Area Connection window.
9. Click OK to close the window.

@) Note

You can check the XO device information by running the following commands when you are
connected to the device with a monitor and keyboard.

ALT + F1 | Todisplay the IP details
ALT + F7 | Todisplay the cameras in matrix layout

2.4 Launching and Initial Configuration

2.4.1 Launching the XO Client

To launch the XO client, proceed as follows:

1. Onthe desktop, double-click the XO client icon [@".

If the icon is not available, you can press Start and choose All Programs > ADPRO XO > AdproXO. The

following window appears:

(® Login | |

Fitter: op Add
%  Edit

“ Delete

Settings
“ Demo sites

% Connect

The Login window displays all your XO devices so that you can quickly connect to them. When using the
XO client for the first time, the list is empty.

2. Toset up how the client launches, click Settings.

% Login Y
E@ @ Engiish @ Ok
Il O Frangais M cancal
™ O Deutsch
= (O HNederlands

O Espafiol
GUI style Windows v (Restart required)
Path C:\Users\Admin \AdproX O\
Use hardware acceleration if available
Save live view ® No O ves
Auto restart O N ® Yes

3. Provide the following information:

3013-9447-001
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Item ‘ Description

English, Select the desired language for the application.

Frangais...

GUI style Select a style to change the appearance of the application. The changes will only take
effect after you restart the client software.

Path If required, change the default work folder (= the folder for storing snapshots and

downloaded recordings).

Use hardware
acceleration if
available

Select this option if you want to use hardware decoding on your client PC. Hardware
decoding may enhance the rendering performance. For system requirements, see
System Requirements for the Client PC.

Save live view

Set this option to Yes if you want to show the last used camera matrix in the live view.
If you set it to No, the live view window is empty when you start the client, and you
have to select the cameras for the live view matrix each time you start the client.

Auto restart

Set this option to Yes if you want the login window to reappear when you close the
client software. This allows you to quickly connect to another XO device.

4. Click OK to save the settings.

5.  If you have changed the GUI style, close the Login window, and then restart the client application for the
changes to take effect.

You can now add an XO device and connect to it.

2.4.2 Adding an XO Device to the XO Client

Adding a device to the XO client means that you define and store a set of connection parameters for the device,
such as the IP address, ports, username and password. This allows for a 'one-click' connection to a device.
You can define several connections to the same physical devices, for example for different users (Admin and
Technician), or for connecting from an internal and an external network.

To prevent unauthorized access to a device from your PC, you can leave the password setting blank, forcing a
user to always manually enter the password when connecting.

To add an XO device to the client, proceed as follows:

1. Launch the XO client.

® Login

S

Fitter:

op Add

%  Edit
X Delete

Settings
“ Demo sites

% Connect

O Note

ﬂ If you have installed the XO client for the first time on this PC, you can add a few demo devices
to familiarize yourself with the XO client before adding your own device(s). Access to the demo
devices is limited; not all features are available. For details, see Demo Devices.

Once you have added your own device(s) to the client, you can no longer add the demo devices.

2. If youwant to add the demo devices, click Demo sites. Continue with the next step to add your own

devices.

18
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3. Click Add. The following window appears:

Name Ok
IP Address Cancel
RTSP Port 554

(O Use Encrypted connection
Control Port 2000 |§_: Use Unencrypted connection
HTTPS port 443 [] Use encrypted streaming
P2P Licence UD [0 userzp
PZP Authkey
Connection Type TP ~
Username Administrator
Password sesssnnne

4.  Provide the following information:

Item Description

Name Type a meaningful name for the XO device.

IP Address Type the IP address or DNS hostname of the XO device (default IP address is
10.0.0.10). If you are connecting from an external network (via routers/firewalls),
make sure to type the external (public) IP address as set in the router's/firewall's
network address translation (NAT) table.

RTSP Port Type the RTSP port number (default is 554)

Encrypted Type the Encrypted port number (default value is 2001). Select the check box "Use
Port Encrypted connection" to use Encrypted connection for secure connection.
Control Type the control port number(default value is 2000).

Port

HTTPS Port The HTTPS port number (default is 443)

Select the Use encrypted streaming checkbox for secure video streaming.

O Note

H Restart the XO device after the secure streaming is enabled. Encryption
is applied only on the input video stream and not on the input audio
stream. The Honeywell Miracle cameras will not support audio-out
functionality when encrypted streaming is used.

P2P License UID | Enterthe UID for P2P connection same as that of the XO server and select Use
P2P.

Enable P2P on the XO server from System > Connections > Ethernet / PPP >
P2P configure for this field to display on the client login page. For more details, see
Network (Ethernet).
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Item
P2P Authkey

Description

Enter the Authkey for P2P connection same as that of the XO server and select
Use P2P.

Enable P2P on the XO server from System > Connections > Ethernet / PPP >
P2P configure for this field to display on the client login page. For more details, see
Network (Ethernet).

O  Note

Only Administrative and technician users have rights to generate and
display Authkey.

Connection Type

Select the TCP or UDP protocol. UDP is recommended, but TCP may be required if
the connection goes through a router that blocks the UDP packets.

Username
Password

Enter the username and password of an existing user to log on to the XO device.
The default username is Administrator. The XO device has 666777 as the initial

password which is changed at the first login.

Note

QO  Entering a password is optional. If you leave the Password box blank,
ﬂ you have tofill in the password manually each time you connect to the
device.

"0" as Administrator user is no longer possible to login the device.

5.  Click OK. The new XO device appears in the list.
6. Repeat for any other XO devices that you want to add.

-
® Login =5
Fitter: op Add
WMain Building %  Edit
o
Delete
Settings

Connect

i

2.4.3 Demo Devices
This function is currently not applicable.

2.4.4 Deleting an XO Device

You can delete devices that you no longer use.
To delete an XO device, proceed as follows:

1. Launch the XO client.
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Main Building x
Offices

Xtralis

Delete

Settings

Connect

i

-
| Login @
Boston %  Edit

.

2. Click the desired XO device in the list, and then click Delete.

3. Click Yes to confirm.

=

Connect

-
® Login =5
Fiter
Main Building %  Edit
Offices x Delete
Settings

h

2.4.5 Connecting to an XO Device

ADPRO XO eFT-SClient Software User Guide

You can connect to an XO device from the Login window in the XO client (recommended)

2.4.5.1 Connecting to an XO Device via the Login Window

To connect to an XO device via the Login window, proceed as follows:

1. Launch the XO client. The list of XO devices appears. The system automatically selects the last used XO

device.

-
® Login

i

Fitter:

5r

Main Building L
Offices x

A

Settings

Add

Edi

Delete

Connect

~

2. Click the desired XO device in the list, and then click Connect.
Alternatively, double-click the desired XO device in the list.

The Live Video screen appears:

3013-9447-001
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|-.., Lve Vi B s

O Note

% Login
Logi
Password
Language English

X

®

Login

Enter the password and click Login.

2.4.6 Filtering the Device List

ADPRO

If you did not specify a password for connecting to the device, the following screen appears:

If you have many devices in the list, you can use the filter in the Login window to quickly find the desired device

and connect to it.

Tofilter the device list in the Login window, proceed as follows:

1. Launch the XO client.

® Login 1-43-]1
Fiter: [dh  Add |
= [P et |
Bravo ‘j |W|
Charlie = -
Delta |m|
Echo —_
Foxtrot
Golf
Hotel
India
Juliett
Kilo ———————
Lima = ‘ % Connect ‘

22
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2.

3.
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In the Filter box at the top, type a part of the name of the desired device. The system filters the list as soon

as you start typing.

Connect

i

- ~
| Login ﬁ
Fiter: |
Charlie %  Edt

Double-click the desired device in the list to connect to it.

O Note

11

The filter remains active when you close the client window and return to the Login window (if Auto

restart is active), although the filter text is not visible. To remove the filter and display all devices,

click in the empty Filter box and press Delete.

When you close the Login window, the system removes the filter. The next time you start the client,

the Login window will display all devices.

2.4.7 Changing an XO Device

The first time you connect to an XO device, you use the default values. If you have modified any related settings
related to the connection using the XO client (IP address, ports, password...), you also have to change these in
the Login screen.

To change an XO device, proceed as follows:

1.

2.

Launch the XO client (in its own window).

| Login

Fitter: Add
Main Building %  Edit
Offices x Delete

Warehouse

Settings

Connect

i

ik

Select the desired XO device in the list, and then click Edit.

3013-9447-001
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% Login
Name; Main Building Ok
IP Address: 10.0.0.10 Cancel
RTSP Port: 554
2001 (O Use Encrypted connection
Control Port: 2000 (@ Use Unencrypted connection
HTTPS port 443 [0 use encrypted streaming
P2P Licence UID: [ user2p
P2P Authkey:
Connection Type TCP |wv
Username Administrator
Password: essssense

3. Change the necessary settings.
4. Click OK to confirm.

2.4.8 Changing the Work Folder

The work folder is the default folder on your PC where the XO device stores snapshots, local recordings, and
downloaded recordings.

The default work folder is C:\Users\username\AdproXO\

(where username is the name of the Windows user that is currently logged on).

For snapshots, local recordings, and downloaded recordings, the system will automatically create subfolders in
the work folder for the different XO devices that you manage with your PC. The system does not create these
subfolders for the files that you download using the Transfer screen; you have to select or create the desired
subfolders yourself.

The subfolder name consists of the server unit ID (0001-99999) and the site name of the XO device, as specified
in the CMS Alarm transmission window. For example:
C:\Users\username\AdproXO\0001 - MySiteName

To change the default work folder, proceed as follows:

1.  Close the client, and then reopen it from your desktop. Do not connect to any device yet.

-
® Login =5
Fiter
WMain Building %  Edit
o
Delete
Settings

Connect

="

2. Inthe Login window, click Settings.
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. by 3 Login
EE @® Engish @ Ok
Il O Frangais 3 cancel
™ (O Deutsch
= (O Nederiands
&= (O Espafiol
GUI style Windows o (Restart required)
Path C:\Users\Admin\AdproXO\,

Use hardware acceleration if available
Save live view ® MNo O Yes

Auto restart O No ® ves

3. Totheright-hand side of the Path box, click the_-- | button.
4. Browse to the desired folder, and click OK to confirm.

5.  Click OK to close the Settings window.

2.4.9 Setting the Date and Time

The first time that you connect to an XO device, set the date and time. This ensures that the correct timestamp
appears on recordings and logs.

Changing the date/time settings requires a system restart.

I

O

Caution!

ADPRO XO eFT-SClient Software User Guide

If you turn back the clock, the system may erase existing recordings. For example, you need to turn
the clock back from 16:00 h to 15:30 h. Any existing recordings that were already made between
15:30 h and 16:00 h may be erased after you set the clock back to 15:30 h.

If available, you can let the XO device synchronise with an NTP server (Network Time Protocol server).

O

11

Note

If you experience any instability with the NTP server when using a dynamic NTP address, then enter
the DNS server of your Internet Service Provider in the advanced settings for the Ethernet
connection: choose System > Connections > Ethernet / PPP, click Advanced mode, and fill in the

Provider DNS server box.

To set the date and time, proceed as follows:

1. Choose System > General > Date/Time.

3013-9447-001
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Date/Time
Set here the timezone and the date and time. When using NTF, set the time manually as close as possible first, and then fill in the NTP servers’ IP address.
The clock will only be adjusted very slowhy! You need to restart the system to activate a new NTP server address.

Timezone
Daylight savings @ ves @ Mo
(GMT+01:00) Amsterdam - Berlin - Bern - Rome - Stockholm - Vienna &

(GMT+01:00) Belgrade - Bratislava - Budapest - Ljubljana - Prague

(GMT+01:00) Brussels - Copenhagen - Madrid - Paris

(GMT+01:00) Sarajevo - Skopje - Warsaw - Zagreb |—|
(GMT+01:00) West Central Africa

(GMT+02:00) Amman

(GMT+02:00) Athens - Bucharest - lstanbul

(GMT+02:00) Beirut

Date Time
4 March 2017 3 e,
M TWTF S S Sz T,
2728 1 2 3 4 5

6 7 8 910 11 12

13 1415 16 17 18 19
20 21 22 23 24 25 26
27 28293031 1 2
345 6 7 89

NTP

NTP server

W
5
o

To switch automatically between summer and winter time, set Daylight savings to Yes.

Click the correct time zone in the list.

In the Date box, click the correct date.

Inthe Time box, type the correct time in hours, minutes, and seconds. Enter the time in 24 h notation.

If you want to use an NTP server to synchronise time: in the NTP server box, type the NTP server’s |IP
address, or its dynamic name.

7.  Click Save. The following message appears:

ADPRO XO Client X

IR L N S N

:] Changes reguire a system restart. Do you wish to restart?

8. Click Yes and wait for the device to restart.
If you click No, the system undoes your changes. If you had filled in the NTP server box, the system clears
the box, and the following message appears:

ADPRO XO Client [

I_\ The ntp server field has been cleared!

9. Click OK to close the message box.

2.4.10 Manually Synchronising with NTP Server

If you have filled in an NTP server, the system will automatically synchronise with the NTP server. However, you
can synchronise manually as follows:

1. Choose System > General > Date/Time, and then click Sync. The following warning appears:
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2. Click Yes to continue.

2.4.11 Creating a Direct Shortcut to a Device

ADPRO XO eFT-SClient Software User Guide

You can create a shortcut on your PC desktop to start the client software and connect to a specific device
immediately, without first showing the Login window with the list of devices.

To create a direct shortcut to a device, proceed as follows:

1. Onyour PC desktop, locate the shortcut to the XO client.

2. Right-click the shortcut and select Copy, and then right-click the desktop and select Paste.
Alternatively, you can click the shortcut once, and then press Ctrl+C, and then Ctrl+V.

Windows creates a copy of the shortcut:

AdproX0OCl.. AdproX0OCl..
- Copy

3. Right-click the copy, and then select Properties.

~ AdproXOClient - Copy Properties &J
Security Details Previous Versions
Shortcut Compatibity
A
@_ AdproX0Client - Copy

Target type: Application
Target location: ADPRO X0

Target:

Start in: "C:\Program Files &8EADPRO X0"

Shortcut key:  Mone

Run: [Norrnal window ']
Comment:
Open File Location ] [ Change lcon... ] [ Advanced... ]

nthe T;rget box, add a space to the end of the text, followed by:
-S “YourDeviceName”

where YourDeviceName is the name of the device as shown in the Login window. For example, fora

device named FT2E Warehouse, add:
-S “FT2E Warehouse”

3013-9447-001
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4.
5.

7.

:l“.- AdproXOClient - Copy Properties &J
Security Details Previous Versions
Shortcut Compatibility
A,
@r AdproXOCliert - Copy
Target type: Application
Target location: ADPRO X0
® Login (25— Target: 0 XO\AdbroXOClient exa” -5 “FT2E Warshouse |
Fiter: Startin: "C:\Program Files (x86)\ADPRO X0"
FTZE Offices 14 Edi Shortcut key:  Mone
Delet:
% see Run: [Norrnal window ']
commert
Open File Location ] [ Change Icon... ] [ Advanced... ]
[ ok ][ cancel Apply

Click the General tab.

In the box at the top, type a new name for the shortcut.

Type of file:  Shortout (Ink)
Description:  AdproX0OClient Module

Location: C:\Users'Zme==n"Deskiop
Size: 1.86 KB (1,506 bytes)
Size on disk:  4.00 KB (4,056 bytes)

Created: 13 October 2016, 12:12:47
Modffied: 13 October 2016, 11:00:06

r:,‘,. AdproXOClient - Copy Properties &r
Security | Details I Previous Versions |
General | Shorteut | I |
A
@, FT2E Warehouss|

Accessed: 13 October 2016, 12:12:47
Adtributes: [7]Read-only [ Hidden
[ ok ][ Ccancel Aoply

Click OK to confirm.

A,

@r

FT2E

\Warehouse

Double-click the shortcut to start the client and immediately connect to the specified device.

@) Note

If you change the name in the device list, adjust the shortcut too. If not, the device list will appear

when you double-click the shortcut.

2.4.12 Lock the Client

If the user does not operate the client for more than 20 minutes, the user will be prompted to re-enter the
password for verification. The user can continue the operation only after passing the verification.

ADPRO
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ADPRO XO X

Client locked, please valdate user to unlock it

User Administrator

Password | |

Ok Cancel

2.5 Software Updates

Honeywell regularly provides software updates for your XO device, which you can easily download and install via
the Xchange2 tool. For more information, see the Xchange2 User Guide (27816).

U Caution!

® Honeywell issues upgrade information with every major software upgrade. Upgrade information may
consist of system requirements, special upgrade instructions, etc. Before installing new software,
make sure that you read and understand the upgrade information first. Always follow the
instructions in the upgrade documentation. If in any doubt, do not install the new software.
You can find upgrade instructions on the Security Solutions Support site
https://myhoneywellbuildingsuniversity.com/ (listed under Field Alerts). Also check the Release
Notes (listed under Product Release) for information on solved bugs or known issues.

Honeywell recommends to use the same version for server and client software. However, it is possible to use a
newer client version to connect to servers running lower firmware versions. The opposite is not possible: you
cannot use an older client software to configure a server running on a newer version. In this case, the following
message appears when you open the XO client:

Click OK to close the message box. The client software opens, but the following warning appears:

WARMING! Your client version does not allow configuration changes!

Click OK to close the message box. The System menu is unavailable until you update the client software. You
can update the client using the client installer (downloadable from https://myhoneywellbuildingsuniversity.com/).

Honeywell recommends to uninstall the current client first. (In Windows, go to Programs and Features, search
for ADPRO XO. Right-click it and then click Uninstall.)

To update the client software to the same version as the server, proceed as follows:

1. Close the XO client.
2. Download XO client software from myHBU.
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Unzip the downloaded file. Double-click the ADPROXOCIient_05.04.0013.exe file to start the installer. The

3.

system will uninstall the previous XO or XO client version first.

{5 ADPRO X0 Uninstall - *
Uninstall ADPRO XO '_‘
Remove ADPRO X0 from your computer, @

ADPRO XO will be uninstalled from the following folder. Click Uninstall to start the
uninstallation.

Uninstalling from: | C:\Program Files (x86)\ADPRO X0\

Uninstall Cancel

Click Uninstall to confirm. When finished, the following screen appears:

(5 ADPRO XO Uninstall -

Completing the ADPRO XO Uninstall
Wizard

ADPRO X0 has been uninstalled from your computer,

Click Finish to dose this wizard.

ADPRO

Click Finish, and then follow the instructions of the installation Wizard to install the new version.
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3. Connections
3.1 Network (Ethernet)

You connect the XO device to a local network (ethO: WAN port) for communicating with the client PC and the
CMS: for transmission of alarms, messages, live and quad images... The local network also provides the
communication line to Net 1/O units.

You connect the IP cameras to a separate network (eth1: LAN port). For more information, see IP Camera
Network . This makes sure that the video streams from the IP cameras do not interfere with alarm transmission on
the local network.

O Note

1 Although it is technically possible to connect other IP devices, such as Net I/O units, to the IP camera
network (eth1: LAN port) instead of the local network (ethO: WAN port), Honeywell does not
recommend it.

Itis not possible to have overlapping IP address ranges in ethO (WAN port) and eth1 (LAN port); these
must be separate. The system will check and issue a warning if the IP addresses of ethO (WAN port)
and eth1 (LAN port) are in the same ranae.

Besides the local network connection, you can also set up a remote (PPP dial-in) network using an external
modem. For more information, see PPP Connection (Modem) .

Honeywell
ADPRO

|
/
o
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ADPRO

To set up the local network connection (ethO (WAN port)), proceed as follows:

1.

Choose System > Connections > Ethernet / PPP.

(1] CONNECTIONS

Ethernet / PPP

',,I Configure the network interfaces to communicate with the outside world.
N Forts
3 5 Enable - (Technician}
. &) Audio Telnet port |23 No Yes
- € 1o
“§ Evai Rtsp port 554
By cone : Control port 2000
., FTZ overview I
= ﬂ BEHAVIOUR Video IC port 10002
[ ArmiDizarm Schedule Network 10 port 3041
@ A Profies HTTPS port 213
.l InputiOutput Behaviour [i5
Il ALARM TRANSMISSION Actas NTP-server |
Ethernet
Mac address C0:51:7E:56:DE:AS
Ip address P2P configure X
Subnet mask
Gateway
| Enable P2P ui |04)(3RE-0\"JSKBC—1MMK'N-O 17HIW |
Generate Authkey | | |
Connection interface
(@) Ethernet

3G/4G Wingle

T —
[ ok Cancel
S cont rvaim | (@ e |
& ADPROXO 22.0.0.229 : Xtralis ADPRO XO : 0001 - O X
'.-(_ Live Video ﬁ Recorded video % System & Status About

. d InputiOutput Behaviour
£l il ALARM TRANSMISSION
- il CMS Alarm Transmission

- il Parsliel Alsrm Transmission

- [l Menitor Enable - (Technician)
- il Audio Telnet port No Yes
. € 1o
3 ! Video interconnection
 Eheai Rtsp port 554
g Active conneotions Encrypted configure X
- 4 Pz overvien Controlport
1] eenaviour Video IC port 10002
- [ Arm/Disarm Schedue Unencrypted connection

Network 10 port

HTTPS port

Act as NTP-zerver

Ethernet

st sdress
Ip address 22,0.0.229

Subnet mask 255.255.255.0

3041
Encrypted control port

413

Encrypted audio port

| P2P configure

WN configure SEH config Advanced mode ‘ |:° Save

Encrypted configure

2. Provide the following information:

32
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@) Note
Encrypted and Unencrypted control port can't be set to the same port.
Item ‘ Description Default value
Rtsp port Type the port number for the real-time streaming protocol: the client | 554
uses this port to control the video streaming. If you change this port
number, you also need to change it in the settings for the device in the
Login window.
Control port Type the port number for exchanging information between the XO 2000
device and the XO client software (for example, the status of inputs
and outputs). If you change this port number, you also need to change
it in the settings for the device in the Login window.
Video IC port Type the port number for interconnecting with S3100 security panels. | 10002
Use the same port as the one selected in the S3100 configuration.
Network 1/0 port | This box displays the port used to poll the Net I/O units. This port is 3041
fixed, you cannot change it.
HTTPS port Type the port number for streaming protocol with encrypted 443
connection.
Act as NTP- The option to disable NTP server running on the main NIC when not | Enabled
server required.
MAC address This box displays the MAC address of the XO device. You cannot N/A
change the MAC address.
IP address Type the IP address of the XO device. Do not use reserved 10.0.0.10
addresses! If you change the IP address, you also need to change it
in the settings for the device in the Login window.
Subnet mask Type the subnet mask. 255.255.255.0
Gateway Type the gateway address (= IP address of the router). 10.0.0.1
Encrypted The Encrypted configure window is displayed on clicking the N/A
configure Encrypted configure button.
Unencrypted You can disable unencrypted connection when it is not required. It is | N/A
connection enabled by default.
Encrypted Type the port number for exchanging information between the XO 2001
control port device and the XO client software with encrypted connection.
Encrypted audio | Type the port number for transmitting audio from the client to the XO | 3001
port device with encrypted connection.
P2P configure The Enable P2P server window is displayed on clicking the P2P N/A
configure button.
Generate Click the Generate Authkey button to create an authkey. N/A
Authkey
ﬁ Note
For new P2P connections, create an authkey before
enabling P2P. Using authkey is essential for security
(previously, P2P worked with just the UID, but now UID
and authkey are required). Authkey will take effect in
the next P2P connection and doesn't affect the
currently established P2P. Generate Authkey will
create a new authkey even if an authkey already exists,
and the users must always use the latest authkey.
Ensure securely saving the authkey.
Enable P2P Select the Enable P2P Server checkbox and paste the unique P2P | NA
server authentication identifier in the UID field to enable P2P connection

between the server and the connected clients.

3013-9447-001
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O
ﬂ Note

Instant access between the devices (without the use of IP
address) is enabled using the P2P (peer-to-peer) network
technology. TUTK is the vendor providing the P2P license
UIDs. The P2P connection option is displayed on the XO
client login page after applying it on the XO server. The
same UID can be used for all the XO clients connecting
with the XO server.

To login to the XO Client with P2P connection, paste the
same UID in the P2P License UID field and authkey in
the P2P Authkey field, and then select Use P2P.

Do not leave the IP address, control port, rtsp ports fields
blank when you select the enable P2P server option. IP
address field can have a dummy value. The control port
and rtsp port values must be the same as those in the
device. For example, if control port is 2001 and that port is
port forwarded to port 2000 of the actual device you need
to enter 2000 and not 2001.

P2P supports connections via 4G wingle.

Caution!

o)

Honeywell strongly recommends using the default ports. If you have to use other port numbers,
consider the restrictions as described in Restrictions for Port Number Usage. Do not use the
reserved port numbers 3040 and 3041.

In addition, you have to document the use of the new ports thoroughly. You will need this
information to configure the routers/firewalls in your network.

3. Click Save. If you have changed the IP address, the following message appears:
ADPRO XO Client =5

':0] The IP address changed. The allowed list is cleared.

[ ok |

The system automatically clears the list of client PCs allowed to connect to the device. For details, see
Restricting Access to the XO Device .

4. Click OK to close the message box. Changing the network settings may require a system restart.

If this is the case, the following message appears:

ADPRO XO Client X

':9] Changes reguire a system restart. Do you wish to restart?

Yes No

Click Yes, and wait for the device to restart.

If no system restart is required, The following message appears:

ADPRO X0 Client X

':0] The ethernet configuration has changed. The X0 Client wil restart

Ok

Click OK. The client will close.

5. Make any necessary changes in the client's Login window, and then connect to the device again.
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3.2 Telnet Connection

Caution!
® For security purpose, Telnet Connect function is not supported on eFT-S device.

3.3 Restrictions for Port Number Usage

Listed below are the default port numbers used for ADPRO XO communication. Although it is possible to change
most of these port numbers via the XO client, do not use the default port numbers for anything else than
their default purpose as described in the table below.

Default port

number Purpose Fixed
554 RTSP port (streaming video) -
2000 Control port -
3000 Audio server port (see also Note below) -
3040 NetFinder port Yes
3041 Network 1/O port (for Net I/O units) Yes
5555 Walk test port (iPIR) -
10002 Video interconnection port (S3100/FOXnet Plus) -
15020 Presidium port (obsolete) -
443 HTTPS port for video stream -
33300 ~ 33400 |Camera event feedback port -
2001 Encrypted control port
3001 Encrypted audio port

O Note

H In a network with multiple XO devices, and if you need to access the devices from an external
network (for example, a CMS via router/firewall), you have to specify a unique audio server port
number for each device. For example: 3000 for the first device, 3001 for the second... Remember to
add all port numbers to the port forwarding configuration of your router/firewall.

3.4 Communication with External Networks (Routers and
Firewalls)

If you need to communicate with the XO device from an external network, make sure that the routers and
firewalls in the network are set up correctly: network address translation (port forwarding), firewall settings, etc. If
not, the XO devices will not be able to send alarm and other information to the CMS or other destinations in the
external network. In addition, you will not be able to connect to the device from the external network. You will
receive the following error message when trying to log on:

ADPRO XO Client ==
i Connection error:
A = Authentication failed { Check Allowed/Banned list ) (-53)
Ok

Inthe XO client Login window, add a device using its external IP address and external port numbers.

For instructions on setting up routers and firewalls, see the documentation of your router/firewall. The table below
lists the standard services and port numbers that are required for communication:
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Service Name ‘ Service Type Port Number (From/To)

Control Port TCP TCP 2000-2001
Audio Port TCP TCP 3000
Alarm Port TCP TCP 10000
RTSP Port TCP TCP 554
RTSP Port UDP UDP 554
iPIR Port UDP 5555
Encrypted Control port TCP 2001
Encrypted Audio port TCP 3001

U Caution!

® For security reasons, always keep debug port 2222 closed. Open it only on request (for example,
by Honeywell technical support staff), and always close it afterwards.

O Note
H If you are using non-standard port numbers, make sure to specify them instead of the standard ports.

3.5 Bandwidth

You can limit the total bandwidth that the system uses. This may affect image rate, but not image quality, during
live viewing.

To limit the bandwidth, proceed as follows:

1.  Choose System > Connections > Ethernet / PPP.
2. Click Advanced mode. The advanced Ethernet options appear:

Ethernet
Mac address 4c:72:b3:98:0etec

Ip address 10.0.0.10

Subnet mask 255.255.255.0

Gateway 10.0.0.1
Provider DNS Server
Dynamic DNS server Mone |Z|
Dynamic DNS user
Dynamic DNS pass
Dynamic DNS Hostname
Max bandwidth (kbps) V]
45 kbps (0 = no limit)

=== .

The graph (B) at the bottom indicates the bandwidth that the local network is currently using. The horizontal
red line in the graph indicates the average used bandwidth. The box above the graph (A) displays the current
bandwidth value in kbps.

3. Inthe Max bandwidth (kbps) box, type the desired maximum bandwidth in kbps (kilobits per second). If
you do not want to limit the bandwidth, type 0.

4. Click Save.
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3.6 Dynamic DNS

O Note
This feature will be supported in future versions.

3.6.1 About Dynamic DNS

Dynamic DNS provides the capability for a networked device, such as a router or modem, to notify a Domain
Name System (DNS) to change, in real time, the active DNS configuration of its configured hostnames,
addresses, or other information. In this way, you can use a hostname instead of the IP address, which is
convenient for DHCP-attributed IP addresses. Especially with 3G/4G, DHCP often attributes the IP address.

To register to a Dynamic DNS service provider, the XO device needs access to the internet and to a DNS server
to resolve the host name of the service provider. This internet connection can be provided by the Ethernet
connection or a 3G/4G connection. If the internet connection is only available through 3G/4G, you have to enter
the correct Provider DNS server when setting up Dynamic DNS in the client software.

O  Note

H e If you configure a Dynamic DNS service for both the Ethernet and the PPP (3G/4G,
modem) connection, you have to use different host names (only 1 account required, but 2
host names).

o Ifthe XO device is behind a router, the Dynamic DNS service will use the external IP address.
The XO device will set this automatically, so no changes in the XO client are necessary.

3.6.2 Setup

O Note
You have to set up a Dynamic DNS account (with any Dynamic DNS service provider) first.

To configure the XO device for Dynamic DNS, proceed as follows:

1.  Choose System > Connections > Ethernet / PPP.
2. Click Advanced mode. The advanced Ethernet options appear:

Ethernet
Mac address 4c:72:b9

Ip address 10.0.0.10

Subnet mask 255.255.255.0
Gateway 10.0.0.1

Provider DNS Server

Dynamic DNS server Mone |Z|
Dynamic DNS user

Dynamic DNS pass

Dynamic DNS Hostname
Max bandwidth (kbps) 0

45 khps (0 = no limit)

E =

3. Provide the following information:
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Item ‘ Description

Provider DNS Enter the provider DNS server.

server If you will connect to internet over Ethernet, you can leave this box blank, because
certain protocols have been pre-programmed in the software. If the internet connection
is only available via 3G/4G (in Advanced mode under PPP), then you have tofill in
this box.

Dynamic DNS Select the correct provider in the list.

server

Dynamic DNS Enter the username you have received from your provider for the Dynamic DNS
user account.

Dynamic DNS Enter the password you have received from your provider for the Dynamic DNS
pass account.

Dynamic DNS Enter the host you have received from your provider for your Dynamic DNS account.
host

4. Click Save, and wait for 10-20 seconds while the system establishes a connection to the Dynamic DNS
server.

o If no error messages appear, the connection to the Dynamic DNS is successful.

. If error messages appear, see the troubleshooting section below.

3.6.3 Troubleshooting Dynamic DNS

If the system cannot connect to the Dynamic DNS service, an error message will pop up. At the same time, the
system will activate system input 0055 —[SYST] - DYN DNS FAILED. Typical errors are incorrect username,
password, or host name. The most common errors are described below.

@) Note

An error message is displayed only once. If you want to view the message once again, set the
Dynamic DNS server to None, and then click Save. Re-enter your DNS provider, and click Save
again. Wait for a few seconds and the message will reappear.

‘Warning: Unable to determine IP address’

If you receive this error message, the XO device could not resolve the service provider’'s host name:

o  Check the provider DNS server settings in the Ethernet screen.
e  Check the internet connection of the XO device.

‘No update required’

If you change settings for the Dynamic DNS, the XO device will write a new configuration and force an update of
this configuration. Some service providers may return a message such as No update required or Attempts to
change to the current address are considered abusive. This system will automatically reset this error on the next
automated check, after one minute.

3.7 Restricting Access to the XO Device

To restrict the access to the XO device via the local network, you can:
e Create a list of authorised clients in the Allowed list.

If you use the Allowed list, the system automatically adds the IP address of your PC (on which the XO client
software is running) to the Allowed list when you add any other IP address. If this were not the case, your
own PC would become an unauthorised client and you would no longer be able to connect to the device
from your PC.

You cannot delete your PC’s IP address from the Allowed list.

If you leave only your own IP address in the Allowed list, no other client will be able to connect to the XO
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device.

e Create a list of non-authorised clients in the Banned list.

If you use the Banned list, you cannot add the IP address of your PC. If this were not the case, your own PC

would become an unauthorised client and you would no longer be able to connect to the device from your
PC.

You cannot use both lists at the same time. Choose the list that suits your situation best. Leave the lists empty if
you do not want to restrict access.

O Note
If you change the IP address of the device, the system will automatically clear the Allowed list.

To restrict access to the XO device, proceed as follows:

1.  Choose System > Connections > Ethernet / PPP.
2. Click Advanced mode. The IP address filter appears:

IP address fiter

@ @Alluwed @Banned

Ip address | aAdd || Det |

3.  Proceed as follows:
. To create a list of authorised clients, click Allowed.
° To create a list of non-authorised clients, click Banned.

Inthe IP address box, type the IP address that you want to ban/allow.
Click Add to add the IP address to the selected list.

Repeat for all other IP addresses that you want to ban/allow.
Toremove an IP address from the list, click the IP address, and then click Del.

® No g &

To quickly remove all addresses:
° From the Allowed list, click Banned.
. From the Banned list, click Allowed.

The following message appears:
ADPRO XO Client e

':e] Changing the allowed/banned list selection will clear the list. Are you sure?

9. Click Yes to confirm.
10. Click Save.

3.8 4G Wingle Connection

3.8.1 Preparing the Wingle

The Huawei E8372 wingle offers a 4G connection on your XO device. Before you can use the wingle, you need to
prepare it on your PC. Then you can insert it into your XO device and specify the PPP settings in the XO client.

To prepare the wingle for use, proceed as follows:

1. Install the SIM card in the wingle. For details, see the Quick Start Guide that came with the wingle.
2. Write down the SSID and Wi-Fi key; you will need these later to connect to the Huawei Wi-Fi access point.
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3.
4.

6.
7.

8.

9.

Insert the wingle into a free USB port on your PC.

Connect to the Huawei Wi-Fi access point.

If the PC displays an additional Ethernet connection, you can use this connection instead of the Wi-Fi
connection.

Open your browser and go to: https://192.168.8.1

€ 2 € ANotswe 19216281 himlindehimithome * @ oo

M HuawE! woa—

>

Device login password %‘
2 5 [,

oA

nsiail me Al L2 app to

Log on with username as admin and password as admin.

Enter PIN code for SIM if prompted. Go to Advanced > System > PIN Code Management to disable PIN
verification.

€ 3 C  ANotsewe 1921638./Hmi/contert himb¥pincodermanagsment « B0 o0Os

A HuAwE| Lnguage- | © N 3 3¢

{€}Advanced

Wi-Fi - PIN Code Management
Updates

N Cone wianagement
DHCP
Security &
System -

Device Information

Restart

Resel

Oneslick Check

Diagness

Modey Password

PIN Cod ha

nagement

Syster Setlings

Go to Mobile Network > Internet Connection.

3 G A Notsecue 1921688 1/htinl/content hmmobdeconnection « BD O a

M HuaweEl language- | O 4 B ¢

&3 Mobile Network

Internet Connection

Mobile Network Searching

ras ings in and can il n the APN informaticn a
APN can't connect o the Inlemet autometicaly, you can change he AFN manually.

st gz o)
@

Data roaming

Aute-select network

This feature will be disabled when the proflie
configuration 1s changed

Profiles +

Infisim{defautt)
mm.siatic

Three Mobile Broadband
Open.intemet

Auto

Click + to create a new profile.
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B G ANersar TS216681/mnycontehe emosiiconnsction * 0O 0@ :

Frofle Management

Profie rame ¢ B

Setas Default Profle:

AP

User name

Passwor

cancel

10. Provide the following information:
Item Description

Profile name Type a name for the connection.

APN Enter the APN (Access Point Name) address of your provider.

User name Type a username for the connection (if required — check with your provider).

Password Type a password for the connection (if required — check with your provider).

11. Click Save.
12. Optional: Go to WIFI Settings to change the SSID and Wi-Fi key.
€ 3 O AMotscwe 13216381 himijcontent hirBwifeasy % O o2 :

A HuawEl Language- | © T 3 3%

i Setiings

WiF| Basic Settings WLFI Basic Settings

Guest WIFi

1 paramelers such as SSID, encrypt
Devices running Andreid 10 ora later version may use:
e W FI ke Sure T Updale MAC filer Serngs win

s [ o]

e HUAWE E8372
Secunty mose. WRAZ BSK
i Fi passwora — =

13. Click Save.
14. On the Home page, check that Disable Mobile Data is displayed. This shows that Mobile Data is enabled.

€ 5 ©  AMNotwowe 19216851 htmi/contenthimi#home ) DI 0@ i

&2 HUAWEI language- | O 4 B 3%

1‘ - -
'||| . (C I__T:Ij

26§} voda UK Wy deice. Devices

Disable Mobile Data

Cument Connection Previous login information
Duralion 00:02.41 Login P, 152.168.8.103
Uploaging moble ozt 0.5k Logname: 3074012312078
Downloasing mobile data.  123.4KB Login status:  Nomal
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15. Go to Advanced > Security > DMZ settings.

« © A Notsecwe 1321688.1/niml/coment himi#dmzsetii

ADPRO

+ O 0@ ¢

& Mobile Network

Wi-Fi
Updates

DHCP

Firewal
1P Fier

Virlual Server
‘Special Appiicaons
DMZ Setings
SIPALG Settings.
UPnP Seftings

NAT Setlings

System

16. Enable DMZ status.

DMZ Settings

Device Ananymous deviee

DWMZ Nost 1P aoaress (192 166.8100

17. Setthe DMZ IP Address to 192.168.8.100.

18. Click Save.
The wingle is now configured.

19. Insert the wingle into the back panel USB port on your XO device.

20. Restart the XO client.

Ne:xt, you will specify the PPP settings for the wingle in the XO client.

3.8.2 Wingle PPP Configuration

To specify the wingle PPP settings, proceed as follows:

1. Choose System > Connections > Ethernet / PPP.
2. Click Advanced mode. The following section appears:

PPP
Modem type Mone

MNone

3. Provide the following information:

-
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Item ‘ Description Default value
Modem type Select 3G/4G. None
PPP username | Type the username for connecting via the 4G wingle (PPP V3100
authentication).
PPP password | Type the password for connecting via the 4G wingle (PPP -
authentication).
O Note

1

The default username is Administrator. The XO device
has 666777 as the initial password which is changed at
the first login.

APN address Enter the APN (Access Point Name) address of your provider. -

Max. bandwidth | Type the desired maximum bandwidth in kbps (kilobits per second) 33
for the PPP connection. If you do not want to limit the bandwidth,

type 0.

The graph below this box indicates the bandwidth that the PPP
connection is currently using. The box just above the graph displays
the current bandwidth value in kbps.

4. Click Save.

3.9 Email

3.9.1 Setting up Email

If you want the XO device to send emails on events/alarms (for example, for the iTrace app), set up the email
SMTP server, and the email sender address. Ask the IT Department for the correct settings.

@) Note

The email address of the email sender may need to be an existing email account, depending on the
SMTP server settings.

To set up email communication, proceed as follows:

1. Choose System > Connections > Email.

E-Mail
SMTP server address

SMTP =erver port 25

Sender e-mail address

s ZUT -]
Username

Password

iTrace smtp retry time (1-10m}) 3

iTrace retry attempts (1-10) 3

2. Provide the SMTP server address, SMTP server port, and TLS setting as specified by the IT
Department.

3. If your email server requires authentication, provide a username and password in the Username and
Password boxes.

4. Inthe Sender email address box, type the email address that will send the emails.

5.  Foremails to the iTrace app, specify the following additional settings:
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e iTrace smtp retry time (1-10m): specify the time (between 1 and 10 minutes) in which the
recipient has to respond to the iTrace email. If the recipient does not respond in time, iTrace
sends the email again.

o iTrace retry attempts (1-10): the number of times (between 1 and 10) that iTrace sends an
email for the same event. If there is still no response from the recipient after that, the XO device
activates the system alarm 0041 — [SYST] — NO ITRACE REACTION. This alarm can warn CMS
staff that there was no response to the iTrace emails, so that they can then take the appropriate
action.

6. Click Save.
You can now set up the mailing lists to send emails to.

3.9.2 Setting up Email with Gmail

If you want to use a Gmail account to send emails, you will have to set up Gmail passwords. First you must ensure 2-
step verification is already enabled on the account. Once this is done proceed as follows.

1. Logontoyour Gmail account if necessary. Select account icon.

— s

* O 0@ &

0
@

remotecctv.demao@gmail.com

e B @

¥ syncis off

G Manage your Google Account

3] Sign out

Other profiles o

@ Guest

+ Add

2. From the menu, select Manage your Google Account
3. Inthe search field, type “app passwords” and select the option that shows in results.

v G Google Account b3 +
< c 2% myaccount.google.com/?rapt=AEjHL4PabLKCWkLp4rgnDnfax7i0-Mo8g7WO0ekQDp6fps
Google Account Q, app passwords
2 RESULTS
@ Home A —
= pp passwords
r'. Security

I:_=-| Personal info = Wek & App Activity
a

Data & privacy

® Data & privacy
E' Security Q Search Help Center for "app passwords”

. Manage \
2 People & sharing ge !
B Payments & subscriptions

Privacy &

® About personalizatic

See the data in your ¢

el b o ket sl
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4, In the App name field, enter a name for your ADPRO device. Click Create.

e — x - x
€ 3 C % myacaourt 40EXZAD! d6ITHNT-2dU ¥ O 0@ oi
Google Account ® # °

¢ App passwords

App passwords help you sign into your Google Account on older apps and
services that don't support modzrn security standards.

App passviords are less secure than using up-to-date apps and services
that us2 modern security standards. Before you create an app password,
you should checx ta see if your app needs this in order to sign in.

Learn more

You dorit have any app pesswords.

To create anew agp specific password, type a name for it below...

App name

Create

A new password is displayed.

Generated app password

Your app password for your device

bzyy gkpa tdiz elzh

How to use it

Go to the settings for your Google Account in the application or device you are
trying to set up. Replace your password with the 16-character password shown
above.

Just like your normal password, this app password grants complete access to
your Google Account. You won't need to remember it, so don't write it down or

share it with anyone.

Done

Use the 16-digit code and enter it as the password beneath the Username for the email setup page in XO
Client.
5. Click Done.

For the Gmail Username, use the Gmail account that the password is linked to.

3.9.3 Creating Mailing Lists

The email address book defines the mailing lists for sending alarm messages. For each trigger (input), or set of
triggers, you specify the email addresses of everyone who needs to be informed of the alarm or event.

You can indicate that the mailing list is for specific use with iTrace. The emails then have a different layout with a
link to the iTrace app.
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To create a mailing list, proceed as follows:

1. Choose System > Behaviour > Email Addressbook.
E-Mail Addressbook

Define here what people wil get an e-mail when certain alarms are generated. You can define which camera pictures will be attached for these alarms in
the “Input/Output Behaviour' page.

Mailing list

Edit Remove
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2.

> w

© © N o O

10.

1.

Click Add. The following screen appears:

Mailing list tem configuration

Name

Trace [}
Destinations

Add | [ Edt | [ Remove
Triggers

In the Name box, type a meaningful name for the mailing list.

If the mailing list is used with iTrace iCommand, select the iTrace checkbox.
Next, you will add the required destination email addresses.

Under Destinations, click Add.

In the Email address box that appears, type the email address, and then click OK.
Repeat for all other required destination addresses.

Toremove an email address, click on the address, and then click Remove.

To change an email address, click on the address, and then click Edit. Change the email address as
required and then click OK to confirm.
Next, you will add the inputs that will trigger the email.

Under Triggers, click Add. The list with all possible triggers appears.

Triggers
Alltriggers.

0000 - [SY'ST] - SYSTEM STARTUP o
0001 - [SY'ST] - MANUAL HW CFG NEEDED | 5
0002 - [SY'ST] - HW CFG MISMATCH
0005 - [SY'ST] - ANALYTIC CFG BUSY
0005 - [SY'ST] - CONFIG UNCOMMITTED
0007 - [SY'ST] - TECHNICIAN GRANT -
Al [
Al

Use the filters below the list to reduce the list. If you filter on camera inputs, you can filter further on camera
number.

To add a trigger, double-click it in the All triggers list. The selected trigger now appears in the Triggers list
on the left:

Triggers

Alltriggers.
1025 - CAMO1 SABOTAGE EVENT 1029 - [REAL] - CAMO1 CONTRAST EVENT -
1034 - CAMO1 MOTION1 1030 - [REAL] - CAMO1 RECORD ERROR

1031 - [REAL] - CAMO1 NO RAW VIDEO
1032 - [REAL] - CAMO1 EVENT ‘

1034 - [REAL] - CAMO1 MOTION1

1035 - [REAL] - CAMO1 MOTIONZ

m

Inputs: Cam |Z|
Al [
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12.  Toremove a trigger from the Triggers list, double-click it.
13. Click OK to save the triggers.

14. Click OK to save the mailing list.

15. Click Save to save the email address book.

3.9.4 Verifying Email Communication
The XO device sends test emails to verify the email communication setup:

e  When you save changes to the email setup, the system sends an SMTP server test email to the sender email
address. Check if the sender has received the test email.

If not, revise the email connection settings.
e  When you save changes to the email address book, the system sends a trigger test email to the recipients.
Check if the recipients have received this trigger test email.

If not, revise the email connection settings and the email address book.
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3.10 IP Camera Network

3.10.1 General Setup

The IP camera network (eth1: LAN port) is separate from the local network (ethO: WAN port) and uses a different
IP range. This makes sure that the video streams from the IP cameras do not interfere with alarm transmission
on the local network.

Honeywell
y

ADPED

o Note

1 Itis not possible to have overlapping IP address ranges in ethO (WAN port) and eth1 (LAN port); these
must be separate. The system will check and issue a warning if the IP addresses of ethO (WAN port)
and eth1 (LAN port) are in the same range.

All IP cameras connected to eth1 (LAN port) need an IP address in the same range as eth1 (LAN port). If you need to
connect IP cameras in multiple IP address ranges, see IP Cameras in Multiple Network Segments (Static Routing) .

O  Note

ﬂ Connect the camera network to eth1 (LAN port) of the XO device, not to ethO (WAN port). EthO (WAN
port) is reserved for the XO device network. Transferring video via ethO (WAN port) may hinder alarm
transmission.

The IP address of your XO device and the IP address of the second Ethernet port have to be in
different ranges.
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To set up the IP camera network, proceed as follows:

1.  Choose System > Maintenance > Hipi/Eth config.

HipiEth ethernet configuration
Network card interfaces

Save Edit

2. Click eth1, and then click Edit.

HipiEth ethernet configuration

Network card interfaces Network interface
Mac address 00:50:fb:00:a2:53
Ip address 192,158, 10, 100

Subnet mask 255.255.255.0

[ Add static routes

Ok Cancel

3.  Enterthe IP address and subnet mask.

O Note

To make sure that eth1 (LAN port) is in a different IP range than eth0 (WAN port, local network),
use the same subnet mask for both.

&>

Click OK.
Click Save.

o

3.10.2 IP Cameras in Multiple Network Segments (Static Routing)

All IP cameras connected to eth1 (LAN port) need an IP address in the same range (same network segment).
However, in larger buildings it may happen that the IP cameras are on multiple network segments using multiple
IP address ranges. You can use static routes to extend the eth1 (LAN port) camera network to these other
network segments.
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(Inbuilt PoE connectors)

eth1:] (LAN port)

Honeywell
o

W .

P
<5

In the example below, there are two IP camera networks. The route between the two networks runs via the
gateways 192.168.10.1 (in the eth1 (LAN port) network) and 192.168.0.1 (in the second network).

eth1: 192.168.10.100/24

E ‘Q{j q

To set up the static route to a second network in the XO client, you need:
e The IP address of the gateway in the eth1 (LAN port) network.

Tip: by convention, gateway IP addresses usually end in '.1". If eth1 (LAN port) is 192.168.10.100, then the
gateway would be 192.168.10.1. Always check with the network administrator.

. The network identifier of the second network, in xxx.xxx.xxx.xxx format.

e  The subnet mask of the second network, in xxx.xxx.xxx.xxx format. Ask the network administrator to provide
the required information.

O Note

ﬂ If the network administrator provides the information in a different format, or if you only get a range of
IP addresses for the cameras in the second network, you can calculate the required values yourself.
For details, see Networks, Subnet Masks, and IP Addresses.

Changing the static routes requires a system restart.
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3.10.2.1 Adding Static Routes
To add static routes for the IP camera network, proceed as follows:

1. Choose System > Maintenance > Hipi/Eth config.

HipiEth ethernet configuration
Network card interfaces

2. Click eth1, and then click Edit.

HipiEth ethernet configuration
Network card interfaces

Mac address 00:50:fb:00:a2:53

Ip address 192,168, 10, 100

Network interface

Subnet mask 255.255.255.0

[ Add static routes

Edit

W
&
@

3. Select the Add static routes checkbox.

HipiEth ethernet configuration
Network card interfaces

Mac address 00:50:fb:00:a2:53

Ip address 192,168, 10, 100

Network interface
Static route config

Subnet mask 255.255.255.0

Gateway

Add static routes Delete

W
&
@

Inthe Gateway box, fill in the gateway for the eth1 camera network.

Hipi/Eth ethernet configuration
Network card interfaces Network interface
Mac address 00:50:f:00:a2:53  Static route config
Ip address 192.168.10. 100
Subnet mask 255.255.255.0
Gateway 192.168.10.1
Save Edit [#]Aadd static routes Delete
5. Click Add.

HipiEth ethernet configuration
Network card interfaces
Static route config Network

Mac address 00:50:fb:00:a2:53
Ip address 192.168.10.100 Subnet mask

Network interface

Subnet mask 255.255.255.0

Gateway 192,168.10.1

Add static routes Delete

Edit

W
&
@
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6. Inthe Network box, type the network address of the network segment that you want to add.

7. Inthe Subnet mask box, type the subnet mask of the network segment that you want to add.

HipiEth ethernet configuration

Network card interfaces Network interface
Mac address 00:50:fb:00:a2:53 Static route config Network 192,168.0.0
Ip address 152.168. 10.100 Subnet mask | 255.255.255.0__
Subnet mask 255.255.255.0
Gateway 192.168.10.1
Save Edit [¥] Add static routes Delete
8. Click OK.
HipiEth ethernet configuration
Network card interfaces Network interface
Mac address 00:50:fb:00:a2:53 Static route config
Ip address 192,168, 10, 100 132.168.0.0/24

Subnet mask 255.255.255.0

Gateway 192.168.10.1
Save Edit Add static routes

The added network appears in the Static route config box. The subnet mask is converted to CIDR notation
(/24 in the example).

9. If necessary, repeat steps 5 to 8 to add more static routes.

Hipi/Eth ethernet configuration

Network card interfaces Network interface
Mac address 00:50:fb:00:a2:53 Static route config
Ip address 192.168.10. 100 152 _168.0.0/24

1

"

2.168.3.0/24
Subnet mask 255.255.255.0

Gateway 192,168.10.1

10. Click OK.

HipiEth ethernet configuration
Network card interfaces

11. Click Save.

3.10.2.2 Removing Static Routes

To remove static routes for the IP camera network, proceed as follows:

1.  Choose System > Maintenance > Hipi/Eth config.
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HipiEth ethernet configuration
Network card interfaces

2. Click eth1, and then click Edit.

HipiEth ethernet configuration

Network card interfaces Network interface
Mac address 00:50:fb:00:a2:53 Static route config
Ip address 192,168, 10, 100 132.168.0.0/24

15Z.168.3.0/24
Subnet mask 255.255.255.0

Gateway 192.168.10.1
Save Edit Add static routes

3. Inthe Static route config box, click the route that you want to remove, and then click Delete. The system
removes the selected static route.

Hipi'Eth ethernet configuration

Network card interfaces Network interface
Mac address 00:50:fb:00:a2:53 Static route config
Ip address 192.168.10. 100 152 _168.0.0/24

Subnet mask 255,255.255.0

Gateway 192.168.10.1
save Edt [l add static routes

4. Click OK.

HipiEth ethernet configuration
Network card interfaces

5. Click Save.

3.11 1/0 Cards (MIO and EIO)

3.11.1 Configuring the I1/O Cards

O Note

H If you are using XO I/O Interface USB modules with external I/O cards, make sure that you have
plugged the USB modules in the USB port on the front panel of the eFT-S before configuring the cards
in the XO client.

The Main I/0 (MIO) and Extension I/O (EIO) cards are internal (built into the ADPRO device) or external (XO I/O
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Interface USB module) I/O cards. They are also called OTB (on-the-box) cards. The MIO and EIO cards offer:

e  Per MIO card: 8 tamper-protected inputs and 4 relay outputs.

e Per EIO card: 12 tamper-protected inputs and 4 relay outputs.

For correct operation, you have to indicate if the inputs are normally open (NO) or normally closed (NC), and if
they are configured as NEOL, SEOL, or DEOL.

Furthermore, you can configure the external outputs to operate in failsafe and/or watchdog mode:

e Failsafe mode means that the relay is activated during idle state, and drops when the output is driven. The
advantage is that failsafe outputs drop to ‘alarm state’ when the power supply is cut.

e Watchdog mode means that the output is activated, after a certain timeout, when the system cannot reach the
I/0 card. This situation can occur when the system hangs. You can let the system automatically restart the
motherboard to clear the situation.

To configure the inputs and outputs of the MIO/EIO cards, proceed as follows:

1. Choose System > Connections > /0. The screen shows the available I/O card sets. The example screen
below shows a system with a first set of MIO+EIO card (1-1/O card + ext.) and a second MIO card (2-1/0

card).
On the box 'O
2-I/0 card (w01.00.0004)
Confuraton

2. Click the desired I/O card set in the list, and then click Configuration. The following screen appears:
Input
1234 5678 910112 13141516 171819 20

Me End Of Line (MECL) e eEe @eeEe @eee @O ee @@ @@
Single End Of Line (SEOL)
Dual End Of Line (DEOL)
Mermally Open (NO) @ @ % ® o @ ® @ o @ @ ® e @ @ @ @ @ @ ®

Mormally Closed (NC)

Output

1 2 3 4 5 6 7 8
Failsafe operation ] Y N G EEEE
Watchdog (ADPRQ XO fatal error) COEE  Buzzer Ed ] W Y
Watchdog
Timeout (reset activation) - (s) 900 ] Active
Timeout (output activation) - (s) 180

3. Provide the following information:
Input: Inputs 1-8 are the inputs on the MIO card, inputs 9-20 are the inputs on the EIO card.
No End of Line (NEOL) Select this option if the input is configured as NEOL.
Single End of Line (SEOL) | Select this option if the input is configured as SEOL.
Dual End of Line (DEOL) Select this option if the input is configured as DEOL.
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Normally Open (NO) Select this option if the input is normally open.

Normally Closed (NC) Select this option if the input is normally closed.

Output: Outputs 14 are the outputs on the MIO card, outputs 5-8 are the outputs on the EIO card.

Failsafe operation Select this checkbox for each output that has to operate in failsafe mode.

Watchdog Select this checkbox for each output that has to operate in watchdog
mode.

Buzzer Select this checkbox if you want the buzzer to sound during a watchdog
alarm.
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Item ‘ Description

Watchdog: specify the timeouts for the watchdog mode.

Timeout (reset activation) | Type the timeout in seconds (181-1799) after which the system has to
restart the motherboard.

Active Clear this checkbox if you do not want to restart the motherboard
automatically.

Timeout (output activation) | Type the timeout in seconds (61-599) after which the system has to
activate the watchdog outputs and the buzzer.

O Note
Input alarm and PRESENCE FLT alarm will be reported if IO status switching between NO and NC.

4. Click OK.
5. Click Save.

3.11.2 Updating the MIO Card Firmware

The list of installed I/O card sets displays the firmware version of the MIO card (v01.00.0000 in the example
below).

On the box 'O

1-I/0 card + ext. {(v0l_00._oooa)

2-1/0 card {w01.00.0000)

To update the MIO card firmware, proceed as follows:

1. Choose System > Connections > /0.

On the box 'O

1-I/0 card + ext. {v0l1_00.0000)

2-1/0 card {w01.00.0000)

2. Click Update. The following section appears:

On the box VO update
File

Version

Cancel

3. Click the button and browse to the .img file with the latest firmware version.
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4.  Click Open. The Version box displays the firmware version that you will upload.

On the box VO update

File

Version

application.img

v01.00.0004

Cancel

ADPRO

5. Click Update. The device beeps while the system installs the new firmware (about 5 seconds).

6. When finished, click Cancel to close the update box.

7. Ifyouhave asecond MIO card, select the second card set in the On the box /O list, and update its
firmware in the same way.

3.11.3 MIO and EIO Cards Inputs/Outputs

The tables below list all the inputs and outputs in the XO client related to the MIO and EIO cards.

3.11.3.1 MIO and EIO Set 1

Real inputs:

MIO + EIO card, set 1

Input (real) Default name Description

MIO card 1

12560 USBIO-1 PRESENCE FLT I/O card absent

12576 USBIO-1 INPUTO1 Real alarm on input 1
12577 USBIO-1 INPUTO02 Real alarm on input 2
12578 USBIO-1 INPUTO3 Real alarm oninput 3
12579 USBIO-1 INPUTO04 Real alarm on input 4
12580 USBIO-1 INPUTO05 Real alarm oninput 5
12581 USBIO-1 INPUTO6 Real alarm on input 6
12582 USBIO-1 INPUTO7 Real alarm oninput 7
12583 USBIO-1 INPUTO08 Real alarm on input 8
EIO card 1

12584 USBIO-1 INPUTOQ9 Real alarm oninput 9
12585 USBIO-1 INPUT10 Real alarm oninput 10
12586 USBIO-1 INPUT11 Real alarm on input 11
12587 USBIO-1 INPUT12 Real alarm on input 12

58

3013-9447-001




ADPRO

MIO + EIO card, set 1
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Input (real) Default name Description

12588 USBIO-1 INPUT13 Real alarm oninput 13
12589 USBIO-1 INPUT14 Real alarm oninput 14
12590 USBIO-1 INPUT15 Real alarm oninput 15
12591 USBIO-1 INPUT16 Real alarm oninput 16
12592 USBIO-1 INPUT17 Real alarm oninput 17
12593 USBIO-1 INPUT18 Real alarm oninput 18
12594 USBIO-1 INPUT19 Real alarm oninput 19
12595 USBIO-1 INPUT20 Real alarm on input 20

Tamper inputs:

MIO + EIO card, set 1

Input (tamper) Default name Description
MIO card 1
12596 USBIO-1 INPUTO1 Tamper alarm on input 1
12597 USBIO-1 INPUTO02 Tamper alarm on input 2
12598 USBIO-1 INPUTO3 Tamper alarm on input 3
12599 USBIO-1 INPUTO04 Tamper alarm on input 4
12600 USBIO-1 INPUTO05 Tamper alarm on input 5
12601 USBIO-1 INPUTO06 Tamper alarm on input 6
12602 USBIO-1 INPUTO7 Tamper alarm on input 7
12603 USBIO-1 INPUTO08 Tamper alarm on input 8
EIO card 1
12604 USBIO-1 INPUTQ9 Tamper alarm on input 9
12605 USBIO-1 INPUT10 Tamper alarm on input 10
12606 USBIO-1 INPUT11 Tamper alarm on input 11
12607 USBIO-1 INPUT12 Tamper alarm on input 12
12608 USBIO-1 INPUT13 Tamper alarm on input 13
12609 USBIO-1 INPUT14 Tamper alarm on input 14
12610 USBIO-1 INPUT15 Tamper alarm on input 15
12611 USBIO-1 INPUT16 Tamper alarm on input 16
12612 USBIO-1 INPUT17 Tamper alarm on input 17
12613 USBIO-1 INPUT18 Tamper alarm on input 18
12614 USBIO-1 INPUT19 Tamper alarm on input 19
12615 USBIO-1 INPUT20 Tamper alarm on input 20
Outputs:

MIO + EIO card, set 1

Output Default name ‘ Description
MIO card 1
C2560 USBIO-1 GREEN LED Status of green LED (power)
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MIO + EIO card, set 1

Output Default name ‘ Description

C2561 USBIO-1 YELLOW LED Status of yellow LED (fault)
C2562 USBIO-1DISC LED Status of disk LED (recording)
C2563 USBIO-1 BUZZER Status of buzzer

C2576 USBIO-1 OUTPUTO1 Status of output 1

C2577 USBIO-1 OUTPUTO02 Status of output 2

C2578 USBIO-1 OUTPUTO3 Status of output 3

C2579 USBIO-1 OUTPUTO04 Status of output 4

EIO card 1

C2580 USBIO-1 OUTPUTO05 Status of output 5

C2581 USBIO-1 OUTPUTO06 Status of output 6

C2582 USBIO-1 OUTPUTO7 Status of output 7

C2583 USBIO-1 OUTPUTO08 Status of output 8

3.11.3.2 MIO and EIO Set 2

Real inputs:

MIO + EIO card, set 2

Input (real) Default name Description

MIO card 2

12624 USBIO-2 PRESENCE FLT I/O card absent

12640 USBIO-2 INPUTO1 Real alarm oninput 1
12641 USBIO-2 INPUTO02 Real alarm on input 2
12642 USBIO-2 INPUTO03 Real alarm oninput 3
12643 USBIO-2 INPUTO04 Real alarm on input 4
12644 USBIO-2 INPUTO05 Real alarm on input 5
12645 USBIO-2 INPUTO06 Real alarm on input 6
12646 USBIO-2 INPUTO7 Real alarm oninput 7
12647 USBIO-2 INPUTO08 Real alarm oninput 8
EIO card 2

12648 USBIO-2 INPUTOQ9 Real alarm on input 9
12649 USBIO-2 INPUT10 Real alarm oninput 10
12650 USBIO-2 INPUT11 Real alarm on input 11
12651 USBIO-2 INPUT12 Real alarm on input 12
12652 USBIO-2 INPUT13 Real alarm on input 13
12653 USBIO-2 INPUT14 Real alarm oninput 14
12654 USBIO-2 INPUT15 Real alarm oninput 15
12655 USBIO-2 INPUT16 Real alarm oninput 16
12656 USBIO-2 INPUT17 Real alarm oninput 17
12657 USBIO-2 INPUT18 Real alarm on input 18
12658 USBIO-2 INPUT19 Real alarm oninput 19
12659 USBIO-2 INPUT20 Real alarm on input 20
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MIO + EIO card, set 2
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Input (tamper) Default name Description
MIO card 2
12660 USBIO-2 INPUTO1 Tamper alarm on input 1
12661 USBIO-2 INPUTO02 Tamper alarm on input 2
12662 USBIO-2 INPUTO03 Tamper alarm on input 3
12663 USBIO-2 INPUTO04 Tamper alarm on input 4
12664 USBIO-2 INPUTO05 Tamper alarm on input 5
12665 USBIO-2 INPUTO06 Tamper alarm on input 6
12666 USBIO-2 INPUTO7 Tamper alarm on input 7
12667 USBIO-2 INPUTO08 Tamper alarm on input 8
EIO card 2
12668 USBIO-2 INPUTQ9 Tamper alarm on input 9
12669 USBIO-2 INPUT10 Tamper alarm on input 10
12670 USBIO-2 INPUT11 Tamper alarm on input 11
12671 USBIO-2 INPUT12 Tamper alarm on input 12
12672 USBIO-2 INPUT13 Tamper alarm on input 13
12673 USBIO-2 INPUT14 Tamper alarm on input 14
12674 USBIO-2 INPUT15 Tamper alarm on input 15
12675 USBIO-2 INPUT16 Tamper alarm on input 16
12676 USBIO-2 INPUT17 Tamper alarm on input 17
12677 USBIO-2 INPUT18 Tamper alarm on input 18
12678 USBIO-2 INPUT19 Tamper alarm on input 19
12679 USBIO-2 INPUT20 Tamper alarm on input 20
Outputs:

MIO + EIO card, set 2

Output Default name Description

MIO card 2

C2624 USBIO-2 GREEN LED Status of green LED (power)'
C2625 USBIO-2 YELLOW LED Status of yellow LED (fault)’
C2626 USBIO-2 DISC LED Status of disk LED (recording)’
C2627 USBIO-2 BUZZER Status of buzzer"

C2640 USBIO-2 OUTPUTO1 Status of output 1

C2641 USBIO-2 OUTPUTO02 Status of output 2

C2642 USBIO-2 OUTPUTO03 Status of output 3

C2643 USBIO-2 OUTPUTO04 Status of output 4

EIO card 2

C2644 USBIO-2 OUTPUTO05 Status of output 5

1 Front LED indicators and buzzer are always controlled by the MIO card in set 1.
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MIO + EIO card, set 2

Output Default name Description

C2645 USBIO-2 OUTPUTO06 Status of output 6
C2646 USBIO-2 OUTPUTO07 Status of output 7
C2647 USBIO-2 OUTPUT08 Status of output 8

3.12 Network 1/O Units (Net 1/0)

3.12.1 About Network I/0O Units

The Network (Net) I/0O units offer extra inputs and outputs for your XO device via the local network. You can link
up to 8 units to your XO device, each with 4 inputs and 4 outputs. You can expand each unit with up to

3 extension units, each with 4 inputs and 4 outputs. That allows for a total of 128 inputs and 128 outputs. Net I/O
units also have LED indicators and a buzzer, controlled by the XO device.

The image below shows a configuration with an eFT-S device. Setup is identical for eFT-S device.

=
' BASE: ..;.” EXTO ' EXT1 [ EXT2 Module 1
(RS -l i i L
gasec] Exto | Exmi | B2 | moduez
w| oo 1 1
eFT-5 Series %
BASEC | EXTO EXT1 || EXTZ | wmogues
L—

For the physical connection of the Net I/O units, assigning IP addresses... see the ADPRO Network I/O Units
Technical Manual (33355).

You can add the Net I/O units to the XO client software, as follows:
e  Manually, if you know the IP address of the Net I/O unit.

e Using the search function, which discovers all available Net I/O units on the local network (ethO (WAN port)). If
you add a base unit, the system automatically adds the extension units too.
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3.12.2 Adding a Net I/O Unit with Known IP Address

To add a Net I/O unit with a known IP address, proceed as follows:

1.  Choose System > Connections > 1/O. For Net I/O units, you will work in the Network I/O section:

Network 'O

Search Add

2. Click Add. The following section appears:

Network VO module properties

IF address
Port 3041

Address 1

Ok Cancel

3. Provide the following information:

Item ‘ Description

IP address Type the IP address of the Net I/O unit.
Port This box contains the port number (the port to which the Net I/O unit is listening). The
port number is fixed, you cannot change it.
Address Type the sequence number of the Net I/O unit (1-8).
4.  Click OK.
5.  Click Save.

3.12.3 Searching Net I/0O Units on the Local Network

If you use the search function to add Net I/O units, the system will automatically fill in their IP address and
sequence number (address). You can always change the sequence number afterwards.

U Caution!

© The search function scans only the local network (ethO (WAN port)). If you have Net I/O units on
other networks (for example eth1(LAN port)), behind routers, or behind switches that block UDP,
the search function will not discover these units.

To search for Net I/0O units on the local network, proceed as follows:

1. Choose System > Connections > 1/0. For Net I/O units, you will work in the Network 1/0 section:

Network 'O

Search Add
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2. Click Search. The system starts searching for Net I/O units on the local network and displays the found Net
I/O units in the search results box.

Network IO search results

10.0.0.137 Ethernet DIO module 00-0b-3c-60-ee-ec |‘
10.0.0_&4 Ethernet DIO module 00-0b-3c-Zd-B8d-ee EI
10.0.0.53 Ethernet DIQO module 00-0b-3c-03-50-67

3. Select the desired Net I/O unit in the list and click Add. The selected Net I/O unit now appears in the
Network I/O list.

4. Repeat for other Net I/O units that you want to add.
5. Click OK to close the search results box.
6. Click Save.

The system automatically fills in the address (sequence number 1-8) of the added Net I/O units.

3.12.4 Modifying the Settings of a Net I/O Unit

To modify the Net I/O unit settings, proceed as follows:

1.  Choose System > Connections > |/O.
2. Click the desired Net I/O unit in the list, and then click Edit.

Network VO Network VO module properties
1-10.0.0.64 13041 (CONNECTED) P address L
Port 3041
Address 1
Search Add Edit Delete Configuration

3. Provide the correct IP address and address (sequence number 1-8) as required.
4. Click OK, and then click Save.

3.12.5 Deleting a Net I/O Unit

To delete a Net I/O unit, proceed as follows:
1.  Choose System > Connections > |/O.

2. Click the desired Net I/O unit in the list, and then click Delete.
3. Click Save.
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3.12.6 Net I/O Unit Inputs and Outputs Setup

For correct operation, you have to indicate if the inputs are normally open (NO) or normally closed (NC), and if
they are configured as NEOL, SEOL, or DEOL (SEOL and DEOL only with monitored inputs on V2 Net I/O units;
for details see the ADPRO Network I/0O Units Technical Manual (33355)).

Furthermore, you can configure the outputs to operate in failsafe and/or watchdog mode:

o Failsafe mode means that the relay is activated during idle state, and drops when the output is driven. The
advantage is that failsafe outputs drop to ‘alarm state’ when the power supply is cut.

e Watchdog mode means that the output is activated, after a certain timeout, if the base unit detects that the
XO device is not present. In this case, you can let the buzzer on the base unit sound.

To set up the inputs and outputs of a Net I/O unit, proceed as follows:

1. Choose System > Connections > I/0.
2. Click the desired unit in the Network 1/0 box, and then click Configuration.

n Define the VO on the box and the network 'O modules here. Use 'search’ to automatically get a list of available network VO modules on the network.

General

Name Ethernet DIO module

Network VO protocol NetFinder protocel
Port 3041 Port 3040
Timeout (Sec) &0

Digital inputs.
1 2 3 4 56 7 8 g 10 1 12 13 14 15 18

No End Of Line (NEOL) @EEE @O PEEE BEE®
Single End Of Line (SECL) O000 0000 0000 0000
Dual End Of Line (DECL) O000 0000 0000 0000
Nermally Open (NO) PPP® PO PO PO
Normally Closed (NC) 0000 0000 D000 0000

Digital cutputs

12 3 4 5 8 7 & &H10112 13141516

Fail safe 0000 OO0d Oooo oodod
Watchdog 0000 O000 0000 O0OO00  suzzer |

Ok Cancel
O Note

The configuration screen always shows 16 inputs and outputs (base unit + 3 extension units),
even if there are no physical extension units attached.

3. Provide the following information:

Item ‘ Description

General

Name Type a name (max. 20 characters) to describe the Net I/O unit. Use a description that
is meaningful and relevant.
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Item ‘ Description

Network I/O protocol

Port This box displays the port number (i.e. the port to which the Net I/O unit is listening).
The port number is fixed, you cannot change it.

Timeout (sec) Enter the communication timeout, in seconds (1-1199).

NetFinder protocol

Port This box displays the port number for the NetFinder tool. NetFinder is an external tool
for programming the Net I/O unit’s IP address and for updating its software. The port
number is fixed; you cannot change it.

Digital inputs (1-16)
No End of Line | Select this option if the input is configured as NEOL (default). For legacy Net I/O units

(NEOL) (unmonitored inputs), always use this setting.

Single End of Select this option if the input is configured as SEOL (monitored inputs only).
Line (SEOL)

Dual End of Select this option if the input is configured as DEOL (monitored inputs only).
Line (DEOL)

Normally Open | Select this option if the input is normally open (default).

(NO)

Normally Select this option if the input is normally closed.

Closed (NC)

Digital outputs (1-16)

Fail safe Select this checkbox for each output that has to operate in failsafe mode.
Watchdog Select this checkbox for each output that has to operate in watchdog mode.
Buzzer Select this checkbox if you want the buzzer on the base unit to sound during a

watchdog alarm.

4. Click OK, and then click Save.

3.12.7 Net I/O Unit Inputs and Outputs

3.12.7.1 Inputs
The Net I/O units return fault conditions for power fault (POE LOSS) and unit not present (PRESENCE FLT).

Unit address ‘

4 5
12050 | 12114 | 12178 | 12242 | 12306 | 12370 | 12434 | 12498 | NETIO-X POE LOSS
12051 | 12115 | 12179 | 12243 | 12307 | 12371 | 12435 | 12499 | NETIO-X PRESENCE FLT

(X = unit number 1-8)

‘ Default name

The tables below provide overviews of the real and tamper inputs on the base units and extension units.
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Real inputs:

Unit address
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Default name

4 5
Base unit

1 12080 | 12144 | 12208 | 12272 | 12336 | 12400 | 12464 | 12528 | NETIO-X INPUTO01 REAL
2 12081 | 12145 | 12209 | 12273 | 12337 | 12401 | 12465 | 12529 | NETIO-X INPUTO02 REAL
3 12082 | 12146 | 12210 | 12274 | 12338 | 12402 | 12466 | 12530 | NETIO-X INPUTO03 REAL
4 12083 | 12147 | 12211 | 12275 | 12339 | 12403 | 12467 | 12531 | NETIO-X INPUT04 REAL

Extension unit 0
1 12084 | 12148 | 12212 | 12276 | 12340 | 12404 | 12468 | 12532 | NETIO-X INPUTO05 REAL
2 12085 | 12149 | 12213 | 12277 | 12341 | 12405 | 12469 | 12533 | NETIO-X INPUT06 REAL
3 12086 | 12150 | 12214 | 12278 | 12342 | 12406 | 12470 | 12534 | NETIO-X INPUTO7 REAL
4 12087 | 12151 | 12215 | 12279 | 12343 | 12407 | 12471 | 12535 | NETIO-X INPUTO08 REAL

Extension unit 1
1 12088 | 12152 | 12216 | 12280 | 12344 | 12408 | 12472 | 12536 | NETIO-X INPUTO09 REAL
2 12089 | 12153 | 12217 | 12281 | 12345 | 12409 | 12473 | 12537 | NETIO-X INPUT10 REAL
3 12090 | 12154 | 12218 | 12282 | 12346 | 12410 | 12474 | 12538 | NETIO-X INPUT11 REAL
4 12091 | 12155 | 12219 | 12283 | 12347 | 12411 | 12475 | 12539 | NETIO-X INPUT12 REAL

Extension unit 2
1 12092 | 12156 | 12220 | 12284 | 12348 | 12412 | 12476 | 12540 | NETIO-X INPUT13 REAL
2 12093 | 12157 | 12221 | 12285 | 12349 | 12413 | 12477 | 12541 | NETIO-X INPUT14 REAL
3 12094 | 12158 | 12222 | 12286 | 12350 | 12414 | 12478 | 12542 | NETIO-X INPUT15 REAL
4 12095 | 12159 | 12223 | 12287 | 12351 | 12415 | 12479 | 12543 | NETIO-X INPUT16 REAL

(X = unit number 1-8)

Tamper inputs (available with monitored inputs only):

Unit address

Default name

23 4| s |67
Base unit
1 12096 | 12160 | 12224 | 12288 | 12352 | 12416 | 12480 | 12544 | NETIO-X INPUTO1 TAMPER
2 12097 | 12161 | 12225 | 12289 | 12353 | 12417 | 12481 | 12545 | NETIO-X INPUT02 TAMPER
3 12098 | 12162 | 12226 | 12290 | 12354 | 12418 | 12482 | 12546 | NETIO-X INPUT03 TAMPER
4 12099 | 12163 | 12227 | 12291 | 12355 | 12419 | 12483 | 12547 | NETIO-X INPUT04 TAMPER
Extension unit 0
1 12100 | 12164 | 12228 | 12292 | 12356 | 12420 | 12484 | 12548 | NETIO-X INPUT05 TAMPER
2 12101 | 12165 | 12229 | 12293 | 12357 | 12421 | 12485 | 12549 | NETIO-X INPUT06 TAMPER
3 12102 | 12166 | 12230 | 12294 | 12358 | 12422 | 12486 | 12550 | NETIO-X INPUT07 TAMPER
4 12103 | 12167 | 12231 | 12295 | 12359 | 12423 | 12487 | 12551 | NETIO-X INPUT08 TAMPER
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Unit address Default name

4 | 5 | 6 | 7

Extension unit 1

12104 | 12168 | 12232 | 12296 | 12360 | 12424 | 12488 | 12552 | NETIO-X INPUT09 TAMPER
12105 | 12169 | 12233 | 12297 | 12361 | 12425 | 12489 | 12553 | NETIO-X INPUT10 TAMPER
12106 | 12170 | 12234 | 12298 | 12362 | 12426 | 12490 | 12554 | NETIO-X INPUT11 TAMPER
12107 | 12171 | 12235 | 12299 | 12363 | 12427 | 12491 | 12555 | NETIO-X INPUT12 TAMPER
Extension unit 2
12108 | 12172 | 12236 | 12300 | 12364 | 12428 | 12492 | 12556 | NETIO-X INPUT13 TAMPER
12109 | 12173 | 12237 | 12301 | 12365 | 12429 | 12493 | 12557 | NETIO-X INPUT14 TAMPER
12110 | 12174 | 12238 | 12302 | 12366 | 12430 | 12494 | 12558 | NETIO-X INPUT15 TAMPER
4 12111 | 12175 | 12239 | 12303 | 12367 | 12431 | 12495 | 12559 | NETIO-X INPUT16 TAMPER

(X = unit number 1-8)

Al WOW|IN|~

WIN| -

3.12.7.2 Outputs

Unit address ‘
Default name
1 2 3 4 5 6 7 \ 8 \
C2048 | C2112 | C2176 | C2240 | C2304 | C2368 | C2432 | C2496 | ETHIO-X GREEN LED
C2049 | C2113 | C2177 | C2241 | C2305 | C2369 | C2433 | C2497 |ETHIO-X YELLOW LED
C2050 | C2114 | C2178 | C2242 | C2306 | C2370 | C2434 | C2498 | ETHIO-X DISC LED
C2051 | C2115 | C2179 | C2243 | C2307 | C2371 | C2435 | C2499 | ETHIO-X BUZZER

(X = unit number 1-8)

Unit address

Relay output - Default name

Base unit
C2080| C2144 | C2208 | C2272| C2336 | C2400 | C2464 | C2528 | DIGITAL OUTPUT E001
C2081| C2145| C2209 | C2273 | C2337 | C2401 | C2465 | C2529 | DIGITAL OUTPUT E002
C2082| C2146 | C2210 | C2274 | C2338 | C2402 | C2466 | C2530 | DIGITAL OUTPUT E003
C2083 | C2147 | C2211| C2275| C2339 | C2403 | C2467 | C2531 | DIGITAL OUTPUT E004
Extension unit 0
C2084 | C2148 | C2212| C2276 | C2340 | C2404 | C2468 | C2532 | DIGITAL OUTPUT E005
C2085 | C2149 | C2213 | C2277 | C2341 | C2405 | C2469 | C2533 | DIGITAL OUTPUT E006
C2086 | C2150 | C2214 | C2278 | C2342 | C2406 | C2470 | C2534 | DIGITAL OUTPUT EO007
C2087 | C2151 | C2215| C2279 | C2343 | C2407 | C2471 | C2535 | DIGITAL OUTPUT E008
Extension unit 1
C2088 | C2152 | C2216 | C2280 | C2344 | C2408 | C2472| C2536 | DIGITAL OUTPUT E009
C2089 | C2153 | C2217 | C2281 | C2345 | C2409 | C2473 | C2537 | DIGITAL OUTPUT E010
C2090 | C2154 | C2218 | C2282 | C2346 | C2410| C2474 | C2538 | DIGITAL OUTPUT E011
C2091 | C2155| C2219| C2283 | C2347 | C2411 | C2475| C2539 | DIGITAL OUTPUT E012

A|IWIN|~

AlIW[IN]| -~

Al WOW|IN| -~
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Unit address
3 | 4
Extension unit 2
C2092 | C2156 | C2220| C2284 | C2348 | C2412 | C2476 | C2540 | DIGITAL OUTPUT EO13
C2093 | C2157 | C2221| C2285| C2349 | C2413 | C2477 | C2541 | DIGITAL OUTPUT EO14
C2094 | C2158 | C2222 | C2286 | C2350 | C2414 | C2478 | C2542 | DIGITAL OUTPUT E015
C2095| C2159 | C2223 | C2287 | C2351 | C2415| C2479 | C2543 | DIGITAL OUTPUT E016

Default name

Relay output

Al WIN|~

3.13 VPN connection

O Note
This feature will be supported in future versions.

3.13.1 VPN configuration

XO NVR (gateway devices not included) can be connected to an L2TP/IPSec VPN (Virtual Private Network) and
then obtain a virtual IP address. If the VCP is deployed on a computer connected to the same VPN, VCP can use
the virtual IP address of the XO NVR to access this NVR even if the VCP and the NVR are not in the same real
private network.

Before set VPN configuration on XO client, make sure to proceed as follows:

e Setup L2TP/IPSec VPN on Windows Server 2019 (refer to Set up A L2TP/IPSec VPN in Windows Server
2019).

Make sure the VPN supports preshared key. XO NVR needs the preshared key to join the VPN.
e  Deploy the VCP on the same Windows Server 2019.

e Add an access account for the XO device to join the VPN (refer to Add an account for XO NVR on Windows
Server 2019).

e Disable 3G or 4G for XO device. (Choose System > CONNECTIONS > Ethernet / PPP and click Advanced
mode. Select Modem type as None and click Save. Choose System >MAINTENANCE > Configuration
Management to restart the XO device.)

After finishing the preparation above, you can specify VPN configuration by XO client by proceeding as follows:
1. Choose System > CONNECTIONS > Ethernet / PPP and click VPN configure.

2. On the VPN configure window, Fill in the following information:
VPN configure X

[ Enable vPN
Sexver IP |

Preshare Key

User name I NVR_ECCB9CBOBACC I

Pazsword |

Subnet mask

Local NAT T port|4503

Apply
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3.

Item Description
Server IP Type the public IPv4 address of VPN server.
Note: If you set up the L2TP/IPSec VPN on Windows Server 2019, type the public IPv4
address of Windows Server 2019.
User name This user name is generated by the XO client. It is unique and unchanging.
Preshare Type the preshared key/subnet mask of the VPN and the password of the account for the
Key device to join the VPN.
Password If you set up the L2TP/IPSec VPN on Windows Server 2019, to konw where to get the
Subnet preshared key, password and subnet mask, refer to Configure Pre-shared key, Add an
mask account for XO NVR on Windows Server 2019 and Configure static address pool.
Local NATT | Type an UDP port number used by XO NVR to communicate with the VPN server.
port * To know more about NAT T (Network Address Translation Traversal, refer to

https://docs.strongswan.org/docs/5.9/features/natTraversal.html
* This port is used by XO NVR device itself and has nothing to do with the VPN Server.
e If in the same private network, there are more than one XO NVR devices needing to

join VPN, please type different NAT T ports for these devices, otherwise only one
device can join the VPN successfully.

e Default value: 4500  Recommended value ranges: 4500 ~ 4999

Check the Enable VPN checkbox and then click Apply.
Click Refresh Status to refresh the real time status of XO NVR to VPN in time and you can get the virtual IP

address.

If you want to let XO NVR exit the VPN, uncheck the Enable VPN checkbox and click Apply.

VPN configure

Server IP

Preshare Key

User name

Password

Subnet mask

Menableven | checkbox

Local NAT T port 4500

X

47.100.200. 154

NVR_ECCB9CS0BACC

255.255,255.0

Status:

IP addvess

connected

192,168.34. 11

Refresh Status

virtual IP address

Apply

3.13.2 Set up A L2TP/IPSec VPN in Windows Server 2019

3.13.2.1 Preparation

1.

Deploy Windows Server 2019 official version first.

You can use a Windows Server 2019 Standard Evaluation as follows:

View basic information about your computer

Windows edition

Windows Server 2019 Standard Evaluation

© 2018 Microsoft Corporation. All rights reserved. Windows Server- 2019

System

70
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Note
O If the Windows Server 2019 is deployed behind a firewall device:

1 e Set the firewall device to ensure that Ping requests to the Windows Server 2019 are allowed.

e Set the firewall device to ensure that accesses to the UDP ports 500, 1701 and 4500 of the
Windows Server 2019 are allowed.

2. Log in Windows Server 2019 you have deployed as an administrative user.
3.13.2.2 Step 1 Update system.

1. Search for Windows Powershell and open it in Administrative mode by right-clicking and selecting Run as
administrator.

i (] ) Filters ~~
Best match

H Windows PowerShell

£ Run as administrator
' C& Run as different user
[ Open file location SE
| F& Unpin from Start %86)
-2 Pin to taskbar
SE (x86)
0]

Uninstall

T PowerShell Developer Settings

I Allow local PowerShell scripts to run
without signing

= Replace Command Prompt with
Windows PowerShell when using

O powershell

2. Install Windows update module for Powershell by running the command in the Powershell:
Install-Module PSWindowsUpdate

3. Press Y and enter all the time for confirmation.

Get the list of latest updates by running:
Get-WindowsUpdate

5. Install the updates by running:
Install-WindowsUpdate
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E¥ Administrator: Windows PowerShell = [m}

require
i Nt i .20 newer to interact with N
embli
tall the HuGet pr
1

ider by

y. If
running tt cmdlet.

[N] Mo
et -Hine

der Antd

1" on
[L] Mo to

Defender
Defender

6. Once updates are installed, restart the computer by running:
Restart-Computer

7.  After the computer is restarted, log in as an administrative user again to continue the remaining steps.
3.13.2.3 Step 2 Configure firewall to allow Pings

XO NVR checks whether the VPN server is online by ping.
1. On the Start menu, search for Windows Defender Firewall and open it.

& Windows Defender Firewall
1 @ > Control Panel > System and Security » Windows Defender Firewall
Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall .
Q Private networks Not connected
G Change notification settings
% Tum Windows Defender l v Guest or public networks Connected
Firewall on or off
®) Restore defaults Networks in public places such as airports or coffee shops
Advanced settings
Windows Defender Firewall state: On
Troubleshoot my netwark . R R .
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: ™ Network

= Unidentified network

T= RAS (Dial In) Interface

Notification state: Do not notify me when Windows Defender Firewall
blocks a new app

2. Click Advanced settings. click Inbound Rules on the left pane and then click on New Rule on right pane.
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File Adion View Help
= HEE

&5

&S Outbound Rules
M Connection Security Rules
%, Monitoring

3. In New Inbound Rule Wizard, click Predefined radio and select the File and Printer Sharing from the drop-

Name
@ Alloyn Router (TCP-In)
@ Alloyn Router (UDP-In)
Border Gateway Protocol (BGP-In)
BranchCache Content Retrieval (HTTP-In)
BranchCache Hosted Cache Server (HTTP-In)
BranchCache Peer Discovery (WSD-In)
@ Cast to Device functionality ([qWave-TCP-In)
0 Cast to Device functionality (qWave-UDP-_.
@ Cast to Device SSDP Discovery (UDP-In)
@ Cast to Device streaming server (HTTP-Str...
@ Cast to Device streaming server (HTTP-Str..
@ Cast to Device streaming server (HTTP-Str..
@ Cast to Device streaming server (RTCP-Stre..
a Cast to Device streaming server (RTCP-Stre..
@ Cast to Device streaming server (RTCP-Stre_.
0 Cast to Device streaming server (RTSP-Stre..
@ Cast to Device streaming server (RTSP-Stre..
@ Cast to Device streaming server (RTSP-Stre..
@ Cast to Device UPnP Events (TCP-In)
COM+ Network Access (DCOM-In)
COM+ Remote Administration (DCOM:-In}
& Core Networking - Destination Unreachab..
@ Core Networking - Destination Unreachab...

down. Click Next.

Group

Alljoyn Router

Allioyn Router

Border Gateway Protocol (BGP)
BranchCache - Content Retri...
BranchCache - Hosted Cache.
BranchCache - Peer Discover..
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
Cast to Device functionality
COM + Network Access
COM+ Remote Administration
Core Networking

Core Networking

Profile
Domai..
Domai..
All

All

All

All
Private,..
Private,..
Public
Public
Private
Domain
Private
Domain
Public
Public
Private
Domain
Public
All

All

All

All

Enabled
Yes
Yes
No
Ne
Ne
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
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v
v
b 2

BE

Actions
Inbound Rules.

63 NewRule_

Filter by Profile
Filter by State
Filter by Group
View

Refresh

s Export List..

Help

Rule Type

Steps:

& Rule Type

@ Predefined Rules
@ Action

o New Inbound Rule Wizard

Select the type of firewall rule to create:

What type of rule would you like to create?

) Program

Rule that controls connections for a program.

O Port

Rule that controls connections for a TCP or UDP port.

@ Predefined:
File and Printer Sharing

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

< Back

Cancel

X

4.  Under Predefined Rules select File and Printer Sharing (Echo Request - ICMPv4-In) checkbox and

click Next.

v v v w
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@ New Inbound Rule Wizard X

Predefined Rules !

Select the rules to be created for this expenence

Steps:
@ Rule Type Which rules would you like to create?
@ Predefined Rules The following rules define network connectivity requirements for the selected predefined group .
At Rules that are checked wil be created. If a rule already exists and is checked. the contents of

@ Action the existing rule will be overwritten.

Rules:

Name Rule Exists Profile
[] File and Printer Sharing (LLMNR-UDP-In) Already exists All

[ | File and Printer Sharing (Echo Request - ICMPvE-In Already exists All
Already exists All

AP) Already exists All

[] File and Printer Sharing (Spooler Service - RPC) Already exists All
[[] File and Printer Sharing (NB-Datagram-In) Already exists Al
[[] File and Printer Sharing (NB-Mame-In) Already exists All
[] File and Printer Sharing (SMB-In) Already exists All
[] File and Printer Sharing (NB-Session-In) Already exists All
< >

5. Under Action select, select the option Allow the connection and click Finish.

@ New Inbound Rule Wizard X F
Action
b
Specify the action to be taken when a connection matches the conditions specified in the rule. I
P
Steps: P
@ Rule Type What action should be taken when a connection matches the specified conditions? P

@ Predefined Rules _
(®) Allow the connection

@ Action This includes connections that are protected with |Psec as well as those are not. i
() Allow the connection if it is secure i
This includes only connections that have been authenticated by using IPsec. Connections i
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

() Block the connection

3.13.2.4 Step 3 Install Remote Access Role

1. Open Powershell again in administrative mode and run the following command to install the Remote Access
feature with Direct Access and VPN (RAS) and Routing along with management tools:
Install-WindowsFeature RemoteAccess
Install-WindowsFeature DirectAccess-VPN -IncludeManagementTools
Install-WindowsFeature Routing -IncludeManagementTools
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EX Administrator: Windows PowerShell = [m}

Windo = Install-Windo eature Remotedcc

ult

True Ho S nection Manager Administration Kit...

ature Routing

3.13.2.5 Step 4 Configure Routing and Remote Access

1. Open Server Manager and choose Tools > Remote Access Management.

= Server Manager = X

-@1F

Component Services

Manage Tools View Help

Server Manager * Dashboard

Computer Management

Dashboard WELCOME TO SERVER MANAGER

Connection Manager Administration Kit

§ Local Server Defragment and Optimize Drives
#i All Servers o CC r]f' Disk Cleanup

= ) T

WE File and Storage Services b 9 Event Viewer

- Group Policy Management

® s QUICK START

Internet Information Services (lIS) Manager

el Remote Access - iSCS! Initiator

Local Security Policy

Microsoft Azure Services

WALSISTEN 4 Network Policy Server
ODEBC Data Sources (32-bit)
5 ODEC Data Sources (64-bit)
Performance Monitor
LEARN MORE Print Management
Recovery Drive
Rasicao. Lo
ROLES AND SERVER GROUPS 1 1
R 3 g 1 = M I Remote Access Management I
- = e |
e T
File and Storage 1 Routing and Remote Access
Services Services
@ Manageability System Configuration
Events System Information
Task Scheduler
Performance

2. On the left pane, right-click on your local server and click Configure and Enable Routing and Remote Access.

E Routing and Remote Access — O X

File Action View Help
e 21H XE G HE
B Routing and Remote Access WIN-JAB954A5AL)

£ Server Status ,—

[8) WIN-JF === : !
* Configure and Enable Routing and Remote Access mote Access

N N secure remote access to private networks.
Disable Routing and Remote Access
figure the following:

All Tasks ’ ivate networks.
Viawe , away.

Delete

Refresh

Properties

server, on the Action menu, click Add Server.
Help

Configures Routing and Remote Access for the selected server
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3. In Configure and Enable Routing and Remote Access Wizard, select Custom configuration radio button as
we will manually configure the routing and access. Click Next.
! E Routing and Remote Access - O hs
File Action View Help

e zE XE [ FouingandRem

E Routing and Remote Access  Configuration !
E Server Status You can enable any of the following combinations of services, or you can

E) WIN-JAB954A5A1) customize this server.

" Remote access (dial-up or VPN)

Allow remicte clients to connect to this server through either a dial-up connection or a
secure virtual private network (VPN) Intemet connection.

" Network address translation (NAT)
Allow intemal clients to connect to the Intemet using one public IP address.
€ Virtual private network (VPN) acoess and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

rver.

@® Custom configuration
Select any combination of the features available in Routing and Remote Accass.

< Back Next > Cancel

4. Select VPN access checkbox and click Next to see a summary of the selection.

B Routing and Remote Access - O X
File Action View Help
&= 7 x r i Routing and Remote Access Server Setup Wizard
E Routing and Remote Access )
Custom Configuration

E Server Status When this wizard closes, you can configure the selected services in the Routing
[ WIN-JABI54A5A1) and Remote Acosss console.

Select the services that you want to enable on this server.
I [V VPN access I

™ Dialup access

™ Demand-dial connections ( used for branch office routing )
[~ NAT

[ LAN routing

5. Click Finish. You will see a prompt to start the Routing and Remote Access Services. Click Start Service.
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| B Routing and Remote Access - O pad
File Action View Help
e 25 XE g Routing and Remote Access Server Setup Wizard
=5 Routing and Remote Access Completing the Routing and Remote Access !
ﬁ Server Status Server Setup Wizard

{3 WIN-JABI54AGAL)
You have successfully completed the Routing and Remote

Acoess Server Setup wizard.

Routing and Remote Access e

Start the service

The Routing and Remote Access service is ready to use.

I Start service I Cancel
. B rvices in
the Routing and Remote Access console.
To close this wizard, click Finish.
< Back Finish Cancel

3.13.2.6 Step 5 Configure VPN Properties

On the Routing and Remote Access window, on the left pane, right-click on your local server and click Properties.
= Routing and Remote Access - O X

File Action View Help

o 15m XE . HE

WIN-JAB954A5Al1)

MlAalranman o Dasskl;mas ~ead ﬂ.-..--ote

E Routing and Remote Access
% Server Status
) WIN-JABgEAARAII
Configure and Enable Routing and Remote Access

Disable Routing and Remote Access cure remote access
Enable DirectAccess...
jure the following:
All Tasks " ate netwarks.
View > By
Delete
Refresh
Properties

rver, on the Action
Help

Opens the properties dialog box for the current selection.

3.13.2.6.1 Configure Pre-shared key

1. Navigate to the security tab and click on Allow custom IPSec policy for L2TP/IKEv2 connection and put a
Pre-shared key. You can use any tool to generate a random key.
Ensure the Pre-shared key contains at least 30 characters with numbers, upper and lower case letters (for
example: 12345678JeanetteXo@@.)
After being configured in VPN Server, the key needs to be filled in the VPN configuration interface of XO
client ( refer to VPN configuration ). Remember the PSK as we will need to share the PSK with every user
who wants to join VPN.
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= Routing and Remote Access
WIN-JAB954A5AI1) Properties ? X
File Action View Help
o nm XE . E Generalj Securty §IPvd IPv6 IKEv2 PPP  Logging
E Routing and Remote Access The Authentication provider validates credentials for remote access clients
Ea Server Status and demand-dial routers.
@ WIN-JABI54A5A1) Authentication provider:
Windows Authentication v I |

Authentication Methods... |

The accounting provider maintains a log of connection requests and
sessions.

Accounting provider:

| Windows Accounting LI |

The custom IPsec policy specifies a preshared key for L2TP/IKEv2
connections. The Routing and Remote Access service should be started to
set this option. IKEv2 initiators configured to authenticate this server using
certificate will not be able to connect.

[v' Allow custom IPsec policy for L2TP/IKEv2 connection
Preshared Key: Note down the key

12345678 JeanetteXo@@

SSL Certificate Binding:
[~ Use HTTP

Select the certificate the Secure Socket Tunneling Protocol (SSTP)
server should use to bind with SSL (Web Listener)

Done Certificate: | Default j

3.13.2.6.2 Configure static address pool

The addresses pool should not coincide with the network segment of the real network of Windows Server 2019
or the real network of XO NVR devices.

Most of addresses in the addresses pool are to be assigned to the XO NVR joining the virtual private network.
But the VPN server will use one address also, generally the VPN server uses the first address. So please do
not assign the first address to any XO NVR when you configure an account for XO NVR on VPN server.

For example the number of XO NVR devices joining the virtual private network is N, please ensure that the
number of addresses in the addresses pool is more than (N + 1).

1. Go to IPv4 tab and under IPv4 address assignment select static address pool.
2. Click Add button and you will get a pop up to put IP address ranges. Put the starting address and ending
address of the IP address range you want the users to assign to.
Make sure that XO NVR can access this IPV4 address, otherwise NVR cannot join the VPN. The IPv4
address of Windows Server 2019 on the public network needs to be filled in the VPN configuration interface
of XO client later.
78
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| B Routing and Remote Access R A
WIN-JABI54A5AI Properties X
| File Action View Help
| ¢m $ yalen) x |—1 a General SewritylM IKEv2 PPP Logging
B Routing and Remate Access ! I'7 Enable |Pvd Fomavdingl
% Server Status
@ WIN-JAB9S4A5AL IPv4 address assignment
This server can assign IPv4 addresses by using:
(ol mic H infi i |
® Static address pool
From To Number IP Addr... | Mask
] o | o
New |Pv4 Address Range ? *
[¥ Enable broadcast
Type a starting |P address and either an ending IP address or the number of
Use the following adag  addresses in the range.
diakup clients.
Adapter: Allow R Start IP address: 192 . 168 . 35 . 1
End IP address: 192168 . 35 . 250]
Number of addresses: 250
cenel
OK Cancel Apply

3. Click OK, you can see the subnet mask of the VPN. Note down the mask.

WIN-JABI54A5A1) Properties ? X
General Security |Pv4 IPv6 IKEv2 PPP  Logging
[+ Enable IPv4 Forwarding
IPv4 address assignment
This server can assign IPv4 addresses by using:
(" Dynamic Host Configuration Protocol (DHCP)
@ Static address pool Note down the mask

From To N... | I.. | Mask
192.168.... 192.168... 251 1..J 255.255.255.0

Add... Edit... Remove

[¥ Enable broadcast name resolution

Use the following adapter to obtain DHCP, DNS, and WINS addresses for
dial-up clients.

Adapter: Allow RAS to select adapter LJ

4. Click Apply button first and then click OK button.
3.13.2.7 Step 6 Restart Routing and Remote Access

1.  On the left pane of Routing and Remote Access window, right-click on your local server and click

on Restart under All Tasks.
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E Routing and Remote Access - O X

File Action View Help
o 2@ XE G o3

E Routing and Remote Access WIN-JAB954A5AL)

% Server Status
) WIN-JAB54a A1 Pl A P4 A v
Configure and Enable Routing and Remote Access

Disable Routing and Remote Access

sing the Routing

Enable DirectAccess... To make
tan item in the

All Tasks ’ Start
View g Stop

Pause
Delete

Resume
Refresh Restart

Jimy s

Properties mote access
sling
Help tcess, your

aomain-jomnea clents can searmiessiy connect to your
corporate network. Te enable DirectAccess on this server,
you can run the "Enable DirectAccess" wizard by selecting
the "Enable DirectAccess..." option on the action pane on
the right or on right-clicking the machine node on the left.

Restarts Routing and Remote Access for the selected server

3.13.2.8 Step 7 Configure Windows Firewall to allow Inbound traffic on Routing and Remote
Access(L2TP-In)

1. On the start menu, search for Windows defender firewall and open it. Click Advanced settings on windows
defender firewall.
‘ Windows Defender Firewall

T ﬂ > Control Panel > System and Security > Windows Defender Firewall

Control Panel Home Help protect your PC with Windows Defender Firewall

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Allow an app or feature through the Internet or a network.
through Windows Defender
Firewall . .
l Q Private networks Not connected ()
9 Change natification settings
& Tum Windows Defender l Q Guest or public networks Connected (©)

Firewall on or off

Restore defaults Networks in public places such as airports or coffee shops

Advanced setiings Windows Defender Firewall state: On

Troubleshoot my network B B B
Incoming connections: Block all connections to apps that are not on the list

of allowed apps

Active public networks: = Network

= Unidentified network

3=

T RAS (Dial In) Interface

Notification state: Do not notify me when Windows Defender Firewall
blocks a new app

2. Under Advanced settings, click Inbound Rules on the left pane and then click on New Rule on right side
pane.
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File Action View Help
o 20 B
pevall i Actons
R o Name Group Profile  Enabled “ || Inbound Rules
B Connection Security Rules @ Allioyn Router (TCP-In) Alljoyn Router Domai..  Yes
Lo Monitoring @ Alljoyn Router (UDP-In) AllJoyn Router Domai.. Yes Y Filter by Profile
Border Gateway Protocol (BGP-In) Border Gateway Protocol (BGP) Al No
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retri.  All No V' Filter by State
BranchCache Hosted Cache Server (HTTP-In) BranchCache - Hosted Cache..  All No T Filter by Group
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discover.  All No View
18 Cast to Device functionality (QWave-TCP-In) Cast to Device functionality ~ Private.  Yes
@ Cast to Device functionality (qWave-UDP-_ Cast to Device functionality  Private,. Yes B Refresh
@ Cast to Device SSDP Discovery (UDP-In) Cast to Device functionality Public  Yes (= ExportList.
@ Cast to Device streaming server (HTTP-Str..  Cast to Device functionality ~ Public  Yes Help
@ Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Private Yes
@ Cast to Device streaming server (HTTP-Str..  Cast to Device functionality Domain  Yes
@ Cast to Device streaming server (RTCP-Stre.. Cast to Device functionality Private Yes
8 Cast to Device streaming server (RTCP-Stre-. Cast to Device functionality ~ Domain  Yes
@ Cast to Device streaming server (RTCP-Stre.. Cast to Device functionality Public Yes
@ Cast to Device streaming server (RTSP-Stre.. Cast to Device functionality Public Yes
@ Cast to Device streaming server (RTSP-Stre.. Cast to Device functionality Private Yes
@ Cast to Device streaming server (RTSP-Stre.. Cast to Device functionality Domain  Yes
& Cast to Device UPnP Events (TCP-In) Cast to Device functionality Public Yes
COM+ Network Access (DCOM-In) COM+ Network Access All No
COM+ Remote Administration (DCOM-In) COM+ Remote Administration  All No
Core Networking - Destination Unreachab.. Core Networking All Yes
8 Core Networking - Destination Unreachab.. Core Networking All Yes

3.

Access from the drop-down, click Next.

In New Inbound Rule Wizard click on Predefined radio button and select the Routing and Remote

| Rule Type

Steps:

@ Rule Type

@ Predefined Rules
@ Action

e MNew Inbound Rule Wizard

Select the type of firewall ule to create.

What type of rule would you like to create?

) Program

Rule that controls connections for a program.

) Port

Rule that controls connections for a TCP or UDP port.

@ Predefined:

() Custom
Custom rule.

Routing and Remote Access
Ruile that controls connections for a Windows experience.

< Back

Cancel

4.

T Core Networkina - Internet Grouo Manaa..

Core Networkina

All

Under Predefined Rules select Routing and Remote Access(L2TP-In) checkbox and click Next.
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ﬂ MNew Inbound Rule Wizard

Predefined Rules

Select the rules to be created for this experience.

ADPRO

|| Routing and Remote Access (GRE-In) Already exists All

Steps:
@ Rule Type Which rules would you like to create?
@ Predefined Rules The following rules define network connectivity requirements for the selected predefined group.
At Rules that are checked will be created. If a ule already exists and is checked, the contents of
@ Action the existing rule will be ovenwritien.
Rules:
Name Rule Exists Profile Desc
[ ] Routing and Remate Access (PPTP-n) Already exists Al Inboy,
|| [/] Routing and Remote Access (L2TP-In) | Already exists All Inboy

Inboy

< Back

Cancsl

5. Under Action select, select the option Allow the connection and click Finish.

@ New Inbound Rule Wizard X F
I
Action
b
Specify the action to be taken when a connection matches the conditions specified in the rule. r
) P
Steps: P
@ Rule Type What action should be taken when a connection matches the specified conditions? P
@ Predefined Rules .
- (@ Allow the connection
@ Adtion This includes connections that are protected with |Psec as well as those are not. 4
(C) Allow the connection if it is secure o
This includes only connections that have been authenticated by using IPsec. Connections i

will be secured using the settings in IPsec properties and rules in the Connection Securty
Rule node.

() Block the connection

< Back

Cancel

3.13.2.9 Step 8 Set advanced setting for VPN to improve security

1. Search for Windows Powershell and open it in Administrative mode. Run the following commands:

Set-VpnServerConfiguration
Set-VpnServerConfiguration
Set-VpnServerConfiguration

Set-VpnServerConfiguration
AES256

-TunnelType L2tp
-TunnelType L2tp
-TunnelType L2tp

-TunnelType L2tp

-CustomPolicy
-CustomPolicy
-CustomPolicy

-CustomPolicy

-EncryptionMethod AES256
-IntegrityCheckMethod SHA256
-DHGroup ECP384

-CipherTransformConstants

82
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Set-VpnServerConfiguration -TunnelType L2tp -CustomPolicy -

AuthenticationTransformConstants SHA256128
Set-VpnServerConfiguration -TunnelType L2tp -CustomPolicy -PfsGroup None
Set-VpnServerConfiguration -SALifeTimeSeconds 3600

3.13.3 Add an account for XO NVR on Windows Server 2019

ADPRO XO eFT-SClient Software User Guide

Restart the computer and you have set up L2TP/IPSec VPN on Windows Server 2019 successfully.

Before you configure an account for XO NVR on Windows Server 2019, please make sure you have installed
VPN server on the same Windows Server 2019 referring to Set up a L2TP/IPSec VPN in Windows Server

2019.

1. Get the username of the XO NVR on the XO client.
XO NVR has generated a globally unique and unchanging user name. Please log in via XO client, you can
get the user name on the VPN configuration interface. Refer to VPN configuration for detailed information.
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Local NAT T port 4500

4pply

P2P configure

Status

2. Logged in the Windows Server 2019 as an administrative user.
3. Search for Computer Management in the start menu and under Computer Management window
expand Local users and group. Right-click on Users and click New User under Local Users and Groups.

you

s is user name,
n select it and then
y it

Advanced mode

& Computer Management

File Action View Help

o @ Gz H

v {} systemTools
() Task Scheduler
@ Event Viewer
sl Shared Folders
v .k Local Users and Groups

®) perfc e
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« 3 Storage Refresh
W Winc Export List..
= Disk
S Services Help

Refreshes the current selection.

& Computer Management (Local) || Name

Full Name
B Administrator
%4 DefaultAcco..
P4 Guest
H400857 H400857

U ) WDAGUilty...
e

Description

Built-in account for administering ..

A user account managed by the sy..
Built-in account for guest access t..

A user account managed and used...

a

X

Actions
Users

More Actions

About

@ save

3013-9447-001

83



ADPRO XO eFT-SClient Software User ADPRO

4. On New User prompt, fill in the username of the XO NVR on the XO client in step 1 and set a strong
password.

5.  Uncheck User must change the password on next logon checkbox and check Password never expires
checkbox. Please note down the password you type just now, it needs to be filled in the VPN configuration
interface on the XO client.

Ensure that the password contains at least 10 characters with numbers, upper and lower case letters (for
example: QWE123456a)

New User ? ¥
User name: NVR_ECC89CE0BACC

Full name:

Description:

Password: sssssese

Confirm p ird- | o

User must change password at next logon
] User cannot change password
[v] Password never expires

] Account is disabled

6. Click Create.
7. Return to Computer Management interface and you can find the newly created user in the list of users.
Right-click the user and click Properties option.

& Computer Management (Local)|| Name Full Name Description Actions
|
~ Uk SystemTools B Administrator Built-in account for administering .. Users -
B9 Task Schaduler #,, DefaultAccount A user account managed by the sy_
& Event Viewer More Actions
P4 Guest Built-in account for guest access t.

@ Shared Folders
~ &% Local Users and Groups
| Users
Groups

a‘ NVR_00224DD87027 NVR_00224DD87027 NVR_ECCBICB0BACC -
P NVR_AD423F3BDCIB NVR_A0423F38DC9B More Adtions »
a: NVR_ECCB9CB0BACY NVR_ECCB9C80BACI

NVR_ECCB9C80BAC . e
et Set Password...

3 b o2
() Performance

& Device Manager
. &= Storage %4 WDAGUilityAccour e A user account managed and used_
# Windows Server Backup)
% Disk Management Delete
: s Services and Applications Rename
Properties
Help

8. On your VPN users properties, navigate to Dial-in tab. Select Allow access option for Network Access
Permissions setting.
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NWR_ECC89CBOBACC Properties ? X
General Member Of Profile Environment Sessions
Remote control Remote Desktop Services Profile
Network Access Permission

® Allow access

" Deny access

" Control access through NPS Network Policy

I Verify Caller-ID:
Callback Options
® No Callback
(" Set by Caller (Routing and Remote Access Service only)

" Always Callback to:

[ Assign Static IP Addresses

Define IP addresses to enable for this |
Dialin connection.

[ Apply Static Routes

Define routes to enable for this Diakin |
connection.

ot ro | [

9. Check Assign Static IP Addresses checkbox to pop Static IP Addresses interface.
Assign a static IPv4 address to the new user to ensure the XO device which generates the user name will be
assigned a fixed IP address in the virtual private network.
Please note that the IP address you assign to the new user belongs to the static addresses pool you
configure for VPN server. And please do not assign the first address in the pool to any user, because the first
address is reserved for VPN server itself.

- Actions
R_E Properties ? X
Users =
| General Member Of Profile Environment Sessions More Actions »
Remote control Remote Desktop Services Profile
NVR_ECCBICBOBACC -~
Network Access Permission
Mare Actions »
" Allow access
" Deny acocess
@ Control access through NPS Network Policy
™ Verify Caller-ID: | Static IP Addresses X
Callback Options
@ No Callback
i i [~ Assign a static IPv4 address:
" Set by Caller (Routing and Remote Access Service only) 3 > o
" Always Callback to: [ Assign a static IPv6 address:
r
Il7 Assign Static IP Addresses I @ |
Dgﬂne P addrlesqestc enable for this Static IP Add r |
Diakin connection | it i
[~ Apply Static Routes OK | Cancel
Define routes to enable for this Diakin
connection.

OK Cancel Apply Help

10. On Static IP Addresses interface, check Assign a static IPv4 address checkbox, then fill an IP address.
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Static IP Addresses X

[¥ Assign a static IPv4 address: ‘ 192 . 168 . 35 . 1

[~ Assign a static IPv6 address:

r |

r |

oK Cancel

11. Click OK button on Static IP Addresses interface to return to VPN users properties, then Click OK on VPN
users properties to save the properties.
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4 Alarm Transmission

4.1 Alarm Transmission Channels

For transmitting alarms to the CMS, the XO device offers the following options:

e Primary transmission only: the XO device transmits alarms either via the local network (ethO (WAN port)) or
via the dial- up connection (PPP).

For transmission over the local network, you can specify up to 5 destination IP addresses. For
transmission over the dial-up connection, you can specify up to 5 different phone numbers.

However, the system transmits the alarm to only one destination. If the system cannot establish a
connection with the first destination, it will try the second, then the third, fourth, and fifth.

If the system cannot reach any of the destinations, it activates the system input 0032 — [SYST] —
PRIMARY LINE FAULT.

e Primary and backup (secondary) transmission: the XO device first tries to transmit the alarms via the
primary transmission channel (in this case, the local network). If the system cannot transmit over the primary
channel, it switches to the backup (secondary) transmission channel (in this case, the dial-up connection).

O

11

You can specify up to 5 destinations for both primary and backup channel.

However, the system transmits the alarm to only one destination. If the system cannot establish a
connection with the first destination, it will try the second, then the third, fourth, and fifth.

If the system cannot reach any of the 5 destinations defined for the primary channel, it will switch to the
backup channel. Again, it will first try the first destination defined for the backup channel, then the second,
and so on.

If the system cannot reach any of the destinations, it activates the system inputs 0032 — [SYST] —
PRIMARY LINE FAULT and 0033 — [SYST] — BACKUP LINE FAULT.

Note

The XO software uses the terms 'backup' and 'secondary' transmission interchangeably. They mean
the same thing.

Besides the primary and backup transmission to the main CMS, the system also offers:

e Parallel transmission to two more monitoring stations.

Parallel transmission is always via the local network, not via the dial-up connection.

The same mechanism as for the primary/backup channel applies: you can define up to 5 destinations per
parallel channel, and the system will transmit to one destination only (it will try the first destination, then
the second, etc).

If the system cannot reach the parallel destinations, it activates the system inputs 0042 — [SYST] -
PARTX1 LINE FAULT and/or 0045 — [SYST] — PARTX2 LINE FAULT.

The parallel transmission channels are independent. There is no backup parallel channel.

° Email transmission, for example to use with iTrace.

J

Caution!

For each alarm (input), check if the required transmission channels (primary, backup, parallel 1 and 2,
email) are enabled in its alarm profile. If the standard alarm profiles do not cover your specific needs,
define your own alarm profiles and assign them to the inputs as required.

For setting up the alarm transmission channels, keep the following in mind:

e  Alarm reception requires appropriate alarm management software on the destination computer (for example:
VCP, EMS, or M3000). For setting up such software, see the documentation of the respective application.

e If you will be using a dial-up connection, connect and set up the modem first. For more information, see PPP
Connection (Modem) .
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You can find detailed instructions for setting up primary, backup, and parallel transmission in the following
sections. For setting up email transmission, see Email.

4.2 Life Check (Site Pulse)

For each transmission channel (primary, backup, and parallel), you can set up a life check (also known as Site
Pulse or line test) to check the transmission lines at regular intervals. This helps you to identify and correct any
communication faults before they become a problem (if the system cannot transmit alarms to the CMS).

The life check on the transmission channels work like the transmission itself: the system sends the life check
message on the primary and backup transmission channels to one destination only. If the life check fails on the
first primary destination, the system will try the second, the third... destination. If it cannot reach any of the
primary destinations, it activates system input 0034 — [SYST] — PRIMARY LIFECHECK. It will then try the first
backup destination, then the second, and so on. If it cannot reach any of the backup destinations, it activates
system input 0035 — [SYST] — BACKUP LIFECHECK.

For each of the parallel channels independently, the system will try the first destination, then the second... If it
cannot reach any of the specified destinations, it activates system input 0044 —[SYST] — PARTX1 LIFECHECK
and/or 0047 — [SYST] — PARTX2 LIFECHECK.

If you enable the life check, you can specify the interval for sending the life check messages. The results of the
life check appear in the transmission settings window:

e Last succeeded: shows the date (yyyy-mm-dd) and time (hh:mm:ss) on which the system performed the last
successful life check; and on which destination.

e Last failed: shows the date (yyyy-mm-dd) and time (hh:mm:ss) on which the system performed the last
unsuccessful life check.

e Next scheduled: shows the date (yyyy-mm-dd) and time (hh:mm:ss) on which the system will perform the next
life check.

Lifecheck - Last requested at 2016-10-18 17:28.02

None Refresh |

@ Interval 1 minute |Z|
Start time 15 : 44 : o
last succeeded: 201M8-10-18 17:05:55
10.0.0.221 (10000}
last failed: 2016-10-18 17:27:32
next scheduled: 201M8-10-18 17:28:03
O  Note

For dial-up transmission (PPP), Honeywell recommends to execute the life check less frequently,
because of the connection cost (for example, 1 test a day).
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4.3 General Alarm Transmission Settings

The setup below describes the general settings for both the primary and backup transmission channels to the
main CMS. This includes identifiers and timeouts, and choosing the desired transmission paths.

To set up the general parameters for alarm transmission, proceed as follows:

1. Choose System > Behaviour > Alarm transmission > CMS alarm transmission.

CMS Alarm Transmission

@  No transmission
7 Primary Ethernet

! Primary PPP

Activate Alarm Transmission

7' Primary Eth / Secondary PPP

Primary Alarm Transmissicn

5 minutes

[ Define what will be your primary and secundary alarm transmission. See also ‘Alarm profiles’ and "Ethernet / PPP".
General

CWS D 3141593 Connection Timeaut (s) 15

Server Unit ID 1 Holdtime (0=no repeat) (s} 500

Site name Xtralis ADPRO XO

Secondary Alarm Transmission
0.0.0.0
10000
5minutes {Warning: high cost)
0 : 0 : 0 Start time 0 . 0 . 0

2. Provide the following information:

Item Description Default
value
General
CMS ID This is the alarm sender signature. This number has to match the 3141593
number programmed in the alarm management software. For a
connection to VideoCentral Platinum, the CMS ID has to be the default
value. Click Default to restore the CMS ID to the default value.
Server Unit ID Type the XO device’s identification number (1-99999). This number |1

has to be unique for each XO device that sends alarms to the same
computer. The server unit ID is included in the name of the subfolders
of the default work folder, and the names of the backup files for system
license, configurations....

Caution!

o After you change the server unit ID, back up your calibration
pictures again.
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Item Description Default
value
Site name Type a name for the XO device. You can display the name on the live | Xtralis
camera images (layover); it is included in the name of the subfolders of | ADPRO
the default work folder; Xchange2 uses it to identify the XO device inits | XO
device list. The site name is included in the filename of the calibration
pictures.
Caution!
° After you change the site name, back up your calibration
pictures again.
Connection Type the delay, in seconds, after which the system automatically 15
timeout (s) disconnects if no more data is exchanged.
Hold time (0 = no | Type the delay, in seconds, before the system retries to connect aftera | 600
repeat) (s) connection error occurs.
Enter 0 if you do not want to try again after a connection error.
Honeywell recommends that you only do this if you are using a backup
connection.

Activate Alarm Transmission: select the desired transmission path to the main CMS.

No transmission

The XO device does not transmit alarms to the main CMS.

Primary Ethernet | The XO device connects to the main CMS via the local network.

Primary PPP The XO device connects to the main CMS via the dial-up connection.
Primary Eth / The XO device uses the local network as the main connection, and the dial-up
Secondary PPP network as the backup connection.

3. Depending on the choice you made, continue with the instructions in the following sections for setting up the
transmission destinations.

4.4 Primary Alarm Transmission Settings

To set up the primary alarm transmission for the main CMS, proceed as follows:

1. Under Primary Alarm Transmission, provide the following information:

Item Description Default
value

Auto-negotiate | This option is only available for the dial-up connection (PPP). Select this | Not
IP address checkbox to let the CMS assign IP addresses during the time of the selected
(PPP) communication. You have to select the checkbox if the CMS uses the

VideoCentral Platinum software.
Destination 1-5 | Here you define up to 5 different computers to receive the alarms. Click | —

the number that you would like to define (1-5), and then provide the

information as described below.
IP address Enter the IP address of the destination computer. 0.0.0.0
IP port Enter the IP port for the alarm transmission. 10000
Telephone This option is only available for the dial-up connection (PPP); and you -
number have to set up the connection first. Type the telephone number for the

dial-up connection to this IP address. Use only digits; do not use

spaces, periods... For example: 056241951
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Item Description Default
value
Lifecheck Select the desired life check for this communication path: None

e None: select this if you do not want to use a life check.

e Interval: if you want to use a life check, select the interval for
sending the life check messages.

e Start time: if you chose Interval, specify the time (in hours,
minutes, and seconds) to send the first life check message.

'The results of the life check appear below. Click Refresh to update the

test results.

2. Click Save.
3. Assign suitable alarm profiles for the following events (for details, see Alarm Input Behaviour ).

— 0032 -[SYST] - PRIMARY LINE FAULT
— 0034 —-[SYST] - PRIMARY LIFECHECK

4.5 Backup (Secondary) Alarm Transmission Settings

The setup for the backup alarm transmission is identical to that of the primary transmission.
To set up the backup alarm transmission for the main CMS, proceed as follows:

1. Under Secondary Alarm Transmission, provide the necessary information.
For details, see Primary Alarm Transmission Settings.

2. Assign suitable alarm profiles for the following events (for details, see Alarm Input Behaviour):
— 0033 — [SYST] — BACKUP LINE FAULT
— 0035 — [SYST] - BACKUP LIFECHECK
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4.6 Parallel Transmission Settings

ADPRO

Besides the primary and backup transmission to the main CMS, you can set up parallel transmission to two more

parallel monitoring stations.

To set up parallel transmission, proceed as follows:

1. Choose System > Behaviour > Alarm transmission > Parallel Alarm Transmission.

Parallel Alarm Transmission
[ Define what wil be your parallel transmission. See also "Alarm profiles’ and "Ethernet / PPP".

Activate parallel transmission

Parallel transmission 1 [7] Parallel transmission 2

Parallel transmission 1
General

CMS 1D 3141593
Connection Timeout (s) 15 Ti
Holdtime (0=no repeat) (s} 500

Destinations

Destination E]

Ip address 10.0.0.221

Ip port 10000

Line test (Site pulse)

@  MNone
! Interval 1 minute -
Start time 12 : o : o

[[=]

10.0.0.5

10000

1 minute

12

3141593

15

600

2. Toactivate parallel transmission, select the checkboxes for Parallel transmission 1 and/or 2.
3.  Provide the required settings for each parallel transmission channel. Setup is similar to that of the primary

transmission:

— General settings such as identifiers and timeouts: see General Alarm Transmission Settings.

— Destinations and life check (line test): see Primary Alarm Transmission Settings.

4. Click Save.

5. Assign suitable alarm profiles for the following events (for details, see Alarm Input Behaviour):
— 0042 — [SYST] — PARTX1 LINE FAULT (parallel transmission path 1)
— 0044 — [SYST] — PARTX1 LIFECHECK (parallel transmission path 1)
— 0045 — [SYST] — PARTX2 LINE FAULT (parallel transmission path 2)
— 0047 — [SYST] — PARTX2 LIFECHECK (parallel transmission path 2)

92
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5 Using IP Cameras

5.1 Available IP Camera Channels

The number of available IP camera channels on your XO device depends on the device model, the system
license, and on the number of installed IP channel licenses.

For the eFT-S model, it also depends on the number of analytic channels in use: you trade in one video channel
for one analytic channel (balancing mode). The system will display the following reminder when you open the
System menu on an eFT-S device:

WARMING! Balancing mode is active! This means you have to make a trade off
between the allowed number of ip channels and the number of analytic
channels. You can enable more ip cams by using less analytic
channels and vice versa. The balancing factor for this system is
1.0:1.0 (ip:analytics).

For each IP camera, you need an IP channel license. You can purchase such licenses in sets, and install them on
your XO device using the Xchange2 Tool. You can always purchase extra sets of IP application licenses to add

to your XO device, but you can never use more than the maximum allowed channels on your specific model. For
more information, see Licenses.

When you add an IP camera to your XO device, the camera setup screen displays the number of remaining IP
camera channels.

O Note

ﬂ For optimal performance: if you are using 12 (or higher) megapixel (MP) cameras on your XO device,
then you can use max. 12 cameras @ 12 MP and max. 12 analytic applications (IntrusionTrace and/or
LoiterTrace).

5.2 Prerequisites
Before setting up the camera in the XO client:
e  Configure the IP camera network. For more information, see IP Camera Network.

e Select IP cameras that are compatible with the XO software. For details, see the following sections in this
chapter, and the Supported IP Camera List (800-27080V1).

e  Set up the IP camera itself: assign an IP address (in the same range as the IP camera network eth1 (LAN
port)), and set the date and time. You can adjust the time and date manually, synchronise the camera with an
NTP protocol, or synchronise the camera with the XO device (in this case, set the camera’s NTP port to UDP
123). Honeywell recommends to configure the IP camera using the manufacturer’s web interface. Before
connecting the camera to the XO device, reset the camera to the default values, except for the IP address
(unless you are using the Generic Driver). However, some camera functions may require special settings in
the camera web interface (see the Supported IP Camera List (800-27080V1)). In this case, a Technician user
can connect to a camera's web interface directly from within the XO client and change the settings. For details,
see Remote Access to IP Camera. If you want to change the IP address only, you can use the IP camera
discovery tool (if using the Honeywell or ONVIF driver). For details, see Changing a Camera's IP Address
Using the Discovery Tool.

e Make sure the camera is only enabled on one NVR. Otherwise, it may make the setting corrupt and device
system unstable.

Setting up IP cameras in the XO client consists of the following steps:

e  Setting up the basic parameters for communication and analytic resolution, and enabling the IP camera. This
allows the XO device to establish a connection to the IP camera. For details, see Enabling IP Cameras . You
can also use the IP camera discovery tool to detect available IP cameras. For details, see IP Camera
Discovery.

e After enabling the camera: setting up the advanced parameters for live viewing, recording... For details, see
Camera Settings.
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5.3 Selecting Suitable IP Cameras

To select suitable IP cameras for use with your XO device, proceed as follows:

1. Check if the cameraiis listed in the Supported IP Camera List (800-27080V1). This document contains
the list of supported IP cameras and IP video encoders for eFT-S device.
Check the document for restrictions or special settings for using the camera.

2. Ifthe camerais not listed, but the camera is ONVIF compliant, you can try and enable the camera using the
ONVIF driver. In this case, check all required functionality carefully.

3. Asalastresort, you can try and use the generic IP camera driver to enable the camera. For a list of known
URLSs that work with the generic IP camera driver, see the Supported IP Camera List (800-27080V1).

O Note

ﬂ If you want to use IP cameras or video encoders that are not listed in the supported IP camera list,
Honeywell does not guarantee that the cameras will function on the XO devices. Honeywell does not
guarantee correct operation because cameras may show unexpected behaviour with firmware
versions not tested by Honeywell.

Honeywell does not offer any support for untested cameras.

O Note

Cameras of Avigilon, Bosch, Brickcom, JVC and Pelco are not supported.

If the cameras are integrated with ONVIF profile S/T, enable the cameras with ONVIF driver.

5.4 Analytic Resolution for IP Cameras

The system uses the analytics stream from a camera for:

e the ADPRO analytic applications: IntrusionTrace, LoiterTrace, and Motion/Sabotage.
e camera calibration for the ADPRO analytic applications (3D and bounding boxes)

e the motion and sabotage detection

e  postmotion detection

e generating quad images with alarms

e local video output (on a monitor directly connected to the XO device)

e recording, depending on the camera (for details, see the section on the management of IP video streams in
the Supported IP Camera List (800-27080V1)).

The default analytics stream is CIF (352 x 288), or the next available higher resolution with a maximum of
640 x 480, with Qnormal quality, at 5 fps.

As of firmware version XO 54, you have more control over the aspect ratio and quality of the analytics stream:

e By specifying the stream to use for analytics, you can match the aspect ratio to that of the live and recorded
views. In some cameras, your choice can be better than the default chosen by the system.

e By selecting a higher compression quality, the system may, in extreme circumstances, give fewer false alarms
and more reliable detections because fewer compression artefacts are present. However, it must be stressed
that extensive testing shows that the default is typically sufficient, and consumes less bandwidth.

e The resolution of the selected stream does not affect analytics performance.
When you enable an IP camera, you can select:

e  The default analytics stream: CIF/SIF or the next available higher resolution with a maximum of 640 x 480,
with Qnormal quality, at 5 fps.

¢ Or, you can select a specific aspect ratio (4:3, 16:9, or 16:10). If you select an aspect ratio, you can also
choose to use a low- or high-resolution image.
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— If you choose low resolution (recommended), the system will select the video stream with the selected
aspect ratio and the lowest available resolution near to CIF/SIF, with a maximum of 640 x 480, and
minimum horizontal resolution of 352 pixels.

For example: 480 x 360 for 4:3; or 480 x 270 for 16:9.

— If you choose high resolution, the system will select the video stream with the selected aspect ratio and
the highest available resolution, but also with a maximum of 640 x 480.

For example: 640 x 480 for 4:3; or 640 x 360 for 16:9.

If the camera does not supply a video stream that meets your criteria, the system will issue a warning message
and automatically revert to the default analytics stream.

ADPRO XO Client LX)

[0} The selected aspect ratio is not available for this camera (err=35 id=3)

e

Selecting a high-resolution analytics stream does not necessarily improve detection, because the analytic
engines do not require high-resolution images for reliable detection. They will reduce the high-resolution images to
CIF format before processing. Therefore, Honeywell recommends to select a low-resolution stream.

However, if you absolutely require a higher resolution for live viewing on a monitor or for recording, then you can
select a high-resolution stream. Remember that this may reduce system performance.

@) Note

H You can only choose the analytics stream aspect ratio and resolution before you enable the IP
camera. If you want to change the settings, you have to disable the camera first; adjust the settings;
and then enable the camera again.

5.5 Streams with Different Aspect Ratios

Ideally, the aspect ratio of the low-resolution analytics stream is identical to the aspect ratio of the high-resolution
live/recording streams. However, wide-screen cameras may not offer low-resolution streams with the same
aspect ratio.

For example, a camera may offer low-resolution images with aspect ratio 4:3, and high-resolution images with
aspect ratio 16:9. Typically, a 4:3 camera image has a narrower field of view than the 16:9 image: the edges are
cut off. However, some cameras take the wide image and squeeze it into a narrow image. This results in a full
field of view in the 4:3 image, but the image is distorted.
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ADPRO
16:9 image 16:9 image
4:3 image, cropped: 4:3 image, squeezed:
edges are cut off, narrower field of view, butimage is full field of view (no cut-off edges), but distorted image
not distorted

Both cases have pros and cons, and require careful calibration:

e Inacropped image, the area available for detection is smaller (narrower field of view). However, detection is
accurate with careful 3D calibration. Bounding box calibration makes sure that bounding boxes appear
correctly on images with all aspect ratios.

Keep in mind that, upon an alarm from a PIR detector or from another input, the system produces quad/live
alarm images from the cropped stream. When using such cameras, make sure to set up the system (PIR
detector FOV, double-knock scenario...) from the analytics stream.

e In asqueezed image, the area available for detection is larger, but the slight distortion of the image will
influence the analytics behaviour. Take extra care of 3D and bounding box calibration, and test the detection
parameters thoroughly through walk tests.

5.6 Troubleshooting Analytic Resolutions

The system performs a number of checks to make sure that your analytics applications work as expected.
Issues may occur if there is a mismatch between the analytics stream and the calibration pictures for an IP
camera. If the system finds a mismatch, the following warning messages may appear:

e The message One or more cameras are not streaming the analytic resolution XO expects... will appear each
time you log on to the XO client, as long as there is a mismatch between the analytics stream and the
calibration pictures for at least one IP camera.

WARNING! One or more cameras are not streaming the analytics resolution XO
expects. This may have negative effects on the detection performance
and bounding box calibration. Please take one of the following actions:
-In the video inputs page, disable the cam, check/adapt the analytic

stream resolution setting (aspect ratio and resolution choices) in
order to bring it in line with the expected settings and enable the cam.
-If the above is not possible or if it's not the analytic resolution/aspect
ratio you want, then you will have to redo all analytics settings for the
cam, including the calibration pictures and bounding box calibration.

As a safety precaution this warning ge will keep reappearing
until you manually clear the check analytics flag of all affected cams
in the video input page.

e The message Please check your calibration settings... will appear after you disable and then enable a camera
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o with a different analytic resolution.
ADPRO XO Client ===

! WARNING! Pleaze check your calibration settings and analytic config and clear the check analytics flag when
% done!

e

Possible mismatches are:

e The aspect ratio of the calibration images is different from the aspect ratio of the analytics stream. This may
happen when you had made calibration images before, then changed the analytics stream.

For example: you had made calibration images when using the default analytics stream, and then disabled
and enabled the camera again choosing a 16:9 analytics stream. Or, you switched between corridor and
normal modes.

e The aspect ratio of the calibration images and the analytics stream is the same, but the quality is different. For
example, you had made calibration images at 480 x 360 (4:3, low resolution), but you have changed the
analytics stream to 640 x 480 (4:3, high resolution).

To solve issues with analytic resolutions for a camera, proceed as follows:

1. Openthe camera setup window: choose System > Connections > Video Inputs, and then select the
desired camera. If there is an issue with the camera, the Clear analytic check flag button appears at the
bottom of the window.

Recording parameters
E uous/Pre/Pos S5fps,480x350 Qanalytics
Event quality 30fpe, 480360 ,Qnormal

IP camera license type

Unlimited
| Clear analytic check flag | m Save
___-ﬂ""

2. Compare the analytics stream resolution with the calibration pictures resolution:

— The analytics stream resolution is displayed in the Default analytic resolution box.

— The calibration pictures resolution is displayed in the calibration window: click Camera calibration and
check the resolution under the thumbnails.

3. Proceed as follows:

— If you do not need to keep the current analytics stream: disable the camera, choose an aspect ratio and
quality for the analytics stream that is in line with the existing calibration pictures, and then enable the
camera again.

— If you want to keep the current analytics stream: make new calibration pictures and recalibrate the front
and back of the scene. Also perform bounding box calibration, if necessary. For details, see Camera
Calibration.

Check also the analytics application settings (IntrusionTrace, LoiterTrace, and Motion/Sabotage) and
perform walk tests to confirm detection.

4.  Whenfinished, click the Clear analytic check flag button at the bottom of the camera setup window.
5.  Click Save.
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5.7 Using Cameras in Corridor Mode

Software version XO 4.0 and above supports corridor mode (on cameras that support this feature), where the
cameraimage is taller than wide. In hallways and corridors, a larger part of the camera image is useful for
analytics when using corridor more. In addition, it reduces the dead zone beneath the camera.

.

Camera image in normal mode

Camera image in corridor mode, showing more of the foreground

If you have used a camera with analytics in normal mode before, you have to make new calibration pictures and
recalibrate the scene when you switch to corridor mode.

U Caution!

@ If you are using analytics in corridor mode, remember that corridor mode affects the maximum
horizontal field of view (FOV) because fewer pixels are available horizontally. For details, see the
documentation of the analytics application.

To use a camera in corridor mode, proceed as follows:

1. Foracamerathatis already in use: disable the camera in the XO client.

2. Usethe camera's web interface to set the camera in corridor mode. Consult the camera manufacturer's
documentation for instructions.

3. Enable the camera.
4.  Configure the recording streams (event quality, and continuous/pre/post event quality if available).

@) Note

ﬂ When selecting resolutions for a camera in corridor mode, the system displays the available
options in the normal way: for example, it will display 640 x 480 (and not 480 x 640). However,
the information bar in the Live Video window will show the selected resolution in corridor mode:
for example, 360 x 480 (and not 480 x 360).

Perform 3D calibration: make new calibration pictures, and recalibrate the front and back of the scene.
If the camera uses streams in different aspect ratios, also perform bounding box calibration.

For analytics (Motion/Sabotage, IntrusionTrace, LoiterTrace...): redraw the detection zones.

Check the detection parameters.

Redraw mask zones.

10. Perform walk tests to confirm detection.

© © N o o

5.8 Enabling IP Cameras

You can add an IP camera manually if you know its IP address, or you can use the discovery tool to search the
network for all IP cameras that the XO device can connect to. You can then add the found IP cameras without
entering the IP address yourself. For details, see IP Camera Discovery.

The procedure below describes the manual method.

98 3013-9447-001



ADPRO ADPRO XO eFT-SClient Software User Guide

To enable an IP camera manually, proceed as follows:

1.  Choose System > Connections > Video Inputs.

2. Choose a free camera number from the list.
The system indicates camera numbers that are already in use by an asterisk *.

3. UnderType, click IP cam.

Video Inputs
f  Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

Type
| 1 -Camera 1 v| Eil P
O Analog ® IP cam Disable
Please ensure where multiple systems are connecting to the
same camera each system uses an independant stream, i .
otherwise this can lead to system instability. Enable IP camera - [Remaining Cams:4]
Cam brand: ACTI ~
Enable IP camera
IF address Discover cameras
RTSP port 7070
HTTP port 30
Username admin
Password LITTTIT)
Confirm password DooooD
Analytic reselution configuration
Aspect ratio Cif w
Raw resolution Low
Use H285 if available
|:| Treat thiz cam as a single stream cam Use streamno: | 1
|:| Thermal
Always update your IP camera to the latest software version. Please refer to the
manufacturers website.
Enable

The Remaining Cams box displays the number of remaining IP camera channels on the XO device.
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4.

Provide the following information:

Item ‘ Description

Cam brand Select the camera's brand driver, the ONVIF driver, or the generic driver. For details
on the correct driver, see the Supported IP Camera List (800-27080V1).
The system automatically fills in a number of settings based on the brand’s typical
default settings.
The following options appear if HONEYWELL or ONVIF PROFILE S driveris
selected:
e  ONVIF-S: this version of the driver supports only ONVIF Profile S
e  ONVIF-S/ONVIF-T: this version of the driver supports both ONVIF Profile S and
Profile T.
O Note
ﬂ XO Client software supports cameras with ONVIF Profile S/T drivers. All
the newly approved cameras and future cameras support ONVIF Profile
S/T drivers. ONVIF Profile S is supported for backward compatibility. Only
the ONVIF Profile S/T drivers support H265, and it is the preferred driver
for new cameras.
If you select the ONVIF-S/ONVIF-T option, the Use H265 if available option is
enabled. Less bandwidth is consumed if the camera has H265 module.
Check the camera's technical specifications for the correct driver version.
e  Select Generic Driver 1.0 for a generic-driver camera. Selecting the Decode
high-resolution stream checkbox increases the resolution for up to 2 MP.
O Note
ﬂ The XO Client Software supports higher resolution/framerate for the
cameras which use generic drivers. Most IP cameras have two streams
with one video channel and one analytic channel. Some generic driver
cameras have a single stream with 1920 x 1080P resolution. The XO 5.0
Client software has been enhanced to use this single stream as both
analytic stream and video stream. For a generic driver camera which has
single-stream video input with a frame-rate between 5 and 30 FPS (Frames
Per Second), up to 10 FPS can be used as an analytic stream.
Channel Only available for certain drivers. If the driver supports multi-lens or multi-channel
selection devices (such as the Honeywell HQA Performance Series DVRs), the following
options may be available:
e Single or IP cam: select this option for a single-lens or single-channel device
(a normal IP camera).
e  Multi or HQA: select this option for a multi-lens or multi-channel device.
If you have selected this option, then also select the desired lens or channel
that you want to enable.
IP address Type the camera’s IP address.
RTSP port Type the RTSP communication port number for the camera.
HTTP port Type the HTTP communication port number for the camera.
Username Type the username for logging on to the camera.
Password Type the password for logging on to the camera.
Confirm Type the password again.
password
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Item

Encrypted
connection

ADPRO XO eFT-SClient Software User Guide

‘ Description

Select encrypted streaming for the camera.
O Note

Honeywell 60Series and 70Series cameras don't support encrypted
streaming.

Aspect ratio

Select the desired aspect ratio for the analytics stream. You can choose:

e CIF or SIF: select one of these options for the default settings. You cannot
select a raw resolution with CIF or SIF.

o 4:3,16:9, or 16:10: select one of these options to match the aspect ratio of the
analytics stream with that of the live/recording streams.

Raw resolution

Only available if you use a different aspect ratio than the default CIF/SIF:

e Low (recommended): the system will select the video stream with the selected
aspect ratio and the lowest available resolution near to CIF/SIF, and with a
maximum of 640 x 480.

e High: the system will select the video stream with the selected aspect ratio and
the

e highest available resolution, with a maximum of 640 x 480.

Use H265 if
available

Only available for specific camera drivers: select this checkbox if you want to use
H.265 video compression with the camera.

Treat this cam
as a single
stream cam

You are not allowed to draw any other streams from the IP cameras than those
destined for the XO device. If you need to draw other streams from the IP camera for
any reason, select the checkbox to use the single stream mode.

Using only one stream limits functionality: the XO device will only use the analytics
stream.

Use stream no.

For single-stream camera only. Typically, the analytics stream from a camera is
stream 1. If the camera uses a different stream, type the stream number here.

Thermal

Select this checkbox to enable the camera as a thermal camera.

O Note

11

As soon as you enable the camera, the settings above are no longer accessible. If you need to

change the settings, you have to disable the camera first, change the settings, and then enable
the camera again.
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5. Click Enable to start using the IP camera. The system connects to the camera, and the camera setup
window appears:

Brightness / Contrast / Saturation

- Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.
—— Type
1 - Camera 1 (AXIS VAPIX 3.0 -M1011) - [ Lis
Analog . IP cam Dizable

Video settings Lot

Name Camera 1 M1011 (192.168.10.15)

Parameters
Default anahytic resolution 480x 360
Default live preset 1- 5fps,480x360 ,Qanalytic IZ|

[T] Enable live multicast

PTZ
Use PTZ Control

O
@
® 0
["al 0
0
[ i Adjust video settings
| Camera calibration Recording parameters
Overlay Co uous/Pre/Post quality S5fps,480x350 Qanalytics
] Local time Event quality | 15fp=s,480x360 ,Qnormal
[[] Camera name | Always use event guality for continuous recording
Wbl IP camera license type
Text brightness White Unlimited
@ Save
O  Note

You can continue working while the system enables the camera in the background. Select the
next camera in the camera list.

6. Tocomplete the setup, continue with Camera Settings.

5.9 IP Camera Discovery

The IP camera discovery tool allows you to discover all IP cameras in the network, and to add them easily

without entering the IP address manually.

To discover IP cameras, proceed as follows:

1. Choose System > Connections > Video Inputs.

2. Choose a free camera number from the list.
The system indicates camera numbers that are already in use by an asterisk *.

102

3013-9447-001



ADPRO

ADPRO XO eFT-SClient Software User Guide

3.  Under Type, click IP cam.

Video Inputs
. Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

J

|1—Cameral v| Eil

Type

O Analog ® IP cam Disable

Please ensure where multiple systems are connecting to the
same camera each system uses an independant stream,
otherwise this can lead to system instability.

Enable IP camera - [Remaining Cams:4]

Cam brand: ACTI ~

Enable IP camera

IF address Discover cameras
RTSP port 7070

HTTP port 30

Username admin

Password

Confirm password DooooD
Analytic reselution configuration
Aspect ratio Cif w
Raw resolution Low
Use H285 if available

|:| Treat thiz cam as a single stream cam Use streamno: | 1

|:| Thermal

Always update your IP camera to the latest software version. Please refer to the
manufacturers website.

Enable

Click Discover cameras (next to IP address). The system starts searching the camera network for IP

cameras. When finished, the results appear:

r

ADPRO XOC Client

(S

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The ‘Refresh’ button will initiate a new discovery.

Camera Ip address Select IP from range Manual Subnet mask
Honeywell/HEDEGRL 192.168.100.54 Change to = OR
SNP-3120/5MP-3120 192168.3.37 Change to = OR
Unknown,/PXD-5360F01IR 192.168.3.201 Change to = OR
Camera/Camera 192.168.3128 Change to = OR
«| m | ¢

[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

First IP address Last IP address

Subnet mask Camera gateway Apply camera range

IP cameras that are already enabled on this XO device appear in dark grey; you cannot select or change

them. Available cameras appear in light grey.
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5.  Toaddan available IP camera to the XO device, click the camerain the list, and then click Use IP address.
The system returns to the video inputs screen and fills in the camera's IP address:

Video Inputs
- Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.
Type
| 1 -Camera 1 v| Eil P
O Analog ® IP cam Disable

Please ensure where multiple systems are connecting to the
same camera each systemu an independant stream,

otherwise this can lead to system instability.

Enable IP camera - [Remaining Cams:4]

Cam brand: ACTI ~
Enable IP camera
IF address 192.168.3.37 Discover cameras
RTSP port 7070
HTTP port 30
Username admin
Password LITTTIT)
Confirm password s

Analytic reselution configuration

Aspect ratio Cif w

Raw resolution Low
|:| Treat thiz cam as a single stream cam Use streamno: | 1
|:| Thermal

Always update your IP camera to the latest software version. Please refer to the
manufacturers website.

Enable

6.  Select the camera brand and fill in all other information as required, and then click Enable. For details, see
Enabling IP Cameras.

7.  Tocomplete the setup, continue with Camera Settings.

5.10 Changing a Camera's IP Address Using the Discovery Tool

When using the discover tool, you can change the IP address of a discovered camera.

O Note

Changing a camera's |IP address is only possible for cameras using the Honeywell or ONVIF driver.

The following options exist:
e If you want to change the address of only one camera, you can enter the new IP address manually.

e If you want to change the address of a range of cameras, you can define a range of IP addresses and select
the desired address from a list.

Both methods are described in detail further below.

5.10.1 Changing an IP Address for a Single Camera

To change a camera's IP address manually using the discovery tool, proceed as follows:

1.  Choose System > Connections > Video Inputs.

2.  Choose afree camera number from the list. If you want to change the IP address of a currently enabled
camera, select the desired camera and disable it.
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3.  Under Type, click IP cam.

J

|1—Cameral v| Eil
Please ensure where multiple systems are connecting to the
same camera each system uses an independant stream,
otherwise this can lead to system instability.

Video Inputs
. Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

ADPRO XO eFT-SClient Software User Guide

Type

@]

IP cam

®

Analog Disable

Enable IP camera - [Remaining Cams:4]

Cam brand: ACTI ~
Enable IP camera
IF address Discover cameras
RTSP port 7070
HTTP port 30
Username admin
Password
Confirm password DooooD
Analytic reselution configuration
Aspect ratio Cif w
Raw resolution Low

Use H285 if available
O
O

Treat thiz cam as a single stream cam Use streamno: | 1

Thermal

Always update your IP camera to the latest software version. Please refer to the
manufacturers website.

Enable

4.
When finished, the results appear:

Click Discover cameras (next to IP address). The system starts searching the network for IP cameras.

-
ADPRO XOC Client

(S

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The ‘Refresh’ button will initiate a new discovery.
Camera Ip address Select IP from range Manual Subnet mask
SNP-3120/5NP-3120 192.168.3.37 Change to = OR
Unknown/PXD-5360F01IR 192.168.3.201 Change to = OR
Camera/Camera 192.168.3128 Change to = OR
] m | b
[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

First IP address Last IP address

Subnet mask Camera gateway Apply camera range

IP cameras that are enabled on this XO device appear in dark grey; you cannot select or change them.

Available cameras appear in light grey.
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5. Inthe camera list, provide the following information in the row of the camera that you want to change. Scroll
to the right to see more columns.
Item ‘ Description
Manual Type the new IP address for the camera. Make sure that this IP address is not in use.
Subnet mask Type the subnet mask for the camera network.
Camera gateway | Optional: type the camera network gateway address.
Username Type the username for logging on to the camera.
Password Type the password for logging on to the camera.
Below is an example of a filled-in screen:
[ 40RO XO Client )
IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HOM ELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The "Refresh’ button will initiate a new discovery.
Select IP from range Manual Subnet mask Camera gateway Username Password Camera Mo
J = OR 192168335 255.255.255.0 admin LTI Mot assigned
OR Camera 3
OR Camera 8
1| m +
Refresh ] [ Use IP address
Camera IP range (used for suggesting camera IP addresses)
First IP address Last IP address
Subnet mask Camera gateway
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6.

7.

Scroll back to the left and click Change to. The system will change the camera's IP address. When

finished, the following screen appears:

_
ADPRO XO Client ==

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The "Refresh’ button will initiate a new discovery.

Camera Ip address Select IP from range Manual Subnet mask
Unknown/PXD-5360F01IR 192.168.3.201 Change to = OR nera 3
Camera/Camera 192.168.3128 Change to = OR nera &
] n | 3

[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

First IP address |:| Last IP address |:| |:| |:| |:|

Subnet mask l:l Camera gateway l:l Apply camera range

To update the camera list and reflect the changes, click Search. When finished, the Ip address column

displays the new IP address:

~
ADPRO XO Client ==

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).

ADPRO XO eFT-SClient Software User Guide

Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The "Refresh’ button will initiate a new discovery.

Camera Ip address Select IP from range
SNP-3120/5MP-3120 192168.3.35 Change to =
Unknown,/PXD-5360F01IR 192.168.3.201 Change to =
Camera/Camera 192.168.3128 Change to =

4 LI

rpssess |

Camera IP range (used for suggesting camera IP addresses)

tastPaddress | | |[ ][ |
Camera gateway l:l

Manual Subnet mask
OR
OR
OR
o

Refresh ] [ Use IP address

Apply camera range
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8. Ifyouwantto add the IP camera to the XO device, click the camera in the list, and then click Use IP
address. The system returns to the video inputs screen and fills in the camera's new IP address:

Type

1 -Camera 1 -
| | @ O Analog ® IP cam Disable

Please ensure where multiple systems are connecting to the
same camera each system uses an independant stream,

otherwise this can lead to system instability. Enable IP camera - [Remaining Cams:4]

Cam brand: ACTI ~

Enable IP camera

IF address 192.168.3.35 Discover cameras
RTSP port 7070

HTTP port 30

Username admin

Password LITTTIT)

Confirm password D00

Analytic reselution configuration
Aspect ratio Cif w

Raw resolution Low

|:| Treat thiz cam as a single stream cam Use streamno: | 1

|:| Thermal

Always update your IP camera to the latest software version. Please refer to the
manufacturers website.

Enable

Video Inputs
4 Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

9.  Select the camera driver (ONVIF Profile S or Honeywell) and fill in all other information as required, and

then click Enable. For details, see Enabling IP Cameras.

O Note

Changing a camera's IP address is only possible for cameras using the Honeywell or ONVIF

driver.
10. Tocomplete the setup, continue with Camera Settings.

5.10.2 Changing Multiple IP Addresses Using a Range

To change arange of camera's IP addresses using the discovery tool, proceed as follows:

1.  Choose System > Connections > Video Inputs.

2. Choose a free camera number from the list. If you want to change the IP address of a currently enabled

camera, select the desired camera and disable it.
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3.  Under Type, click IP cam.

Video Inputs
. Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

J

| 1 -Camera 1 v| Eil Type
O Analog ® IP cam Disable

Please ensure where multiple systems are connecting to the
same camera each system uses an independant stream,

otherwise this can lead to system instability. Enable IP camera - [Remaining Cams:4]

Cam brand: ACTI ~

Enable IP camera

IF address Discover cameras
RTSP port 7070

HTTP port 30

Username admin

Password

Confirm password DooooD
Analytic reselution configuration
Aspect ratio Cif w
Raw resolution Low
Use H285 if available
|:| Treat thiz cam as a single stream cam Use streamno: | 1

|:| Thermal

Always update your IP camera to the latest software version. Please refer to the
manufacturers website.

Enable

4. Click Discover cameras (next to IP address). The system starts searching the camera network for IP
cameras. When finished, the results appear:

F B
ADPRO XO Client ==

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The ‘Refresh’ button will initiate a new discovery.

Camera Ip address Select IP from range Manual Subnet mask
Honeywell/H3W1FX 192.168.10.250 Change to - OR
Honeywell/[HCW2G 192168.10.133 Change to - OR
Honeywell/H4L2GR1 192168.10.14 Change to - OR
SNP-3120/5MP-3120 192.168.3.37 Change to = OR
Unknown/PXD-5360F01IR 192.168.3.201 Change to = OR
Camera/Camera 192168.3.128 Change to = OR
] m | b

[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

First IP address Last IP address

Subnet mask Camera gateway Apply camera range

IP cameras that are enabled on this XO device appear in dark grey; you cannot select or change them.
Available cameras appear in light grey.
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If you want to select the new IP address from a range, define the desired IP address range in the boxes
under the camera list. Provide the following information:

Item ‘ Description

First IP address

Type the first IP address in the desired range.

Last IP address

Type the last IP address in the desired range. Note that the system automatically
copies what you filled in for First IP address; and you can only change the last part of
the IP address.

Subnet mask

Type the subnet mask of the camera network.

Camera gateway

Optional: type the camera network gateway address.

To apply the IP address range, click Apply camera range.
The system automatically assigns the range of IP addresses for the available cameras, from top to bottom.
It also copies the subnet mask and camera gateway (if provided) to the cameras.

If you want to change the automatic assignment, select the desired IP address from the list for each

camera:

ADPRO XO Client

(S

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera

compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HOM ELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The "Refresh’ button will initiate a new discovery.
Camera Ip address Select IP from range Manual Subnet mask
Honeywell/H3W1FX 192.168.10.250 Change to [192.168.10.2] |Z| OR 255.255.255.0
Honeywell/HCW2G 19216810133 Change to - OR 255.255.255.0
Honeywell/H4L2GR1 192.168.10.14 Change to iggiggigg OR 255.255.255.0
SMP-3120/SNP-3120 192.168.3.37 Change to 192.168.10.4 OR 255.255.255.0
Unknown/PXD-5360F011R Changeto | EZRLLRUERETY OR
192168106
Camera/Camera Change to 192168107 OR
192.168.10.8
192.168.10.9
192.168.10.10
4 m +
Refresh ] [ Use IP address
Camera IP range (used for suggesting camera IP addresses)
First IP address 192.168.10.2 Last IP address 192 ) 168 || 10 10
Subnet mask 255,255,255.0 Camera gateway

In the cameral list, provide the following information in the row of each camera that you want to change.
Scroll to the right to see more columns:

Item ‘ Description

Username

Type the username for logging on to the camera.

Password

Type the password for logging on to the camera.

110

3013-9447-001



ADPRO

9.

Below is an example of afilled-in screen:

ADPRO XO Client ==

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The "Refresh’ button will initiate a new discovery.

Select IP from range Manual Subnet mask Camera gateway Username Password Camera No

_I 192168105 OR 255.255.255.0 admin i Mot assigned
_I 192.168.10.2 OR 255.255.255.0 admin i Mot assigned
_I 192.168.10.3 OR 255,255.255.0 admin sene Mot assigned
_I 192168104 OR 255.255.255.0 Mot assigned
_I = OR Camera 3

_I = OR Camera &

< n | r

[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

FirstIP address | 192,168.10.2 Last IP address [10 |
Subnet mask 255,255.255.0 Camera gateway l:l Apply camera range

Scroll back to the left and click Change to for each camera that you want to change. The system will

change the cameras' IP addresses. When finished, the following screen appears:

ADPRO XO Client ==

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The "Refresh’ button will initiate a new discovery.

Camera Ip address Select IP from range Manual Subnet mask
SNP-3120/5MP-3120 192168337 Change to 192168104 OR 2552552550

Unknown/PXD-5360F01IR 192.168.3.201 Change to = OR

Camera/Camera 192168.3128 Change to = OR

] n | 3

[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

FirstIP address | 192.168.10.2 Last P address @
Subnet mask 255,255.255.0 Camera gateway l:l Apply camera range

ADPRO XO eFT-SClient Software User Guide
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10. Toupdate the camera list and reflect the changes, click Refresh. When finished, the Ip address column

11.

12.

displays the new IP addresses:

.
ADPRO XO Client ==

IP Camera Discovery shows a list of IP Cameras found in the local network of the ADPRO X0 device. Select a discovered camera in the list and click the "Use IP
address' button to copy the IP address to the video inputs configuration. Afterwards make sure to use the appropriate Cam driver. Check the ADPRO IP camera
compatibility list for guidance on the driver choice. Optionally, one or multiple IP cameras can be assigned a new network address (ONVIF/HONEYWELL only).
Assignments can be done manually or using a pre-defined range of addresses (use "Change to’ button). The ‘Refresh’ button will initiate a new discovery.

Camera Ip address Select IP from range Manual Subnet mask
Honeywell/H3W1FX 192168.10.5 Change to - OR
Honeywell/[HCW2G 192168.10.2 Change to - OR
Honeywell/H4L2GR1 192168.10.3 Change to - OR
SNP-3120/5MP-3120 192.168.3.37 Change to = OR
Unknown/PXD-5360F01IR 192.168.3.201 Change to = OR
Camera/Camera 192168.3.128 Change to = OR
«| [T | b

[ Refresh ] [ Use IP address

Camera IP range (used for suggesting camera IP addresses)

First IP address 192,168.10.2 Last IP address 192 || 168 || 10 10

Subnet mask 255.255.255.0 Camera gateway Apply camera range

If you want to add an IP camera to the XO device, click the camera in the list, and then click Use IP
address. The system returns to the video inputs screen and fills in the camera's new IP address:

Video Inputs
Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

Type

1 -Camera 1 -
| | @ O Analog ® IP cam Disable

Please ensure where multiple systems are connecting to the
same camera each system uses an independant stream,

otherwise this can lead to system instability. Enable IP camera - [Remaining Cams:4]

Cam brand: ACTI ~

Enable IP camera

Paddress L Discover cameras
RTSP port 7070

HTTP port a0

Username admin

Password TYTIT]

Confirm password LLL L L L

Analytic reselution configuration
Aspect ratio Cif w
Raw resolution Low

Use H285 if available

|:| Treat thiz cam as a single stream cam Use streamno: | 1

|:| Thermal

Always update your IP camera to the latest software version. Please refer to the
manufacturers website.

Enable

Select the camera driver (ONVIF Profile S or Honeywell) and fill in all other information as required, and

then click Enable. For details, see Enabling IP Cameras.
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O Note

Changing a camera's IP address is only possible for cameras using the Honeywell or ONVIF
driver.

13. Tocomplete the setup, continue with Camera Settings.
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6 Camera Settings

After enabling the camera, proceed with the following sections to complete the setup.

6.1 General Settings

To specify the general settings for a camera, proceed as follows:

1.  Choose System > Connections > Video Inputs, and select the desired camera.
2. Under General, provide the following information:

Item ‘ Description

Name Enter a name for the camera (max. 20 characters).
Honeywell recommends to use a meaningful and relevant description.

Mount type For fisheye cameras only: select how the camera is mounted. This allows the system
to correctly identify which part of the fisheye image is the floor and which is the ceiling.
The de-warped image will then be the right way up.

e Ceiling: the fisheye camera is mounted on a ceiling ('looking down').
o Desktop: the fisheye camera is mounted on a desktop or floor ('looking up').
e Wall: the fisheye camerais mounted on a wall ('looking horizontally").

O Note

ﬂ For wall mounting, check the camera mounting orientation. If you mount
the camera upside down, the dewarped image will be upside down as well.

PIR integrated This option is only available if the camera has an integrated PIR (for example the Axis
on camera M1054). Select the checkbox to enable the integrated PIR. You can then use PIR
alarms for this camera.

3. Click Save.

6.2 Video Settings

Under Video Settings, you can adjust:
e Brightness, contrast, and saturation.

e Pixelation mode: for pixelating video streams to the CMS. For details, see Pixelation.
6.2.1 Brightness, Contrast, Saturation

@) Note

ﬂ The brightness, contrast, and saturation settings may not work for all IP cameras. In this case, you
can try and change the settings using the camera's web interface. Check the Supported IP Camera
List (800-27080V1) for known issues.

To adjust brightness, contrast, and saturation, proceed as follows:

1.  Choose System > Connections > Video Inputs, and select the desired camera.
2. UnderVideo settings, click Adjust video settings. A live image from the camera appears.
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Video settings

BB 26 A N
e i libigde

T
E L

Brightness / Contrast / Saturation
Default
I Picelate mode
@ Armed
(O Disarmed
1 12 OAmedfdisarmed
Full frame pixelation ~

[ Adjust video settings |
Camera calibration

3. Dragthe sliders to adjust brightness#, contrast @ and saturation @ and pixelation level n

Video settings

-
iy

Brightness / Contrast / Saturation
Default
] Pixelate mode
1 ® Armed
I -
1 42 O Armed/disarmed

Full frame pixelation

Adjust video settings |
Camera calibration

HOoe v

n

4. Click Default to restore the default values.

Caution!
® Clicking Default will also reset the pixelation level to 0.

5. Click Save.

6.2.2 Pixelation

Pixelation allows you to send pixelated video (live, recorded, and quad images) to provide privacy protection
when a CMS monitors a site. For each video channel, you can set the pixelation level, and choose to pixelate the
image when the system is armed, disarmed, or always.
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In the XO client, Administrator users will always see the normal, unpixelated images, regardless of the settings.
For other users (Technician or User), you can define which camera images will be pixelated for them. This allows
you to provide a pixelated image for one user, but the same, unpixelated image for another. For details, see
Pixelation.

For example, you set up camera 1 for pixelation, but only in disarmed state. You specify that user A will see
pixelated images for camera 1, and user B will see normal images.

In this case: user A will see pixelated images in disarmed state, and normal images in armed state.

User B will always see normal images.

O Caution!
® For pixelation to work with the CMS, the SDK for the CMS has to support pixelation (XO client
SDK).

To pixelate a video channel, proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.
2. UnderVideo settings, click Adjust video settings. A live image from the camera appears.

Video settings

Brightness / Contrast / Saturation
Default

I Pixelate mode
1 ®) Armed
I e
1 42 O Armed/disarmed

Full frame pixelation

[~ Adjust video seftings |
Camera calibration

3. Drag the bottom slidem to adjust the pixelation level. The number at the right-hand side of the slider
indicates the pixelation level (0—100). The result is visible in the preview window.

Video seftings
-
-
Yy

Brightness / Contrast / Saturation
Default

& I Pixelate mode

o 1 @ Armed

°o 1 L

™ ] 2 OAamedfdisarmed

Full frame pixelation

Adjust video settings |
Camera calibration

|
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4.  Under Pixelate mode, select when the system has to apply pixelation:
— Armed: only when the system is armed.
— Disarmed: only when the system is disarmed.
— Armed/disarmed: always.

5. If youwant to remove pixelation, drag the slider to the far left (pixelation level = 0).

Caution!
® Do not click Default; this will also reset the brightness/contrast/saturation settings.

6. Click Save.

6.2.3 Anonymization

The anonymization feature helps in meeting the European Union standards for GDPR (General Data Protection
Regulation) compliance. The objective of this feature is to use the masking techniques which enable hiding the
identifiable personal data or personal identity from the video recorded using the video surveillance system. The
masking is achieved using pixelation. The XO Client allows you to choose an anonymization type, which can be:

e  Full frame pixelation — To pixelate the entire frame

¢ High Motion Scene — To anonymize moving objects in a high motion scene

e Variable Scene — If the scene contains both stationary and moving people or objects, then select this option to

anonymize the objects in the scene.

e  Still Scene — To anonymize the objects in a scene where the scene predominantly contains stationary people
and objects.

To configure anonymization, proceed as follows:
1.  Choose System > Connections > Video Inputs, and select the desired camera.

2. UnderVideo settings, click Adjust video settings. A live image from the camera appears.

Video settings

Brightness / Contrast / Saturation
Default

. Pcelate mode
i ® Armed
0 O Disarmed
(] 12 O Armed/disarmed

| Full frame pixelation -~ |

HOoe <

l -, Adijust video seltings |

Camera calibration

3. Dragthe sliders to adjust brightness#, contrast @, saturation @ and pixelation level n

3013-9447-001 17



ADPRO XO eFT-SClient Software User Guide ADPRO

Video settings

Brightness / Contrast / Saturation
Default

& . Pixelate mode
@ Armed
] =
g 0 (_) Disarmed
"1 12 (O Armed|/disarmed

Full frame pixelation - |

u;, Adijust video seltings |

Camera calibration

4. Choose a Pixelate mode.
5.  Choose an anonymization type from the list.

6.3 Camera Calibration

6.3.1 About Camera Calibration
If you are using analytics, you may need to perform the following camera calibrations:

e 3D calibration: only if you use the ADPRO analytics applications IntrusionTrace (calibration is mandatory) or
LoiterTrace (calibration is optional). The 3D calibration of a scene makes sure that the video analytics
application knows the size of an object, the distance it travels through the scene, the speed... Correct
detection is based on these parameters.

e Bounding box calibration: only for IP cameras that use different aspect ratios for the analytics stream and
the live/recording stream. Bounding box calibration makes sure that the analytic bounding boxes appear
correctly on all streams, regardless of their aspect ratio.

You can find detailed instructions for both calibrations in the following sections.

U Caution!

o If you upgrade your device from a version below XO 4, and you change the aspect ratio of the
analytics stream for a camera, you have to make new calibration images and recalibrate that
camera.

6.3.2 3D Calibration

3D calibration allows analytics applications to identify the size, speed... of detected objects in the camera image.
Setup requires two easy steps to mark:

e the height of a known object at the front of the scene

e the height of that same object at the back of the scene.

Typically, you make a snapshot of the scene with a person/object standing at the front of the scene (A), at the
bottom of the camera image, and another snapshot with the same person/object standing at the back of the
scene (B), at the top of the camera image.

On a fisheye camera, you do the same: you make a snapshot with a person/object at the bottom of the scene
(A), and another with the same person/object at the top of the scene (B). Although the objects will be similarin
size at these two extremes, the measurements provide reliable detection across the scene.

Always perform walk tests to confirm detection.
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\ £

Position of objects for 3D calibration in fisheye scene

Position of objects for 3D calibration in normal scene

You can either use live images, or you can first record images and take snapshots when you play back the
footage, so that only one person can calibrate the scene.

You can calibrate a scene in the XO client:
e from the IntrusionTrace configuration window
e from the LoiterTrace configuration window

e or from the video input configuration window.

You need to calibrate a scene only once. The calibration is valid for all analytics applications (IntrusionTrace,
LoiterTrace, and Motion/Sabotage). As of XO 5.4, the system displays thumbnails and resolution of the
calibration picture (if available) in the analytics configuration window.

6.3.3 3D Calibration from Live Images
To calibrate a scene from live images, proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.

2. UnderVideo settings, click Camera calibration.
ADPRO XO Client &J‘

Depth perception calibration
- Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the

“ height of the calibration objects on both snapshots using the mark tool. This calibration function is alse available on the video inputs page.

Tools

Calibration
Unit of
a nit of measure
B Metres
Height of object

1.8 Metres
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3.

Under Tools, click Live Video. The live camera image appears.

~
ADPRO X0 Client [

- Depth perception calibration
Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
“J height of the calibration objects on both snapshots using the mark tool. This calibration function is also available on the video inputs page.

Tools

e

‘,f.i- Playback |

Calibration

o Unit of measure H
! —
ia

i
=]

Height of object | [t
Metres o _—

ADPRO

When the person/object is standing at the front of the scene, click to make a snapshot. Make sure
that the person/object is completely visible (from head to toe). A miniature version of the snapshot appears

at the bottom of the screen; the system indicates the image resolution.

~
ADPRO X0 Client =50

- Depth perception calibration
| Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
2] height of the calibration objects on both snapshots using the mark tool. This calibration function is alse available on the video inputs page.

Tools

YT

‘f_ii Playback |

Calibration

Unit of measure

A
5

Height of object

Metres.

(3]

(352x288)

&
@
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5. When the person/object is standing at the back of the scene, click to make a snapshot. Make sure
that the person/object is completely visible (from head to toe). A miniature version of the snapshot appears
at the bottom of the screen; the system indicates the image resolution.

-
ADPRO XO Client

- Depth perception calibration

Calibration

Unit of measure

A
5

Height of object

Metres.

| Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
2] height of the calibration objects on both snapshots using the mark tool. This calibration function is alse available on the video inputs page.

(352x288)

]

Tools

FyST

‘5_5 Playback |

6. Tocalibrate the front of the scene, you need to draw a marker line with the same height as the object/person
in the front: click [ 2 | The front snapshot now appears as the cameraimage.

7.  Click the camera image near the top of the person/object, and drag downward to the bottom of the
person/object. A vertical, red marker line appears.

-
ADPRO XO Client

- Depth perception calibration

Calibration

Unit of measure b=
a £
B Metres -
Height of object

1.8 « Metres

L Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
] height of the calibration objects on both snapshots using the mark tool. This calibration function is also available on the video inputs page.

(352x288)

=

Tools

md Live Video

‘ % Record |

‘t_’a‘t Playback |
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10.
1.

12.

13.

14.

15.

O Note

If you have calibrated the scene before, the vertical red marker is already visible. You only need
to adjust it.

Adjust the marker line until it has exactly the same height as the person/object at the front, as follows:
— Tomove the position of the marker line in the scene, drag it by its white handle in the middle.

— To change the height of the marker line, drag the red handles at the top and bottom.

Click Save. You will now calibrate the back of the scene.

To calibrate the back of the scene, click (18 |, The back snapshot now appears as the camera image.

Click the camera image near the top of the person/object, and drag downward to the bottom of the
person/object. A vertical, red marker line appears.

r M
ADPRO XO Client ==
Depth perception calibration
MW, Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
</ height of the calibration objects on both snapshots using the mark tool. This calibration function is also available on the video inputs page.
Tools
%  Record |
_ Playback
Calibration
A Unit of measure )“¢,-.
ﬁi% Metres -
B
Height of object
18 ~  Metres (352x268)
O  Note
If you have calibrated the scene before, the vertical red marker is already visible. You only need
to adjust it.

Adjust the marker line until it has the same height as the person/object at the back.
Next, you will indicate the height of the person/object.

Under Calibration, in the Unit of Measure list, choose the desired unit of measure (metres, yards, or feet).
The unit of measure is valid for the back and front of the scene.

In the Height of object box, select the height of the person/object. Choose the value that is the closest to
the person/object’s exact height. The height is valid for the back and front of the scene.

Calibration
Unit of
A nit of measure
B Metres -
Height of cbject

1.7 =  Metres

Click Save, and then close the calibration window.
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6.3.4 3D Calibration from Recorded Images

To calibrate a scene from recorded images, proceed as follows:

1.
2.

3.

Choose System > Connections > Video Inputs, and select the desired camera.

Under Video settings, click Camera calibration.
ADPRO XO Client &J‘

Depth perception calibration

{  Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
# height of the calibration objects on both snapshots using the mark tool. This calibration function is also available on the video inputs page.
Tools
% Record
Playback
Calibration
Unit of B
a nit of measure . A B
B Metres
Height of object
1.8 Metres

Under Tools, click Live Video. The live camera image appears.
" ADPRO %O Client =)

Depth perception calibration
f  Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the

height of the calibration objects on both snapshots using the mark tool. This calibration function is alse available on the video inputs page.

Tools

ik Live Video

Playback

Calibration
a Unit of measure
B Metres

Height of object

1.8 Metres.

Click Record. The system starts recording the live images.

While recording, make the person/object stand still at the front and at the back of the scene.

When you have the required footage, click Record again to stop recording.

ADPRO XO eFT-SClient Software User Guide
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7.  Click Playback. The system starts playing the recorded footage.

r M
ADPRO XO Client =5
4 Depth perception calibration
r _ t, Take snapshots of the calibration object in the front and the back of the image. The snapshots can be taken from a live or recorded video feed. Mark the
# height of the calibration objects on both snapshots using the mark tool. This calibration function is alse available on the video inputs page.
Tools
™, Live Video
% Record
L 1] CIF 2018-10-27 15:24:20
o« W (0] wvo - @ —o
Calibration
& Unit of measure
B| |Metres |
Height of object L= [
[1e]<] Metres

8.  Making snapshots and calibrating the scene is identical as for live video. For details, see the procedure in
3D Calibration from Live Images. Start at step 4, and continue to the end.

6.3.5 Bounding Box Calibration for Different Aspect Ratios

Bounding box calibration is only required for IP cameras that use different aspect ratios for the analytics stream
and the live/recording stream. It makes sure that the analytic bounding boxes appear correctly on all streams,
regardless of the aspect ratio.

Correct bounding box calibration depends on the way the camera provides the low-resolution stream (see
Streams with Different Aspect Ratios):

e To calibrate the bounding boxes for cameras that provide cropped images: see Normal Bounding Box
Calibration.

e To calibrate the bounding boxes for cameras that provide squeezed images: see Bounding Box Calibration for
Squeezed Images.

Caution!
© Set up the recording stream resolution (see Recording Parameters) before you calibrate the
bounding boxes.

Bounding box calibration is available in firmware version V2.10 and above. If the analytics and recording streams
have the same aspect ratio, then bounding box calibration is not required and the option is unavailable.

6.3.5.1 Normal Bounding Box Calibration

To calibrate the bounding boxes, proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.
2. UnderVideo settings, click Camera calibration.
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3.

Click the Bounding box calibration tab.
_

Depth perception calibration I Bounding box calibration

- Bounding box calib
L . To allew correct positioning of the bounding boxes in the live and recorded streams of IP cameras with multiple aspect ratios, it is necessary to align the
- camera images for all supported aspect ratios. Please resize the overlay image in order to align the content of the images.

ADPRO XO eFT-SClient Software User Guide

Select the image to align
(@) 2304x1295
(16:9)

QOverlay rectangles

s | [0 oon ]

The system takes two snapshots, one at each resolution, and displays them on top of each other.

Drag the sides or the corner of the image until both images overlap perfectly.

Camera calibratio

Depth perception calibration

Select the image to align
(@ 2304x1296
(16:9)

Bounding box calibration I

Qverlay rectangles

e
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The result should look like this:

Depth perception calibration Bounding box calibration

_a Bounding box calibration

AW, Toallow correct positioning of the bounding boxes in the live and recorded streams of IP cameras with multiple aspect ratios, it is necessary to align the
-/ camera images for all supported aspect ratios. Please resize the overlay image in order to align the content of the images.

Select the image to align
QOverlay rectangles
@) 2304x1296
(16:9) I Redo snapshots l ’ (V] Save

5. Click Save, and then close the calibration window.

6.3.5.2 Bounding Box Calibration for Squeezed Images

Bounding box calibration for squeezed images is available in firmware version XO 4.0 and above.
To calibrate the bounding boxes for squeezed images, proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.
2. UnderVideo settings, click Camera calibration.

3. Click the Bounding box calibration tab. The system takes two snapshots, one at each resolution, and
displays them on top of each other.

4. Click Overlay rectangles. The system aligns the images automatically.
5.  Click Save, and then close the calibration window.
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6.3.5.3 Bounding Box Calibration for Three-stream Cameras

If your camera provides 3 streams, and you have selected 3 different aspect ratios (for analytics, continuous, and
event recording), then you have to perform calibration twice. The Select the image to align box will display two
resolutions. Select each resolution in turn and perform calibration as required.

_agr_Dounding box calibration

Assoseaparcts | (& sawm

6.4 Overlay

O Note

The overlay options may not be available, or may not work for all IP cameras. You can try and set the
overlay info using the camera’s web interface.

In the camera configuration screen, under Overlay, you can specify which information you want to appear on top
of the camera image in the Live Video window.

2015-67-14 ©9:10:3
Entrance Pers. Dut

To specify the overlay texts, proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.
2. Under Overlay, provide the following information:

Item ‘ Description

Local time Select this checkbox to display the local time on the camera’s live image.

Camera name Select this checkbox to display the camera name on the camera’s live image.

Site name Select this checkbox to display the site name on the camera’s live image. The Site
name option only appears after you select the Camera name checkbox.

Text brightness | Select a colour for the text that is displayed on the camera’s live image. Select the
colour that has the best contrast with the camera image.
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3. Click Save.

6.5 Live View and Multicast (Parameters)

To specify the network-related settings for live streaming and multicast, proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.
2. Under Parameters, provide the following information:

Item ‘ Description

Default analytic
resolution

This box indicates the analytic resolution for the camera, as the system selected
when enabling the camera. You cannot change the analytics resolution here. For
details, see Analytic Resolution for IP Cameras.

For analogue cameras, the analytics stream is CIF/SIF @ 5 fps.

Default live
preset

Select the default image quality for the live images from the camera. When you add
the camera to the Live Video window, the system displays the camera images at this
selected quality. You can always change the image quality in the Live Video window
(right-click the camera image).

The available options depend on the camera. For IP cameras, the live presets are
based on the analytic, continuous, and event streams.

If you select the option Harddisk stream, the image quality for live images is the
same as for continuous recordings (see Recording Parameters). This way, only two
streams are required.

O Note

ﬂ The XO 5 software supports video rendering up to 6400 x 6400 pixels. For
optimal performance: if you are using 12 (or higher) megapixel (MP)
cameras on your XO device, then you can use max. 12 cameras @ 12 MP
and max. 12 analytic applications (IntrusionTrace and/or LoiterTrace).

This button is only available for certain types of cameras. It allows you to define your
own quality presets.

The XO client comes with 10 predefined quality presets. These presets are valid for all
the cameras. However, if the camera functionality allows, you can define your own
presets as follows:

Click the button to open the list of predefined quality presets. Select a preset that is
not in use, and set the following items:

e Fps: frames per second

e Resolution: image resolution

e VBR: click this option to use a variable bitrate. Select the desired quality: Qlow,
Qnormal, or Qhigh.

e  CBR: click this option to use a constant bitrate. Type the desired bitrate (in kilobits
per second).

For more details on VBR and CBR, see Recording Parameters.

Enable live
multicast

Multicast is the simultaneous supply of information to one or more computers via only
one data stream from the source. When multiple computers poll this one stream, the
system creates multiple copies, but the initial upload will remain the same. In this
way, multicast ensures less data traffic over the network.

Select this checkbox if you want to use the multicast protocol.
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Item ‘ Description

Multicast Enter the IP address to which the XO device has to send the multicast stream. The IP
address address range assigned for multicasting on the local LAN network is 224.0.0.0 —
239.255.255.255.
O Note

ﬂ Assign a unique multicast address to each camera. Everyone who has
subscribed to the multicast, can view the live images on this address,
using a web browser or an XO client.

Multicast port Type the port number for the multicast stream.

O Note

1 Assign a unique multicast port to each camera. The IT Department has to
define the multicast port before connecting the XO device to the LAN
network.

3. Click Save.

6.6 PTZ Setup

To set up pan-tilt-zoom (for PTZ cameras only), proceed as follows:

1. Choose System > Connections > Video Inputs, and select the desired camera.
2. Under PTZ, provide the following information:

Item ‘ Description
Use PTZ Control | Select the checkbox to enable the PTZ functions of the PTZ camera.
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Item

Protocol

ADPRO

‘ Description
For analogue cameras only. (For IP cameras, the driver handles PTZ commands.)
Select the PTZ protocol for the camera:

e If you control PTZ via USB or MIO card, select the correct port.
You have to set up the serial port for PTZ control first. For more information,
see PTZ Control via USB Port/MIO Card.

o |lIfyou are using a DTC module, select the correct PTZ protocol from the list:

PTZ
v Use PTZ Control

Protocol [ - ] ll]
- down-the-coax - Baxall Std.
down-the-coax - Baxall Alt.

down-the-coax — Peleo Ext.
down-the-coax — BBV Coax

Drop @ during PTZ

For more information on the DTC module, see PTZ Control via DTC Card .

Address

For analogue cameras via serial port only: enter the correct PTZ address for the
camera you have installed. For more information, see the camera manufacturer’s
documentation.

O Note

e When using the Pelco Spectra Cam 4, the PTZ address has an
offset of 1 in the XO client.

e When using the JVC protocol, the PTZ address has an offset of
+1 in the XO client.

Example:

When using a JVC protocol with address 1 in the XO client, the PTZ

address of the camera is 2.

Auto-Home
Expire Time
(sec.)

Enter the time, in seconds, before the camera automatically moves back to its home
position after a PTZ action. The minimum time is 10 seconds.

Set to 0 if you want to disable the auto-home feature (keep the camera at the PTZ
position).

O Note

ﬂ If you are using the Auto-Home Expire Time (value different from 0), the
system suppresses analytics detection during PTZ movement. The
analytics detection resumes when the camera has returned to the home
position.

Positioning
Time (sec.)

Enter the time, in seconds, to allow the camera to move to a preset position.

The system takes the positioning time into account if you let the PTZ camera move to
a preset position when an input is triggered. The system then delays the alarm
message of that input until the positioning time has expired. This makes sure that the
cameraiis in position and has stopped moving, so that quad images are sharp. If the
camera is still moving when the system creates the quad images, the quad images
will be blurry.

Home preset

Only for IP cameras. Leave this setting at the default value (= 0). In the exceptional

number case of an IP camera that does not support a PTZ home position, you can specify a

specific preset number that will server as the 'home' position for such a camera.
Drop Q during For analogue cameras only: select this checkbox if you want to lower the image
PTZ quality during PTZ movements. This setting has no effect on IP cameras.
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3. Click Save.

6.7 Recording Parameters

Under Recording parameters you define the image quality for continuous and/or event recording. The available
options and values depend on the camera type. For details on IP cameras, see the Supported IP Camera List
(800-27080V1).

If you have selected Treat this cam as a single stream cam (IP cameras only) when enabling the camera, then
the recording settings are unavailable: recording always occurs at the same quality as live viewing (see Live View
and Multicast (Parameters)).

Recording parameters
Co uous/Pre/Post quality S5fps,480x350  Qanalytics
[ Event quality | 25fps,640x430 ,Qhigh

|:| Always use event quality for centinuous recording

To specify the recording parameters, proceed as follows:

1.  Choose System > Connections > Video Inputs, and select the desired camera.
2. Under Recording parameters, provide the following information (if available):

Item Description

Continuous/Pre/Post | Only available for specific cameras: click to specify the image quality that you
quality want for continuous recording and for pre and post event recording. See further
below for details.

Event quality Click to specify the image quality that you want for event recording. See further
below for details.

Always use event Only available for specific IP and analogue cameras: select this checkbox to

quality for continuous | use the event recording quality for continuous recording (instead of the

recording analytics quality).

The quality settings for continuous and event recording are similar:

riDP%O X0 Client &Jw
Recording guality
Fps: 30) 1-30 fps
Resolution: 320240 -
VEBR: @  Qualty Qnormal -
CBR:
Ok ] [ Cancel

3.  Fortherecording settings, provide the following information:

Description

Fps Type the desired number of frames per second. The available range is indicated on the
right side of the box.

3013-9447-001 131



ADPRO XO eFT-SClient Software User Guide

ADPRO

Item Description

U Caution!

Box Calibration for Different Aspect Ratios.

Resolution Select the desired image size: available as cif, qcif... orin pixels (width x height).

o If you select an image size that has a different aspect ratio than the analytics
stream (as shown in the Default analytic resolution box in the camera setup
window), you have to calibrate the bounding boxes. For details, see Bounding

The XO 5 software supports video rendering up to 6400 x 6400 pixels. For
optimal performance: if you are using 12 (or higher) megapixel (MP) cameras
on your XO device, then you can use max. 12 cameras @ 12 MP and max.
12 analytic applications (IntrusionTrace and/or LoiterTrace).

quality:
¢  Qlow: low image quality
e Qnormal: normal image quality

e Qhigh: high image quality.

throughputs.
The recommended setting is VBR at normal image quality.

VBR Select this option to use a variable bitrate for a constant image quality. Select the desired

With a variable bitrate, the bitrate changes with scene content. The bitrate will be higher
for scenes with a lot of motion, and lower for scenes with less motion.

This setting is suitable if you need high-quality images when there is motion in the scene.
Keep in mind that the available bandwidth has to be sufficient to accommodate high

the camera, and is indicated on the right side of the box.
(" ADPRO XO Client 3|

Recording guality

Fps: 25 1-30 fps
Resolution: 320240 -
VBR:

CBR: @ Bitrate 100 0 - 10000 kbits/s

| Ok | | Cancel |

bandwidth.
This setting is suitable if the available bandwidth is limited.

CBR Select this option to use a constant bitrate with a variable image quality. Type the desired
bitrate, in kbps (kilobits per second), in the Bitrate box. The available range depends on

With a constant bitrate, the image quality and/or frame rate will decrease for scenes with
a lot of motion, if the required bitrate exceeds the set bitrate. The higher the bitrate value,
the higher the image quality and frame rate can be, but also the higher the consumed

4. Click OK to close the recording quality window.
5.  Click Save.

6.8 Copying Camera Settings

If you have several (nearly) identical cameras connected to your XO device, you can set up one camera and then

copy its settings to the other cameras. You need to enable all the required cameras first.

U Caution!

(o]
cameras.

e You can copy the settings for recording, PTZ, and live preview only to compatible

e You can copy the settings for the bounding box calibration only to identical cameras.
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To copy settings to other cameras, proceed as follows:

1.  Choose System > Connections > Video Inputs, and select the camera from which you want to copy the

settings.
2. Click the 2] button (on the right-hand side of the camera list).
r ~
ADPRO XO Client T

Copy settings from camera 1 Copy to
[ Brightness/Contrast/Saturation/Pixelation Cam 1 Cam 9 Cam 17 Cam 25
I:‘Overlay settings I:‘Cam 2 Cam 10 Cam 13 Cam 26
I:‘Recording settings DCam 3 Cam 11 Cam 19 Cam 27
[ Preset settings [[cam 4 Cam 12 Cam 20 Cam 23
I:‘P'I? settings I:‘Cam 5 Cam 13 Cam 21 Cam 29
[T Bounding box calibration settings Cam & Cam 14 Cam 22 Cam 30

Cam 7 Cam 15 Cam 23 Cam 31

Cam & Cam 16 Cam 24 Cam 32
Set al
Cancel

3. Under Copy settings from camera Xx, select the settings that you want to copy to the other cameras:

Item Description

Brightness / Contrast/ | Settings for brightness, contrast, saturation, and pixelation. Check these

Saturation / Pixelation | settings for each camera after copying, and adjust as needed.

Overlay settings Information to display on the camera image (date and time, camera name...).

Recording settings Image quality settings for continuous and event recording.

Preset settings Default image quality setting for live viewing.

PTZ settings PTZ settings (protocol, address, positioning times....).

Bounding box Bounding box calibration settings for IP cameras with multiple aspect ratios.

calibration settings To make sure that bounding boxes function properly, check the calibration for
each camera after copying, and adjust as needed.

4.  Under Copy to, select all the cameras to which you want to copy the selected settings. If you want to copy
the selected settings to all other cameras, click Set all.

5. Click OK.

6.9 Disabling Cameras

You can temporarily disable a camera, for example to prevent false alarms during maintenance.

The system remembers the camera settings, and will restore them automatically when you enable the camera
again. It will also automatically reassign any analytics application licenses (if still available) and analytics
configuration that was applied to the camera.

Caution!
® Before re-enabling analogue cameras, make sure to select the correct BNC input.

To disable a camera, proceed as follows:

1.  Choose System > Connections > Video Inputs, and select the desired camera.
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Click Disable.

‘ Define which cameras you have attached to the system here. Also OSD, Multicast and default live presets are configurable here
= Type
1* - HRHT Channel1 (HONEYWELL - HRHT404%) v B
Analog IP cam Disable
Vid # General
e Name HRHT Channel1 HRHT404* (10.78.131.182)
Channel 1
Parameters
Default analytic resolution 640x480
Default live preset 2-30fps, 15201080, Qnormal v

[ Enable live mutticast

PTZ

Brightness / Contrast / Saturation D Use ETZ Control

Default
0.
Q
]
| = )
- Adjust video settings

Camera calibration Recording parameters

0 2/Pos 5fps,640x480  Qanalytics
Event quality 30fps,1920x1080,Qnormal
[:| Always use event quality for continuous recording

IP camera license type Onboard analytic configuration
btk Unlimited Map onboard analytics

The following screen appears while the system disables the camera:

- Define which cameras you have attached to the system here. Also 0SD, Multicast and default live presets are configurable here.

—= Type
1 - Hallway (AXIS VAPIX 3.0 - M1011) e
Analog . IP cam Dizable

Waiting for camera

Waiting

O Note

ﬂ You can continue working while the system enables the camera in the background. Select the
next camera in the camera list.

3. Whenfinished, click Save.

6.10 Remote Access to IP Camera

Note

)

H For some old cameras, the ActiveX plugin need to be installed to play videos on web
pages, and the IE kernel browser is needed to open the camera web page. The new
cameras no longer require a plugin and the web page can be opened by Edge-based
browser. This function can only be used when logging in with unencrypted connection,
and cannot be used under encrypted connection.
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The device network (ethO: WAN port) and the camera network (eth1: LAN port) are separate networks. To use
the client, your PC needs to be in the ethO (WAN port) network. If you want to access an IP camera's web
interface for configuring the camera from that same PC, you need to change your PC's IP address and set it in
the eth1 (LAN port) network. However, with firmware version XO 4.0 and above, this is no longer necessary. A
Technician user can connect to an IP camera's web interface from within the XO client. The system opens a
special browser window; running simultaneously with the XO client.

i W e
T 192.168.20.5
- (/‘
- g @ -
o gm0 [l lutal @ @_\
"""" o =p Y
i) - =
10.0.0.10 192.168.20.1 hy o
255.255.255.0 265.255.255.0 3

You can access all configured IP cameras on the XO device, even if they have been disabled in the XO client.

The following restrictions apply:

e The IP camera must have been enabled at least once on the XO device before remote access is available.
e Remote access is not available for IP cameras using the generic driver.

¢ Remote access is disabled when the Technician grant is disabled.

e Remote access is disabled when the Technician user closes the client.

e Ifthe client stays open, remote access is disabled 4 hours after the Technician has opened the special
browser window. If the Technician opens multiple windows, remote access is disabled 4 hours after the last
window was opened.

While remote camera access is enabled, system input 0091 — [SYST] - TUNNEL IP CAM is active.
To access an IP camera's web interface, proceed as follows:

1. Open the XO client, and log on as Technician.
2. Choose System > Connections > Video Inputs.
3.  Select the desired IP camera from the list.
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+ ADPROXO 22.0.0.29 : 299 : 0029 B =] X

oY

System - Status About

- Live Video % Recorded video

() CONNECTIONS
i iy Ethemet/ PPP
} o SensiPons/FTZ

WA Define which cameras you have attached to the system here. Also OSD, Mulicast and defaul bve presets are configurable here

Bt g
+ I Montor 1%~ 1111 (HONEYWELL (PROFILE -HCISWESRD) ~ | | (31 ’
+ &) Auso Analog IP can Disable
| &) wo Camera web () Camera web (Edge) =
{ General
| !‘ et e—— Uac Satios Name un HCISWESR2 (22.0.0.118)
e
| By Active consections
i FTZoverview
5] BeHAvIOUR
T ArDisarm Schadie Farameters
iy —— Defaut analytic resoluton 3522288
R R - Defaut bve preset 2-30£ps, 1280x720 , Qhigh =

Sl ALARM TRANSIISSION

[0 Enable fve muticast

& IntnasionTiace
@ LoterTrace
| -]“:‘(Lonm;:mi'i Brighiness / Conirast / Saturaion [ usePTz cControl

T) Recorsing Mose Scheduie

L &
t 8 Recodings Behaviow

| | @ Etnt ssreasbook @

GENERAL o

n

e pix
- Adust video setings
Camera caibration Recording parameters

30fps, 1280%720 Qhigh
Event qualty 30ps, 0 ,Ghigh

[ Aways use event qualty for continuous recording

P camera license type Onboard analytic configuration
Unlimited Map onboard anaiytics
& save

4. Click Remote camera access (just below the camera list). The system opens a separate window with
access to the camera web interface. The example below is for a Honeywell camera.
/1 ADPRO XO - Camera 4 [E=E=R

Honeywell

CONNECTED | BUILDINGS

5. Log on to the camera web interface and change any settings as required.
6. Testif the camera and any analytics running on it still function as desired.
7. Log off and close the window when finished.

O Note
ﬂ Remote camera access feature is only supported in unencrypted mode.
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7 Audio
7.1 About Audio

7.1.1 Audio Input

If you want to use audio from a camera, you have to enable the camera’s audio input in the XO client so that the
system can record sound together with the video. You can then listen to the sound during playback of the
recorded footage.

Furthermore, you can separately enable audio input for the live view, so that you can listen to sound from the
site while watching live images. If you are live viewing more than one camera simultaneously (matrix view),
the sound you hear is from the camera that is currently selected in the matrix.

You can also use IP audio devices that provide audio in (for example the Axis horn speaker that has a built-in
microphone). You configure these devices just like an IP camera. An IP audio device occupies an IP channel.

O Note
e Ifthe connection bandwidth is low, Honeywell recommends to disable live audio streaming.
e Audioinis unbalanced audio.
e Enabling/disabling audio inputs for recording requires a system restart.

7.1.2 Audio Output — Talkback

Talkback to the site works via the Live Video window. You select a camera, and then use the microphone
(typically connected to the client PC) to talk to the site via the speaker that is associated with that camera. If you
are using multiple speakers, or audio out over IP (speaker built in or connected to IP camera), you have to
associate the cameras with the desired speaker or speakers.

7.1.3 Full Duplex Mode

Normally, audio transmission is one way only: you can either listen to incoming audio, or speak to the site, but not
both at the same time.

You can enable full duplex mode to allow simultaneous communication in both directions (talk and listen —not
recommended).
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7.2 Audio Communication Setup

To specify the general communication settings for audio, proceed as follows:

1.

3.

Choose System > Connections > Audio.

ADPRO

[T

(1)

0l

k14

o ADPRO XO 22.0.0.20 : Xtralis ADPRO XO :

Live Video

~] COMNECTIONS
Py Ethemet/ FPP
- o, Serisl Forts / FTZ
wmf Video Inputs
. [ Monitor
- @l Video interconnzction
.~ E-Mail
. #g Active connections
. L PTZ overview
] BEHAVICUR
- [} Arm/Disarm Schedule
. @ A Profiles
- df Input/Cutput Behaviour
= G ALARM TRANSMISSION
i il CMS Alarm Transmission
ﬂ Parallel Alarm Transmission
O @ ANALYTICS
& IntrusionTrace
b @ LoiterTrace
L @ Motion, sabotage
. W= FIR sattings
- (™) Recon

ding Mode Schedule

| GENERAL
- () DateTim

- ., Tooks
[Z] MAINTENANGE
3 w Log
= H
- B3 T
& HipiEth config
3 Configuration Management

icks

fer

oool

&= N Y
Recorded video System 18 Status 1/

Audio input and output configuration. The 1st column of the audio input section indicates if an audio input is enabled or disabled, changes require a reboot.
The Znd column is an on the fly parameter which allows you to disable live audio transmission, €.9. in low bandwith conditions.

Audio server
Audio server port 3000
Audio gerver mode TCP (UDP mode doesn't work with P2P connections)
Full duplex mode |:|

&, Audio input Audio output

o
&

818
Send live audio stream
Camera 1
Camera 2
Camera 3
Camera 4
Camera S5

Camera &

ooooooo

Camera 7

Send live audio stream:

About

(/]

Save

Under Audio server, provide the following information:

Item

Audio server
port

‘ Description

Type the port number for transmitting audio from the client to the
XO device.

In a network with multiple XO devices, and if you need to access
the devices from an external network (for example, a CMS via
router/firewall), you have to specify a unique audio server port
number for each device. For example: 3000 for the first device,
3001 for the second...

Do not use port numbers 3040 and 3041: these port numbers are
reserved for NetFinder and network I/O protocols.

Default value

3000 (unencrypted
port)

3001 (encrypted
port)

Audio server Select the desired protocol (TCP) for transmitting audio. TCP
mode
Full duplex Select this checkbox if you want to allow simultaneous Off
mode communication in both directions (talk and listen — not
recommended).
Click Save.

Next, you can set up audio inputs and outputs.

@)

Note

If you switch full duplex mode on or off, you need to click a different camera in the live view for the
change to take effect.
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7.3 Setting up Audio Inputs

To set up audio inputs for recording or live listening, proceed as follows:

1.  Choose System > Connections > Audio.

L+ ADPRO XO 22.0.0.20 : Xtralis ADPRO XO : 0001 - m] x

~a\

<= €
"-'t Live Video Recorded video % System E' E Status

[ 2] CONNEGTIONS
¥ Ethemet / PPP
$ Serisl Ports / FTZ ‘Audio input and output configuration. The 1st column of the audio input section indicates if an audio input is enabled or disabled, changes require a reboot.
The 2nd column is an on the fly parameter which allows you to disable five audio transmission, &.g. in low bandwith conditions.

4, Video Inputs Audio server
B vonitor Audio server port 3000

Audio
g% Audio server mode TCP (UDP mode doesn't work with P2P connections)
'l Video interconnestion Full duplex mode ]
} 20
Ly cive comections & Audio input 2 Audio output
o, FTZ overview
=l {_] BEHAVIOUR 1-3 5-16
ArmiDisarm Schedule Send live audio stream: Send live audio stream:
8 iam Profiles
Al nputiOutput Behaviour
=] ﬂ ALARM TRANSMISSION
1 il CMS Alamm Transmission
gl Parallel Alarm Transmission
Bl ¥ ANALYTICS
# IntrusionTrace

About

-
t\_,

Camera 1 Camera 9
Camera 2 Camera 10
Camera 3 Camera 11
Camera 4 Camera 12
Camera & Camera 13
# LoiterTrace
Motion, sabotage
W= PIR sattings
@ Recording Mode Schedule Camera & Camera 16
3| Recordings Behaviour
B EMail Addressbook
1] GENERAL
(¥) DateTime
Calendar
& Users
¥ Tools
(=] MAINTENANCE

@ s

#5 Harddisks

83 Transfer

& HipiEth config

[#] Configuration Management

Camera & Camera 14

Oooooooono

Camera 7 Camera 15

&  save

2. Torecord audio from a camera: under Audio input, select the checkbox on the left side of the camera
name.

3. Toenable audio in the live view for a camera, also select the camera’s checkbox in the Send live audio
stream column.

Audio input and output configuration. The 1st column of the audio input section indicates if an audio input is enabled or dizabled, changes require a reboot.
The 2nd column is an on the fly parameter which allows you to disable live audio transmission, e.g. in low bandwith conditions.

Audio server
Audio server port 3000
Audio server mode TCP (UDP mode doesn't work with P2P connections)
Full duplex mode D
;ﬁj Audio input ’ Audio output
1-8 818
Send live audio stream: Send live audio stream:
Camera 1 Camera 9
Camera 2 Camera 10
[0 camera3 Camera 11
|:| Camera 4 Camera 12
|:| Camera 5 Camera 13
|:| Camera & Camera 14
[0 cameraT Camera 15
Camera & Camera 18

4.  Click Save. If you have enabled/disabled audio inputs, the system needs to restart:

ADPRO XO Client X

Changes reguire a system restart. Do you wish to restart?

Yes No

5.  Click Yes. The following warning appears:
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ADPRO XO Client [

l i Camerag that do not suppert audio will be unchecked after the reboot!

6. Click OK to confirm. The XO device restarts. If you have selected audio inputs for cameras that do not
support audio, the system will automatically deselect those cameras.

7.4 Setting up Audio Outputs

If you are using multiple speakers, or audio out over IP (speaker built in or connected to IP camera), you have to
associate the cameras with the desired speaker or speakers. With audio switchers, you also need to specify the
switcher type in the MIO card setup.

You can test the audio output by playing a sound clip.

7.4.1 Specifying the Audio Switcher Type
You only need to execute this procedure if you are using audio switchers. To specify the
audio switcher type, proceed as follows:

1. Choose System > Connections > |/O.

2. Under On the box /O, click the first line in the list, and then click Configuration.
3. Click OK.

4. Click Save.

7.4.2 Associating Cameras with Audio Outputs

To associate cameras with the desired audio outputs, proceed as follows:

1.  Choose System > Connections > Audio.
2.  Click the Audio output tab.

& Audio input [)3 Audio output ]

The audio destinations define the actions to be taken when talking to a specific camera. An action can be anything from the selection of an output
on the WM22A-E switcher to routing the audic to one or more audio cut enabled cameras.

Cam ¥ Selected camera Selected VM22 output Center Parking Entrance Personel In =

01 Depot Entrance 1 [F [F

02 Gardenshed 2 O O

03 Sideview 1 3 (] (]

04 Sideview 2 4 (] (]

05 DVE-TV 5 (] (]

06 Intrusion Test Movie 6 [F [F

07 Center Parking 7 O O

08 Main Hall 8 (] (]

09 Entrance Pers. Out g [F [F

10 Entrance Service 10 [F [F

11 Entrance Personel In 11 [F [F

12 Sony 12 [F [F

13 Axis Recorded 2 13

1 1 O O
15 Axis1031 -W 15 b
[ o] m | +

Test audio Destination Cam 01 ~ [ setar  |[  clearal

The screen displays the following information:

Item ‘ Description

Cam Camera number

Selected camera | Cameraname
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Item ‘ Description

Selected VM22 By default, the system associates each camera to the audio output with the
output matching number (camera 1 to output 1, camera 2 to output 2...).
If you are not using audio switchers, you can leave the settings as they are.

Cameraname The system displays a column for each IP camera that supports audio out over IP.
The camera name appears as the column title. The example above shows columns
for the cameras named Center Parking and Entrance Personel In.

3. Toassociate a camera with a VM22 output, click in the Selected VM22 output column and type the
number of the desired audio output.

4. Toassociate a camera with the speaker built in or connected to an IP camera, click the corresponding
checkbox in the column for the desired IP camera.
Use the Set all/Clear all buttons to select/clear all checkboxes at once.

& Audio input [)3 Audio output ]
The audio destinations define the actions to be taken when talking to a specific camera. An action can be anything from the selection of an output
on the WM22A-E switcher to routing the audic to one or more audio cut enabled cameras.

Cam Selected camera Selected VM22 output Center Parking Entrance Personel In =

01 Depot Entrance [F [F

02 Gardenshed O O

03 Sideview 1 (] (]

04 Sideview 2 Il Il

05 DVB-TV (] (]

06 Intrusion Test Movie [F [F

07 Center Parking O

08 Main Hall (] (]

09 Entrance Pers. Out [F [F

10 Entrance Service [F [F

11 Entrance Personel In [F

12 O O

13

14 | O

15 W _ e

< m | +
Test audio Destination Cam 01 ~ [ setar  |[  clearal

The example above shows:

— Cameras 03 and 04 are both associated with VM22 output 3.
— Cameras 07 (Center Parking) and 11 (Entrance Personnel In) are associated with their own audio outputs.

5. Click Save.

6. Totestaudioout, select the desired camera number in the Destination box, and then click Test audio.
The system will play a sound clip.

7.5 Using IP Audio Devices

There are several IP audio devices that you can use for audio in/out, such as the Axis Network Horn Speaker
(C3003-E) and the Axis P8221 I/0 Audio Module. For details on the supported features of the IP audio devices,
see the Supported IP Camera List (800-27080V1).

You manage an IP audio device on the XO device as if it were an IP camera with audio in and audio out
capabilities:

¢ You connect the IP audio device to the IP camera network, and enable it in the XO client as an IP camera. The
audio device occupies one IP channel. As there is no video from the device, the system will display a speaker
icon in the live/recorded video windows.

e You enable audio in and audio out just like for an IP camera.
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e You select it for talkback in the Live Video window just like a camera with audio out.

e You can set up recording for the device. When you play back the recording, the system will display a speaker
icon instead of video, but you will hear the recorded sound (audio in from the built-in microphone and audio out

from talkback).
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8 Recording Behaviour
8.1 Setting up Recordings

You can automatically record the images from each connected camera. The system stores the recordings on the
XO device’s hard disk(s). You can play back the recordings in the Recorded video window. The system can
automatically clean up old recordings, to comply with local regulations and to prevent that the system runs out of
disk space.

You set up recording conditions to define:
e A descriptive name for the recording.

e The cameras from which you want to record; and any desired camera actions: activating an output, moving to
PTZ preset positions (typically for recording on event).

e  When you want to record:
— Dates, days of the week, holidays.

— Time: time zones in the selected days.

e  What you want to record:
— Everything = continuous recording
— Events only: which events, how long to record before/during/after.

For event recording, you can choose to lock the recordings, so that the system does not erase them
automatically during clean-up.

You can set up as many recording conditions as needed. Each step is described in detail in the following
sections.

8.2 Creating Recording Conditions

To create a recording condition, proceed as follows:

1.  Choose System > Behaviour > Recordings Behaviour.

~ T~ Recordings Behaviour
- ;
y Here you can define when the system will record.

Recording conditions

Add

General

Maximum days recording: 0.0 { 0 = unlimited number of days }

Min required rec days: 0
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2. Click Add.
Recordings Behaviour
- ‘-i."" Here you can define when the system will record.
&
Name Cameras
Recording condition 1 [ ez

Recording condition validity period
Mo Tu We Th Fr Sa Su Ho
0

1 January -= 31 December
How to record
@  Time based & Mode based Lock

70:00 02:00 04:00 06:00 0800 10:00 1200 14:00 16:00 18:00 20:.00 2200 24:.00
fevenbeenedeeebentaned ool
000 02:00 04:00 0600 0800 10:00 12:00 14:.00 1600 1800 20:.00 2200 24:00
I !

Continuous:

Event:

ADPRO

] [ Cancel

3. Inthe Name box, type a suitable name for the recording (max. 20 characters).

4.  Under Cameras, select the cameras that you want to record from. You can select multiple cameras if

necessary. The screen only displays the active cameras.

Next, you can specify the camera actions for the recording.

8.3 Recording-Controlled Camera Actions

The recording controlled camera actions include:

e  Moving PTZ cameras to preset positions during and after recording. You have to set up the PTZ preset

positions first. For instructions, see Managing PTZ Preset Positions.

e Activating an output when the recording starts. You can activate one output per recording condition. You have
to set up the desired output first. For instructions, see Recording-Controlled Outputs.

To set recording-controlled camera actions, proceed as follows:

1. Make sure that you have selected at least one camera for recording.

Cameras

144
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2. Click the camera number. The following screen appears:

r ~
ADPRO XO Client ==
Camera actions
Drive output :
[NONE]
PTZ Preset when recording:
PTZ Preset after recording:

%

3.  Provide the following information for the selected camera:

Item ‘ Description

Drive output If you want the recording on this camera to activate an output, click Select, and then
click the desired output in the list that appears.
rADPRO X0 Client @1
Camera actions
Drive cutput: =
o

- - A 5
PTZ Preset when recording: D= U= UL UL

PTZ Preset after recording:
Click OK to confirm.
(" ADPRO XO Client -3

Camera actions

Drive cutput: EE

[OUTPUT WORKBIT 001]

PTZ Preset when recording:

PTZ Preset after recording:

%

You have to set up the recording-controlled output first. If you did not set up any
outputs first, the following error message appears:

ADPRO XO Client ==

)| There are no cutputs available that can be driven by the recorder

For setting up recording-controlled outputs, see Recording-Controlled Outputs.

PTZ Preset For PTZ cameras only: if you want to move the camera to a specific PTZ position
when recording | during the recording, select the desired PTZ preset position.

PTZ Preset after | For PTZ cameras only: if you want to move the camera to a specific PTZ position after
recording the recording, select the desired PTZ preset position.

4. Click OK to close the camera actions window.
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5. Repeat for other cameras.

Next, you will set up the active period (date, days of the week, holidays) for the recording.

8.4 Setting up the Active Periods

8.4.1 Dates and Days of the Week

By default, the recording is active during the full year (January 1stto December 31), and on all days of the week
except on the holidays as defined in the calendar. For the list of holidays, see Calendar.
Recording condition validity period

Mo Tu We Th Fr Sa Su Ho
v v v v v v v

1 January -= 31 December Add

Remove

To set up the active period or periods for the recording, you will work in the Recording condition validity period
section. Proceed as follows:

1. If youwant to record in specific periods of the year, first delete the existing period for the whole year: click
1 January -> 31 December, and then click Remove.

2. Click Add. The following section appears:

4 January B December 3 Add
E M T W T F 5§ E M T W T F 5§
% 25 30 3] 1 2 3 P R I ] Cancel
4 5 & 7 B 510 € 7 B % 10 11 12
1112 13 14 15 16 17 13 14 15 16 17 18 19
18 15 20 21 22 13 M4 W02 02202304 1526
[ 2 27 8 25 30 3 728 28 30[3 1 2
1203 4 5 6 7 3145 & 7 B 5

3.  Select the start date on the left, and the end date on the right.

4 April B May 3 Add
E M T W T F 5§ E M T W T F 5§
%33 o1 2 3 4 % 27 28 2% 3 1 2 Cancel
56 7 B %1011 34 5 6 7 B 3
12 13 14 15 16 17 18 10 11 12 13 14 15 16
19 20 21 22 23 24[35 17 18 1% 20 21 12 23
%027 028 2% 3 1 2 4035 26 27 28 13 30
3145 & 7 B 5 A1 2 3 4 5 6

4.  Click Add. The selected period appears in the list.

Recording condition validity period
Mo Tu We Th Fr Sa Su Ho
v v v v v v v

25 April == 3 May Add

Remove

5. Repeat to add more periods in the year.
Select the checkboxes for each day of the week that you want to record in the specified periods of the year:
Mo-Su for Monday—Sunday, and Ho for the holidays.
Clear the checkboxes for the days you do not want to record.
Remember that the days are valid for all the periods in this recording. If you need different days in different
periods, then set up different recordings.

Next, you will specify the active time zones within the selected periods and days.
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8.4.2 Time in the Days: Time-Based and Mode-Based Recording
For defining the active time zones in the days for recording, you have the following options:

e Ifthe required time zones for recording are the same for all days, you use time-based recording. In the
recording condition, you only need to indicate the required time zones on a time bar.

e If you want to set up different time zones on different days, you use mode-based recording. You can define up
to 4 different recording modes. You can activate modes using an automated schedule, or using a switch. For
instructions on setting up recording modes, see Recording Modes.

In the recording condition, you only need to select the modes in which you want to record.

You specify whether to use time-based or mode-based recording together with continuous or event recording.
Details are in the following sections.

8.5 Continuous Recording

8.5.1 Definition
With continuous recording, you record everything from the selected cameras, on the selected dates/days, and:
e during the selected time zones (for time-based recording).

e in the selected recording modes (for mode-based recording). Both methods are described in detail in the
following sections.

O Note

e Although you can combine continuous recording with event recording in one recording
condition, Honeywell recommends to create separate recording conditions for continuous and
event recording.

e You cannot lock continuous recordings.

8.5.2 Time-Based Continuous Recording

To set up time-based continuous recording, proceed as follows:

1. Under How to record, click Time based to activate the recording in function of a time schedule.

How to record
@ Time based Mode based
) 00:00 02:00 04:00 06:00 08:00 10:00 12:00 1400 1600 18:00 20:00 2200 24:00
Continuous:

00:00 0200 04:00 0600 08:00 10:00 1200 1400 16:00 18:00 20:.00 2200 24:00
enednthom oot it toemtbinm|

Event:

You will indicate the desired time zones in the Continuous time bar. By default, the Continuous time bar
is completely selected (coloured). Remember that the time zones are the same for all the selected
dates/days in the recording.

2. Todefine separate time zones, you need to clear the existing time zone first: right-click anywhere in the
Continuous time bar. Next, you will define the active time zones.

3. Dragthe mouse over the desired time zones in the Continuous time bar. The selected period colours
orange. You can add maximum 8 different time zones in the time bar.

. 00:00 02:00 04:00 0600 08:00 1000 1200 1400 1600 18:00 20.00 2200 24:00
Continuous:
feeneenedweetnnent oo o onodeedenebned el
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4.  Toremove atime zone, right-click it.

O Note

ﬂ To make accurate selections, you can zoom in (up to the minute): move the mouse pointer just
above the coloured time bar. The pointer changes into a magnifying glass. Drag the mouse over
the part that you want to zoom in on. A blue line appears while dragging.

00:00 02:00 04:00 06:00 08:00 1028 12:00 14:00 16:00 18:00 20:00 22:00 24:00

s

07:15 07-:30 07:45 08:00 08:15 08:30 08:45 095:00 09:15 09:30 09:45 10:00 10:15 10:30 10:45
[ e AR RN RRR R

To zoom out again to the full day, right-click just above the time bar.

5. Tosee the details of the selected time zones, position the mouse cursor over the time bar. The system

displays the start and end times of each zone.

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

fndmned sttt idon o nmntrudmg

i . 00:00:00 -> 09:00:00 . X . . y 3

Do:00 02 12:00400 -» 14:00:00 1400 16:00 18:00 20.00 2200 24:.00
[N 15:45:00 - 23:59:50 !

* Left click: add or zoom in

* Right click: delete or zoom out

Continuous:

Event:

6. When finished, click OK.
7. Click Save.

8.5.3 Mode-Based Continuous Recording
To set up mode-based continuous recording, proceed as follows:

1. Under How to record, click Mode based to activate the recording in function of the recording mode.

How to record

Time based ) Mode based Lock:
When to record Mode 1 Mode 3
Mode 2 Mode 4
What to record Continuous Event

2. NexttoWhen to record, select the modes when you want to record.
3.  Nextto What to record, select the Continuous checkbox.

How to record

Time based ) Mode based
When to record v Mode 1 Mode 3
Mode 2 ¥ Moded
What to record v Continuous Event

4. Nextto What to record, clear the Event checkbox (to prevent conflicts).
5.  Click OK.
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Note

If you use a switch to change recording modes, the following warning will appear if you did not
yet defined an input for switching:

—lo

ADPRO XO Client LX)

Warning! You cenfigured mode selection using a switch but there is currently no mode select input configured in
]
the IO behaviour

To set up an input for switching recording modes, see Recording Mode with Manual Selection.
6. Click Save.

8.6 Recording on Event

8.6.1 Definition

With recording on event, you start a recording based on an event (input), on the selected dates/days, and:
e  during the selected time zones (for time-based recording).

e in the selected recording modes (for mode-based recording).

Both methods are described in detail in the following sections.

You define which inputs trigger the recording, and how long to record before/during/after the event. If the events
follow each other so quickly that the recordings overlap, the system will merge multiple recordings into one
recording.

O Note

e Although you can combine continuous recording with event recording in one recording
condition, Honeywell recommends to create separate recording conditions for continuous and
event recording.

o If recordings with different quality settings overlap, the system applies the highest quality and
image rate.

e The system can record maximum 16 000 events a day (the counter is reset at night). If more
events occur on the same day (overflow), the system will automatically switch to continuous
recording for all cameras. These recordings will have CIF/SIF or nearest resolution, 25 fps,
and quality 75 (level of compression). Overlapping recordings appear in blue on the timeline of
the Recorded video window.

o With the TRANSMITTER system license, the recording on event is fixed to 5 seconds on pre-
recording, 10 seconds on event recording, and no post-recording.

Furthermore, you can choose to lock the recordings, so that the system does not erase them automatically during
clean-up. Locked recordings activate system input 0049 — [SYST] - LOCKED RECORDER (by default linked to
the alarm profile NORMAL EVENT).

U Caution!

© The XO device cannot delete locked recordings. When it encounters a locked recording during
automatic clean-up (for example after 30 days), the XO device stops cleaning up. When the device
runs out of storage space, it also stops recording. For more information on handling locked
recordings, see Locked Recordings.
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8.6.2 Time-Based Recording on Event

To set up time-based recording on event, proceed as follows:

1. Under How to record, click Time based to activate the recording in function of a time schedule.

How to record

- Time based Mode based

00:00 0200 04:00 0600 08:00 10:00 1200 1400 16:00 18:00 20:.00 2200 24:00
feenedveeehoe e oo taeben |

00:00 0200 04:00 0600 08:00 10:00 1200 1400 16:00 18:00 20:.00 2200 24:00
enednthom oot it toemtbinm|

Continuous:

Event:

You will indicate the desired time zones in the Event time bar. By default, the Event time bar is empty.
Remember that the time zones are the same for all the selected dates/days in the recording.

2.  First, to prevent conflicts, clear the time bar for Continuous recording: right-click anywhere in the
Continuous time bar. Next, you will define the active time zones for event recording.

3. Dragthe mouse over the desired time zones in the Event time bar. The selected period colours red. You can
add maximum 8 different time zones in the time bar.

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

oo | 111111 oo 111111111111 oo

Event:

4.  Toremove atime zone, right-click it.

@) Note

ﬂ To make accurate selections, you can zoom in (up to the minute): move the mouse pointer just
above the coloured time bar. The pointer changes into a magnifying glass. Drag the mouse over
the part that you want to zoom in on. A blue line appears while dragging.

00:00 0200 0400 06:00 08:00 1088 1200 1400 1600 18:00 20:00 2200 2400

asssnisspumndomasssbmsbmmasn T 1111111111100 vl

07:15 07:30 07:45 08:00 08:15 08:30 08:45 09:00 09:15 09:30 09:45 10:00 10:15 10:30 10:45

ol | | [ Ll

To zoom out again to the full day, right-click just above the time bar.

5. Tosee the details of the selected time zones, position the mouse cursor over the time bar. The system
displays the start and end times of each zone.

00:00 0200 04:00 0600 08:00 10:00 1200 14:00 1600 1800 2000 22:00 24:.00
I
00:00 02:00 04:00 06:00 0800 10:00 1200 14:.00 1600 18:00 20.00 2200 24:.00

ool socsosunppbomebnont 111111111 oo 1111111111111 ooanmooesnenoe|

00:00:00 -=> 09:00:00

12:00:00 -=» 14:00:00

18:00:00 -» 23:58:58

* Left click: add or zoom in

* Right click: delete or zoom out

Continuous:

Event:

Next, you will set up the events (inputs) that trigger the recording.
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6. Under Events, click Add. The following window appears:

ADPRO XO Client =

Add alarm
-
0001 - [SY'ST] - MANUAL HW CFG NEEDED L
0002 - [SY'ST] - HW CFG MISMATCH
0005 - [SY'ST] - ANALYTIC CFG BUSY
0005 - [SY'ST] - CONFIG UNCOMMITTED
0007 - [SY'ST] - TECHNICIAN GRANT
0008 - [SY'ST] - SY'STEM ARMED
0009 - [SY'ST] - ENTRY ERROR
0010 - [SY'ST] - EXIT ERROR
0011 - [SY'ST] - ENCODER CARD ERROR
0012 - [S¥'ST] - LICENSE ERROR
0013 - [SY'ST] - SY'STEM LICENSE ERROR

Gl =]

All

Ok ] [ Cancel ]

Use the filters below the list to reduce the list. If you filter on camera inputs, you can filter further on camera
number.

7.  Select the desired input, and then click OK. You can select multiple inputs as follows:
— To select multiple non-consecutive inputs in the list, Ctrl+click each input.
— To select multiple consecutive inputs in the list, click the first input, and then Shift+click the last input. The
selected inputs appear in the Events list.

Events

1034 - [REAL] - CAMO1 MOTION1 [
1035 - [REAL] - CAMO1 MOTION2 H
1036 - [REAL] - CAMO1 MOTION3

1037 - [REAL] - CAMO1 MOTION4 | -

[ Add ][Remnve ][ Invert ] Combination: OR

8. Toinvert aninput (record when the input is inactive, stop recording when the input is active), select the input
in the list, and then click Invert. The indication (NOT) appears in front of the input name in the Events list.

Events

1034 - [REAL] - CAMO1 MOTION1 [
1035 - [REAL] - CAMO1 MOTION2 H
1036 - [REAL] - CAMO1 MOTION3

1037 - [REAL] - (NOT) - CAMO1 MOTION4 =

[ Add ][Remnve ][ Invert ] Combination: OR

9. Ifyoutrigger on more than one input, select the correct operator in the Combination box:
— AND: to record only if ALL the selected inputs are active.
— OR: to record if at least one of the inputs is active. The first input that becomes active will trigger the
recording.

Next, you will set the length of the recording.

10. Under Recording length, set up the length of the recording as follows:

Description
Pre event Click in the box on the left, and type the number of seconds that you want to record
recording (left) before the event. The maximum is 3600 s (= 1 hour).
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Item ‘ Description

Event recording e Torecord as long as the event lasts (as long as the input is active), select Event

(middle) duration.

e Torecord afixed number of seconds, select the option below. In the box, type
the number of seconds that you want to record.

Post event Click in the box on the right, and type the number of seconds that you want to record
recording (right) after the event. The maximum is 3600 s (= 1 hour).

The example below uses 10 seconds pre event recording, recording while the event lasts, and no post event
recording (0 seconds).

Recording length
@ Event duration

10 Sec ® |30 Sec V] Sec

11. If you want to lock the recordings (so that the system cannot delete them automatically), select the Lock

checkbox.
Recordings Behaviour
- -'-T."’ Here you can define when the system will record.
Name Cameras
Event Camera 1 E[ =tz

Recording condition validity period
Mo Tu We Th Fr Sa Su Ho
0

1 January -= 31 December
How to record
@  Time based & Mode based Lock:

00:00 02:00 04:00 06:00 0800 10:00 12:00 14:00 16:00 18:00 20:.00 2200 24:.00
I !

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

oo [ 11111111111 oo 111111111111 oo

Events Recording length
1034 - [REAL] - CAMO1 MOTION1

=]

1035 - [REAL] - CAMO1 MOTIONZ E|
[=

-

Continuous:

Event:

@ Event duration

10 Sec ® |30 Sec V] Sec

1036 - [REAL] - CAMO1 MOTION3
1037 - [REAL] - CAMO1 MOTIONS

[ Add ] [ Remove ][ Invert Combination: CR

[ Ok ] [ Cancel

12. Click OK.
13. Click Save.
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8.6.3 Mode-Based Recording on Event

To set up mode-based recording on event, proceed as follows:

1. Under How to record, click Mode based to activate the recording in function of the recording mode.

How to record

Time based @ Mode based Lock: [
When to record [ Mode1 ] Mode3
[ woge2 [ Hodes
What to record [[] centinuous [ Event

N

Next to When to record, select the modes when you want to record.
Next to What to record, clear the Continuous checkbox (to prevent conflicts).
4.  NexttoWhat to record, select the Event checkbox.

w

How to record

Time based @ Mode based Lock: [
When to record [ Mode1 Mode 3
Mode 2 [ Modes
What to record [[] centinuous Event

Next, you will set up the events (inputs) that trigger the recording.

5.  Under Events, click Add. The following window appears:
(" ADPRO %O Client =)

Add alarm
-
0001 - [SY'ST] - MANUAL HW CFG NEEDED L
0002 - [SY'ST] - HW CFG MISMATCH
0005 - [SY'ST] - ANALYTIC CFG BUSY
0005 - [SY'ST] - CONFIG UNCOMMITTED
0007 - [SY'ST] - TECHNICIAN GRANT
0008 - [SY'ST] - SY'STEM ARMED
0009 - [SY'ST] - ENTRY ERROR
0010 - [SY'ST] - EXIT ERROR
0011 - [SY'ST] - ENCODER CARD ERROR
0012 - [S¥'ST] - LICENSE ERROR
0013 - [SY'ST] - SY'STEM LICENSE ERROR

Gl =]

All

Ok ] [ Cancel ]

Use the filters below the list to reduce the list. If you filter on camera inputs, you can filter further on camera
number.

6. Select the desired input, and then click OK. You can select multiple inputs as follows:
— To select multiple non-consecutive inputs in the list, Ctrl+click each input.
— To select multiple consecutive inputs in the list, click the first input, and then Shift+click the last input. The
selected inputs appear in the Events list.

Events
1034 - [REAL] - CAMO1 MOTIONA E
1035 - [REAL] - CAMO1 MOTIONZ
1036 - [REAL] - CAMO1 MOTION3

1037 - [REAL] - CAMO1 MOTION4 | =

[ Add ][Remnve ][ Invert ] Combination: OR -
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7. Toinvert aninput (record when the input is inactive, stop recording when the input is active), select the input
in the list, and then click Invert. The indication (NOT) appears in front of the input name in the Events list.
E::;t:— [REAL] - CAMO1 MOTION1 £
1035 - [REAL] - CAMO1 MOTIONZ E|
1035 - [REAL] - CAMO1 MOTIONI
:
[ Add ] [ Remove ] [ Invert ] Combination: OR =
8. Ifyoutrigger on more than one input, select the correct operator in the Combination box:
— AND: to record only if ALL the selected inputs are active.
— OR: to record if at least one of the inputs is active. The first input that becomes active will trigger the
recording.
Next, you will set the length of the recording.
9. UnderRecording length, set up the length of the recording as follows:
Item ‘ Description
Pre event Click in the box on the left, and type the number of seconds that you want to record
recording (left) before the event. The maximum is 3600 s (= 1 hour).
Event recording 1 Torecord as long as the event lasts (as long as the input is active), select Event
(middle) duration.
i Torecord a fixed number of seconds, select the option below. In the box, type the
number of seconds that you want to record.
Post event Click in the box on the right, and type the number of seconds that you want to record
recording (right) after the event. The maximum is 3600 s (= 1 hour).
The example below uses 10 seconds pre event recording, recording while the event lasts, and no post event
recording (0 seconds).
Recording length
@ Event duration
10 Sec ® |30 Sec V] Sec
l—l—l—l
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10. If you want to lock the recordings (so that the system cannot delete them automatically), select the Lock

checkbox.

Recordings Behaviour

Here you can define when the system will record.

Cameras

Event Camera 1 E[ =tz

Recording condition validity period
Mo Tu We Th Fr Sa Su Ho
0

1 January -= 31 December

How to record
Time based @ Mode based Lock:
When to record [ Mode1

Mode 2

Mode 3

o=

Mode 4

What to record [[] centinuous Event

Events Recording length
1034 - [REAL] - CAMO1 MOTION1 B

1035 - [REAL] - CAMO1 MOTIONZ
1036 - [REAL] - CAMO1 MOTION3

1037 - [REAL] - CAMO1 MOTIONS | = l—l—l—l

[ Add ] [ Remove ][ Invert Combination: OR - Always start new recording

@ Event duration

10 Sec ® |30 Sec V] Sec

oo [

Cancel

11.  Click OK.

@) Note

If you use a switch to change recording modes, the following warning will appear if you did not

yet defined an input for switching:

ADPRO XO Client ==

Warning! You configured mode selection using a switch but there iz currently ne mode select input configured in
l % the VO behaviour!

To set up an input for switching recording modes, see Recording Mode with Manual Selection.

12. Click Save.

8.7 Changing or Deleting Recording Conditions

To change or delete an existing recording condition, proceed as follows:

1.  Choose System > Behaviour > Recordings Behaviour.
2. Select the desired recording condition in the list.
3. Proceed as follows:

— To edit the recording condition, click Edit. Change the settings as desired, and then click OK.

— To delete the recording condition, click Remove.
4. Click Save.
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8.8 Automatically Erasing Old Video Recordings

Local legal requirements (variable and depending on state and region) may demand that the XO device can only
store recordings for a limited time. When that time has passed, the system must erase the recordings.
You can let the system automatically clean up recordings that are older than a defined number of days.

Likewise, you can let the system keep a minimum number of days of recordings (available from version XO 4.00).
The system will calculate if there is sufficient space on the hard disks in the XO device, and it will activate
system input 0050 — [SYST] — STORAGE INSUFFICIENT if this is not the case. The system calculates the
required space based on the past recordings, as follows:

e The system requires at least 24 hours of recordings to be able to estimate the required space. It will not
activate the alarm if there are less than 24 hours of recordings. The more hours of recordings available, the
more accurate the estimation will be.

e  The system will activate the alarm if the recording disks are not full yet, but the system estimates that there is
not enough free disk space for the required number of days.

e  The system will activate the alarm if the recording disks are full and there are less than the required number of
days of recordings on the disks. In this case, the system will also activate system input 0015 — [SYST] —
HARDDISK FULL.

You can see how many days the system estimates that it can record in the Harddisks screen (System >
Maintenance > Harddisks), in the Estimated days, based on past recordings box. For tips on adjusting your
settings for the required number of recording days, see Calculating the Write Speed.

U Caution!

2 e If you do not erase any recordings, or if you set the minimum days of recording too high (and
ignore the STORAGE INSUFFICIENT message), the XO device will eventually run out of
storage space. It will activate the system input 0015 — [SYST] — HARDDISK FULL, and it will
stop recording.

e The XO device cannot automatically erase recordings on event that are locked. You have to
unlock these recordings manually, so that the XO device can erase them. If not, the XO device
stops erasing when it encounters the first locked recording during clean-up. When the device
runs out of storage space, it will stop recording. For more information, see Locked Recordings.

e If you change the maximum number of recording days, remember that the system will delete
recordings older than the maximum number of recording days. Back up the recordings first if
necessary. For instructions, see Downloading and Storing Selected Video Recordings.

To automatically erase recordings, proceed as follows:

1.  Choose System > Behaviour > Recordings Behaviour.

2. Inthe Maximum days recording box, type the number of days that you want to keep recordings. The
system will delete any recordings older than that number of days.
If you do not want to erase any recordings, type 0.

3. Inthe Min required rec days box, type the minimum number of days that you want to keep recordings.
If you do not want to use this feature, type 0.
The minimum number of days must be lower than the maximum number of days.

General

Maximum days recording: 30.0 ( 0 = unlimited number of days }

Min reguired rec days: 5

4. Click Save.
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8.9 Recording Modes

8.9.1 About Recording Modes

The system can operate in up to 4 different recording modes. In each mode, the video recorder can behave

ADPRO XO eFT-SClient Software User Guide

differently. For example, you can record continuously in one mode, and record only on specific events in another
mode. There are several ways to switch from one recording mode to another:

e  Automatically, according to a time schedule. See Recording Mode with Time Schedule.

e Manually, using an input as a switch. See Recording Mode with Manual Selection.

e ltis also possible to change the recording mode using third-party software. For more information, see the
documentation of the ADPRO XO Software Development Kit (SDK).

8.9.2 Recording Mode with Time Schedule

With a time schedule, you can automatically switch between up to 4 recording modes. You define which mode is
active when. Only one mode can be active simultaneously. You can set up an individual schedule for each day of
the week (Monday—Sunday), and for holidays. To define the holidays, see Calendar.

To set up automatic switching between recording modes, proceed as follows:

1.  Choose System > Behaviour > Recording Mode Schedule.

General

Use switch

Mode name 1

Mode name 2

Wednesday

Thursday

02: Mode 2

Switch inactive 01: Mode 1 - Switch active

Mode 1 Mode name 3 Mode 3

Mode 2 Mode name 4 Mode 4
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
NN R NN RN R Ry

1 Recording Mode Schedule
|

The system is always in one of the 4 recording modes. You can have 2 modes which are operated using an input switch. See "Input/Output behaviour' to
| assign that switch. With 4 modes, you have to use a schedule which you define below. See also "Holidays' to define those.

-

ode 2
onday
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2.

Clear the Use switch checkbox.

X, Recording Mode Schedule
i 2 The system iz always in one of the 4 recording modes. You can have 2 modes which are operated using an input switch. See "Input/Output behaviour’ to
1 assign that switch. With 4 modes, you have to use a schedule which you define below. See also "Holidays' to define those.
General
Use switch = Switch inactive 01: Mode 1 Switch active 02: Mode 2
Mode name 1 Mode 1 Mode name 3 Mode 3
Mode name 2 Mode 2 Mode name 4 Mode 4
Schedule Tools
Monday 00:00 02:00 04:00 06:00 03:00 10:00 1200 1400 16:00 18:00 20:00 2200 24:00
frrneeeedtoenetbenmtinehredenmt ool
Tuesday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00
frrneeeedtoenetbenmtinehredenmt ool £
Wednesday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00 m
frrneeeedtoenetbenmtinehredenmt ool
Thursday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00
frrneeeedtoenetbenmtinehredenmt ool
Friday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00
frrneeeedtoenetbenmtinehredenmt ool
Saturday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00
frrneeeedtoenetbenmtinehredenmt ool
Sunday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00
frrneeeedtoenetbenmtinehredenmt ool
Holiday 00:00 02:00 04:.00 06:00 0B:00 10:00 12:00 14:00 16:.00 18:00 20:.00 22.00 24:00
frrneeeedtoenetbenmtinehredenmt ool

In the Mode name 1 to Mode name 4 boxes, type a meaningful name for each of the recording modes. You
can use up to 20 characters. An example:

— Mode 1 =NIGHT

— Mode 2 = DAY

— Mode 3 = HOLIDAY

— Mode 4 = SPECIAL.

Under Schedule, a time bar is visible for each day (Monday—Sunday), and one for holidays. By default, the
system operates in mode 1 during the whole schedule: all time bars are red.

Under Tools, click the desired mode button (Mode 1-Mode 4), and then drag the mouse over the day and
time when the mode has to be active. Where you drag, the time bar changes to the colour of the selected
mode.

Schedule

Monday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 1600 18:.00 20:.00 22:00 24:00
WI

@) Note

ﬂ To make accurate selections, you can zoom in on a part of the day: move the mouse pointer just
above the coloured time bar. The pointer changes into a magnifying glass. Drag the mouse over
the part that you want to zoom in on. A blue line appears while dragging.

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24.00

0630 0700 0730 08:00 0830 0300 0%30 10:00 10:30  11:00

e e e AR RRNNNNNNNNNNNRRRRRRRRRRRNNNNNNNNNN!

To zoom out again to the full day, right-click just above the time bar.
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5. Ifyou have arepeating schedule, you can copy the schedule from Monday to all other days (including

holidays): click Copy Monday, and then click Yes to confirm.
6.  Adjust until you have the correct schedule for each day.

ADPRO XO eFT-SClient Software User Guide

Schedule Tools
Monday 00:00 02:00 04:00 06:00 0S:00 10:00 1200 1400 1600 18:00 20.00 2200 24:00
e T R AT T AT T A RN v
Tuesday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
e
e T R AT T AT T A RN v
Wednesday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
e T R AT T AT T A RN v
Copy Monday
Thursday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
e T R AT T AT T A RN v
Friday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
e T R AT T AT T A RN v
Saturday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
e T R AT T AT T A RN v
Sunday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
e T R AT T AT T A RN v
Holiday 00:00 02:00 04:00 06:00 0B:00 10:00 12:00 14:.00 16:00 18.00 20:.00 22:00 24:00
T T A T T T T T T AT T T AR A Aot
7. Click Save.

The system now switches automatically from one mode to another according to the schedule.

8.9.3 Recording Mode with Manual Selection

If you use manual selection, you can manually switch between 2 recording modes. You name the modes, and set

up the input that serves as a switch. You can use only one input for switching recording modes. The following

input types are suitable for switching recording modes:

e  The inputs on the MIO/EIO cards or on the Net I/O units.

e  The virtual inputs from an S3100 panel.

e Input workbits.

O Note
If you use manual selection (switch), you can use only two recording modes. If you need more

recording modes, you have to use the time schedule instead.

3013-9447-001
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To set up manual switching between two recording modes, proceed as follows:

ADPRO

1. First, you will set up the input that serves as a switch: choose System > Behaviour > Input/Output

Behaviour.
2. Select the desired input in the

Inputs/Outputs list.

The system displays the number and name of the input that is currently assigned for switching at the right

side of the Mode select input checkbox. If no input is assigned, it displays NONE:

Inputs/Outputs
12560 - [REAL] - USBIO-1 PRESENCE FLT
2577 - [REAL] - USBIO-1 INPUTO2
[2578 - [REAL] - USBIO-1 INPUTO3
2579 - [REAL] - USBIO-1 INPUTO4
[2580 - [REAL] - USBIO-1 INPUTOS
[2581 - [REAL] - USBIO-1 INPUTOS
[2582 - [REAL] - USBIO-1 INPUTOT
[2583 - [REAL] - USBIO-1 INPUTOS
12556 - [TAMP] - USBIO-1 INPUTO1
[2557 - [TAMP] - USBIO-1 INPUTO2
12558 - [TAMP] - USBIO-1 INPUTO3
12559 - [TAMP] - USBIO-1 INPUTO4
2600 - [TAMP] - USBIO-1 INPUTOS

Details

Name
-

Profile
Alarm held time (s}

Alarm Tx hold time (0-1440
min’}

@E-

Cameras

Camera view style

Camera PTZ Presets

Details

USBIO-1 INPUTO1
NORMAL EVENT
10

o

2
0
Live video

Quad alarm

Duress(live + guad)

Arm/Dis AL
Mode select input
- Fog detect inpu

In entry/exit path

pox:ac i1 bm )
SmokeTrace stop input [

= R,
it

[ Assign. to: [NONE]

.

=

[}

Caution!

o)

There can only be one input for switching modes. If there already is an input assigned, and you

assign to a new input, then the system automatically clears the Mode select input checkbox of
the previously assigned input.

3. Touse the selected input for switching recording modes, select the Mode select input checkbox. The input
number and name appear to the right of the checkbox.

Inputs/Outputs
12560 - [REAL] - USBIO-1 PRESENCE FLT
2577 - [REAL] - USBIO-1 INPUTO2
2578 - [REAL] - USBIO-1 INPUTO3
2579 - [REAL] - USBIO-1 INPUTO4
12580 - [REAL] - USBIO-1 INPUTOS
12581 - [REAL] - USBIO-1 INPUTOS
12582 - [REAL] - USBIO-1 INPUTOT
12583 - [REAL] - USBIO-1 INPUTOS
12556 - [TAMP] - USBIO-1 INPUTO1
[2557 - [TAMP] - USBIO-1 INPUTO2
12558 - [TAMP] - USBIO-1 INPUTO3
12559 - [TAMP] - USBIO-1 INPUTO4
12600 - [TAMP] - USBIO-1 INPUTOS

Details

| =

Name USBIO-1 INPUTO1
Profile MNORMAL EVENT
= Alarm hold time (=) 10
Alarm Tx hold time (0-1440 o
min}
4.2
Cameras E E
Camera view style Live video
@ CQuad alarm
= Duress(live + guad)
Camera PTZ Presets
Details
Arm/Disacminm e F
' : 7 “esign. to: 2576 - [REAL] - USBID-1
Mode select input 1] INPUTOA
E Fog detect inpu e
In entry/exit path [ smokeTrace stop input ]

4.  Modify any other settings as necessary. For details on setting up inputs, see Alarm Input Behaviour .

5. Click Save.
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6. Now you will set up the recording modes: choose System > Behaviour > Recording Mode Schedule.

General

Use switch Switch inactive 01: Mode 1 - Switch active
Mode name 1 Mode 1 Mode name 3 Mode 3
Mode name 2 Mode 2 Mode name 4 Mode 4

Schedule

1 Recording Mode Schedule
1

The system is always in one of the 4 recording modes. You can have 2 modes which are operated using an input switch. See “Input/Output behaviour' to
\ 1l assign that switch. With 4 modes, you have to use a schedule which you define below. See also "Holidays' to define those.

02: Mode 2 -

Monday 00:00 02:00 04.00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:.00 24.00
Tuesday 00:00 02:00 04.00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:.00 24.00
Wednesday 00:00 0200 04:00 06:00 0B8:00 10:00 12:00 14:00 16:00 18:00 20:00 22.00 24:00
Thursday 00:00 02:00 04.00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:.00 24.00
Friday 00:00 02:00 04.00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:.00 24.00

Saturday 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

Holiday 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

7. Make sure that the Use switch checkbox is selected.

8. Inthe Switch inactive box, select the recording mode that you want to use when the switch is inactive.
9. Inthe Switch active box, select the recording mode that you want to use when the switch is active.
10. Inthe Mode name boxes for the two selected modes, type a meaningful name for the modes. You can use

up to 20 characters. An example:
— Mode 1 =DAY
— Mode 2 = NIGHT

11. Click Save.

The system now switches between two modes according to the input.

3013-9447-001
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9 Watching Live Images

You can watch live images:
¢ Inthe Live Video screen. For details, see the following sections.
e  On an external monitor. For details, see Watching Live Images on a Monitor.

e Via a web browser. For details, see Watching Live Images via a Web Browser.

9.1 Watching Live Images in the Live Video Screen

The Live Video screen allows you to watch live camera images in a matrix view. The matrix view
accommodates up to 32 cameras. From the Live Video screen you can:

e enlarge one camera image in the matrix to full screen

e change the live view image resolution

e de-warp 360° camera images: see 360° Camera Images

e display analytic bounding boxes: see Rendering Analytic Bounding Boxes
e display camera information

e activate outputs

e take snapshots

e record video to your PC’s hard disk (local recording)

ADPRO

e listen to audio from a camera (if enabled) talk back to the site using a microphone | use the PTZ controls.

Towatch live images from the Live Video screen, proceed as follows:

1. Inthetop menu, click Live Video.

2.  Toaddacamerato the live view: under Cameras, click Add, and then click the camera that you want to

display.

Cameras ‘

= [
1 - Front Door
2 - Back Door %
3 - Kitchen
4 - Swimming pool
5-Camera 5
6 - Library
7-Camera7

Tools 8- Camera 8

o In 9 - Camera 9

10 - Camera 10
11 - Camerall
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3. Repeat to add more cameras. The system automatically adjusts the live view grid to accommodate for more

cameras.
ety [Sa! b =
'-( Live Video ﬁ Recorded video ‘% System \a Status lx/ About
Cameras
o
Tools
[ ] Info &
# Snapshot @Al
€ Record & Al
Audio
fl iy

&
ERE@®

Iris.
‘Wash/Wipe

st [l

Ea0@®

4
&
©

The grey box under Cameras displays the selected camera numbers.

4.  Toremove cameras from the live view, proceed as follows:
— To remove one camera: under Cameras, click the camera number in the grey box.

Cameras

[ ] |

&
Center Parking

— To close all live streams (= remove all camera images from the Live Video screen): under Cameras,

click the button, and then click Yes to confirm when the message below appears.
ADPRO XO Client [

@) Note

ﬂ. If you want the system to remember the last used camera matrix in the live view, then set the Save
live view option in the settings of the Login window to Yes. If you set it to No, the live view window
is empty when you start the client, and you have to select the cameras for the live view matrix each
time you start the client. For instructions, see Launching the XO Client.
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9.2 Full Screen View

Double-click a camera image in the matrix to display it at full screen. Double-click again to return to the matrix
view.

#  Snapshot Al

%  Record & Al

Audio

GE
54

[e]la)(=]
2]

Speed ()
Zoom o ®
Focus
Iris =
wasnwipe [
Preset )
WLignts ]

IE Depot Entrance 4CIF 26 Fps V-37.45 kBis A:9.35 kBls o& e G

DE®®|

9.3 Changing the Image Quality (Resolution)

You define the default image quality for the live view in the camera setup window (Video Inputs). To adjust the
quality of the image temporarily in the Live Video screen, right-click the camera image and select one of the
options.

O Note
The available options depend on the camera type.

1- 5fps,cif ,Qanalytics

2-1 ﬁ(qs,d-c'rl{HD},Qj‘mnnal
3-H;}{!disk stream
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9.4 Info Display

Under Tools, click Info to display the camera information under each cameraimage:

Wy Hallway 480x360 30 Fpe V-3.76 kB/s A:9.74 kB/s O848 enm

The system displays the following information:

ltem Description

W Video streaming status:

| 1'!(green) = video is streaming on this live stream slot (either from camera or NO VIDEO)
. Y (red) = no video is streaming (free live stream slot, no camera is assigned).

Hallway Camera name
480360 Image size (CIF, 2CIF... or in pixels)
30 Fps Number of frames per second

W:BT7E kBiz | Video stream transfer speed in kilobyte per second

A8.74kB/s | Audio stream transfer speed in kilobyte per second

e Local recording (on hard disk of your PC; for more information, see Local Video Recordings):

ﬁ(blue) = recording locally
_'(grey) = not recording locally.

& Live sound is active.

= live sound active
& = live sound not active.

® Recording (on the hard disk of the XO device):

@(blue) = recording
B (grey) = not recording.

L) Tamper detection. A tamper event occurred on the camera, or no video (for example: BNC not
connected for analogue camera).

I (yellow) = tampering detected
T (grey) = no tampering detected.

] Motion detection:

L (green) = motion detected
M (grey) = no motion detected.

9.5 Activating Outputs

You can manually activate outputs via the live view of a camera. You need to configure such outputs in
Input/Output Behaviour first (see Setting up Outputs for Manual Operation). The [= putton then becomes available
under Tools when you click the camera image in the live view:

Tools

ﬂ Info
@ Snapshot i Al
%  Record & Al
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To activate/deactivate an output from the Live Video window, proceed as follows:

In the Live Video window, click the camera image to which the output is associated.

Under Tools, click the [= putton. A popup window appears with a status bar for the outputs on the selected
camera. Ildle outputs are blue, active outputs are green. When you place the mouse cursor over an output,
the system displays the output number and name.

1 |
E |
2579 - [REAL] - Main Gate

Close ‘

To activate an output, right-click the desired output in the status bar, and then click Activate. The output bar
colours green.

¢ - ¢ [ —

Close k Close

To deactivate an output, right-click the desired output in the status bar, and then click Activate. The output
bar colours blue.

E T N I T

* Close IZ:> [ Close |

Click Close.

9.6 Taking Snapshots

You can take a snapshot of the live video streams, either of one selected camera only, or of all the cameras in the
live view. By default, the system saves the snapshots in .jpg format in the work folder, in the subfolder for this XO
device. If the subfolder does not exist yet, the system will create it. You can specify any other folder if you wish.
The snapshot’s filename contains the camera number and name, followed by a date stamp in the format year-
month-day hours-minutes-seconds.

& Snapshot - 02 - Hallway - 2018-02-21 15-43-35 jpg |

You can also immediately print the snapshot(s).

To take a snapshot of the live view, proceed as follows:

1.

You have the following options:
— To take a snapshot of only one camera image, click the desired image in the matrix (a thin red border
appears around the selected image), and then click Snapshot.

166
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— To take a snapshot of all cameras in the live view, click All. The following screen appears:

. ADPRO XC Client

@ 01 - Depot Entrance

5

%

2. Proceed as follows:

Button Description

4 [ »]| |Clickthearrow buttons to navigate to the different snapshots. These buttons are only
available if you have taken a snapshot of all cameras in the live view.

Save the snapshot that is currently displayed.

E Save all snapshots. This button is only available if you have taken a snapshot of all cameras
in the live view.

Print the snapshot that is currently displayed to a printer of your choice.

Print all snapshots to a printer of your choice. This button is only available if you have taken a
snapshot of all cameras in the live view.

9.7 Local Video Recordings

Besides the automatic recordings as defined in the recording conditions, you can start recording manually from
the live view, either for one selected camera only, or for all the cameras in the live view. The system stores these
recordings on the hard disk of your PC (instead of the XO device’s hard disk). By default, the system saves the
recordings in .hbox format in the work folder, in the subfolder for this XO device. If the subfolder does not exist
yet, the system will create it. You can specify any other folder you wish, and the system will automatically create
a subfolder in it. The recording’s filename name contains the camera number and name, followed by a date stamp
in the format year-month-day hours-minutes-seconds.

+ 01 - IP Office - 16-11-25 11-33-41.hbox
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Torecord the live images to your local hard disk, proceed as follows:

1.  Torecord from only one camera, click the desired cameraimage, and then click Record.
Alternatively, to record from all cameras in the live view, click All. The following screen appears:

Browse For Folder [dz-,l

Please select the recording destination root folder

Public a
4 Username
AdproX0
VCP
Windows

4 1 2

Folder: ~ AdproX0

| Make MNew Folder | [ oK ] | Cancel |

2. Select adifferent folder if desired, and then click OK. Remember that the system stores the recordingin a
subfolder of the indicated folder; you do not have to select or create the subfolder itself.

The system starts recording. The local recording icons in the information bar turn blue © forthe selected
cameras.

3. Tostoprecording, click Record/All again. The local recording icons turn grey .

9.8 Audio, Listening

You can listen to audio from an audio-enabled camera in the live stream. You can listen to only one camera at
once.

To listen to audio from a camera in the live view, proceed as follows:

1.  Click the desired camerain the live view. A thin red border appears around the selected camera image. The
system plays the sound from the selected camera.

2. Tomutethe sound: under Audio, click L2@.J. The button changes appearance to indicate that sound is
muted: [ & .

3. Tounmute the sound, click __& .

4. Toadjust the volume, drag the slider under the L..@.] button.

Audio

O Note

ﬂ If the audio button is unavailable & |, the camera does not support audio, or the camera’s audio
settings are incorrect. The Send live audio stream checkbox has to be selected for the camera. For
more information, see Audio Input.
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9.9 Audio, Talkback

If you connect a microphone or headset to the client PC, you can use it to talk to the person on site via a
loudspeaker (audio output) associated with the camera.

To talk back to a person on the monitored site, proceed as follows:

1. Inthe Live Video window, click the desired camera view. A thin red border appears around the selected
cameraimage.

2. Under Audio, use the microphone button as follows:
— If full duplex mode is off (default), click and hold the microphone button L2 | The button changes

colour
Talk through the microphone that is connected to the MIC input of the client PC. When finished, release
the microphone button. .

— If full duplex mode is on, click the microphone button L # |once. The button changes colour Lo J

Talk through the microphone.
When finished, click the microphone button again.

— To adjust the input volume, use the volume slider under the [ button.

Audio

Sl

O Note

H If you do not click the microphone button to stop talkback in full duplex mode, the system
automatically terminates the audio out connection after 10 minutes. The following message appears:

ADPRO XO Client [

l i The audio connection was automatically terminated!

e

Click OK to close the message box.

9.10 PTZ Control

9.10.1 Using PTZ Functions

Under PTZ, you can find the PTZ controls for PTZ-enabled cameras.

Description
(2| B Use the arrows to move the camera to the left or right, and up or down. Use the home button
& m ok m in the middle to move the camera to the home position (= start position). For information
3 on the ('] button, see below.
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Item Description

E2

Click the button to enable digital zoom. The button turns red =3 when digital zoom is active.
Click the button again to disable digital zoom.

i Tozoom in: position the mouse over the area where you want to zoom in, and then press
and hold the mouse button. When zoomed in, the text Digital Zoom appears (in green)
on the image.

Wiy Camera 1 480x360 4 Fps  V:1.17 kB/s A:0.00 kBis O&ecw

1 Tozoom out: press and hold the Shift key and the mouse button.

| Speed i} |

Use this slider to adjust the moving speed of the PTZ camera (if the camera supports this
function).

H

|Zuun1

Press and hold the buttons to zoom in or out on the centre of the camera image.

|Fuc:|.|5

ElElE)

Adjust focus (only available if the camera supports the function).
Click the middle button to manually adjust the focus. Use the + and — buttons to adjust.

ZHT

| Iris

Adjust iris (only available if the camera supports the function).
Click the buttons to manually adjust the iris (open/close).

| WashiWipe

EE

Wash/wipe (only available if the camera supports the function).
Click to wash and/or wipe the lens of the outdoor camera.

| Preset B E_] E”

Manage and use PTZ preset positions. For more information, see Managing PTZ Preset
Positions.

E &

[ am) Lights

(Infra-red) LEDs on the camera (only available if the camera supports the function).
Click to switch the LEDs on or off.

U Caution!

® If you are running video analytic applications on the camera, Honeywell strongly
recommends to disable the IR LEDs, because they may attract insects to the
camera lens and interfere with detection by the analytic applications. Use
separate IR illuminators if necessary. For details on (IR) illumination with video
analytics, see the IntrusionTrace Design Guide (21814).

Wy

Auxiliary functions: type the auxiliary function number (1-255) in the box, and then click the
buttons to enable or disable the selected auxiliary function on the camera.

Auxiliary camera functions vary depending on the camera model. For more information,
consult the documentation of the camera. The XO software may not support all available
functions.

Instead of the buttons on the screen, you can also use these keys on the keyboard for PTZ control:

o Arrow keys (up, down, left, right)

Home = Zoom in

Page Up = Zoom out
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. End = Focus near

e Page down = Focus far.

Furthermore, on-screen PTZ is available. Move the mouse cursor to the edge of the image and it will transform
into a white arrow. Press and hold the mouse button to move the camera in the direction of the arrow.

9.10.2 Managing PTZ Preset Positions

You can create, change, delete, or move the camera to PTZ preset positions from the Live Video window, using
the Preset buttons.

Preset E] @|

9.10.2.1 Creating PTZ Preset Positions
To create a preset position, proceed as follows:

1. Inthe Live Video window, click the desired camera image. A thin red border appears around the selected
cameraimage.

2. Usethe PTZ controls to move the camera to the desired position.

3. Tosave the current position to a preset: next to Preset, click the =2/ button.

F Bl
ADPRO XO Client =

Store the current PTZ position to a preset

Pos
Name

[ Only assign name, don't store preset to cam

[ Ok ][ Cancel ]

h

4. Inthe Pos box, type a number (1-255) for the preset position. For the home position, type 1.

U Caution!

® If you type the number of a preset that already exists, its name automatically appears in the
Name box. To keep the existing preset and define a new one, type a different number and check
that the Name box remains empty. If you continue with this number, you will overwrite the
existing preset.
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5. Inthe Name box, type a name for the preset position.
ADPRO XO Client |

Store the current PTZ position to a preset

Pos 1
Name Home|

Only assign name, don't store preset to cam

| Ok || Cancel |

6. Make sure that the Only assign name... checkbox is cleared.
(If the checkbox is selected, the system will store the name, but not store the camera position. For more
information, see Renaming a Preset Position.)

7.  Click OK.
8. Repeat for other preset positions.

9.10.2.2 Moving the Camera to a Preset Position

To move the camera to a preset position, proceed as follows:

1. IntheLive Video window, click the desired camera image. A thin red border appears around the selected
cameraimage.

2. NexttoPreset, click the () button, and then click the desired position in the list.

Preset 1-Home
Aux 2 - Right k
3 - Left

— 4 - Entrance

9.10.2.3 Adjusting the Position of a PTZ Preset Position

To adjust the position of a preset position, proceed as follows:

1. Inthe Live Video window, click the desired camera image. A thin red border appears around the selected
cameraimage.

2. Usethe PTZ controls to move the camera to the new desired position.

3.  Nextto Preset, click the El button.

4. Inthe Pos box, type the number of the preset position that you want to change. The name appears
automatically.

5. Click OK.

9.10.2.4 Renaming a Preset Position

To change only the name of a preset position without changing its position, proceed as follows:

1. Inthe Live Video window, click the desired camera image. A thin red border appears around the selected
cameraimage.

2. Nextto Preset, click the El button.

3. Inthe Pos box, type the number of the preset position that you want to change. The name appears
automatically.

4. Inthe Name box, type the new name.
5. Selectthe Only assign name, don’t store preset to cam checkbox.
6. Click OK.
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9.10.2.5 Deleting a Preset Position

To delete a preset position, proceed as follows:

1.

In the Live Video window, click the desired camera image. A thin red border appears around the selected
camera image.

Next to Preset, click the El button.

[ aDPRO XO Client ) |
Delete the selected preset positions
Pos MName |Z|
1 Home
2 Right 3
3 Left
4 Entrance =
[oeee ) [cose

Click the desired preset position in the list, and then click Delete.

ADPRO XO Client et e
Delete the selected preset positions

Pos MName

1 Home

2 Right

3 Left

5 Window

Delete | | Close
Click Close.

9.11 Watching Live Images on a Monitor

9.11.1 About Using a Monitor

You can connect a monitor directly to the XO device, and use it for:

Live viewing in a matrix view

Consulting basic system information in the XO welcome screen

If you use a monitor for live viewing instead of the Live Video screen in the XO client, the following restrictions
apply:

You can view maximum 16 camera images.

The image resolution is equal to the analytics stream resolution.
You cannot display analytics bounding boxes.

The controls (tools, audio, PTZ) are not available.

You cannot de-warp 360° camera images.

For the eFT-S model with 16 IP video channels: for optimal performance, disable the monitor output if you are
using more than 8 IP channels on your device.
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9.11.2 Setting up a Monitor
To set up a monitor for live viewing, proceed as follows:
1.  Choose System > Connections > Monitor.

2. Inthe Monitor box, select the monitor’s resolution.
3. Under Matrix, click the desired matrix layout.

' Define a matrix to show on the VGA cutput in the specified resolution. Select your layout, click on a tool, then click in the layout where you want to apply

the tool.

General

| 1024x768 =]

Clear

4.  Add cameraimages to the matrix as follows: click Select, and then click the desired camera in the list. The
selected camera number appears in the grey box.

Cameras

3 - C3 Axis M1011
5- PTZ Hall

5.  Click the matrix cell where you want the camera image to appear. The camera number appears in the matrix
cell.

@) Note

You can assign a camera image to only one matrix cell.

6. Toreplace the existing camera image in a matrix cell, click Select, select a different camera, and then click
the matrix cell.

7. Todisplay the camera name on the matrix cell, click OSD, and then click each matrix cell where you want
the camera name to appear. The ‘OSD’ indicator appears in the top left corner of the matrix cell.
Click again to remove.

8. Toremove cameraimages from the matrix, proceed as follows:
— To remove one camera image, right-click the matrix cell.
— Toremove all camera images, click Clear.
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The example below shows a monitor setup with 4 cameras:

Define a matrix to show on the VGA output in the specified resolution. Select your layout, click on a tool, then click in the layout where you want to apply
the tool.

General

Monitor 1024x768 [

Matrix

osD Tools
Cameras

Wy Select

g
g

S — | Clear

9. Click Save. The camera images now appear on the monitor.

O Note

ﬂ If the camera images do not appear on the monitor after you click Save, switch the monitor off and on
again. You can setup a second monitor for eFT devices. A single camera can be viewed in full screen

mode at 1080P (1920x1080) resolution.

9.11.3 Disabling the Monitor

To disable the monitor matrix view, proceed as follows:

1. Choose System > Connections > Monitor.
2. Inthe Monitor box, select Disabled.
3. Click Save.

9.11.4 Switching Between Matrix View and Welcome Screen

You can easily switch between the matrix view and the welcome screen by enabling or disabling the monitor:

ADPRO X0 V05.04.0010.613592495! [Dec 7 2023 03:27:44]
Ip :10.0.010

Subnet : 255.255.255.0

Gateway : 10.0.0.1

Port [CTRL] : 2000

Port [RTSP] : 554
Port [encrypted] : 2001

The welcome screen displays the following information:
e  XO device (server) software version
e |IP address, subnet mask, and gateway

e control, RTSP and encrypted port numbers.

3013-9447-001

175



ADPRO XO eFT-SClient Software User Guide

10 Recorded Video
10.1 About Recorded Video

ADPRO

The Recorded Video screens allow you to play back or back up the recordings on the XO device’s hard disk(s).

In the top menu, click Recorded video. By default, the Timeline tab opens.

Disable By Time @ €
active live
streams.

Selected interval from 00:00:00 to 13:55:32

-y Live Video &% Recorded video [y System \‘g Status i s

CIF 00:00:00.000
| ) »
@l [® ‘ »> 2 @ Backup to server ~ Downicad Backup Local
B — Timedine: * Advanced Search é;ﬁ Postmotion i ] Local recordings v

E‘ Feb EI IE| 2018 E/

00:00 02:.00 04:00 06:00 0&:.00 10:00 12:.00 14.00 18:.00 18:00 20:00 22:00 24.00

Depot Entrance

Gardenshed

Sideview 1

1 I Sideview 2

DVB-TV

Intrusion Test Movie
PRI T L RIRI A Center Parking
(LTI JURTTRERY I RIVIIIAN | Wain Hall

T T LT THTT T T R A TR

1 [ (IRE T

o

=

Entrance Pers. Qut
Entrance Service
Entrance Personel In

Sony
s Recorded 2
Axds M1011
Axis1031-W

oow

13024
Eneo Fisheye
1031

@ o

X
ma:amajjaga:ag:ﬂjj a

M1011-W
SONY SNC-DH180

Mo Tu We Th Fr S: Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo
EEREEEEE e 02 ke s e e ea a2z s =z ze

About

By Event

Make your download or burn selection using the sliders on the timeline.

Locked recordings.

Show

3[4

W Overflow

The Recorded Video screen contains the following elements:

A | A preview screen with controls for playback.

B | Tabs with different functions in the Recorded Video screen.

Timeline tab with individual timelines for each video channel.

C | The content of this part of the screen depends on the selected tab. The example above shows the

D | Buttons for backing up and unlocking recordings. The available buttons depend on the selected tab.

search recordings by time or event, and a result list below.

E | The content of this part of the screen depends on the selected tab. The example above shows options to

¢  When searching by time, this area displays the start and end time of the selected interval.
o  When searching by event, this area displays a list of found event recordings.

10.2 Searching Recordings on the Timeline

10.2.1 Timeline Overview

The Timeline tab contains individual timelines for each video channel, with a calendar on top. The colours of the

days in the calendar indicate if there are recordings on that day.
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Colour Description

= (grey) Day without recordings. There were either no recordings made on that day, or the system
has already cleaned up the recordings on that day, according to the Maximum days
recording setting.

] (red) Earliest day with recordings; the system is cleaning up recordings on this day, according to
the Maximum days recording setting.

[ (blue) Day with recordings.

(dark blue) Currently selected day with recordings. The recordings of this day appear in the camera

timelines under the calendar.

(light blue) Day in the future. No recordings yet.

The camera number appears on the left-hand side of the timeline, the camera name on the right-hand side. The
camera name only appears for enabled cameras.

If the system contains more cameras than can fit on the screen, use the arrow buttons D and @ attheleftto
scroll down/up to see more timelines: click to move one camera up/down; click and hold to scroll continuously.

The colours on the timeline indicate the type of recording.

Colour Description
B (orange) Continuous recording.
(red) Recording on event. If you zoom in (drag the mouse on the time indication line) on an event

recording, you will see that it consists of the following parts:

g Grey areas indicating pre and post event recording.
*  Ared vertical bar indicating the time when the input that triggered the recording, was
activated.

1
[ (light grey) Period without recordings for this video channel.

Under Show, on the right-hand side, you can choose to display or hide the recording types on the timeline.

Button Description
Click the button to show/hide continuous recordings on the timeline.
Click the button to show/hide event recordings on the timeline.

If you only display event recordings, you can quickly jump from one recording to the

next/previous using the D and D buttons that appear to the left and right side of the
timelines.

If you change the display options during playback, playback stops.

Note

O

ﬂ The XO device can record maximum 16 000 events per day (the counter is reset at night). If more
events occur on the same day (= overflow), the XO device switches automatically to continuous
recording for all cameras. This is indicated in blue bars on the timeline. You cannot hide overflowing
recordings.

Hover your mouse over a recording in the timeline to see its details:

s Start time: 0813155 e  Start and end time of the recording.
e a0 e Event time (only for event recordings)
Tri s : .
1080+ (CAMD2 PERIMETER) . Tngge_r that activated the event (only for event
recordings).
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10.2.2 Selecting a Timeframe on the Timeline

To select a specific timeframe on the timeline, proceed as follows:

1.
2.

In the top menu, click Recorded video, and then click the Timeline tab.
In the top right, click By Time.

By Time

@

Make your download or burn selection using the sliders on the timeline.

Selected interval from 00:00:00 to 09:01:43

By Event

Backup to server

) Download Backup Local

Click the arrow buttons to select the desired month and year.

||E| Feb @ @ 2015 @|

Click the desired day. You can only click days that contain recordings; so you cannot click grey and light
blue days. The day in dark blue is the currently selected day. The recordings of that day appear in the

timeline.

Mo Tu We

Th

Fr S2 Su Mo Tu We Th Fr Sa  Su
L]

1 2 13 14

By default the time indication is shown with a 30-minute interval. To zoom in, drag the mouse on the time
indication line. The pointer changes into a magnifying glass while dragging. A black marker appears to
indicate the selected time. To zoom out again, right-click the time indication line.

08:53 08:03 08:13

c
=)
=,

Click in the timeline of the desired camera. A black vertical marker appears where you clicked.

1

[

O

The preview window (top left) displays the still image of the selected camera at the selected date and time.

To change the selected time, drag the vertical marker to the desired position. Zoom in on the timeline if

necessary.

To select a specific interval, drag the black delimiters on the selected timeline to the desired start and end

time.

k4
-

g
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The box at the top right of the screen indicates the exact start and end time of the selected interval:

By Time @ ¢ By Event

Make your download or burn selection using the sliders on the timeline.

Selected intlr\.fal from 05:23:40 to 07:48:57 |

Backup to server "\) Download Backup Local

9.  You can now watch and/or download this footage:
— To play the selected video, click the EI button. Playback starts at the vertical marker in the timeline.

— To download the selected video, click Download.

10.2.3 Searching Event Recordings on the Timeline

When you search by event, the system will select the events that happened 150 seconds before or after a
selected time on the timeline, for a selected camera.

To select event recordings on the timeline, proceed as follows:

1. Inthe top menu, click Recorded video, and then click the Timeline tab.
2. Inthetopright, click By Event.

By Time 1 @ By Event

List of events, +- 150 secs of selected time
Select the events to download or burn.

m

Backup to server Download Backup Loca (i

3. Click in the timeline of the desired camera, at the desired time.

The result list displays the event recordings that happened 150 seconds before and after the selected point

intime. If there are no event recordings in that 150-second timeframe, the result list will be empty.

By Time D @ By Event

List of events, +- 150 secs of selected time
Select the events to download or burn.

€3 Axis M1011 CAMO3 MOTIONA+ 10¢

C3 Axis M1011 2015/03M18 08:41:01 - 08:41:25 CAMO3 MOTION1+ 10¢

m |

s

4. You can now watch and/or download this footage:
— To play a specific recording, double-click it in the result list.
— To download a recording, click it in the result list, and then click Download.

Backup to server ‘) Download Backup Local
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10.2.4 Playing the Selected Footage

When you have selected a timeframe or a video recording, you can play it using the controls under the preview
window. Playback starts at the vertical marker in the timeline.

Ga0xdE0

00:00:00.000

[»]

@) Note

The video player plays what is shown on the timeline. If you display only event recordings, the player
skips the ‘empty’ time slots in between event recordings.

Use the control buttons as follows:

Button Description

Click to choose the options for rendering analytic bounding boxes. For details, see Rendering
Analytic Bounding Boxes.

=

Click to take a snapshot.

Click to stop playback. The image will freeze at the time reached in the playback.

Click to fast forward/backward.

£

Click to start playback.

Click to pause playback. Click the \L/ button to resume.

Click to de-warp images from a 360° panoramic camera. For more information, see 360° Camera
Images.

Click to mute/unmute the sound. To adjust the volume level, drag the slider on the right-hand side
of the button. Audio is only available if you have enabled audio for the camera.

Bl e =)= M| E] |

To see the recorded video at full screen, double-click the video player image. Double-click again to return to the
normal preview window.

10.2.5 Synchronised Playback

You can watch recorded video of multiple cameras simultaneously (with images of identical time settings).
To synchronised playback, proceed as follows:

1. Onthe Timeline tab, select the checkboxes of the cameras that you want to include in the synchronised
playback. To select all cameras, select the checkbox at the top.

Mo Tu We Th Fr S8 Su Mo Tu We Th
BEE : |7 & s |0n

03:47 08:57 09:07 09:17
%1 (I i
I [T
o

Fr 83 Su Mce Tu W= Th
2 12 14 15 18 17 18 19 20 2

May B 4@ ZnT B
Fr 83 Su Mce Tu W= Th Fr 83 Su Mo Tu We
2 21 M X ¥ T 2B ¥ W A

08:27 08:37 05:47 08:57 10:07 1047

Depot Entrance
Gardenshed
Sideview 1

| Sideview 2
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2. Toset the timeframe, click in any of the selected camera timelines and adjust as required.

3. Click E The system opens a matrix view with the selected camera images.

2017-05-03 18:18:28

FEEEnwre -« @ —o
Synchronised playback offers similar tools as single playback, except that:

— Sound is only available for one video channel at a time: click the camera image for which you want to play
the sound.

— You can click the Info button to display the camera name and image resolution below the camera
images.

4. Toview one of the camera images at full screen, double-click it. Double-click it again to return to multiple
playback.

2017-05-03 16:18:22

EREE mEhe -« @ —

5. Tostop synchronised playback and return to the timeline screen:

— Click the close button L in the top right corner.

— Click the stop button ),
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10.3 Searching Recordings via Advanced Search

The advanced search allows you to search for recordings on specific triggers. Proceed as follows:

1.  Inthe top menu, click Recorded video, and then click the Advanced Search tab.

ADPRO

;ﬁj Timeling [ xR Advanced Search ] @3 Postmotion ] Local recordings - Locked recordings
Cameras Type Date
12 3 45 67 & 91011213 141516 - 3 .00: Edit Time
Locked From: 2018/03/02 00:00:00
g e
17 18 19 20 21 22 23 24 25 26 27 28 28 30 31 32 Al recordings. @ To: 2018/03f02 16:54:28 Edit Time

sfsfzlslslslslsls]slsls) s slais

Triggers.

0000 - [SYST] - SYSTEM STARTUR. -
0001 - [SYST] - MANUAL HW CFG NEEDED ([

0002 - [SYST] - HW CFG MISMATCH
0005 - [SYST] - ANALYTIC CFG BUSY

0006 - [SYST] - CONFIG UNCOMMITTED

0007 - [SYST] - TECHNICIAN GRANT

Al [=]
Al
2. Under Cameras, select the checkboxes for all the cameras that you want to include in the search. Click Set
all to select all cameras.
3. UnderType, select:
— Locked: to search in locked recordings only.
— All recordings: to search in all recordings.
4. Under Date, set the desired time frame.
You can type the date and time indications in the From and To boxes, or you can click Edit Time to select
a date and time:
(" ADPRO X0 Client =Sc=)
4 March 2018 » e,
M TWTFS S S 2 T,
262728 12 3 4 = B
5678911 I7 33
12 13 14 15 16 17 18 ’f,} \':1‘
19 20 21 22 23 24 25 "f,,,,f,.,\\“
26 27 282930 31 1
2345678 [Bl:0]:]0
5. Optional: under Triggers, click the desired input, and then click the button to move the selected input to
the list on the right. You can select maximum 4 triggers.
Triggers
1032 - [REAL] - CAMO1 EVENT E » 1034 - [REAL] - CAMO1 MOTION1
1036 - [REAL] - CAMO1 MOTION3 |E |
1037 - [REAL] - CAMO1 MOTION4 —
1047 - [REAL] - CAMOM ANALYTICS |
Inputs: Cam -
All -
Use the filters below the list to reduce the list. If you filter on camera inputs, you can filter further on camera
number.
6. Toremove aselected input from the search, click it in the list on the right-hand side, and then click the

button.
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7.  Click Search to start searching for recordings.
— If there are no results, the following message appears:

ADPRO XO Client = Z5 |
I:o] The search returned no results.
Ok

— If there are results matching your search, they appear in the results list at the top right.

List of events, +/- 150 secs of selected time
Select the events to download or burn.

CAMO2 PERIMETER+ -
IP Office 2018/04/03 15:08:02 - 16:08:39 CAMO1 MOTION2+ 1048-
Hallwav 2012/N4/03 16-02-41 - 16-0%17 CAMNZ PFRIMFTFR+ i

4 i |

Backup to server '\) Download Backup Local

8.  You can now watch and/or download this footage:
— To play a recording, double-click it in the result list.
— To download a recording, click it in the result list, and then click Download.

@) Note

H When you perform an advanced search on recorded video, the results pane may display a different
trigger than the one you selected for searching. This may happen if you have defined multiple triggers
in the recording condition that corresponds with the found recording. The system will take the first
trigger that is specified in the recording condition, and display that in the search results pane. That
trigger may be different from the one you selected for searching.

10.4 Identifying the Storage Disk

If you have multiple hard disks in your XO device, you can check on which hard disk an event recording has been
stored. This feature is not available for continuous recordings.

To identify the storage disk for an event recording, proceed as follows:

1. Select the desired recording in the results list, or click an event recording in the timeline.

]
2. Click theu button. A popup window appears displaying the serial number of the hard disk:

ADPRO XO Client [
@ Disk serial number for this recording:
QW wnavesi7as2
Ok

3. Click OK to close the message box.

10.5 Searching Recordings via Postmotion

The XO device does not only store the video footage on the hard disk, it also creates a metadata file describing
the contents of the footage. This information allows you to quickly find all sequences in which an object was
moving inside a specific area of the camera image.

3013-9447-001 183



ADPRO XO eFT-SClient Software User Guide

To find recordings via postmotion, proceed as follows:

ADPRO

1. Inthe top menu, click Recorded video, and then click the Timeline tab.
2. Inthetime indicator bar, select the desired date.
3. Inthetimeline of the desired camera, click in any existing recording. This will allow the postmotion function
to create a stillimage. The still image appears in the preview window at the top of the screen.
4. Click the Postmotion tab.
— If there is no still image available, (for example, because you clicked an empty recording line, or you did
not give the system time to load the still image), The following error message appears:
ADPRO XO Client |
[8} Mo still available, can't go to the postmotion tab!
Ok
In this case, click the Timeline tab and return to step 3.
— If the stillimage is available, the following screen appears:
: Disable
active live
streams
Current selected postmotion event +/- 15 secs wil be downloaded.
00:00:00.000 T
E T, ‘ » R % Download
e Timeline & Advanced Search Fey Postmetion ] Local recordings o Locked recordings.
o Please select your zone of interest above and press the search button, camera and date are selected in the timeline pane!
Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 2 3 4 & 6 T &8 & W N 122 13 4 15 1B\ 17 1#© 19 20 2 2 23 24 2% ¥ 27 2 2 W H
4 Search ]
The blue rectangle in the preview image indicates the zone of interest: the area that the postmotion
function will analyse.
5.  Adjust the size and position of the zone as desired. Drag the zone to the desired area; drag the corners to
resize.
6. Click Search. During search, the message Searching appears:
|Searching... |
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When the search has been completed, a timeline with results appears.

@ Please select your zone of interest above and press the search button, camera and date are selected in the timeline pane!

Mo Tu We Th Fr S8a

Th Fr 83 Ss Mo Tu We Th Fr 83 Su Mo Tu We Th Fr 8 Su Mo Tu We Th Fr  Sa Su
24 25 2 21 2B »m W AN

1 B + AP c PP o 11“13 14 15 18 17 18 18 20 21 2 2

08:13 08:23 08:33 08:43 08:53 09:03 09:13 09:23 09:33 09:43 09:53 10:03 10:13

Search |

Days indicated in light blue contain no results; days in blue contain results. The darkest blue date is the
currently selected date.

7.  Click the day of interest.
8. Tozoom in on a specific period, drag the mouse over the time indication line.
9. Tozoom out, right-click the time indication line.

| 4
10. Toplay a specific recording, click the recording in the timeline, and then click _‘

11. Tojump to the previous/next result, click the arrow buttons ‘_‘ ‘_‘ to the left and right of the timeline.

10.6 Downloading and Storing Selected Video Recordings

10.6.1 Overview
You can download recordings to the hard disk of your PC, or on a USB drive or CD/DVD.
If you download to the PC, the system stores the downloaded footage in the work folder, in the subfolder for this

XO device. The file name contains the camera number, camera name, and the time frame of the recording. The
file is stored with the extension “.hbox”.

MName : Type Size
o 01- Hallway - 16-11-07 11-15-05 -- 16-11-25 15-47-02.hbox HBOX File
o 01- Hallway - 16-11-2515-47-03 -- 16-11-25 15-47-37.hbox HBOX File
o> 01 - IP Office - 16-11-02 13-35-22.hbox HBOX File
o 01 - IP Office - 16-11-25 11-33-41.hbox HBOX File

For slow network connections it is recommended to disable all live streams in order to increase the download
speed, especially with synchronised playback. You can disable all active live streams by clicking the Disable
active live streams button.

Disable
active live
streams

To enable live streams again, click Live Video in the top menu, and then add the desired cameras to the live
view.

@) Note

When downloading a recording via Postmotion, only part of the recording will be stored: the selected
time plus about 10 extra seconds.
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10.6.2 Downloading Recordings to your Local Hard Disk

To download video recordings to the hard disk of your PC, proceed as follows:

1.

Search for the desired footage via the timeline, advanced search, or postmotion, then continue as follows:
— For searches via advanced search: select the desired footage in the results pane.
— For searches via postmotion: click the desired footage in the timeline.

Click Download.

Backup to server ) Download Backup Local

You can see the downloading status:

Downloading
768%

The system starts playing the footage that you are downloading. To stop playback, click |£| If you have
selected multiple cameras, the synchronised playback window will appear. To stop synced playback, click

|£| twice.
O Note
.
During download, the Download button changes: . Click the button to stop
downloading.

If you have already downloaded the footage and click the Download button again, you will be asked
whether you want to download the recording once more:

ADPRO XO Client LX)

':e] Recording already exists! Download again?

10.6.3 Downloading Recordings to USB Drive or CD/DVD

O Note

eFT-S does not support connecting a CD/DVD drive directly to the XO device. Connect the CD/DVD
drive to your PC instead.

To download video recordings to USB drive or CD/DVD, proceed as follows:

Search for the desired footage via the timeline or advanced search.

2. Select the desired footage in the results pane.
3. You have the following options:
— To store the video on a USB drive connected to the XO device, click Backup to server.
— To store the video on a USB or CD/DVD drive connected to your local PC, click Backup Local.
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The following screen appears:

4’:?1 Timeline % Advanced Search & Postmotion 3 Local recordings - Locked recordings 3 Backup on local pc
Medium Current writer status )
- — Start
Media: D:\ -] Check \—ﬁ/

o Status: Back

@) USE Drive

Backup from time
1 2 3 4 5 6 7 & 9 101 1213 14 15 18
Cameras: 7T

From: 20161125 13:32:15 Edit Time

To: 2016/11/25 14:14:15 Edit Time

| 3836 TETZ 150E B34 918( H301E i peBE 452 |
| |

4. Under Medium, select the desired storage medium: CD/DVD, or USB Drive.
5. Ifyou selected recordings on the timeline, you can still select additional cameras, and change the date/time.

6. Click Start to start writing the video footage to the selected drive.
If you want to cancel, click Back.

7.  The Archiver window is displayed to password protect the downloaded file once the video footage is
download. Enter a new password. The password must have minimum 8 characters and at least once capital
letter.

8.  Reconfirm password for the downloaded footage and click Ok. The download is added to an archive and the
file can be extracted only with the password provided while adding it to the archive. Different video footages
can be saved with different passwords and all the video footages are added to the same archive. When you
extract the archive with a password, only the video footages saved with that password are extracted.

Archiver *

Pazsword to encrypt and protect the archive files:

Confirm password

Cancel Ok

10.7 Managing Local Recordings

10.7.1 Overview of Local Files
From the Local recordings tab, you can manage the following files that are stored in the work folder on your
local PC, in the subfolders for each XO device:

¢ Recordings that you saved on your PC using the Download button
e Recordings that you made from the Live Video window.

e Snapshots

e  Calibrationimages.

You can view the files, delete them, or back them up to CD/DVD or a USB drive.
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10.7.2 Viewing or Deleting Local Files

To view or delete locally stored files, proceed as follows:

1. Inthe top menu, click Recorded Video, and then click the Local recordings tab.

Local files: Files to write on disc:

=) 0001 - MyDevice

H - IP Office - 15-10-08 08-11-24 — 15-10-D8 10-40-44-01 hbox|
1 MyDevice 1 T
evice_1_| =_back jpg

x/v/

0-32-02 hbox
0-13-02 hbox

4] 0002 - Myt e
+] 0043 - Xtralis FastTraca2
Include Player. [
630

. |

m 140 210 280 350 420 450 580
v h n n n n L

The Local files box displays the local files that are available on your PC, in separate subfolders for the
different XO devices. By default, the system expands the folder for the current XO device.

Use the [# and = buttons to expand/collapse the folders.
To view a recording, snapshot, or calibration picture: click the desired file, and then click (>,
To delete a recording, snapshot, or calibration picture: click the desired file, and then click (2]

10.7.3 Backing up Local Files

The backup feature for local files allows you to include player software, so that you can play the video recordings
on any Windows compatible computer.

@) Note

ﬂ You cannot back up files that are larger than 4 GB to FAT32-formatted USB drives. If you need to
back up larger files, you have to use exFAT formatting on the USB drive. NTFS formatting is not

supported.

To back up local files on CD/DVD/USB, proceed as follows:

1. Inthe top menu, click Recorded Video, and then click the Local recordings tab.

Local files: Files to write on disc:

0001 - MyDevice

- IP Office - 15-10-06 06-11-24 — 15-10-06 10-40-44-01.hbox|
1 MyDevice 1 e Eiers
evice_1_| = back jpg

x| v/

] 0002 - My Ot oe
+) 0043 - Xtralis FastTrace2
Include Player: [
630

i |

0 140 210 280 350 420 450 560
! h n n |

2. Select the medium to where you want to write the files: CD, DVD, or USB. If you click USB, then also
select the correct drive name:

cD
DvD
@ LUsB

G |Z|
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The bar at the bottom of the screen indicates the available disk space on the selected medium.

3. Toadd afile to the list of files to write, click the file in the Local files list, and then click [» ] The file
appears in the Files to write on disc list. The system automatically creates subfolders per XO device.

O Note
If there is not enough space on the medium for writing the selected files, the bar colours red.

Local files: Files to write on disc:
- » =) 0001 - MyDevice
D
ovD
19.09-54 — 15-08-22 19-10-32-02 hbox @ UsB
1 10-10-13-02 hbaore
= 5-05-25 10-16-41 — 15-05-25 10-17-20-02. hboox G\ -
: 5 - 02 - Hallway - 2015-10-06 03-21-15.jpg
] 002 - MyOthes = o |
4 0043 - Ktralis FastTraceZ - I
Include Player:
7 “ 21 28 5 " " - o

In this case, remove some files from the list of files to write, or use a larger medium.

4. Toremove afile from the list of files to write, click the file in the Files to write on disc list, and then click
[«

5.  If you want to write the player software for watching the video recordings to the medium, select the Include
Player checkbox. This allows you to play the video recordings on any Windows compatible computer.

6. Tostartwriting the files from the Files to write on disc list to the selected medium, click the \_J button.
The following screen appears:

Medium Current writer status )
. —_— Start
Wedia B[] T ;J
~) CDfOVD
Status: Back

@) USB Drive

time . o o . o o Backup from events

=== 0001 - MyDevice :

00 - IP Office - 15-10-06 06-11-24 — 15-10-06 10-40-44-01.hbox
0001_MyDevice_1_IP Office_back. jpg

0001_MyDevice_1_IP Office_front jpg

0001_MyDevice_2_Hallway_back.jpg

7. Youcan still change the medium in the Medium section. If you do, click Check to check the available
space on the new medium.

8. Thefiles to write on the medium appear in the Backup from events box. If you want to add or remove files,
click Back to return to the previous screen.
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9. Towrite the files to the selected medium, click Start. The system starts writing the files to the selected
medium.

Medium Current writer status
Media Fi\ E

Status: Copying files to backup dir. 717 29%

co/ovD

@) USB Drive

Backup from events
=== 0001 - MyDevice :
00 - IP Office - 15-10-06 06-11-24 — 15-10-06 10-40-44-01.hbox
0001_MyDevice_1_IP Office_back.jpg

| »

0001_MyDevice_1_IP Office_front jpg
0001_MyDevice_2_Hallway_back. jpg

10 202 3 404 505 605 70T 88 909
n n n

When finished, the following message appears:

ADPRO XO Client i

':0:' Backup completed.

[ ok |

10. Click OK to close the message box. The system returns to the Local recordings tab.

10.8 Locked Recordings

For recordings on event, you can specify to lock the recordings. The system cannot delete locked recordings
automatically. As soon as there is a locked recording, the XO client displays the following warning message:

WARMING! Locked recordings

Click OK to close the message box. The message box reappears each time you start the client.

Recorded video

The padlock in the Recorded Video button indicates the presence of locked recordings: @5

Furthermore, locked recordings trigger the system message 0049 — [SYST] — LOCKED RECORDER (by default
linked to the alarm profile NORMAL EVENT).

U Caution!

® The XO device cannot delete locked recordings. When it encounters a locked recording during
automatic clean-up (for example after 30 days), it stops cleaning up. When the device runs out of
storage space, it also stops recording.

To prevent that the XO device stops recording, you have to download the locked recordings as soon as you
receive the warning message, and then unlock them so that the system can delete them.
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To handle locked recordings, proceed as follows:

1. Inthe top menu, click Recorded Video. If there are locked recordings, the system automatically opens the
Locked Recordings tab.

0 Locked recordings can't be deleted by FTX. Recording wil eventually stop. Please backup and unlock these recordings to restore normal behaviour.

Cameras ype Date

123 456 78 9101 1213141516 o & || From 2000/01/01 00:00:00
)

17 18 19 20 21 22 23 24 25 26 27 28 298 30 31 32 All recordings To 2018/04/03 23:59:59

From this tab, you can search for, select, and download locked recordings. By default, all cameras are
selected, and the timeframe is set to cover the full operational time of the XO device (from the year 2000
until the end of the current day). This makes sure that the system finds all existing locked recordings.
However, you can adjust the parameters as required.

2. Click Search. The locked recordings appear in the List of locked events box (top right of the screen).

List of locked events.

Hallway CAMOZ PERIMETER+  Locked
Parking Front 20118/04/03 14:54:32 - 14:54:45 CAMO1 MOTIONZ- Lo

~
4] | i | 3

3.  Select the recordings in the list, and then click Download. The system copies the selected recordings to
the work folder on your PC, in the subfolder for this XO device.

4.  Wait for downloading to finish. Next, you will unlock the recordings.
5. You can unlock recordings one by one, or all at once:

Backup to server ‘;‘," Download Backup Local

-
— Tounlock one recording, click the desired recording in the list, and then click I (button with single
padlock). The following message appears:

ADPRO XO Client ==

-y
— To unlock all recordings in the list, click L J (button with the double padlock). The following

message appears:

ADPRO XO Client ==

6. Click Yes to confirm.
7.  Click Search again to find remaining locked recordings.
The system can now delete the unlocked recordings and continue with automatic clean-up.
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11 360° Camera Images

You can de-warp 360° camera images in the XO client:

° From the live view
° From the recorded video view.

O Note

ﬂ For correct de-warping, select the correct mount type for the camera (available from version XO 4.02).
For details, see General Settings.

De-warping is not possible in GDI mode. For details, see System Requirements for the Client PC.

To de-warp 360° camera images, proceed as follows:

1. Openthe 360° cameraimage and proceed as follows:
— Inthe Live Video screen, right-click the camera image and click Dewarp mode.

= - -
i Live Video '&g Recorded video Y System @ Status. iy About

Sfps 4805350 Qanabytics
2-20fps, 2992:1948, Qrormal
3-Harddisk stream

Dewarp mode

— In the Recorded video screen, click the button.
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The following screen appears:

The screen displays:

— The original 360° image at the top right

— The full de-warped image at the bottom

— A detail view of the de-warped image in the top left.

2. Proceed as follows:

— Click anywhere in the 360° image or in the de-warped image to see the detail in the top left corner.

— Press and hold the mouse button to zoom in. Press and hold Shift, and then press and hold the mouse
button to zoom out.

3.  Toreturn to the 360° view:
— In the Live Video screen, right-click the camera image and click Dewarp mode again.
— In the Recorded video screen, click the button.
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12 Arming and Disarming
12.1 About Arming/Disarming

The security system has to handle events in a different way when the secured premise is left unattended.
Therefore, you have to arm the system when it is left unattended. The alarm profiles define how the system
behaves when an alarm input is triggered in the armed and disarmed states. Arming and disarming can happen in
the following ways:

e Automatically, according to a time schedule.
e Manually, when a user activates an input.

e  From the CMS: via a command in the CMS software (for example VideoCentral Platinum).

O Note

Third-party software developers can use the SDK (software development kit) in order to arm/disarm a
system.

12.2 Arming/Disarming Automatically

You can arm/disarm the system automatically, according to a fixed schedule. You can set up an individual
schedule for each day of the week (Monday—Sunday), and a separate schedule for holidays. To define the
holidays, see Calendar.

Tip: you can set up the schedule once for Mondays, and then copy it to all other days.

To set up the schedule for automatically arming/disarming the system, proceed as follows:

1. Choose System > Behaviour > Arm/Disarm schedule.

1 Arm/Disarm Schedule

‘/;i Define here when the system will be in armed mode and disarmed mode. Use the tools section on the right to paint the desired mode.

Schedule Tools

Monday 00:00 0200 0400 0600 0300 1000 1200 14:00 16:00 1800 2000 2200 24:00
lnndmmbmnnrodman g bonneodmonhmmtonm!

Tuesday 00:00 02:00 04:00 06:00 0800 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

Copy Monday

Wednesday 00:00 02:00 04:00 06:00 08:00 10:00 1200 14:00 16:00 18:00 20:00 22.00 24:00

Thursday 00:00 0200 04:00 D600 08:00 10:00 1200 14:00 16:00 18:00 20:00 2200 24:00

Friday 00:00 0200 04:00 D600 08:00 10:00 1200 14:00 16:00 18:00 20:00 2200 24:00

Saturday 00:00 0200 04:00 D600 08:00 10:00 1200 14:00 16:00 18:00 20:00 2200 24:00

Sunday 00:00 0200 04:00 D600 08:00 10:00 1200 14:00 16:00 18:00 20:00 2200 24:00

Holiday 00:00 0200 04:00 D600 08:00 10:00 1200 14:00 16:00 18:00 20:00 2200 24:00

2. Indicate the desired armed/disarmed states on the time bar as follows:

— To specify when the system is armed: under Tools, click Armed, and then drag the mouse over the time
bar. The selected period colours red.

194 3013-9447-001



ADPRO ADPRO XO eFT-SClient Software User Guide

— To specify when the system is disarmed: under Tools, click Disarmed, and then drag the mouse over the
time bar. The selected period colours green.

Monday 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:.00 20:00 22.00 24:00
0 A A A A A AT A AR T TR e
Tuesday 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:.00 20:00 22.00 24:00
[ttt |
Wednesday 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:.00 20:00 22.00 24:00
[ttt |
@) Note

To make accurate selections, you can zoom in on a part of the day (up to the minute): move the
mouse pointer just above the coloured time bar. The pointer changes into a magnifying glass.
Drag the mouse over the part that you want to zoom in on. A blue line appears while dragging.

00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

SO 111 0171000100110 11110 onaaannnam

0630 0700 0730 08:00 0830 0300 0%30 10:00 10:30  11:00

e e e AR RRNNNNNNNNNNNRRRRRRRRRRRNNNNNNNNNN!

To zoom out again to the full day, right-click just above the time bar.

3. Ifyou have arepeating schedule, you can copy the schedule from Monday to all other days (including
holidays): click Copy Monday, and then click Yes to confirm.

4.  Adjust until you have the correct schedule for each day.
5. Click Save.

The system shall now automatically arm/disarm according to your schedule. A switch can always force the
system to another state.

12.3 Arming/Disarming Manually

You can arm/disarm the system manually, by activating/deactivating an input. You can use only one input for
arming/disarming. The following input types are suitable:

e  The inputs on the MIO/EIO cards or on the Net I/O units.
e  The virtual inputs from an S3100 panel.

e Inputs on IP cameras (if available on the camera; see the Supported IP Camera List (800-27080V 1)).

e Input workbits.
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To set up an input for arming/disarming the system, proceed as follows:

1.  Choose System > Behaviour > Input/Output Behaviour.

2.  Select the desired input in the Inputs/Outputs list.
The system displays the number and name of the input that is currently assigned for arming/disarming at the

right side of the Arm/Disarm input checkbox. If no input is assigned, it displays NONE:

Inputs/Outputs
12560 - [REAL] - USBIO-1 PRESENCE FLT £
2577 - [REAL] - USBIO-1 INPUTO2 E
[2578 - [REAL] - USBIO-1 INPUTO3
2579 - [REAL] - USBIO-1 INPUTO4
[2580 - [REAL] - USBIO-1 INPUTOS
[2581 - [REAL] - USBIO-1 INPUTOS
[2582 - [REAL] - USBIO-1 INPUTOT
[2583 - [REAL] - USBIO-1 INPUTOS
12556 - [TAMP] - USBIO-1 INPUTO1
[2557 - [TAMP] - USBIO-1 INPUTO2
12558 - [TAMP] - USBIO-1 INPUTO3
12559 - [TAMP] - USBIO-1 INPUTO4
2600 - [TAMP] - USBIO-1 INPUTOS

Details
Name USBIO-1 INPUTO1
Profile MNORMAL EVENT
Alarm hold time (=) 10
Alarm Tx hold time (0-1440
min’}
1 2 3 4
Cameras OEEE
Camera view style @) Live video

@ CQuad alarm

Duress(live + guad)
Camera PTZ Presets

Arm/Disarm input [F]  Assign. T;:D
Mode select inpu = t-2.2,0 1 L

Fog detect input [ Assign. to:

In entry/exit path [  smokeTrace stop input [

Caution!

o)

ADPRO

There can only be one input for arming/disarming the system. If there already is an input

assigned, and you assign to a new input, then the system automatically clears the Arm/Disarm
input checkbox of the previously assigned input.

3. Touse the selected input for arming/disarming, select the Arm/Disarm input checkbox.

Inputs/Outputs

12560 - [REAL] - USBIO-1 PRESENCE FLT E
- rean-vsoo-neoror [l

2577 - [REAL] - USBIO-1 INPUTO2 |=

2578 - [REAL] - USBIO-1 INPUTO3

2579 - [REAL] - USBIO-1 INPUTO4

12580 - [REAL] - USBIO-1 INPUTOS

12581 - [REAL] - USBIO-1 INPUTOS

12582 - [REAL] - USBIO-1 INPUTOT

12583 - [REAL] - USBIO-1 INPUTOS

12556 - [TAMP] - USBIO-1 INPUTO1

[2557 - [TAMP] - USBIO-1 INPUTO2

12558 - [TAMP] - USBIO-1 INPUTO3

12559 - [TAMP] - USBIO-1 INPUTO4

12600 - [TAMP] - USBIO-1 INPUTOS

Details
Name USBIO-1 INPUTO1
Profile MNORMAL EVENT
Alarm hold time (=) 10
Alarm Tx hold time (0-1440 o
min}
1520 3 3
Cameras SN EREN ]
Camera view style @ Live video

@ CQuad alarm

Duress(live + guad)
Camera PTZ Presets

: i Assign, to: 2576 - [REAL] - USBIO-
v
ArmiDizarm input Ed| IMPUTOA P
Mode select inpu = 2,01 L 1
Fog detect input [ Assign. to:

In entry/exit path SmokeTrace stop input ]

The input number and name appear to the right of the checkbox.

4.  Modify any other settings as necessary. For details on setting up inputs, see Alarm Input Behaviour.

5. Click Save.

196

3013-9447-001



ADPRO ADPRO XO eFT-SClient Software User Guide

13 Alarm Profiles
13.1 About Alarm Profiles

An alarm profile defines how the XO device responds when an input is triggered. It defines the transmission
channel(s) for the alarm message and camera images associated with the input, if the alarm is transmitted when
the system is armed and/or disarmed, if the alarm transmission is repeated or sent only once, etc. To each input,
you assign one alarm profile. If you change an alarm profile, it affects all the inputs that use that alarm profile.

You can select multiple inputs at once and quickly assign the same alarm profile to all selected inputs.

The XO device comes with 6 standard alarm profiles. For an overview, see Default Alarm Profiles. Honeywell
strongly recommends to keep the default profiles as they are, and create additional profiles if you need
different settings.

13.2 Adding a New Profile

You can create up to 32 different alarm profiles. To add a new alarm profile, proceed as follows:

1. Choose System > Behaviour > Alarm Profiles.
rt Alarm Profiles

q ¢ Each alarm iz assigned a certain profile which defines how it must respond. Here you can define the different profiles.

Alarm Profiles
[ Crorweor g
2 - PRIMARY EVENT
3 - BACKUP EVENT
4 - SILENT MESSAGE
5 - SINGLE EVENT
6 - ACTIVE SENSOR EVENT

Add | [ _Edt | [ Remove
2. Click Add.
Alarm Profiles Edit profile

Profile name
3 - BACKUP EVENT

4 - SILENT MESSAGE
5 - SINGLE EVENT
6 - ACTIVE SENSOR EVENT

Active sensor (201) D

m

Profile type 0 - Alarm |Z|

Operational state

I
2 - PRIMARY EVENT
@  Disarmed

[

= @ Armed
Add @ Armedidisarmed

Alarm Behaviour

Armed Dizarmed

=} Suppress alarm in this mode =} Suppress alarm in this mode
Primary transmizsion
Backup transmizsion

Repeat tx alarm

Parallel transmission 1

Parallel transmission 2

[
[
[
[C]  Endofalarmtx
[
[
[

Email transmission
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3. Provide the following information:

Item ‘ Description

Profile number

Type the profile number (11-32). The system fills in the next free profile number
automatically. Numbers 1-10 are reserved for the standard alarm profiles (profiles 7— 10
are no longer available as the SmokeTrace application has been discontinued).

Profile name

Enter a description (max. 20 characters) for the alarm profile. Use a meaningful and
relevant description.

Active sensor
(1201)

Select this checkbox if you want to use this alarm profile to trigger input 1201, the
active sensor input. Honeywell recommends to use this option with only one profile.
The standard profile ACTIVE SENSOR EVENT already uses this option. For details,
see Active Sensor Event Profile.

Profile type

The only profile type available is 0 — Alarm; this is the generic type.

Note

The fire type profiles 7—10 are no longer available as the SmokeTrace
application has been discontinued.

@)

Operational
state

Select in which operational states the XO device has to transmit the alarm:
e Disarmed: to transmit alarms only when the system is disarmed.

e Armed: to transmit alarms only when the system is armed.

¢ Armed/disarmed: to transmit alarms always.

Note that alarms, regardless of the operational state, always appear in the Status
window and in the log files.

Alarm
Behaviour

Define how the XO device has to transmit the alarm:

e Suppress alarm in this mode: it is possible to suppress alarms in one or both
operational states. When you activate this option, the alarms that have been
assigned to this profile will no longer be activated during the suppression. By
doing this you will disable event-based recordings, emailing, PTZ triggers,
logging, etc.

U Caution!

o Suppressing alarms is not recommended. Do not use this option
unless specifically asked to do so, for example by Honeywell Support
staff. XO Client software has been enhanced with a safeguard against
suppressing of all alarms. XO 5.0 Client displays a message with the
dialog Warning! You selected to completely suppress the alarms
for all inputs having this profile! Are you really sure you want to
do this? when all the alarms in an alarm profile are suppressed.

e Primary transmission: to send alarms via the primary transmission channel.

e Backup transmission: to send alarms via the backup (secondary) transmission
channel. The system will only use the backup channel if transmission on the
primary channel fails.

e Repeat tx alarm: to send reminders every x minutes as long as the alarm is
active.

The default interval is 15 minutes. You can specify the interval between the
repeated alarm transmissions. For details, see Alarm Input Behaviour.However,
the system repeats the following alarms only once every 24 hours:

o 0050-[SYST]—STORAGE INSUFFICIENT

o 0065-[SYST]-LICENSE EXPIRED

o 0066 —[SYST] —LICENSE OUT OF SYNC

o 0067 —[SYST]-APPLICATION STOPPED

o 0511 -[SYST] - GENERAL ISOLATION.
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Description

e End of alarm tx: to send a message when the input is no longer active (returns
to idle state; also known as ‘negative alarm’).

e Parallel transmission 1: to send alarms via parallel transmission channel 1.
e Parallel transmission 2: to send alarms via parallel transmission channel 2.
e Email transmission: to send alarms via email.

4.  Click Save to apply the new settings.

13.3 Deleting an Alarm Profile

@) Note

You cannot delete the default alarm profiles or alarm profiles that are in use (= assigned to inputs). To
find all inputs that use a specific alarm profile, use the filter in the Input/Output Behaviour screen.

To delete an alarm profile, proceed as follows:

Choose System > Behaviour > Alarm Profiles.

Click the desired alarm profile in the list, and then click Remove.
Click Yes to confirm.

Click Save.

Ao DdD -

13.4 Default Alarm Profiles

The XO device comes with 6 standard alarm profiles:

¢ 1-NORMAL EVENT ¢ 4-SILENT MESSAGE
¢ 2— PRIMARY EVENT ¢ 5-SINGLE EVENT
e 3—- BACKUP EVENT ¢ 6—ACTIVE SENSOR EVENT

All default alarm profiles are described in detail in the sections below.

O Note
o Honeywell strongly recommends to keep the default profiles as they are, and create additional
profiles if you need different settings.

e Alarm profiles 7-10, the fire type profiles, are no longer available as the SmokeTrace
application has been discontinued.

3013-9447-001 199



ADPRO XO eFT-SClient Software User Guide

13.4.1 Normal Event Profile

Edit profile
Profile number 1
Profile name NORMAL EVENT

Active sensor ([201)
Frofile type 0 - Alarm
Operational state

Disarmed
Armed

®  Armed/disarmed

Alarm Behaviour

Armed Disarmed

Suppress alarm in this mode

v Primary transmission v
v Backup transmission v
v Repeat tc alarm v
¥ End of alarm tx ¥
¥ Parallel transmission 1 ¥
¥ Parallel transmission 2 ¥
¥ Email transmission ¥

Suppress alarm in this mode

Primary transmission
Backup transmission
Repeat tx alarm

End of alarm tx
Parallel transmission 1
Parallel transmission 2

Email transmission

Ok Cancel

13.4.2 Primary Event Profile

Edit profile
Profile number 2
Profile name PRIMARY EVENT

Active sensor (201}
Profile type 0 - Alarm
Operational state

Disarmed
Armed

@ Armed/disarmed

Alarm Behaviour

Armed Disarmed

Suppress alarm in this mode

ik Primary transmission ¥
Backup transmission

i Repeat tx alarm v

¥ End of alarm tx ¥

i Paraliel transmission 1 ¥

i Paraliel transmission 2 ¥

d Email transmission ¥

Suppress alarm in this mode

Primary transmission
Backup transmission
Repeat tx alarm

End of alarm tx
Parallel transmission 1
Parallel transmission 2

Email transmission

Ok Cancel

ADPRO

The NORMAL EVENT profile sends the alarm to all
transmission destinations: primary, backup, parallel,
and email.

Operational state: it does not consider the operational
state. The system will transmit the alarm in both armed
and disarmed state.

Repeat: the system will repeat the alarm transmission
every x minutes (configurable) as long as the input is
active.

End-of-alarm behaviour: when the input is no longer
active (= end of alarm), the system will transmit a new
message to indicate this.

Profile type: 0 — Alarm. This is the generic profile type.
You cannot modify the profile type.

The PRIMARY EVENT profile sends the alarm to the
primary transmission destination, but not to the backup
destination. It also sends to the parallel and email
transmission destinations.

Operational state: it does not consider the
operational state. The system will transmit the alarm
in both armed and disarmed state.

Repeat: the system will repeat the alarm
transmission every x minutes (configurable) as long
as the input is active.

End-of-alarm behaviour: when the input is no longer
active (= end of alarm), the system will transmit a
new message to indicate this.

Profile type: 0 — Alarm. This is the generic profile
type.

You cannot modify the profile type.
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13.4.3 Backup Event Profile

Edt profii The BACKUP EVENT profile sends the alarm to the

et i backup transmission destination, but not to the primary
destination. It also sends to the parallel and email
transmission destinations.

Profile name BACKUP EVENT

Active sensor ([201)

Profile type 0 - Alarm
Operational state o Operational state: it does not consider the operational
Disarmed state. The system will transmit the alarm in both armed
Armed and disarmed state.
© Armedidisarmed o Repeat: the system will repeat the alarm transmission
Alarm Befaviour every x minutes (configurable) as long as the input is
Armed o Disarmed aCtIVG i
Suppress alarm in this mode Suppress alarm in this mode i i .
frimary ransmission rimary ansrissin e  End-of-alarm behaviour: when the input is no longer
9] Backup ransmission ¥ Backup ransmission active (= end of alarm), the system will transmit a new
v Repeat tx alarm i Repeat tc alarm message to |nd|Cate th|s'
vl Endofelmx v Endofamix e  Profile type: 0 — Alarm. This is the generic profile type.
¥ Parallel transmission 1 Ed Parallel transmission 1 YOU Cannot m0d|f the r0f||et e
¥ Parallel transmission 2 Ed Parallel transmission 2 y p yp )
v Email transmission Ed Email transmission

Ok Cancel

13.4.4 Silent Message Profile

Edit profiie The SILENT MESSAGE profile does not send the alarm
Frofie numeer 2 to any transmission destination. The alarms appear in the
Profile name SILENT MESSAGE |Og ﬂle
Active sensor (201)
rofis tyas - e  Operational state: it does not consider the operational state.
Operational state The system will never transmit the alarm.
Disarmed

e Repeat: there is no transmission, so also no repeat
transmission.

Armed

®  Armed/disarmed

e End-of-alarm behaviour: when the input is no longer active

Alarm Behaviour

armes piarmes (= end of alarm), the system will not transmit a new
Suppress alarm in this mode Suppress alarm in this mede message to |nd|cate th|s
Primary transmission Primary transmission . . . . .
Backus ransmesion ackup tansmission e Profile type: 0 — Alarm. This is the generic profile type.
Ropoal tx sarm Ropsat b alarm You cannot modify the profile type.
End of alarm tx End of alarm tx
Parallzl transmission 1 Parallel transmission 1
Parallel transmission 2 Parallel ransmission 2
Email transmisgion Email transmission
Ok Cancel
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13.4.5 Single Event Profile

Edit profile

Profile number 5

Profile name

Active sensor (1201)

Profile type 0 - Alarm

Operational state

Dizarmed
Armed

@  Armedidisarmed

Alarm Behaviour
Armed
Suppress alarm in this mede
ki Primary transmission
kd Backup transmission
Repeat bx alarm
End of alarm tx
Parallel transmission 1

Parallel transmission 2

4 F E E

Email transmission

SINGLE EVENT

&l

e

9 F E E

Disarmed

Suppress alarm in this mode
Primary transmission
Backup transmission
Repeat tx alarm
End of alarm tx
Paralle! transmission 1
Parallel transmission 2

Email transmission

Ok Cancel

13.4.6 Active Sensor Event Profile

Edit profie

Profile number [
Profile name

Active sensor (201) ¥

Profile type 0 - Alarm

Operational state

Disarmed

@  Armed

Armed/disarmed

Alarm Behaviour
Armed

Suppress alarm in this mode

Primary transmission
Backup transmission
Repeat tx alarm

End of alarm tx
Farallel transmission 1

Parallgl transmission 2

A EEEE®EE

Email transmission

ACTIVE SENSOR EVENT

Disarmed

Suppress alarm in this mode

Ok Cancel

ADPRO

The SINGLE EVENT profile sends the alarm to all
transmission destinations, but only once.

Operational state: it does not consider the
operational state. The system will transmit the alarm
in both armed and disarmed state.

Repeat: the system will not repeat the alarm
transmission, even if the input remains active.

End-of-alarm behaviour: when the input is no longer
active (= end of alarm), the system will transmit a
new message to indicate this.

Profile type: 0 — Alarm. This is the generic profile
type.
You cannot modify the profile type.

The ACTIVE SENSOR EVENT profile sends the alarm to
all transmission destinations. All inputs with this alarm
profile trigger input 10201, the active sensor input. Input
10201 is active if one of the inputs with this alarm profile is
active (logical function: OR). You can then use an output
to inform a user that some inputs are still active. Typical

application: light up a LED on a control panel (output), to
prevent users from arming the system if, for example, a

window in the building is still open (input still active).

All the inputs using the ACTIVE SENSOR EVENT
profile have to return to idle state in order to reset input
10201 and the corresponding output to the idle state. Only
when this condition is fulfilled, the user can arm the
system without triggering an alarm.

Operational state: the system will only transmit the
alarm when the system is armed.

Repeat: the system will repeat the alarm
transmission every x minutes (configurable) as long
as the input is active.

End-of-alarm behaviour: when the input is no longer
active (= end of alarm), the system will transmit a
new message to indicate this.

Profile type: 0 — Alarm. This is the generic profile

type.
You cannot modify the profile type.

To activate an output based on input 1201, proceed as follows:

1.  Assign the ACTIVE SENSOR EVENT profile to all the inputs that have to trigger input 1201.
2. Checkif input 10201 has a suitable alarm profile (default is SILENT MESSAGE).

3.  Select the desired output (filter on Outputs: On the box or Outputs: Network to see only the physical
outputs), and give it a suitable name.
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4.  Click Programmable, and then select Active sensor (1201) in the list.

Details
Name

Pulse time (0=none) (=)

LED active sensors
SILENT MESSAGE
a

Behaviour Manual cperation
Recording controlled
@  Programmable Active sensor (1201) -
5. Click Save.
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14 Input/Output Behaviour
14.1 About Inputs and Outputs

The XO device offers along list of inputs and outputs.

ADPRO

e Inputs are events or alarms, originating either from the XO device itself or from connected peripherals such
as cameras, PIR detectors, etc. You associate each input with an alarm profile, that defines iffhow/when
the system has to transmit the corresponding alarm message and camera images.

o Outputs are signals that typically drive connected peripherals such as status LEDs, audio switchers, etc.

For each output, you define how to activate it.

To open the list with inputs and outputs, choose System > Behaviour > Input/Output Behaviour.

[. Input/Output Behaviour

Inputs/Outputs Detailz
el Name SYSTEM STARTUP
10000 - [SYST] - SYSTEM STARTUP (I
[ Profile SINGLE EVENT

10001 - [SYST] - MANUAL HW CFG NEEDED ||
10002 - [SYST] - HW CFG MISMATCH X
10005 - [S¥ST] - ANALYTIC CFG BUSY e e 0
10006 - [SYST] - CONFIG UNCOMMITTED i e 1o .4
10007 - [SYST] - TECHNICIAN GRANT B

A 10008 - [SYST] - SYSTEM ARMED
10008 - [S¥ST] - ENTRY ERROR £k
10010 - [SYST] - EXIT ERROR
10011 - [SYST] - ENCODER CARD ERROR uress(live + quad
10012 - [SYST] - LICENSE ERROR
10013 - [SYST] - SYSTEM LICENSE ERROR
10014 - [SYST] - UNKNOWN LICENSE ERROR
10015 - [SYST] - HARDDISK FULL

Fitter

B Al -

- -

Entry/Exit path config
Entry/exit hold time delay (=) 30

SmokeTrace stop guard time
Guard time (0=none) (s} i}

C Quad alarm for all cameras
QUAD image interval (s} 0.4 -

Alarm Repeat time
Alarm repeat time (15-1440 min} 15

Here you can name alarms, and assign an alarm prefile to each input. You can also program input workbits and outputs, and define input and output
behaviour.

The Input/Output Behaviour window consists of the following parts:

A | Inputs/Outputs: The list of all inputs and outputs.

Filter: filters to reduce the list of inputs/outputs and quickly find the input/output you need.

General settings that apply to all inputs.

oo m

input/output that is selected in the list.

Details: the detailed settings of the input/output. The available options and settings depend on the

The inputs/outputs are all structured in the same way. Some examples:
10008 — [SYST] - SYSTEM ARMED
C2560 - [OUTP] - USBIO-1 GREEN LED
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Details are in the table below:

— [SYST] - SYSTEM ARMED
— [OUTP] - USBIO-1 GREEN LED
The unique identification Input/output type. The different types | A descriptive name of the
number of the input/output. are: input/output.
In lists with both inputsand | [SYST]: system input You can modify the name. This is
outputs, the input numbers s [REAL]: ‘real’ input (as opposed | particularly useful for the
start with an ‘I’, and the output to atamper input) inputs/outputs on the MIO/EIO cards
numbers with a ‘C’. e [TAMP]: tamper input and Net I/O units, and for the
You cannot modify the e [OUTP]: output. workbits.
identification number. You cannot modify the input/output Honeywell recommends to keep the
type. default names of system inputs.

The setup of inputs and outputs is described in detail in the sections below.

14.2 Inputs

The following groups of inputs are available, depending on the configuration of the XO device:

e System Messages: internal events and states, such as communication errors, storage medium errors...
e Cam: camera inputs, such as video signal missing, camera sabotage alarm, motion alarm...

e Network: alarm inputs connected to the Net I/O units in the local network.

e  Onthe box: alarm inputs connected to the MIO and EIO cards, with alarm and tamper state.

e  Workbits: calculated bits that provide alarm information. A combination of inputs/outputs can trigger a
workbit.

e Virtual: not applicable (Virtual no longer available from Honeywell).
¢ PIRs: PIR inputs, including normal and double-knock alarms, tamper alarms, etc.
e SmokeTrace: not applicable (SmokeTrace no longer available from Honeywell).

e Analytic details: extra inputs for the IntrusionTrace analytic application. For more information, see the
IntrusionTrace Technical Manual (26472).

14.3 Monitored Inputs

The system can detect tampering with monitored inputs, providing extra security. Monitored inputs are available
on:

e MIO and EIO cards, both on the built-in cards or in the XO I/O Interface USB modules (= "on the box" inputs)

e the latest Net I/O units with hardware and firmware version 2 + XO version 5.4 or above running on the
controlling XO device.

The end of line (EOL) configuration of the input defines if and how the system detects tampering (NEOL = no end
of line: the system cannot detect tampering). For details, see the documentation of the MIO cards or Net I/O
units.

The XO client offers 2 alarms per monitored input: the 'real' alarm, and the tamper alarm.

14.4 Filtering Inputs

The list of available inputs is very long. Two filter boxes are available to quickly find the input you need.

Fitter
Al
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Fitter

Jar]

B

All

A q. ts
¢ Inputs: System Messages |

Inputs: Cam
Inputs: Network

< Inputs: On the box

* Inputs: Workbits
Inputs: Virtual
Inputs: PIRs
Inputs: SmokeTrace
Inputs: Analytic details
Inputs: Hold time
Inputs: Tx hold time
Inputs: Entry/Exit path
Input: Arm/Disarm
Input: Mode switch
Input: Fog detect
All outputs
Outputs: Cam
Outputs: Network
Outputs: On the box
Qutputs: Workbits
Qutputs: VM22A
All outputs: Manual operation
All outputs: Recording controlled

[
i
]

ADPRO

The first filter box contains the following filters for inputs:

All inputs: to list inputs only, not outputs.

Inputs: System messages: to list all inputs related to internal
events and states.

Inputs: Cam: to list all inputs from cameras. You can filter
further on camera number, to see only the inputs for 1 specific
camera.

Inputs: Network: to list all inputs on Net I/O units.

Inputs: On the box: to list all inputs on MIO/EIO cards (interna
or on the XO /O Interface USB modules).

Inputs: Workbits: to list all input workbits.

Inputs: Virtual: not applicable (Virtual no longer available
from Honeywell).

All outputs: Programmable

¢ Inputs: PIRs: to list all inputs from PIR detectors.

¢ Inputs: SmokeTrace: not applicable (SmokeTrace no longer
available from Honeywell).

¢ Inputs: Analytic details: to list all extra inputs for
IntrusionTrace

¢ Inputs: Hold time: to list all inputs that have an alarm hold time
different from 0.

e Inputs: Tx hold time: to list all inputs that have an alarm
transmission hold time different from 0.

¢ Inputs: Entry/Exit path: to list all inputs that have been
programmed within the entry/exit path (delayed events).

e Input: Arm/Disarm: to find the input that has been programme
for arming/disarming the system.

¢ Input: Mode switch: to find the input that has been
programmed for switching recording modes.

¢ Input: Fog detect: to find the input that has been programmed
as the fog detection input for intelligent double knock with
ADPRO PRO E PIR detectors

Filter

Inputs: On the box -

! [
ENORMAL EVENT

[PRIMARY EVENT a: I

BACKUP EVENT 1

SILENT MESSAGE
ESINGLE EVENT I
ACTIVE SENSOR EVENT |
FIRE PRIMARY b
(FIRE ADVISORY
FIRE VERIFICATION
FIRE TROUBLE
Mrace

The second filter box allows you to filter inputs on the alarm profile
that is assianed to the input.

14.5 Alarm Input Behaviour

O Note
ﬂ You cannot change the input’s unique identification number or the input type.
With software version XO 5.4 and above, you can select multiple inputs at once and quickly

assign the same alarm profile to all selected inputs. You can only change the alarm profile for multiple
inputs, not the other settings.
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To set up the input behaviour, proceed as follows:

1.  Choose System > Behaviour > Input/Output Behaviour.
2. Select the desired input in the list. Filter the list if necessary.
f Input/Output Behaviour

Here you can name alarms, and assign an alarm profile to each input. You can also program input workbits and outputs, and define input and output

behaviour.
Inputs/Outputs Detailz
Name USBIO-1 INPLITD1
12560 - [REAL] - USBID-1 PRESENCE FLT ~
[2576 - [REAL] - USBIO-1 INPUTOA Profile SRR LENANT e
Alarm hold ti
[2577 - [REAL] - USBIO-1 INPUTO2 arm hold time () 10
Alarm Tx hold time (0-1440
[2578 - [REAL] - USBIO-1 INPUTD3 min)
12579 - [REAL] - USBIO-1 INPUT04 1.2
f ! Cameras Ood

12580 - [REAL] - USBIO-1 INPUTDS
[2581 - [REAL] - USBIO-1 INPUTDS
12582 - [REAL] - USBIO-1 INPUTO7
12583 - [REAL] - USBIO-1 INPUTOS ® quadalarm

12596 - [TAMP] - USBIO-1 INPUTO1 O Duress(iive + quad)

[2597 - [TAMP] - USBIO-1 INPUT02 Camera PTZ Presets
Details

Camera view style O Live video

12598 - [TAMP] - USBIO-1 INPUTO3 ArmiDisarm input [0 Assign. to: [NONE]
12559 - [TAMP] - USBIO-1 INPUTO4
IELH Mode select input Oa Assign. to: [NONE]
2600 - [TAMP] - USBIO-1 INPUTOS
W Fog detect input Oa Assign. to:
Filter In entry/exit path [0 SmokeTrace stop input Oa
Inputs: On the box w Copy behaviour
Copy Name/Mask/Viewstyle to the corresp. tamper point
- w
Entry/Exit path config
Entry/exit hold time delay (s} 30
SmokeTrace stop guard time
Guard time (0=none) (s} V]
Quad alarm for all cameras
QUAD image interval (s} 0.4 v

Alarm Repeat time

Alarm repeat time (15-1440 min} 15
Reload

O Save

O Note
Depending on the type of input, not all settings and options may be available.

3. Provide the following information:

Item Description

Name Type a name (max. 20 characters) to describe the input. Use a description that
is meaningful and relevant. The name appears in the alarm message to the
CMS and toiTrace, in the screens in the client software (for example, in trigger
lists and in the Status window), and in the log files.

Honeywell recommends to keep the default names of system inputs.

O Note

H For monitored on-the-box or Net I/O inputs : when you change the
default name of the real input (alarm), the system automatically
changes the name of the corresponding tamper input accordingly, if
you have selected the Copy Name/Mask/Viewstyle... checkbox
(see further below). In this case, you cannot change the name of
the tamper input individually.

Profile Select the desired alarm profile. The alarm profile defines iffhow/when the
system has to transmit the alarm to the CMS (or other destinations such as
iTrace). For more information, see Alarm Profiles.
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Item Description

Alarm hold time (s)

Enter the minimum activation time of the alarm, in seconds. The XO device
will only detect the end of alarm after this delay. You can use this, for example,
to suppress a flow of events caused by a rattling alarm contact. Set to 0 if you
want to detect the end of alarm without delay.

This setting is unavailable for some types of inputs, such as system and
tamper alarms.

Alarm Tx hold time
(0-1440 min)

Enter the alarm transmission hold time, in minutes. The system will only
transmit the alarm if the alarm remains active for longer than the specified hold
time. This can help to reduce nuisance alarms going to the CMS. Set to 0 if
you want to transmit the alarm regardless of the time the alarm remains active.

This setting is unavailable for some types of inputs, such as certain system
alarms.

Cameras

Select the cameras that will provide live video and/or quad images for the
event. Choose the cameras that can reveal important information about the
event.

This setting is unavailable for some types of inputs, such as system-related
alarms (for example storage medium errors).

Camera view style

Select the video information to transmit to the recipient (CMS, iTrace user):

e Live video: the recipient can open a connection to the site and watch live
images on the selected cameras.

¢ Quad alarm: the system captures and transmits 3 stills from each
selected camera, together with a fourth image that displays the stills in
sequence to indicate movement. You set the interval between the stills
in the Quad image interval (s) box (see further below).

o Duress: the system sends both live and quad images from each
selected camera.

Camera PTZ presets

Click this button to configure PTZ cameras to move to a specific preset
position when the input is triggered. For details, see PTZ Position on Input.

Arm/Disarm input

Select this checkbox to use the input to arm and disarm the system (see
Arming/Disarming Manually).

You can only use one input for arming/disarming. The system displays the
number and name of the input that is currently assigned for arming/disarming
at the right side of the checkbox. If no input is assigned, it displays NONE.

Mode select input

Select this checkbox to use the input to switch between recording modes (see
Recording Mode with Manual Selection).

You can only use one input for switching recording modes. The system
displays the number and name of the input that is currently assigned for
switching at the right side of the checkbox. If no input is assigned, it displays
NONE.

Fog detect input

Select this checkbox to use the input as the fog detection input for intelligent
double knock (see Double-Knock Configurations).

You can only use one input as the fog detection input for intelligent double
knock. The system displays the number and name of the input that is currently
assigned as fog detection input. If no input is assigned, nothing is displayed.
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Item Description

In entry/exit path

Select this checkbox if you want to delay the alarm to allow for entering/exiting
the premises before the alarm goes off. You specify the delay itself in the
Entry/Exit hold time delay box (see further below).

This is typically used with motion detection in entry halls:

o If youenterthe premises while the system is still armed, you trigger the
alarm. However, the alarm will not go off if you disarm the system within
the delay (counting from the moment that the alarm is triggered).

o Ifyouleave the premises and arm the system, the alarm will not go off if
you leave within the delay (counting from the moment that you arm the
system).

SmokeTrace stop input

Not applicable (SmokeTrace no longer available from Honeywell).

Copy
Name/Mask/Viewstyle...
to the corresp. tamper
point

For monitored on-the-box or Net I/O inputs (real input and tamper input): if you
select this checkbox, and you change the Name/Cameras/Camera view
style settings of the real input, the system will automatically change these
settings for the corresponding tamper input too.

In this case, you cannot change the Name/Cameras/Camera view style
settings of the tamper input; the system will always use the settings of the
corresponding real input.

Logic

Only available for workbit inputs. For more information on programming the
workbits, see Programming Logical Functions.

Entry/exit hold time
delay (s)

Enter the delay for the entry and exit paths, in seconds. The delay is the same
for entry and exit, and for all inputs.

SmokeTrace stop guard
time (s)

Not applicable (SmokeTrace no longer available from Honeywell).

Quad image interval (s)

Select the interval, in seconds, between the successive quad images.

The quad interval setting applies to all cameras, and therefore to all
applications. Different applications may have different ideal quad intervals.
Forintrusion detection, you may require a short interval, whereas for other
alarms you may want a longer interval. In this case, you have to find a
compromise that gives acceptable results for all applications. Always test the
selected setting.

Alarm repeat time
(15-1440 min)

Forrepeating alarms: select the interval, in minutes, between the repeated
alarm transmissions. The repeat interval is the same for all inputs. However,
the setting does not apply to the following alarms; the system repeats them
only once every 24 hours:

e 0050 —[SYST] — STORAGE INSUFFICIENT

e 0065 —[SYST] - LICENSE EXPIRED

e 0066 —[SYST] - LICENSE OUT OF SYNC

e 0067 —[SYST] - APPLICATION STOPPED

o 0511 —[SYST] - GENERAL ISOLATION.

Click Save.

14.6 PTZ Position on Input

Itis possible to make one or more PTZ cameras move to a PTZ preset position when an input is triggered. You
can assign one position to each available PTZ camera.

The system delays the alarm transmission until the PTZ positioning time has expired. The PTZ positioning time is
the time that you allow for the camera to move and settle into the PTZ position. This makes sure that the quad
images recorded with the alarm are sharp. You specify the PTZ positioning time for each PTZ camerain the
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camera setup window. For more information, see PTZ Setup.
To make PTZ cameras move to a preset position when an input is triggered, proceed as follows:

1.  Choose System > Behaviour > Input/Output Behaviour.
2. Selectthe desired input, and then click Camera PTZ Presets. The following window appears:
(" ADPRO X0 Client |

Camera PTZ Presets

Camera Preset position
IP Office
Hallway

m

Warehouse left
Warehouse exit
Camera 5
Camera 6
Camera7
Camera 8

Camera 9 = -

e

3. Fortherequired PTZ cameras, click in the Preset position column, and then click the desired preset.
(" ADPRO XO Client =)

Camera PTZ Presets

Camera Preset position
IP Office

Hallway - |Z|

Warehouse left

e e 001 - Home
Viarenouse exr 002 - Right
Camera 6 005 - Window

Camera7

m

Camera 8

Camera 9 = -

4. Click OK.
5. Click Save.

14.7 Outputs

The following output types exist, depending on the configuration of the XO device:
e  Cam: camera outputs.
o Network: outputs on the Net I/O units, connected to the local network.

e  On the box: outputs on the MIO and EIO cards.

e  Workbits: calculated bits that can be used to store internal states. A combination of inputs/outputs can trigger a

workbit.

e VM22A: outputs that activate the corresponding loudspeaker on the VM22 audio switchers. You can only
change the name of these outputs; the system fully controls their behaviour.

You can activate an output in one of the following ways:
e  Manually
e By arecording condition (recording controlled)
e By alogical function (programmable).

All methods are described in detail further below.
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14.8 Filtering Outputs

The list of outputs is very long. Filters are available to quickly find the output you need. The following filters for
outputs exist:

e All outputs: to list outputs only, not inputs.

e  Outputs: Cam: to list all outputs from cameras.

e  Outputs: Network: to list all outputs on Net I/O units.

e  Outputs: On the box: to list all outputs on MIO/EIO cards (internal or on the XO I/O Interface USB modules).
e  Outputs: Workbits: to list all output workbits.

e  Outputs: VM22A: to list all outputs on a VM22 audio switcher.

e All outputs: Manual operation: to find all outputs that are controlled manually

e All outputs: Recording controlled: to find all outputs that are controlled by recording conditions

e All outputs: Programmabile: to find all outputs that are controlled by a logical function.

14.9 Output Behaviour

14.9.1 Manual Operation

Manual operation means that you can manually activate the output from within the XO client software; either via
the Status window or from the Live Video window. To control an output from the Live Video window, you have
to assign at least one camera to the output. Outputs that can be controlled via the Live Video window are also
available in iTrace.

You can deactivate the output in the same way, or let the XO client automatically reset the output after a specific
time (pulse time) or when you close the XO client.

The following outputs are suitable for manual operation:

Activate from
Live Video window

Status window

| iTrace
Relay outputs on the MIO and EIO cards (on-the-box outputs) Yes Yes
Relay outputs on the Net I/O units (network outputs) Yes Yes
Workbit outputs Yes No
Camera outputs Yes Yes
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14.9.1.1 Setting up Outputs for Manual Operation

To set up an output for manual operation, proceed as follows:

1. Choose System > Behaviour > Input/Output Behaviour.
2. Select the desired output in the list. Filter the list if necessary.
~ Input/Output Behaviour
/ Here you can name alarms, and assign an alarm profile to each input. You can also program input workbits and outputs, and define input and output
behaviour.
Inputs/Outputs Detailz
C2560 - [OUTF] - USBIO-1 GREEN LED £ ljlame USBIO-1 OLTRUTD1
2561 - [DUTP] - USBIO-1 YELLOW LED Trone i FLETSES
(2562 - [OUTF] - USBIO-1 DISC LED P”_'S_e fime EU':”U”_ef ‘{S_" |0
2563 - [OUTF] - USBIO-1 BUZZER AT R 0
1 2
| - L
C2577 - [OUTF] - USBIO-1 QUTPUTO2 =
C2578 - [OUTF] - USBIO-1 QUTPUTO3
C2579 - [OUTF] - USBID-1 QUTPUTO4 Behaviour @  Manual operation Disconnect operation
C2624 - [OUTF] - USBIO-2 GREEN LED F Recording controlled @ Reset output
C2625 - [OUTF] - USBIO-2 YELLOW LED ©  Programmabie Latch output
C2626 - [OUTP] - USBIO-2 DISC LED
C2627 - [OUTP] - USBIO-2 BUZZER
C2640 - [OUTF] - USBIO-2 OUTPUTOA
C25641 - [OUTF] - USBIO-2 QUTPUTO2
Fitter
Qutputs: On the box -
Entry/Exit path config
Entry/exit hold time delay (=) 30
SmokeTrace stop guard time
Guard time (0=none) (s} V]
Cuad alarm for all cameras
QUAD image interval (s) 0.4 |Z|
Alarm Repeat time
Alarm repeat time (15-1440 min} 15
3. Provide the following information:

Item ‘ Description

Name Type aname (max. 20 characters) to describe the output. Use a description that is
meaningful and relevant.

Pulse time (s) Toreset the output automatically after a specific time: enter the time, in seconds, in
the Pulse time box.

Set the pulse time to 0 if you want to keep the output active.

Behaviour Click Manual operation.

Cameras To make the output available for activation in the Live Video window and iTrace,
select the cameras for which the Activate outputs button has to appear. Select at
least one camera.

This option is not available for workbits.
Disconnect Define what happens when you close the XO client:
operation e Click Reset output if you want to reset the output to idle state (inactive) when
closing the XO client.
e Click Latch output if you want to keep the output active when closing the XO
client.
Keep in mind that the system will reset the output when you restart the XO device.
4. Click Save.
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14.9.1.2 Activating/Deactivating Outputs from the Live Video Window
To activate/deactivate an output from the Live Video window, proceed as follows:
1.  Inthetop menu, click Live Video.

In the matrix view, click the camera image to which the output is associated.

Under Tools, click the [= putton. A popup window appears with a status bar for the outputs on the selected
camera. Ildle outputs are blue, active outputs are green. When you place the mouse cursor over an output,
the system displays the output number and name.

1 |
E |
2579 - [REAL] - Main Gate

Close ‘

4. Toactivate an output, right-click the desired output in the status bar, and then click Activate. The output bar
colours green.

B |

= [ ——

|
e
Close k Close

5. Todeactivate an output, right-click the desired output in the status bar, and then click Activate. The output
bar colours blue.

e S I —

k Close IZ:> [ Close |

6. Click Close.

14.9.1.3 Activating/Deactivating Outputs from the Status Window
To activate/deactivate an output from the Status window, proceed as follows:

1. Inthetop menu, click Status, and then click the I/O tab.

2. Locate the desired output in the status bars. When you position the mouse cursor over an output, the
system displays the output number and name. Idle outputs are blue, active outputs are green.

2578 - [REAL] - Lights Parking |

3. Toactivate an output, right-click the desired output in the status bar, and then click Activate. The output bar
colours green.

[

|::> 0

4. Todeactivate an output, right-click the desired output in the status bar, and then click Activate. The output
bar colours blue.

QO

|::> -

14.9.2 Recording-Controlled Outputs

You can automatically activate outputs when a recording starts. The system deactivates the output when the
recording stops, or you can let the system automatically reset the output after a fixed time (pulse time). You can
assign one output to each recording condition. You can assign an output to only one recording condition.
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To set up a recording-controlled output, proceed as follows:

1.
2.

3.

4.

Choose System > Behaviour > Input/Output Behaviour.
Select the desired output in the list. Filter the list if necessary.

Fitter
Qutputs: On the box

Entry/Exit path config
Entry/exit hold time delay (=)

SmokeTrace stop guard time
Guard time (0=none) (s}

Quad alarm for all cameras
QUAD image interval (s}

Alarm Repeat time
Alarm repeat time (15-1440 min}

/ Input/Output Behaviour

Here you can name alarms, and assign an alarm profile to each input. You can also program input workbits and outputs, and define input and output

behaviour.
Inputs/Outputs Detailz
= Name USBIO-1 OUTPUTO1
C2560 - [OUTP] - USBIO-1 GREEN LED |;
2561 - [DUTP] - USBIO-1 YELLOW LED rrone FLETSES
Pulse time (O0=ncne) (s} V]

2562 - [OUTP] - USBIO-1 DISC LED
2563 - [OUTP] - USBIO-1 BUZZER i ) 0
C2577 - [OUTP] - USBIO-1 OUTPUTOZ
C2578 - [OUTP] - USBIO-1 OUTPUTO3

C2579 - [OUTF] - USBIO-1 OUTPUTO4 Behaviour () Manual operation
C2624 - [OUTF] - USBIO-2 GREEN LED @  Recording controlled
C2625 - [OUTP] - USBIO-2 YELLOW LED L @ Programmable

C2626 - [OUTF] - USBIO-2 DISC LED
C2627 - [OUTP] - USBIO-2 BUZZER
C2640 - [OUTF] - USBIO-2 OUTPUTOM
C2641 - [OUTP] - USBIO-2 OUTPUTO2

Alarm Tx hold time (0-1440

Cameras

m

0.4 [

15

Provide the following information:

Item ‘ Description

Name

Type aname (max. 20 characters) to describe the output. Use a description that is
meaningful and relevant.

Pulse time (s)

If you want to reset the output automatically after a specific time: enter the time, in
seconds, in the Pulse time box.

Set the pulse time to 0 if you want to keep the output active as long as the recording
condition is active.

Behaviour

Click Recording controlled.

Click Save.

You can now assign the output to a recording condition. For more information, see Recording Behaviour .
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14.10 Programmable Inputs and Outputs

14.10.1 Overview

Under Logic, you can program a function that calculates the value for an input or output, based on a combination
(AND/OR) of other inputs, outputs, and input isolation statuses. You can program the following inputs and
outputs:

e Inputs:
— the camera EVENT inputs. For example, for camera 1: 11032 — [REAL] — CAM0O1 EVENT.
— workbits.

e  Outputs:

— outputs on MIO/EIO cards
— outputs on Net I/O cards
— workbits

— camera outputs.

14.10.2 Predefined Programmable Outputs

For outputs, you can choose from a number of predefined functions.

Behaviour - Manual cperation
Recording controlled
@  Programmable m

mera PTZ Presets Fault (1509)
Recording (1510

Armed state (I008)
Active sensor (1201)
Alarm relay (I008&&1201)
SmokeTrace Stop (1202)
Fire alarm cond (1199)
Logic

The available options are:

Option ‘ Description

Fault (1509) The system activates the output if any fault is present (follows system input 10509).
Faults are active inputs indicated in orange in the Status window. Active inputs that
are isolated, do not trigger the output.

Recording (1510) The system activates the output if any recording is active (follows system input
10510).

Client Connection The system activates the output if any client connection is active (follows system

(1200) input 10200).

Armed state (1008) The system activates the output if the system is armed (follows system input 10008).

Active sensor (1201) | The system activates the output if any sensor is active (follows system input 10201).

Alarm relay The system activates the output if any sensor is active, but only when the system is
(1008&1201) armed (follows system input 10201 AND system input 10008).

SmokeTrace Stop Not applicable (SmokeTrace no longer available from Honeywell).

(1202)

Fire alarm cond (1199) | Not applicable (SmokeTrace no longer available from Honeywell).

Logic The system activates the output depending on a calculation in a logical function that
you program yourself.
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To set up a programmable output with a predefined function, proceed as follows:

1.  Choose System > Behaviour > Input/Output Behaviour.
2. Select the desired output in the list. Filter the list if necessary.
3. Provide the following information:

Item ‘ Description

Name Type aname (max. 20 characters) to describe the output. Use a description that is
meaningful and relevant.

Pulse time (s) If you want to reset the output automatically after a specific time: enter the time, in
seconds, in the Pulse time box.

Set the pulse time to 0 if you do not want to reset the output automatically.

Behaviour Click Programmable, then select the desired function in the list. If you choose Logic,
program the function as described in Programming Logical Functions.

4. Click Save.

14.10.3 Programming Logical Functions

Below is an example of a logical function:
C3072=12144 AND 12145 OR M2146 AND NOT 12145.

The system executes the function from left to right. The AND operation is performed first. This means:
C3072=12144 AND 12145 OR M2146 AND NOT 12145

is the same as:

C3072 = (12144 AND 12145) OR (M2146 AND NOT 12145)

Output C3072 (workbit 1) will be active if:

input 12144 AND input 12145 are both active (these are inputs 1 and 2 on Net I/O unit 2)

orif

input 12146 is isolated AND input 12145 is inactive (input 3 on Net I/O unit 2 is isolated and input 2 on the same
unit is inactive).

To program a logical function, proceed as follows:

1. Choose System > Behaviour > Input/Output Behaviour.
2. Select the input or output that you want to program.

3. Foroutputs only: under Behaviour, select Programmable, and then select Logic in the list. The Logic
section for entering the function appears.
For inputs, the Logic section appears automatically when you select a programmable input.

Logic
C3072 =
Tools
ADD

ND

0000 - SY'STEM STARTUP -
10001 - MANUAL HW CFG NEEDED

0002 - HW CFG MISMATCH

0005 - ANALYTIC CFG BUSY

DEL
ISOLATE

NOT CLEAR

Al |z| UNDO

4. Proceed as follows to create the function:

Desired result Possible actions

Toaddaninput/outputtothe |o  Select the input/output in the list (filter the list if necessary), and then
function click ADD.
e  Double-click the input/output.
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Desired result Possible actions

Tousetheinvertedstatus ofan |*  Click NOT immediately after adding the input/output.
input/output e  Click the input/output in the function, and then click NOT.

The indication NOT appears in front of the input/output number in the
function.

Click NOT again to revert to the normal status.

To read the isolation status e Click ISOLATE immediately after adding the input.

(isolated or not) of an input e  Click the input in the function, and then click ISOLATE. The letter
M appears in front of the input number in the function.

Click ISOLATE again to read the normal status.

To add an operator Click AND or OR.

To execute specific operations | Use parentheses:

first e Select the operation(s) that you want to execute first, and then
click ().

e  Click (), position the cursor between the parentheses, and then
add the desired inputs/outputs and operators.

To remove parentheses: select each parenthesis individually, and then

click DEL to remove it.

To undo your last action Click UNDO.

To delete a part of the function | Click or select the part, and then click DEL.
To delete the whole function Click CLEAR.

5. Click Save.
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15 Video Content Analytics (VCA)

15.1 Overview
There are several options for video content analytics (VCA) on your XO device:

e You can use one or more of the ADPRO analytic applications:
— IntrusionTrace: outdoor perimeter detection for sterile zone monitoring
— LoiterTrace: indoor/outdoor loitering detection

These applications are embedded in the XO software, but you need a license to unlock their functionality. You
install the licenses on the XO device using the Xchange2 Tool. The menu option for setting up an analytic
application in the XO client only appears if you have installed at least one valid license for that application on
the XO device.

O Note
eFT-S LoiterTrace does not support deep learning.

The use and configuration of the analytic applications is not described in detail in this document. For more
information on the analytic applications, see the respective application’s documentation.

e The Motion, sabotage feature: this is always available on the XO device. You do not need a license for it. For
details, see Motion, Sabotage.

15.2 Rendering Analytic Bounding Boxes

Analytic bounding boxes indicate the presence of detected objects in the scene, detected by the ADPRO analytic
applications. The bounding boxes are:

e  Green: when the alarm is not triggered

e Red: when the alarm is triggered.

Besides the bounding boxes around the detected object, IntrusionTrace also displays the path that the object
follows in the scene. Just like the bounding boxes, the path is displayed in green when the alarm is not triggered,
and in red when the alarm is triggered.

As long as the alarm is not triggered, LoiterTrace also displays the time (in seconds) that the object is being
tracked in the detection zone.
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IntrusionTrace: analytic bounding box (A) and path (B)

LoiterTrace: analytic bounding box (B) and timer (A)

For live and recorded images in the Live Video and Recorded video windows, you can choose whether you
want to render analytic bounding boxes and paths, or not. The following options exist:

e  Off: the system does not display bounding boxes and paths or timers.

e Alarm only: the system displays only the red bounding boxes and paths when an alarm occurs.

e Alarm and tracking: the system displays the green bounding boxes and paths/timers for tracking (pre- and
post-alarm), and the red bounding boxes and paths when the alarm occurs.

¢ IntrusionTrace zone outline upon event: the system highlights the IntrusionTrace detection zone where the

alarm occurs.

Below, you can see several examples for IntrusionTrace:

Off:

Alarm only:

Alarm and tracking:
green bounding boxes and path for tracking; bounding

boxes and path will turn red upon alarm

red bounding box and path upon alarm

IntrusionTrace zone outline (with alarm):
red bounding boxes and path + IntrusionTrace detection
zone highlighted
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Below, you can see several examples for LoiterTrace:

2ok 0617 19°Z1:48 20k @b~ 17 19:°22°5F

Lol tesTrace

LoltesTrace

Off: Alarm only:
no bounding boxes or timer visible red bounding upon alarm

2l 66~17 19-09°58
LoltesTrace

Alarm and tracking:green bounding box and timer for
tracking; bounding box will turn red upon alarm

If you have multiple analytic applications running on the same camera (for example, IntrusionTrace and
LoiterTrace), the system will display bounding boxes for all analytics. The example below displays a red bounding
box for IntrusionTrace (alarm) and a green bounding box for LoiterTrace (tracking), around the same object.

The following limitations apply to bounding box rendering:

e  When playing back recorded images, bounding boxes and paths/timers only appear in normal playback mode,
not during fast forward/backward.

e If bounding box rendering is switched off, the IntrusionTrace zone outline upon event option is unavailable.

e The player software that allows you to play downloaded recordings (.hbox files) from your local PC or from a
USB drive, offers the same options for rendering analytic bounding boxes and paths/timers. However, the
IntrusionTrace zone outline upon event option is not available.

e If you need to see the highlighted IntrusionTrace zone, play the recordings from within the XO client.
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To select the desired options for rendering bounding boxes, proceed as follows:

1. Fromthe live or recorded images view, click the ") button, and then click the desired rendering option.
=

Alarm only
v | Alarm and trackingl}

IntrusionTrace zone cutline upon event

2. Tohighlight the IntrusionTrace detection zone where the alarm is triggered, click the [ button, and then
click IntrusionTrace zone outline upon event. A check mark appears next to the option when it is active:

"

Alarm only

v | Alarm and tracking

v | IntrusionTrace zone outline upon event

15.3 Motion, Sabotage

15.3.1 About Motion, Sabotage Detection

With the Motion, sabotage feature, you can define up to 4 rectangular motion detection zones for a camera.
Each one triggers its own alarm. For example, for camera 1:

1034 — [REAL] - CAM01 MOTION1
to
1037 —[REAL] — CAM01 MOTION4

You can transmit these alarms to a CMS, or use them to start recordings.

Furthermore, you can define up to 3 rectangular private zones (mask zones). These zones can overlap. Private
zones are not available on cameras with PTZ enabled.

Bounding boxes and paths are not available with the Motion, sabotage feature. However, if bounding box
rendering is enabled, the system will display the motion detection zones edges (in red) upon an alarm in the live
and recorded video view.

Optional: you can enable camera sabotage detection. With sabotage detection enabled, the system generates
an alarm if the camera is being tampered with (for example: the lens is covered). You can set up advanced
settings for sabotage detection and save the settings in a profile.
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The Cameras section displays the numbers of all the cameras on the XO device that are using the Motion,
sabotage feature. Position the mouse cursor over the number to see the corresponding camera name.

Cameras

“j Select

|

[ s
NN

Parking Front

The icons on the camera numbers indicate the following information:

e  The green check mark (on the left) indicates that the camera is configured for motion detection: you have
drawn at least one motion detection zone for that camera. In the example above: on all cameras.

e TheredS (on the right) indicates that sabotage detection is enabled for the camera. In the example above: on
cameras 2 and 4 only.

15.3.2 Drawing Detection Zones

O Note

It is usually better to use several smaller detection zones than 1 large zone. A large detection zone
may produce false alarms caused by light variations in the scene.

To draw detection zones for motion detection, proceed as follows:

1.  Choose System > Behaviour > Analytics > Motion, sabotage.

2. Click Select, and then click the desired camera. The camera number appears in the grey box and the live
image appears.

& Motion, sabotage

Here you can define motion zones, privacy mazks and control the picture properties.

Cameras

Drawing Tools

(2] (o] (@] ()

Motion zones

Time

Min Max

Sabotage detection Min zone area (%)

[ sabotage detection 0% 100%

Default | | Scene Config

Manually reset alarm Automatically reset alarn

Clear alarm afte 10
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3. Under Drawing Tools, click the@ button (first button).
A blue square (numbered 1) appears on the live image.

ion zones, privacy magks and control the picture properties.

Here you can define

Cameras

'»!‘3 Select

Drawing Tools

(2] o] (@] ()

Motion zones

ime

Min Max
Sabotage detection Min zone area (%)
[0 Sabotage detection 0% 100%
3bota A T &X
&arming aw sats sabotage alarm
Defauit [v] [ SceneConfig
— 2 -10s s 0
Manually reset alarm Automatically reset alarm
Clear alarm after _1.0 | Sec
Undo ] [To Save

4.  Adjust the detection zone as follows:
— Drag the zone to move it to the desired position.
— Drag one of the corner handles to resize the zone.

— To delete the zone, click in it, and then click @
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5. Repeat for more detection zones. You can define up to 4 detection zones. The currently selected zone is
orange.

L Motion, sabotage

Here you can define motion zones, privacy masks and control the picture properties.

Cameras

Drawing Tools

(2] (o] (@] ()

Motion zones

Time:

Min | Max
Sabotage detection Min zone area (%)
[0 sabotage detection 0% 1 100%
ar
xed
Defauilt v| Scene Config
-10= -5z o
Manualty reset alarm Automatically reset alarm
Ciear alarm after 10
undo | (@ save
6. Click Save.

Next, you will set up the detection parameters.

15.3.3 Motion Zone Detection Settings

The detection settings depend on the type of camera: analogue or IP. Both possibilities are described in detail
below.

15.3.3.1 Analogue Cameras
For analogue cameras you can adjust the sensitivity and the threshold for each detection zone.

Motion zones

Sensitivity

Max Min

Threshold

Min | | Max

e Sensitivity: specifies how much the luminance of the pixels in the zone has to change to detect motion. This
setting is valid for all the detection zones.

e Threshold: sets the number of pixels in the zone that have to change in order to detect motion. This defines
the size of the objects that you can detect. With a large threshold, only large objects will trigger motion
detection. You can adjust this setting per detection zone.
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It takes some testing to find the optimal settings. Some guidelines for successful motion detection with
analogue cameras:

e  Use uniform lighting.

e  Switch off AGC (automatic gain control) in the camera.

o Keep the sensitivity as low as possible. If sensitivity is high, small illumination changes may cause false
alarms.

o Keep the detection zones as small and narrow as possible. With large detection zones, you have to increase
the sensitivity in order to detect motion. This in turn may increase the number of false alarms. In addition,
relatively small objects may not be detected in a large zone.

@) Note

To get a feel for how the different settings influence detection, adjust only one setting at a time:
sensitivity, threshold, or the size and shape of the detection zone.

To set up motion detection settings for analogue cameras, proceed as follows:

1. Adjust the Sensitivity slider.

2. Click a detection zone to select it, and then adjust the Threshold slider for that zone.

3. Usethe graph to test the settings in the selected detection zone. The horizontal red line indicates the
threshold. It moves up if you increase the Threshold setting, and down if you decrease it. The detection
level (black line) of the zone has to exceed the threshold to trigger motion detection.

T
N IIFARFY

4. Repeat from step 2 for other detection zones.
5.  Click Save.

You can test the settings from the configuration screen: if detection is successful and an alarm occurs, the
system highlights the edge of the motion detection zones in red in the configuration screen. You can immediately
adjust the settings if necessary.

15.3.3.2 IP Cameras

@) Note

Please check the sensitivity settings, if the firmware version is upgraded from the 4.3.6 version to
4.5.7 or later.
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For IP cameras you can adjust time and minimum zone area for each detection zone:

Motion zones

Time

Min 1 Max

Min zone area (%)
0% 1 100%

-10s -5s o

o Time: sets the detection delay. Minimal delay means that the motion is detected immediately when an object
starts moving in the detection zone. Maximal delay means that the motion is detected when the object is
moving inside the detection zone for some time. This setting is valid for all detection zones.

¢ Min zone area (%): sets the size of the object to detect, relative to the detection zone size (as a percentage).
A low zone area percentage means that even very small objects (such as small animals like cats and dogs)
will trigger motion detection. A high zone area percentage means that only very large objects will trigger
motion detection. You can adjust this setting per detection zone.

To set up motion detection settings for IP cameras, proceed as follows:

1. Adjust the Time slider.

2. Click a detection zone to select it, and then adjust the Min zone area (%) slider for that zone.

3. Usethe graph to test the settings in the selected detection zone. The horizontal red line indicates the
threshold for detection. It moves up if you increase the Min zone area (%) setting, and down if you
decrease it. The detection level (black line) of the zone has to exceed the threshold to trigger motion
detection.

i T
N IIFARFY

4. Repeat from step 2 for other detection zones.
5.  Click Save.

You can test the settings from the configuration screen: if detection is successful and an alarm occurs, the
system highlights the edge of the motion detection zones in red in the configuration screen. You can immediately
adjust the settings if necessary.
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15.3.4 Private Zones (Mask Zones)

Outdoor security cameras may unintentionally look into neighbouring residences. To respect their privacy, you
can mask these parts of the picture. You can add up to 3 rectangular private zones. The zones can overlap.

O  Note
Itis not possible to draw private zones if the camera has PTZ enabled. The following message will
appear:

ADPRO XO Client ==

@ PTZ is active, no mask zones are alowed!

To draw detection zones for motion detection, proceed as follows:

1. Under Drawing Tools, click the @ button (second button).
A yellow striped black rectangle appears in the left upper corner of the image.

2. Adjust the size and position of the rectangle until it masks the required private zone. In the live view, the
masked area will be black.

3. Repeat to add more private zones if necessary.
4. Click Save.
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15.3.5 Sabotage Detection

With sabotage detection enabled, the system generates an alarm if the camera is being tampered with. The
sabotage detection feature has been enhanced with the option to reset the alarm manually or automatically. The
following actions will result in a sabotage alarm:

e  Covering, spray painting the lens

e Changing the position of the camera

e Changing the zoom/focus of the camera image

e  Turning off the lights.

If the system detects sabotage, it triggers the SABOTAGE EVENT alarm on the related camera. For camera 1,
this is: 1025 —[REAL] — CAM01 SABOTAGE EVENT. You need to reset this alarm manually.

O Note

The CONTRAST EVENT and BAD SCENE alarms from previous versions are no longer triggered;
only the SABOTAGE EVENT alarm remains.

To enable sabotage detection, proceed as follows:

1. Select the Sabotage detection checkbox.

Sabotage detection
Sabotage detection

) Sabotage detection & Learning time exceeded
[ Learning alarm sets sabotage alarm

Default | | Scene Config

Manually reset alarm Automatically reset alarm

Clear alarm [0 after |10 sec.

O Note

ﬂ Sabotage detection works by finding lines in the image. A sabotage alarm is triggered when the
camera is turned or covered. On turning the camera, the sabotage algorithm learns the new
position once again. However, the camera can't detect lines in the image if it turns to a blank wall
and the sabotage detection is no longer operational. Select the Learning alarms sets sabotage
alarm checkbox to trigger the learning time exceeded alarm when the sabotage algorithm has
not detected lines in the image for a set period.

2. Click Save.

When sabotage is detected, the status icon colours red.

Sabotage detection
W Sabotage detection

@ Sabotage detection | Clear alarm |

Default = | Sceneconfg |

If you have to clear the sabotage detection alarm manually, proceed as follows:
e Click Clear alarm.

If you have to enable automatic clearing of sabotage detection alarm, proceed as follows:

e  Select the after checkbox under Manually reset alarm and set the number of seconds after which the alarm
must get cleared automatically. For example, if you set 60, the alarm is cleared automatically after one minute.
The value allowed ranges between 1 and 3600 seconds.
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15.3.6 Advanced Settings for Sabotage Detection (Scene Profiles)

You can set up advanced settings for sabotage detection, and save these parameters in a scene profile. You
can then assign the profile to the desired cameras that have sabotage detection enabled. The parameters are
valid for the whole scene (not for individual motion zones).

The default detection settings are suitable for most scenes, and were chosen to provide the best detection while
reducing false alarms to the minimum. Honeywell recommends to use the advanced settings only for scenes with
specific needs.

15.3.7 Scene Profile Settings

The advanced parameters for sabotage detection are:
o Sensitivity level: controls the sensitivity of the sabotage detection.

— Increase sensitivity to detect smaller changes. For example, if you want to detect even very small changes
in the camera position. This may lead to more false alarms.

— Decrease sensitivity to prevent false alarms. For example, when a camera switches from day to night
mode, the system may trigger the sabotage alarm. To prevent this, decrease the sensitivity.

e Minimum detection time: controls the detection of short disturbances. For example, a truck passing in front
of the camera may trigger the sabotage alarm. To prevent this, make the minimum detection time longer than
the time the truck remains in the scene.

Always test the settings under various conditions to determine the best settings for your particular case.

15.3.8 Default Scene Profile

The table below lists the settings in the default scene profile. You cannot change the default profile.

Parameter Default value

Sensitivity level 3 (= normal)

Minimum detection time 10 seconds

15.3.9 Creating a Custom Scene Profile

If the default scene profile is not suitable, you can create your own custom scene profile. If need be, you can
create different scene profiles for different cameras. Any scene profile that you create is available to all cameras
on the XO device that have sabotage detection enabled.

Caution!

® If you assign the same profile to different cameras, make sure to test the settings on all these
cameras.

To create a custom scene profile, proceed as follows:

1.  From the Motion, sabotage window, click the desired camera.

Cameras

) Select

g Ea e

Pal'lr.ing Front
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2. Make sure that the Sabotage detection checkbox is selected.

3. Click Scene Config.

ADPRO XOC Client

S5

Detection profies

Name

Profile details

Value 3 [1-5]

sensitivity lewel (l=low,

[10] minimum detection time (sec)

MName sensitivity level (1=low, 3=normal, 5=high)

3=normal, 5=high)

4.  Inthe Name box, type a meaningful name for your custom profile.

5.  Click Add. The system adds a profile with the chosen name and the default settings.

ADPRO XOC Client

S5

Detection profies

Default

Name

Profile details

sensitivity lewel (l=low,

Value 3 [1-5]

Night Mode

[10] minimum detection time (sec)

MName sensitivity level (1=low, 3=normal, 5=high)

3=normal, 5=high)

ADPRO

The Profile details list shows all the settings, and their current value on the left between brackets.

6. To adjust a setting: under Profile details, click the desired setting. The setting’s name appears in the Name
box below the Profile details list. (You cannot change the setting’s name). The current value appears in the

Value box. The possible (range of) values appears to the right of the Value box.
7. Inthe Value box, type the desired value for the setting. The options are as follows:

Setting Description

Sensitivity level

Set to any round number from 1 to 5.

Minimum detection time

Set to any value (in seconds) from 10 to 600.

8. Click Apply to save the changes, and then close the profile window. The system automatically assigns the

new profile to the scene.
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9. Click Save.
10. Test the settings, and adjust if necessary.

15.3.10 Assigning Existing Scene Profiles to Cameras

Once you have created a scene profile, you can assign it to any camera on the XO device that has sabotage
detection enabled.

To assign an existing profile to a camera, proceed as follows:

1. From the Motion, sabotage window, click the desired camera.

Cameras

) Select

EpEaEs

Pal'lr.ing Front

2.  Make sure that the Sabotage detection checkbox is selected.
3. Inthe box to the left of the Scene Config button, select the desired profile from the list.

[ ) Sabotage detection Clear alarm
Default] l:] Scene Config
Default
.
Passing Trucks
4.  Click Save.

15.3.11 Changing an Existing Scene Profile

O Note
You cannot change the default scene profile; it is fixed.

To change an existing scene profile, proceed as follows:

1. Fromthe Motion, sabotage window, click a camera that uses the desired scene profile.

Cameras

) Select

EpEaEs

Pal'lr.ing Front

Click Scene config.

Under Profile details, click the desired setting, and adjust its value in the Value box.
Click Apply to save the changes, and then close the profile window.

Click Save.

Test the new settings, and adjust again if necessary.

o oA ®N

3013-9447-001 231



ADPRO XO eFT-SClient Software User Guide

Caution!

ADPRO

® If you assign the same profile to different cameras, make sure to test the settings on all these

cameras.

15.3.12 Deleting a Scene Profile

@) Note

H You cannot delete the default scene profile, or a custom scene profile that is still assigned to a
camera. Make sure that all cameras on the XO device that use sabotage detection use a different

profile (or the default profile).

To delete a scene profile, proceed as follows:

1. Fromthe Motion, sabotage window, click any camera that has sabotage detection enabled.

2.  Click Scene Config.

3. Under Detection profiles , click the desired profile.

r ~
ADPRO XO Client -z
Detection profies
Default
Night Mode
Name
Profile details
[21 gensitivity level (1=low, 3=normal, 5=high)
[30] minimum detection time (sec)
MName sensitivity level (1=low, 3=normal, 5=high)
Value 3 [1-5]
D  Aeoly

4.  Click Del. The following message appears:

ADPRO XO Client [

5. Click Yes to confirm.

6. Click Apply to save the changes, and then close the profile window.

7. Click Save.
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16 PIR Detector Settings

16.1 Prerequisites

To make sure that the XO device can process alarms from the connected PIR detectors correctly, keep the

following in mind:

e  For correct PIR alarm processing, a minimal PIR firmware version 2.00 is required. Previous firmware versions
also work with RS-485 communication, but do not support all features (such as alarm management).

e  For physically connecting the PIR detectors, see the Hardware Installation Manual of your XO device (eFT-S
Series: 3013-9446-001).

. Each PIR detector needs a unique address. For use with the XO device, PIR addresses have to be in the 1—
34 range or in the 1-32 range. The XO device will not discover PIR detectors with addresses outside these
ranges. For instructions on setting PIR detector addresses, see the ADPRO PRO E PIR System Setup
Manual (26571).

e  From firmware version V2.6 onwards, you need a PIR-HLI application license to enable the PIR detectors.
Use Xchange? to install the license on the XO device. For more information, see the Xchange2 user manual
(27816).

You use the XO client to:
e  Configure the serial port to which the PIR detectors are connected (if you are using an RS-485 bus).
e  Configure the IP modules (if you are using IP modules).

Configure the walk test port for PIR commissioning (iPIR).

Let the XO device discover the connected PIR detectors.

Set up alarm behaviour for the PIR alarm inputs.

Configure double-knock alarms.

16.2 Configuring the Serial Port

The XO client software automatically detects active serial ports on the XO device. The serial port for the PIR
detectors is one of the following:

e /dev/ttyS1 USB port: if you are connecting the PIR detectors using a USB-t0-RS-485 distribution unit, a USB-
to-serial-port RS-485 converter, or an IFM-485-ST module.

To set up the serial port for the PIR detectors, proceed as follows:

1.  Choose System > Connections > Serial Ports / PTZ. The list of active serial ports appears.

Serial Ports / PTZ

Configure the attached serial ports

Serial interface

/devittyS0O - Not configured
/devittyS2 - Not configured
/devityS3 - Not configured

/devittyS4 - Not configured

Edit Delete
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2. Select the correct serial port from the list, and then click Edit. The following screen appears:

Properties
® Pan-Tit-Zoom O Pr

Protocal [ - v
Name IdevittyS1

Baudrate ‘ ~]
Stopbits \ v
Databits \ ~]
Parity ~

Flow control |
Hide unknown protocol settings

Apply Cancel

3.  Click PIR. The system automatically fills in the settings for the serial port.

Properties

QO Pan-Tit-Zoom ® PR

Protocol

Name IdevittyS1

Baudrate | 3600 ~]
Stopbits [1 v
Databits [8 v
rory = g
Flow control [ none ]

Apply Cancel

4.  Click Apply.
5. Click Save.

- Configure the attached seral pons

Serial nlerface

Jdevitty30 - Nat configured
IdevittyS1 - Not configured
Jdewfity52 - Not configured
JdewittyS3 - Mot configured
fdevittyS4 - Mot configured

Eddil Delele

The serial port for the PIR detectors is now listed as ADPRO PIR.
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16.3 Enable parallel PIR polling

The XO device will do parallel PIR polling if the Enable parallel PIR polling setting is enabled. The polling is
single-threaded (i.e., one-by-one/sequential) if this option is not enabled. Proceed as follows:

Choose System > Behaviour > PIR Settings.

Click the Advanced PIR settings tab.

Select the Enable parallel PIR polling checkbox.

Click Yes in the Parallel PIR polling is supported only with IP module (one IP module connects

only one PIR). Do you want to continue? dialogbox. Clicking Yes selects the Enable parallel PIR
polling checkbox, and clicking No will unselect the checkbox. If you disable parallel PIR polling after
enabling it, it goes back to the normal single-threaded mode.

1.
2.
3.
4.
L4
=] CONNEGTIONS
#g Ethemnet/PPP
'3 =
vd
1]
€ 11
-
i
]
]
=] BEHAVIOUR
®
&
& ur
1 ALARM TRANSMISSION
5. Click Save.

g% Recorded video e “\\;‘ System arn
PIR seftings
Here you can configure the walktest port, infiate PIR discovery and configure the double knock events.
General PR setiings -

PRO-E IP module configuration

Ip address Port []Enable parallel PIR polling

Add
Inteligent double knock configuration - Please pair the PIR detectors you want tp-mt in intalinant dnubia knnok mada—
- ADPRO XO Client X B

% Select intelligent double knock

‘9 Paraliel PIR polling is supported only with IP module{ene IP module connects only one PIR). Do you want to continue?
4

Yes No

16.4 Configuring IP Modules

16.4.1 Adding IP Modules

The XO device will only detect the PIR detectors connected via IP modules if you add the IP modules in the client
software first. Proceed as follows:

1. Choose System > Behaviour > PIR Settings.
2. Clickthe Advanced PIR settings tab.

3013-9447-001
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g General PIR settings. =

Advanced PIR settings

PRO-E IP medule configuration

Ip address Port

Add Delete

Inteligent double knock configuration - Please pair the PIR detectors you want to put in inteligent double knock mode

% Select intelligent double knock partner Fog sensitive High sensitivity

3. Inthe PRO-E IP module configuration section, click Add.

PRO-E IP module configuration

Ip address Port
| 5555

4. Inthe lp address column, type the IP address of the IP module.

PRO-E IP module configuration

Ip address Port
10.0.0.128| 5555
Add Delete

The system automatically fills in the default walk test port number (5555).

5. Tochange the walk test port number, click in the Port column and type the correct port number.

6. Click Add to add more IP modules.

PRO-E IP module configuration

Ip address Port e
10.0.0.128 5555
10.0.0.129 5555
Add Delete
7. Click Save.

16.4.2 Deleting IP Modules

To delete an IP module, proceed as follows:

Click the desired IP module in the list, and then click Delete.

ADPRO

236

3013-9447-001



ADPRO ADPRO XO eFT-SClient Software User Guide
16.5 Initiating the PIR Discovery

To discover the PIR detectors connected to the XO device, proceed as follows:

1. Choose System > Behaviour > PIR Settings, and click the General PIR Settings tab.
2. Click Initiate PIR discovery. The PIR detector information table displays the found PIR detectors:

o

Here you can cenfigure the walktest port, intiate PIR discovery and configure the double knock events.

o General PR settings - Advanced PR settings

General

Discovery and status of the PIR detectors
PIR detector informatien ( Last requested at 2023/06/21 - 13:36:40 )

ﬁ Initiate PIR discovery P.. Type Mame Tamper sta.. Discovered Presence Timeou ®
1 PRO-E-400H PIRO1 ALAR... = Yes Yes 1
@ congeens 2 PRO-E-400H PIRO2 ALAR... = Yes Yes 6
3 - No No o
@  Transp. mode a o o 0
[JForward General Alarm 5 No Mo 0 y
< >
Refresh info Clear counters

Double knock configuration

PIR 01 - PIROZ RLRARM [I0521]
PIER 02 - Not configured
PIE 02 - Not configured

PIE 332 - Not configured

[ pisable double creep zone for all PIRs Clear Edit

16.6 PIR Detector Status

Under Discovery and status of the PIR detectors, you find a list of connected PIR detectors and their status. If
the PIR detectors are operating normally, the Config status indicator is green. It turns yellow when thereis a
problem with the configuration; for example if the serial port is not configured correctly or is disconnected.

.‘) Config status / Config status

.‘) Transp. mode .‘) Transp. mode

The PIR detector information table displays the following information:

Item Description

PIR The PIR detector’'s address (1-34).

Type The PIR detector type. The XO device automatically detects the type. If the XO device
cannot detect the type, this column displays unknown.

Name The name of the PIR detector’'s normal alarm. For more information, see PIR Alarm Inputs

Tamper status The PIR detector’s current tamper alarm status:

. H (green): tamper alarm inactive.
o [ (yellow): tamper alarm active.
Hover the mouse over the icon for detailed information:
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Discovered The PIR detector’s current discovery status:
e Yes: the XO device discovered a PIR detector with this address.
¢ No: the XO device did not discover a PIR detector with this address.
Presence The PIR detector’s current presence status:
e Yes: the PIR detector is present.
e No: the PIR detector was discovered during the last discovery, but is currently not
present.
Time outs The number of timeouts counted.
Pkt errors The number of packet errors counted.
IF-type The type of interface between the PIR detector and the XO device.
e ETH: connected via an IP module.
e SER: connected via a MIO card or to a USB port using an RS-485-to-serial
converter.

To update the information in the PIR detection list:

o Click Refresh info to search for connected PIR detectors again.
e  Click Clear counters to reset the numbers in the Time outs and Pkt Errors columns.

16.7 Forward General Alarm

After checking Forward general alarm, XO will forward the general alarm according to the PIR configuration
information and the status of other PIR alarms (creep zone, detail1, detail2 and detail3). Generally, this
function should be enabled when PIR loses the general alarm. It should be noted that if the user modifies the
PIR output setting, it is necessary to discover PIR again to synchronize the configuration information in XO.

Discovery and status of the PR detectors

PR detector information { Last requested at 202305/24 - 10:46:50
p Initiate PR discovery P.. Type Name Tamper sta.. Discovered Presence Timeou ™
1 No No 0
2 No MNo 0
- Config status
3 No No 0
& Transp. mode 4 No No 0
[CForward general alarm 3 : No No 0 -

< >

Refresh info Clear counters

16.8 PIR Alarm Inputs

From firmware version V2.06.0020, the system offers detailed PIR alarm inputs for ADPRO PIR detectors. The
available alarm inputs depend on the type of detector. The XO device automatically detects the type of ADPRO
PIR detector when you use the PIR discovery function.

e  Presence: the system triggers this input if the PIR detector has been discovered before, but is currently not
present.

e Alarm: the normal PIR detector alarm.
e  Tamper: the tamper alarm.
° Double knock: the double-knock alarm.

. Detail 1-3: for details, see the table further below.

e  Creep zone: the creep zone alarm. For each PIR detector (1-34), up to 8 alarms are available, listed in
the table below.

Presence Alarm Tamper 2SI Detail 1 Detail 2 Detail 3 S

knock zone

PIR 1 10512 10513 10514 10515 10516 10517 10518 10519
PIR 2 10520 10521 10522 10523 10524 10525 10526 10527
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PIR3 10528 10529 10530 10531 10532 10533 10534 10535
PIR 4 10536 10537 10538 10539 10540 10541 10542 10543
PIRS 10544 10545 10546 10547 10548 10549 10550 10551
PIR 6 10552 10553 10554 10555 10556 10557 10558 10559
PIR7 10560 10561 10562 10563 10564 10565 10566 10567
PIR 8 10568 10569 10570 10571 10572 10573 10574 10575
PIR9 10576 10577 10578 10579 10580 10581 10582 10583
PIR 10 10584 10585 10586 10587 10588 10589 10590 10591
PIR 11 10592 10593 10594 10595 10596 10597 10598 10599
PIR 12 10600 10601 10602 10603 10604 10605 10606 10607
PIR 13 10608 10609 10610 10611 10612 10613 10614 10615
PIR 14 10616 10617 10618 10619 10620 10621 10622 10623
PIR 15 10624 10625 10626 10627 10628 10629 10630 10631
PIR 16 10632 10633 10634 10635 10636 10637 10638 10639
PIR 17 10640 10641 10642 10643 10644 10645 10646 10647
PIR 18 10648 10649 10650 10651 10652 10653 10654 10655
PIR 19 10656 10657 10658 10659 10660 10661 10662 10663
PIR 20 10664 10665 10666 10667 10668 10669 10670 10671
PIR 21 10672 10673 10674 10675 10676 10677 10678 10679
PIR 22 10680 10681 10682 10683 10684 10685 10686 10687
PIR 23 10688 10689 10690 10691 10692 10693 10694 10695
PIR 24 10696 10697 10698 10699 10700 10701 10702 10703
PIR 25 10704 10705 10706 10707 10708 10709 10710 10711
PIR 26 10712 10713 10714 10715 10716 10717 10718 10719
PIR 27 10720 10721 10722 10723 10724 10725 10726 10727
PIR 28 10728 10729 10730 10731 10732 10733 10734 10735
PIR 29 10736 10737 10738 10739 10740 10741 10742 10743
PIR 30 10744 10745 10746 10747 10748 10749 10750 10751
PIR 31 10752 10753 10754 10755 10756 10757 10758 10759
PIR 32 10760 10761 10762 10763 10764 10765 10766 10767
PIR 33 10768 10769 10770 10771 10772 10773 10774 10775
PIR 34 10776 10777 10778 10779 10780 10781 10782 10783

The detail alarms depend on the type of detector:

Detector type
PRO-18/PRO E-18

PRO-18H/ PRO E-18H

PRO-18W /PRO E-18W

PRO-18WH/PRO E-18WH

PRO-18WIS*

PRO-30/PRO E-30

PRO-40/PRO E-40

PRO-45/PRO E-45

PRO-45H / PRO E-45H

Detail 1 (alarm type)

IR (infrared)

Detail 2 (alarm type)

Detail 3 (alarm type)
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PRO-45IS*
PRO-452
PRO-51*
PRO-45D / PRO E-45D* Right Left -
PRO-45DH / PRO E-45DH*
PRO-100/ PRO E-100 Short range Medium range Long range
PRO-100H / PRO E-100H
PRO-100HIS*

PRO-250H

PRO E-400H

PRO-85 Left Centre Right
PRO-85H

(*) Supported in firmware version XO 5.4 and above.

O Note

The PRO-50 and PRO E-50 models are no longer supported in firmware version XO 5.4 and above
(replaced by PRO-51).

By default, all PIR alarm inputs use the NORMAL EVENT alarm profile. You can assign a different alarm profile if
necessary. For instructions on modifying the alarm behaviour of inputs, see Input/Output Behaviour.

16.9 Double-Knock Configurations

To reduce the number of false alarms from a PIR detector, you can use a double-knock configuration. In a double-
knock configuration, the double-knock alarm is only triggered when another trigger occurs simultaneously.

e Typically, you combine the PIR detector with a camera for analytics. For details, see Double-Knock with
Camera.

e  ForPRO E models only: you can easily combine the alarms from two PIR detectors. Furthermore, this
configuration offers intelligent options for high sensitivity and fog detectors. For details, see Intelligent
Double-Knock between PRO E PIR Detectors.

You can even create a triple-knock configuration by combining both double-knock methods (two PRO E PIR
detectors and a camera).

16.10 Double-Knock with Camera

The typical double-knock configuration combines a PIR alarm with a camera intrusion alarm to trigger the PIR
detector’s double-knock event. (You can, of course, combine the PIR alarm with any other input.)

You need to set up the correct alarm profile for the PIR detector’s double-knock event so that it transmits the
alarm, and you need to set up the individual PIR and camera events so that they do not transmit alarms.

To set up a PIR detector in a double-knock configuration with a camera, proceed as follows:

1. Choose System > Behaviour > PIR Settings. The Double knock configuration list displays the
available PIR detectors.

Double knock coenfiguration

PIR 01 - Not configured

PIR 0Z - Not configured

m s

PIR 03 - Not configured
PIR 04 - Not configured
PIR 05 - Not configured
PIR 0& - Mot configured
PIR 10 - Mot configured
=

clear || Edit
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2. Select the PIR detector that you want to configure, and then click Edit. The list of available triggers
appears.

3. If necessary, filter the trigger list (for example on camera inputs), and then click the desired trigger. In the
example below, the IntrusionTrace alarm on camera 01 is selected.

Double knock trigger selection
1035 - [REAL] - CAMO1 MOTIONZ
1035 - [REAL] - CAMO1 MOTIONI
1037 - [REAL] - CAMO1 MOTIONS
1045 - [REAL] - CAMO1 LOITER. EVENT
1047 - [REAL] - CAMO1 ANALYTICS

1048 - [REAL] - CAMO1 PERIMETER =

LIk

Al ~

All

[ Cancel ] [ Apply ]

4.  Click Apply. The selected trigger appears in the Double knock configuration list.

Double knock coenfiguration

PIR 01 - CAMO1 PERIMETER [I1048]

PIR 0Z - Not configured

[ i

PIR 03 - Not configured
PIR 04 - Not configured
PIR 05 - Not configured
PIR 0& - Mot configured
PIR 10 - Mot configured

L

[ cear || Edit

5.  Click Save to save the PIR settings.
Now you can set up the desired alarm profile for the double-knock input.

Click Input/Output Behaviour.

In the Inputs/Outputs list, select the PIR detector’s double-knock input (10515 in the example). Use the
Inputs: PIRs filter to reduce the list of inputs/outputs.

Here you can name alarms, and assign an alarm profile to each input. You can also program input workbits and outputs, and define input and output
behaviour.
Inputs/Outputs Detailz
= Name PIR01 DOUBLE KMOCK

-

/. Input/Output Behaviour

10512 - [REAL] - PIR01 PRESENCE

10513 - [REAL] - PIR01 ALARM Profile NORMAL EVENT -
10514 - [TAMP] - PIR01 TAMPER | Alarm E”'d time (s) - 0

10516 - [REAL] - PRO1 DETALL 1 1 comeras E‘

10517 - [REAL] - PRO1 DETAIL 2

10518 - [REAL] - PRO1 DETAIL 3 )

10519 - [REAL] - PIR01 CREEP ZONE Camera view style  ©  Live video

10520 - [REAL] - PR02 PRESENCE @  Quad alarm

10521 - [REAL] - PROZ ALARM ©  Duress(live + quad)

10522 - [TAMF] - PRO2 TAMPER

10523 - [REAL] - PIR02 DOUBLE KNOCK
10524 - [REAL] - PIR0OZ DETAIL 1
0525 - [REAL] - PIR0OZ DETAIL 2

Fitter
Inputs: PIRs -

- -

Entry/Exit path config 515 = 10513 AND 11048

Entry/exit hold time delay (=) 30
10000 - SYSTEM STARTUP o

SmokeTrace stop guard time |—| ADD
10001 - MANUAL HW CFG NEEDED | 5

Guard time (0=none) (s} V] AND
10005 - ANALYTIC CFG BUSY
Quad alarm for all cameras OR
QUAD image interval (s) — E 10005 - CONFIG UNCOMMITTED I\ - 55

Al JiLd

O Save

O  Note
ﬂ In the example above, the following logical function appears in the Logic section (not editable):
10515 = 10513 AND 11048
This means that the double-knock input (10515) is activated if the normal PIR alarm of PIRO1
(10513) AND the IntrusionTrace alarm of camera 1 (11048) are active.
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8. Inthe Profile box, select the desired alarm profile for the double-knock alarm.
Now you can set up the individual inputs so that they do not transmit alarms.

9.  Selectthe normal PIR alarm (10513 in the example) and set the alarm profile to SILENT MESSAGE.

10. Select each of the PIR detail alarms (including the creep zone alarm if available; 10516—-10519 in the
example), and set the alarm profile to SILENT MESSAGE.

11. Select the camera event (11048 in the example) and set the alarm profile to SILENT MESSAGE.
12. Click Save.

16.11 Intelligent Double-Knock between PRO E PIR Detectors

When you pair PRO E PIR detectors in an intelligent double-knock configuration, the system activates the
normal PIR alarm and one detail alarm of one of the PIR detectors. The system automatically uses the inputs that
are the most precise for moving a PTZ camera to the area of interest. To determine the most precise input, the
system ranks the inputs as follows (if available on the PIR detector):

Creep zone alarm (most precise)
Short range alarm

Medium range alarm

Long range alarm (least precise).

Howbd -~

When both long-range alarms are active, the system chooses the first PIR detector in the pair. This is the PIR
detector that is in the left column in the intelligent double-knock setup table (for details, see further below).

Furthermore, when you have paired PRO E PIR detectors, you can choose to let the pair operate in fog sensitive
mode and/or in high sensitivity mode.

e Infog sensitive mode, you can use the input of a fog detector to automatically adjust the sensitivity of the
PIR detectors. When the fog detection input is active, the system turns off the ATD (adaptive threshold
determination) on both PIR detectors, and sets the sensitivity of both PIR detectors to the maximum.
Under fog conditions, both PIR detectors generate their own normal alarms and their own detail alarms
(double-knock disabled).

¢ Inhigh sensitivity mode, the system uses not only the alarm status of the PIR detector for double knock,
but also the warning indication of the PIR detector (if it exists on the specific PIR type). This automatically
results in a higher detection sensitivity.

To pair PIR detectors in an intelligent double-knock configuration, proceed as follows:

1. Choose System > Behaviour > PIR Settings, and click the Advanced PIR settings tab.

2. IntheIntelligent double knock configuration section, click in the Select intelligent double knock
partner column next to the first PIR detector in the pair.

Inteligent double knock configuration - Please pair the PIR detectors you want to put in inteligent double knock mode

% Select intelligent double knock partner ¥ Fog sensitive High sensitivity =
PIRO1 - (PRO-E-18W) II |Z|
PIR02 - (PRO-E-45)
PIRO3 - (PRO-E-100)
PIR04 - (PRO-E-45H)
PIROS - (PRO-E-100H)
PIR0G - (PRO-E-18W)
PIR10 - (PRO-E-45)
PIR11 - (PRO-E-45)
PIR12 - (PRO-E-45H)
PIR13 - (PRO-E-45)
PIR14 - (PRO-E-45)
PIR15 - (PRO-E-45H) = |3

m

3. Click the E| button, and then click the desired second PIR detector for the pair.
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Inteligent double knock configuration - Please pair the PIR detectors you want to put in inteligent double knock mode
% Select intelligent double knock partner ¥ Fog sensitive High sensitivity
PIR01 - (PRO-E-18W) 1 |Z|
PIR0Z - (PRO-E-45) -
PIR0Z - (PRO-E-45)
PIR0Z - (PRO-E-100) PIRO3 - (PRO-E-100)
PIR04 - (PRO-E-45H) PIR04 - (PRO-E-45H) k
PIRO5 - (PRO-E-100H)  PIR05 - (PRO-E-100H)
PIR06 - (PRO-E-18W)
PIR06 - (PRO-E-18W) PIR10 - (PRO-E-45)

PIR10 - (PRO-E-45) PIR11 - (PRO-E-45)
PIR12 - (PRO-E-45H
AL = (RgA =5 PIR13 - EPRO-E-45] :
PIR12 - (PRO-E-45H) PIR14 - (PRO-E-45)
PIR13 - (PRO-E-45) PIR1S - (PRO-E-45H)
PIR16 - (PRO-E-45)
PIR14 - (PRO-E-43) PIRL7 - (PRO-E-45H)
PIR1S - (PRO-E-45H) PIR1S - (PRO-E-45H)

PIR1S - (PRO-E-45H)
PIR20 - (PRO-E-45)

4. If youwant to use the pair in fog sensitive mode, select the Fog sensitive checkbox.
5.  If youwant to use the pair in high sensitivity mode, select the High sensitivity checkbox.

Inteligent double knock configuration - Please pair the PIR detectors you want to put in inteligent double knock mode

% Select intelligent double knock partner ¥ Fog sensitive High sensitivity
PIRO1 - (PRO-E-18W) PIR04 - (PRO-E-45H)
PIR02 - (PRO-E-45)
PIRO3 - (PRO-E-100)
PIR04 - (PRO-E-45H)
PIROS - (PRO-E-100H)
PIR0G - (PRO-E-18W)
PIR10 - (PRO-E-45)
PIR11 - (PRO-E-45)
PIR12 - (PRO-E-45H)
PIR13 - (PRO-E-45)
PIR14 - (PRO-E-45)
PIR15 - (PRO-E-45H)

6. Click Save.
7. Ifyou have selected Fog sensitive, set up the fog detection input.
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16.12 Disable Double Creep Zone for All PIRs

Checking Disable double creep zone for all PIRs, a message box will popup. Click Yes, this checkbox will

be selected. Click No, the operation will be canceled.

After checking Disable double creep zone for all PIRs, XO will modify the trigger logic of the PIR general

alarm, and the creep zone alarm can be reported normally without triggering the general alarm. And if the user
binds the general alarms of the two PIRs for double knock, when both PIRs only have creep zone alarms, the

double knock alarm will not be triggered.

3013-9447-001
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Advanced PIR settings

PIR settings
" Here you can configure the walktest port, initiate PIR discovery and configure the double knock events.
(A= General PR settings | | ==
General

Walktest port

3595

Discovery and status of the PIR detectors
PIR: detector information ( Last requested at 2023/06/21 - 15:43:01 )

F Initiate PIR discovery P.. Type MName Tamper sta.. Discovered Presence Timeou £
1 DRO-E-ANNH  DIRNT Al AR = Ves Vac 4
ADPRO XO Client X
@™ “When you enable this function, its assumed that all PIRs are programmed in double knock configuration. If any one 0
PIR works stand alone, the Creep zone alarm will not give a General alarm. If any sy=stem or function iz bazed on 0
general alarm for that PIR, please reconsider. Are you OK to proceed?
0
Yes | | Ne | i
>
T T
| Refresh info | | Clear counters

Double kneck configuration

PIR 02 - Mot configured

PIR 08
EIR 33

— Not configured

— Hot configured

Disable double creep zone for all PIRs Clear

a Save
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17 Calendar

The calendar contains the dates of the holidays. The holidays are exceptions to the regular weekly schedules
(Monday—Sunday), allowing you to define the correct behavior of the system on these days. The system uses
the holidays for:

e Recording: in the recording mode schedule and in the individual recording conditions.
e Arming/disarming the system: in the arm/disarm schedule.
To define the holidays in the calendar, proceed as follows:

1. Choose System > General > Calendar.

- Define here what days are recognized as holidays in the system. This is important for the "Arm/Disarm Schedule’ and ‘Recording Mode Schedule’ pages.

Holidays Add holiday
4 January 2018 »
SM TW T F S
311 2 3 45 6
7 8 910111213
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28293031 1 2 3
4 5 6 7 8 910

Remove

2. Tosetadate as a holiday, select the date in the Add holiday box, and then click Add.
The holiday appears in Holidays list.

Holidays
01/01/2018
01/05/2018

21/07/2018

Remove

3. Repeat for each holiday.
4. Toremove aday, click the date in the Holidays list, and then click Remove.
5. Click Save.

@) Note

Honeywell recommends cleaning up the holiday list once per year and deleting holidays that have
passed. Although this is not mandatory, it will help you keep an overview.
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18 Users
18.1 About Users

The following user types exist, each with different access rights:

e Administrator: has full access rights.

e User: has specific rights, adjustable per user.

e Technician: has specific rights, adjustable per user. Technicians can only log on if an Administrator or
another user has granted them access. Only the Technician user can access cameras remotely, and
access the hardware configuration tool for setting up the XO 1/O Interface USB modules.

O Note

User ID is not allowed to be used to connect to device via XO client. You have to input valid user
name to login.

You can create up to 32 users. The following default users are pre-defined:

User ID Username Password User type
0 Administrator 666777 Administrator
1 Administrator2 666777 Administrator
15 Technician 666777 Technician

O Note

H The default XO password must be changed on initial login while increased password security will be
enforced. The new password must meet the requirements described in the figure below.

ADPRO X0 Client X
“You are reguired to change the password
Enter old password: :l
Enter new password: _

Confirm new password: |

8 or more characters, Upper & lower case letters, At last one number, No space, One of the
symbols:-_'@%".~#5=+" &

Ok

Usernames have to be alphanumeric (= contain at least one letter), and each username has to be unique.
Usernames and passwords are case-sensitive.

18.2 About Strong Passwords

To increase security, you can enforce the use of strong passwords. Strong passwords have to meet the following
minimum requirements:

e The password has to contain at least 8 characters.

e The password has to contain at least 1 uppercase letter and at least 1 lowercase letter.
e The password has to contain at least 1 digit.

e The password has to contain 1 special character.

Examples of strong passwords are:

e Tmus001cl@

e 12rtSV5km@

e aiGP5rsLZa89@
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Furthermore, you can set an expiry time (in days) for the password. When the password has expired, the
system will require to change a new password each time the user logs on to the XO client, until the user changes
the password:

Finally, you can limit the number of retries to log on. When the user has reached the maximum number of
retries, the system temporarily blocks the user account. You specify how long (in seconds) the user account
is blocked. The following message appears when a user is temporarily blocked:

ADPRO XO Client ==

|QI “fou have exceeded the number of login attempts. Your user account is temporarily locked.

Caution!

® The expiry time feature is only an incentive for the users to change their password. The users can
click Cancel to continue with their old password.

The default values of strong passwords are:

Setting Unit Range Default value

Maximum password age Days 0-120 0 (= no maximum age, password remains
valid indefinitely)

No of invalid login attempts - 0-10 3

No of seconds user is blocked Seconds 0-3600 60
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18.3 Adding New Users

Only Administrator users can add or delete users.
To add a user, proceed as follows:

1.  Choose System > General > Users.

: ! Define here the users of the system and set their rights.

Users

0 - Administrator

1 - Administrator2

15 - Technician

[ add | [ Edt | [ Remove
2. Click Add.
Define here the users of the system and set their rights
Current user password |
User id 2 b Username Increased Password Security
Type Admicistrator 5 0 I.'Ia>(|m‘um passvinrdlage (Advise to keep at 0 for CMS
users) (days, 0=NA)

Confirm password | 60 No of seconds user is blocked

8 or more characters, Upper & lower case letters, At last one number, No space, One of the
symbols:-_'{@%" ~#3=+".&

3. Provide the following information:

Item Description

Userld Select a user ID (2-31). The system fills in the next free user ID automatically.
Numbers 0 and 15 are reserved.

Username Type a username (max. 20 characters). The username has to be unique and
contain at least one letter.

Type Select the desired user type: Administrator, User, or Technician.

Increased Select the checkbox if you want to use strong passwords, password expiry, and/or

password security | restriction of logon attempts for this user.

Maximum Type the number of days (0—120) after which the password expires. Type 0 if you

password age do not want the password to expire. This option is only active if you select the

Increased password security box.

No of invalid login | Type the number of times (0—10) a user can enter an incorrect username/password
attempts before the system blocks the user. Type 0 if you do not want to restrict the number
of logon attempts. This option is only active if you select the Increased password
security box.

No of seconds user | Type the number of seconds (0—3600) that a user will be blocked. This option is
is blocked only active if you select the Increased password security box.

Password Type a password for the user.

Confirm password | Type the password again.

4. If you have selected user type User or Technician, you have to set the access rights. By default, all rights
are selected. For details, see User Rights .

5.  Click Apply.
6. Click Save.
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18.4 User Rights

For users of type User or Technician, you need to specify the rights of the individual user. If you select one of
these user types, the list of access rights appears:

User rights

; PTZ control
; Save pressts
i Right click menu
id Snapshot

#8 Recordings

= &y System
+ [F] Connections
+:- %| Behaviour

+ (] General

+ [¥#] Msintenance
= l.-] Status
i Status

HoNF
] General

¥ Set tech rights
¥ Armidizarm

L Audio talk

ADPRO XO eFT-SClient Software User Guide
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Note
If you want to select all access rights, click Set all.

If you want to deselect all access rights, click Clear all. All options will be cleared, but the user itself
will not be deleted. This user still has access to the About window to consult the system information.

18.4.1 Pixelation
You can specify whether a user is allowed to change the pixelation settings. Furthermore, you can specify for

each

user which camera images will be pixelated for them (according to the pixelation settings for that camera).

This allows you to permit specific users to always see normal images of specific cameras, even if pixelation is

set in the camera settings.
To specify the pixelation settings for a user, proceed as follows:
1. Inthelist of access rights, choose Privacy > Pixelation > Adjust settings.
Parameters
Adjust pixelation settings Deny
@) Allow

2. Click Allow or Deny to define if the user is allowed to change the pixelation settings on the cameras.
3. Todefine which camera images will be pixelated for the user, click Cameras. By default, none of the

cameras are selected.

Parameters
12 3 4 5 6 7 8 5§ 101 1213141518
Pixelate cameras

1716 19 20 21 22 23 24 25 26 27 28 28 30 31 32

Set Clear

3013-9447-001
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4.  Select the checkboxes for the cameras that have to be pixelated. You can click Set to select all cameras,
and then clear just the few cameras that can remain unpixelated.
5.  Click Apply. The following message appears:
ADPRO XC Client &J

IMPORTANT! *ou activated pixelation. This feature can only be supported by a CMS with an FT2 SDK == 3.03.0004
% and an X0 client == 3.02.0015. A CMS or X0 Client not supperting pixelation will return an error when trying to
view Live or Recorded Video?

6. Click OK to close the message box.
7.  Click Save.

18.4.2 Live Video

To define whether the specific user can access the Live Video window in the XO client, proceed as follows:

1. Inthelist of access rights, choose Live Video > Live Video.

Parameters
Live Video () Deny

@) Allow

2.  Click Deny if you do not want the user to access the Live Video window. In this case, you can skip all
following steps. If you allow the user to access the Live Video window, continue with the next step.

3. Todefine which cameras the user can view, click Cameras. By default all cameras are selected.

Parameters
12 3 4 5 868 7 8 5 101 1213 1415 18
Cameras
1718 19 20 21 22 23 24 25 26 27 28 25 30 1 32

[ Set ] [ Clear ]

4.  Clearthe checkboxes for the cameras that this user is not allowed to view.
You can click Clear to clear all the checkboxes, and then select just the few cameras that are allowed.

5. Todefine for which cameras the user can control PTZ, click PTZ control.

Parameters
12 3 4 5 868 7 8 5 101 1213 1415 18
PTZ control
1718 19 20 21 22 23 24 25 26 27 28 25 30 1 32

[ Set ] [ Clear ]

6. Clearthe checkboxes for the cameras for which this user is not allowed to use PTZ control.
You can click Clear to clear all the checkboxes, and then select just the few cameras that are allowed.

7. Todefine for which cameras the user is allowed to save PTZ presets, click Save presets.

Parameters
12 3 4 5 868 7 8 5 101 1213 1415 18
Save presets
1718 19 20 21 22 23 24 25 26 27 28 25 30 1 32

[ Set ] [ Clear ]

8. Clearthe checkboxes for the cameras for which this user is not allowed to save PTZ presets.
You can click Clear to clear all the checkboxes, and then select just the few cameras that are allowed.
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9. Allow ordeny access to the following functions:

— Right click menu: right-click to change the resolution or to de-warp 360° camera images in the live view.

— Snapshot: take a snapshot of the video that is available in the live view.
— Recordings: record the video images in the live view.
— Enable bounding boxes: switch bounding boxes on or off in the live view.

10. When finished setting the user rights, click Apply.
11. Click Save.

O Note

All other functions in the Live Video window are by default accessible to every user. For activating
outputs, see Status. For audio, see General.

18.4.3 Recorded Video

To define whether the specific user can watch recordings via Timeline/Postmotion and back up recordings,
proceed as follows:

1. Inthelist of access rights, choose Recorded Video > Timeline/Postmotion.

Parameters

Timeline/Postmotion Deny

@) Allow

2.  Click Deny if you do not want the user to access the Recorded Video window. In this case, you can skip
all following steps. If you allow the user to access the Recorded Video window, continue with the next
step.

3. Todefine which cameras the user can access, click Cameras. By default all cameras are selected.

Parameters
12 3 4 5 868 7 8 5 101 1213 1415 18
Cameras R i i AR R i R A R A R
1718 19 20 21 22 23 24 25 26 27 28 25 30 1 32
R i i AR R i R A R A R

| Set | | Clear |

4.  Clearthe checkboxes for the cameras that this user is not allowed to view.
You can click Clear to clear all the checkboxes, and then select just the few cameras that are allowed.

5. Toallow or deny backup, click Backup, and then click Allow or Deny.

6. Click Apply.
7. Click Save.
O Note

If the user cannot watch recordings, the user also cannot backup any recordings.

18.4.4 System

To define whether the specific user has access to the system settings, proceed as follows:

1. Inthelist of access rights, choose System > System.

2.  Click Deny if you do not want the user to access the System window. In this case, you can skip all
following steps. If you allow the user to access the System window, continue with the next step.
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3. Define the system settings to which the user has access. The user rights are grouped according to the main
menu groups in the system settings pages:

. Connections . General
— Ethernet — Date/Time
— Serial — Calendar
— Video Inputs — Users (edit own user profile
— Monitor only).
— Audio . Maintenance
— /O — Log
— PresidiumHLI (obsolete) — Transfer
— Video interconnection — Harddisks
— E-Mail — Hipi/Eth config
— Active connections — Configuration Management

- Behaviour

— Arm/Disarm Schedule

— Alarm Profiles

— Input/Output Behaviour

— CMS Alarm Transmission

— Analytics

— If you allow access to the Analytics
settings, then also define for which
cameras.

— PIR

— Recording

— E-Mail Addressbook

4. Select or clear the desired checkboxes.

5.  Click Apply.
6. Click Save.
18.4.5 Status

To define whether the specific user has access to the Status page, proceed as follows:

1. Inthelist of access rights, choose Status > Status.

2. Click Deny if you do not want the user to access the Status window. In this case, you can skip all following
steps. If you allow the user to access the Status window, continue with the next step.

3. Toallow ordeny isolating alarm inputs, click Isolate, and then click Allow or Deny.

4. Toallow or deny manually activating outputs, click Activate outputs, and then click Allow or Deny. This
setting also applies to activating outputs in the Live Video window.

5.  Click Apply.
6. Click Save.

18.4.6 General

To define whether the specific user has access to some general functions, proceed as follows:

1. Inthelist of access rights, choose General.

2. Click Set tech rights, and then click Allow or Deny to define if the user is allowed to grant access for the
Technician users. See Granting the Technician .

3. Click Arm/disarm, and then click Allow or Deny to define if the user can arm or disarm the system
(change the operational mode). See Arming and Disarming .

4. Click Audio talk, and then click Allow or Deny to define if the user can use the microphone to talk to
people on-site from the Live Video window. See Audio, Listening .

5.  Click Apply.
6. Click Save.
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18.5 Modifying an Existing User

The following restrictions apply to modifying existing users:

Users can only change their own password (if they have access rights to the Users section). They cannot
make any other changes.

Technicians can only change their own password (if they have access rights to the Users section). They
cannot make any other changes.

Administrator users can modify all settings for all users, except the Technician user password. To modify
an existing user, proceed as follows:

Choose System > General > Users.

: ! Define here the users of the system and set their rights.

Users
1 - Administrator2
Z - Jane Doe
3 - John Doe

15 - Technician

Add | [ Edt | [ Remove

Click the desired user, and then click Edit, or double-click the user in the list. You need to input current user
password.

z : Define here the users of the system and set their rights.

Current user password | LTI T |
User id [u] Username Administrator Increased Password Security
e Maximum password age (Advise to keep at 0 for CM3
Type
yp! Administrator 0 users) (days, 0=NA)
Password Good z No of invalid login attempts (0=NA)
Confirm password | SRR ERS &0 No of seconds user is blocked

2 or more characters, Upper & lower case letters, At last one number, No space, One of the
symbols -_l@%" ~#5=+" &

Change the required settings, and then click Apply.

Click Save.
If you have changed your own password, the following message will appear:
ADPRO X0 Client *

l'-: Pazsword has been changed, the client wil be clozed

Ok

In this case, click OK to close the message box. The system closes the client and returns to the Login
window (if Auto restart is active).

If you have changed a username or password, you also have to change the connection settings in the XO
client's Login window. For details, see Changing an XO Device .
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o) Note

ﬂ If you have changed a user's username or password, and you do not change the corresponding
settings in the Login screen, the system will issue an error message when you try to connect to the
device:

ADPRO XO Client et
i P | Connection error:
A = Invalid user password combination (-55)

e

In this case, proceed as follows:

1. Click OK to close the message box. The following screen appears:

Q Login *
Login
Username: %
Password \ )
Language: IEngiLsh
Login |£|

2.  Type the correct username and the correct password, and then click Login.
If you have entered the correct data, the following screen appears, allowing you to save the new
username and/or password in the connection settings:

ADPRO XO Client l ]

Do you want to update the user/password in your config?

(Note that this screen does not appear if you leave the Password box blank in the Login
screen; the system will then never offer to update usernames/passwords.)

3. Click Yes to confirm, or click No to connect to the device without changing the connection
settings.

18.6 Deleting Users

Only Administrators can delete users.
O Note

You cannot delete users 0 (Administrator) and 15 (Technician).

To delete a user, proceed as follows:

1.  Choose System > General > Users.

/a i Define here the users of the system and set their rights.

Users
1 - Administrator2
Z - Jane Doe
3 - John Doe
15 - Technician
Add | [ Edt | [ Remove
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2. Click the desired user, and then click Remove.

3. Click Save.
If you try to delete your own user profile, the following warning appears:
ADPRO XO Client e

[e} Warning! If you delete yourself, you will be locked out! Do you want to continue?

Caution!
® If you delete your own user profile, you will not be able to log on again. You will lock yourself out

of the system.
4.  Proceed as follows:
— Click No if you want to keep your user profile.

— Click Yes to delete your own user profile. The system closes the client window, and you cannot log on
anymore with your user credentials. You will have to log on with a different username and password.

18.7 Granting the Technician

18.7.1 Granting Access to the XO Device

Caution!

® The system automatically disables the technician grant when you restart the XO device. Closing and
opening the XO client does not affect the technician status.
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To grant the Technician users access to the XO device, proceed as follows:

1.  Choose System > General > Users.

: ! Define here the users of the system and set their rights.

Users

0 - Administrator

1 - Administrator2

15 - Technician

Add | [ Edt | [ Remove |
Technician grant
Status: disabled
Technician pin of the day code
View/Create pin code

2. Under Technician grant, click Enable.

18.7.2 Generating a PIN of the Day

Technician users need an additional PIN (personal identification number) to log on to the hardware configuration
tool for setting up XO I/O Interface USB modules. The PIN is only valid for a limited time, and for maximum
24 hours. An Administrator user can generate the PIN using the XO client software, and specify for how long it
remains valid.

Caution!

® The PIN is no longer valid after you restart the XO device. You will need to generate a new PIN after
restarting. Closing and opening the XO client does not affect the PIN validity.

To generate a PIN for the Technician users, proceed as follows:

1. Choose System > General > Users.
2. Under Technician grant, click Enable.
3. Under Technician pin of the day code, click Pin of the day. The following window appears:

ADPRO XO Client ¥
Hardware configuration

-

() Create/show pin of the day for technician hardware config. For hardware config navigate to
hitps./i<ip==controlport=/login

Current pin of the day Remaining wvalidity {min}

Tk ik gk 0

Create new pin of the day (max 1440 min}

“alidity minutes Create

If the last generated code is still valid, it appears under Current pin of the day; and the time it is still valid
appears under Remaining validity (in minutes). In the example above, the current PIN is no longer valid
(rr*-***-*** gappears instead of the code; and 0 minutes validity).
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Caution!

® If the current PIN is still valid, it will become invalid as soon as you create a new one.
Technicians using the current PIN will lose access.

4. Inthe Validity box, enter the time (in minutes) that the PIN has to remain valid. The maximum time is
1440 minutes = 24 h.

5.  Click Create. A new PIN appears under Current pin of the day. The counter in the Remaining Validity
(min) box displays for how long (in minutes) the new code is still valid.

* ADPRO XO Client s

((. . Hardware configuration

S 1) Create/show pin of the day for technician hardware config. For hardware config navigate to
i1 https:/i<ip=<controlport=/login

Current pin of the day Remaining validity (min}

088-113-776 &0

Create new pin of the day (max 1440 min}

Validity 60 minutes

Technician users can now use this PIN until it expires, or until the XO device restarts.

6.  Write down the PIN (including the dashes) so that you can pass it on to the Technician user.
7. Toclose the window, click the close button 3 in the top right corner.

18.7.3 Disabling Technician Grants

When you disable the Technician grant, you deny the Technician users access to the XO device, the hardware
configuration tool, and the IP cameras' web interfaces (remote access).

To disable the Technician grant, proceed as follows:
1.  Choose System > General > Users.

2. Under Technician Grant, click Disable.

Caution!

® The system automatically disables the technician grant when you restart the XO device. Closing and
opening the XO client does not affect the technician status.

de
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19 Configuration Management
19.1 Storing a Configuration

The XO device can store up to 8 different configurations. Only 1 configuration can be active. The XO device
stores any changes you make in the active configuration (if you save the changes). Any unsaved changes are
lost when you close the XO client.

O  Note
H The configuration does not include:

» the configuration of MIO/EIO cards and Net I/O units (NO/NC, failsafe, watchdog)
+ theusers

» theisolation status of inputs

+ thelicenses.

To store the current settings in the active configuration, proceed as follows:

1.  Choose System > Maintenance > Configuration Management. The list of configurations appears. An
asterisk (*) marks the active configuration (in the example below: Configuration 1 — Default *).

Configuration Management
v

Here you can manage your configurations, and reboot or halt the system.

Configuration
Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name
Configuration 7 - name

Configuration & - name

Commit server
configuration

‘ Copy ‘ Paste Rename

!

2. Tostore the current settings in the active configuration, click Commit server configuration.

U Caution!
(o]

When you click Commit server configuration, the system stores the current settings in the active
configuration (= the configuration marked by an asterisk *). It does not store the settings in the
selected configuration (= the configuration that is highlighted in the list).

If you want to store the current settings in a different configuration than the active configuration, you
have to store the settings first in the active configuration, and then copy the active configuration into
the other configuration.
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19.2 Renaming a Configuration

Honeywell recommends using a meaningful and relevant name for the configurations. Tip: it can be useful to
include the date in the configuration name.

To change the name of a configuration, proceed as follows:

1. Choose System > Maintenance > Configuration Management.
2.  Select the configuration in the list, and then click Rename.

Rename

Name Default
Ok Cancel

3.  Type the new name in the Name box, and then click OK.

19.3 Copying a Configuration

If you want to use a new configuration, you do not have to set up the configuration from scratch. You can copy the
settings from any existing configuration to the new one. Afterwards, you can activate the new configuration and
make the necessary changes to it.

O Note
You cannot copy a configuration into the currently active configuration.

To copy the settings of one configuration to another, proceed as follows:

1. Inthellist of configurations, click the source configuration (the configuration that you want to copy from).

Configuration
Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name
Configuration 7 - name

Configuration & - name

Commit server .
Cy Paste R
configuration ‘ l 8 ‘ sname

2. Click Copy.
3. Inthelist of configurations, click the target configuration (the configuration that you want to copy to).
4.  Click Paste. The following message appears:

ADPRO XO Client ==
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19.4 Activating a Configuration

Click Yes to confirm.
The system copies the settings to the target configuration. The target configuration now has the same name
as the source configuration. In the example below, configuration 7.

J

Configuration

Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name
Configuration 7 - MyConfig

Configuration & - name

Commit server -
Cy Paste R
configuration l l 8 l sname

Rename the target configuration.

Caution!

ADPRO

Be very careful when activating a different configuration. If settings are missing or incorrect in that
configuration, your XO device may become unusable or unreachable (for example, if the IP

address changes). Honeywell recommends to start from a configuration that works well, copy that
into a new configuration, and then activate the new configuration so you can make the necessary

changes.

To activate a configuration, proceed as follows:

1.

Choose System > Maintenance > Configuration Management.

Configuration
Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name
Configuration 7 - TEST
Configuration & - Training

Commit server B
G Paste R
l configuration l l opy l ename

Boot

l Activate configuration ] l Default active config ]

l System restart ] l System halt ]

Click the desired configuration in the list, and then click Activate configuration (or double-click the

configuration). The following screen appears:

ADPRO XO Client

e

Click Yes to confirm.
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4. Wait for the XO device to restart, and then open the client again. The selected configuration now has an
asterisk (*) in the list of configurations.

Configuration

Configuration 1 - MyConfig
Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name

Configuration 7 - TEST *

Configuration & - Training

Commit server
configuration

‘ Copy ‘ Paste Rename

Boot

| Activate configuration | | Default active config |

| System restart | | System halt |

19.5 Resetting the Active Configuration to Factory Defaults

You can reset the currently active configuration to the factory defaults using the XO client software. The system
overwrites the currently active configuration with the default values, and then activates configuration 1. If
configuration 1 was the active configuration, then the device restarts with the default values. You can only reset
the active configuration; you cannot reset the other configurations.

@) Note

There are other options for full or partial resets. For more information, see Tech Tip #06 Resetting to
Defaults (27986).

If you reset the active configuration, the system restores default values for everything in the System menu,
including the IP address (reset to 10.0.0.10). The following items are preserved:

e the other configurations (the ones that were not active)

the configuration of MIO/EIO cards and Net I/O units (NO/NC, failsafe, watchdog)

the users

the isolation status of inputs

the licenses.

U Caution!
o

If you reset configuration 1, the device will restart with IP address 10.0.0.10. Make sure that your PC
can reach this address and reconnect to the XO device: set the IP address of your PC in the same
range.
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Toreset the active configuration to the factory defaults, proceed as follows:

1.

First, back up any data that you want to restore afterwards. For more information, see Downloading Files
from the XO Device .

Choose System > Maintenance > Configuration Management. In the example below, configuration 7 —
TEST is active.

Configuration
Configuration 1 - MyConfig
Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name

Configuration 7 - TEST *

Configuration & - Training

Commit server -
Cy Paste
l configuration l l 8 l B

Rename

Boot

ADPRO

I

Activate configuration

| |

Default active config

I

System restart

| |

System halt

Click the active configuration in the list (the configuration indicated by *), and then click Default active
config.

ADPRO XO Client ==

Click Yes to confirm. The system closes all processes and connections, and then restarts. It restores the
default values in the configuration that was active, and activates configuration 1.

Reconnect the client to the XO device using the settings for configuration 1 (IP address,
username/password).

If you have defaulted configuration 1, then connect with the default IP address (10.0.0.10) and the
username/password of a default user.

In the example below, configuration 7 is reset, and configuration 1 is now active.

Configuration
Configuration 2 - name
Configuration 3 - name
Configuration 4 - name
Configuration 5 - name
Configuration & - name
Configuration 7 - name

Configuration & - Training

Commit server -
Cy Paste
l configuration l l 8 l B

Rename

Boot

l Activate configuration ] l Default active config ]

l System restart ] l System halt ]

262
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19.6 Resetting the System to Defaults

For Technician users, the entire system can be reset to factory default using the XO client software by clicking the

- Live Video

B -] COMNECTIONS

. g Ethemst/ PPP

- o, Senial Ports / FTZ

- wmil Wideo Inputs

. [l monitor

- &) Audio

. 9 1o

3 g Video interconnection

.~ E-mail

- P Active connections

. o, PTZ overview

B 7] BEHAVIOUR

- [ AmiDisarm Schedule

3 @ Alarm Profiles

3 (i Input/Output Beha viour

(=] i ALARM TRANSMISSION

. i CMS Alarm Transmission
iz Parallel Alarm Transmission
! ANALYTICS

' IntrusionTrace

LoiterTrace
# g Motion, sabotage
. %= FIR s=ttings
- [ Recording Mode Schedule
- #8 Recordings Behaviour
. @ E-Mail Addressbook
£l ] GENERAL
- (¥) DateTime
3 E Calendar
. & Users
- g, Tools
B {Z] MAINTENANCE
b u Log
. #8 Harddisks
. #8 Harddisk Setup
- §3 RAID Setup
- ¥R Transfer
- & HipilEth config

)

iy [
*@_ Recorded video % System

Configuration

Configuration 1 - Default *

Configuration 2 - name

Configuration 3 - name
Cenfiguration 4 - name
Configuration 5 - name

Configuration & - name

- Defaulting entire =ystem will reztore the device to factory default status and reguires a system reboot. Do you
| want to continue?
-

Boot

Activate configuration Default active config

System restart System halt

Default

Default entire system
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20 Downloading and Uploading Files

@) Note

Disable P2P before you export a configuration file (without this, the P2P function will not work on the
device that imports the configuration file with P2P enabled).

20.1 Downloading Files from the XO Device

Before installing new software, or before making major changes to the configuration, Honeywell recommends

that you download the following files to your local hard disk:
e License: system license, including encoder card licenses for analogue video channels. The system

merges the system license and encoder card licenses into one file when downloading from the XO device.

e User data: all defined users and access rights
e Configurations: all settings in the System menu (except settings for MIO/EIO cards and Net I/O units,
users, and licences)

e Camera definitions (only required if you have received a separate camera definition file from Honeywell;

this is not required for standard systems)
e  Calibration pictures: 3D calibration images for video analytics.
e Lastlog: Device log for debug.

Mo

t'-.

J

About

If you lose any of the above data or settings, you can upload the downloaded files again to restore settings.
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o— )

Note

Itis not possible to download application licenses (IP channel licenses, PIR-HLI licenses, licenses
for IntrusionTrace, LoiterTrace...) from the XO client. You manage these licenses using Xchange2.
For more information, see the Xchange2 user manual (27816).

Caution!

A full upgrade of the firmware and software may cause data to get lost (for example: system license,
user data, configuration...). Download the necessary files from your XO device before you start
upgrading.

If, by accident, you lose the configuration, you will need to reprogram all settings in the system.

If you also lose your system license, you can first try and restore it using Xchange2 (for requirements
and conditions, see the Xchange2 user manual (27816)). If restoring via Xchange2 is not possible, you
will need to contact your Honeywell supplier (Honeywell Support) to obtain a new license. In this
case, you will need to provide the serial numbers of your video cards. Click About in the top menu to
see the system information, which contains the serial numbers. Click the Clipboard button to copy
the information, and then paste it into an email to Honeywell Support.

To download files from the XO device, proceed as follows:

1. Choose System > Maintenance > Transfer.
2. Work in the Receive from server section for downloading.
; ADPRO XO 22.0.0.20 : Xtralis ADPRO XO : 0001 — [m] X
uf Live Video ;é% Recorded videa \}‘ System a@ty Status l, About
E} ;:r‘r;;npp;z Wl send andlor recaive configuratons, cense fls, user fles and update fles hare
=) i V=
: [=] :Jnmo‘u i Send to server
&Y pudiof)
é o Search
} '@ Video interconnection
- (O Calibration pictures
L o PTZ overview @other
2] BEHAVIOUR Firmware:
- [} Am/Disarm Schedule Current version Rollback version
Qﬁ‘ =] Roll back V05.04.0013_4-1-2024 V05.04.0013
-l Input/Output Behaviour
EI G ALARM TRANSMISSION
] L ErE T Recsive from server
i L gl Parsllel Alsrm Transmission
.NALYTICS O License
4 :.:w’l::r;:ba (O configuration 1: name
O Ccamera Definttion
(O calibration pictures
i @ Lastiog
Get
=) UUW«‘NTENANCE Save current config as a template / Load, modify and apply a selected template
: g’ Save current config as a template Modify / apply a template
& HipiEth config
Configuration Management
a. Todownload the system license (including the encoder card licenses), click License, and then click Get.
Select the destination folder, and then click Save.
b. To download user data, click User Data, and then click Get.
Select the destination folder, and then click Save.
O Note
Versions above XO 4.5.13 don't support user data export.
264
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¢. Todownload a configuration, click Configuration.

Select the desired configuration from the list, and then click Get.

Select the destination folder, and then click Save.

Repeat for each configuration.

d. To download the camera definitions, click Camera Definition, and then click Get.
Select the destination folder, and then click Save.

e. Todownload the calibration pictures, click Calibration pictures, and then click Get.
Select the destination folder, and then click OK.

f.  Todownload last log, click Last log, and then click Get.

Select the destination folder, and then click Save.

20.2 Uploading Files to the XO Device

20.2.1 Overview

It is possible to upload different types of files to the XO device. Each file type has a specific file extension:

e .bin = software (Linux + application). This method is not recommended for software updates: Honeywell
recommends to install new software on your XO device using Xchange2, if possible. Always check the XO
Release Notes for instructions on updating.

Jlic = license

.usr = user data

.prop = configuration

.def = camera definitions

.jpg = calibration pictures. You can upload multiple calibration pictures at once.

20.2.2 Uploading Configurations

To upload a configuration file to the XO device, proceed as follows:

1. Choose System > Maintenance > Transfer. For uploading, you will work in the Send to server section.

Send to server

| Search |

| Calibration pictures

Send
| @ Other

2. Make sure that Other is selected.
3. Under Send to server, click Search.
4.  Select the configuration file that you want to upload, and then click Open.

Send to server
adproxo_0001_1.prop | Search |

| Calibration pictures

Send
| @ Other

Replace config 1: MyConfig -

5. Inthe Replace config box, select the configuration that you want to overwrite.

Send to server
adproxo_0001_1.prop | Search |

Calibration pictures

| Send | Replace config [7: TEST] -

@ Other

6. Click Send to upload the file to the XO device. If the configuration file has a different version than the active
[iopao X0 Client —53-1

Caution!

° Settings from different versions may cause conflicts and unexpected behaviour in the system.
Proceed at your own risk.

3013-9447-001 265



ADPRO XO eFT-SClient Software User Guide
configuration, the following screen appears:

ADPRO

7. Ifyou are sure that you want to upload the configuration, click Yes. The following screen appears:

ADPRO XO Client

:] Changes reguire a system restart. Do you wish to restart?

*

8. Click Yes to restart the XO device.

20.2.3 Uploading Calibration Pictures

You can upload multiple calibration pictures at once. Furthermore, the system performs various checks before

uploading, to help you prevent accidental overwriting of calibration pictures with incorrect images:

e Each calibration picture contains the site name and ID of the XO device from which it was downloaded.
When you upload calibration pictures, the system checks if their site name and ID match those of the XO
device. If there is no match, the system will not upload the pictures. Therefore, if you change the site name

or server unit ID for an XO device, always back up your calibration pictures afterwards.

e If you select more than one front or back picture for the same camera, the system only uses the most

recent picture.
e  The system filters out snapshots: you cannot upload snapshots as calibration pictures.

e  Before uploading, the system presents an overview of the calibration pictures that it will upload. You can
then double-check if the selected pictures are the correct ones, if the list is complete, etc. The screen
below is an example of such an overview.

ADPRO XO Client [
Send calibration snapshots

- The selected pictures will replace the calibration images in the server. Please verify they are correct before pressing ok.
Camera Image filename Date/Time Type O send
01 0001_MyDevice_ 1 IP Office_front.jpg 2016/12/02 15:37:28
01 0001_MyDevice_1_IP Office_back.jpg 2016/12/02 15:37:28
02 0001_MyDevice_2 Hallway_front.jpg 2016/12/02 15:37:28
02 0001_MyDevice_2 Hallway_back.jpg 2016/12/02 15:37:28

Ok ] [ Cancel

The overview contains the following information:

ltem Description

Camera

The number of the camera to which the system will assign the calibration picture.

Image filename

Filename of the calibration picture that the system will upload.

Date/Time Date and time the calibration picture was downloaded on the PC.
Type Indicates if the calibration picture is for the front or back of the scene.
Send Use the checkboxes to indicate which files you want to upload.
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Caution!
g Do not edit the calibration pictures using image editing applications. The calibration pictures may
become unusable.

To upload calibration pictures to the XO device, proceed as follows:

1. Choose System > Maintenance > Transfer. For uploading, you will work in the Send to server section.

Send to server

() Calibration pictures
-
@) Other

2. Click Calibration pictures.
3. Under Send to server, click Search.
4.  Select the file(s) that you want to upload, and then click Open.
5.  Click Send. The system will now check the files you selected, and then present an overview of the
calibration pictures that it will upload:
(" ADPRO XO Client =Sc=)
Send calibration snapshots
- The selected pictures will replace the calibration images in the server. Please verify they are correct before pressing ok.
Camera Image filename Date/Time Type O send
01 0001_MyDevice 1 IP Office_front.jpg 2016/12/02 15:37:28
01 0001_MyDevice 1_IP Office_back.jpg 2016/12/02 15:37:28
02 0001_MyDevice_2_Hallway_front.jpg 2016/12/02 15:37:28
02 0001_MyDevice_2_Hallway_back.jpg 2016/12/02 15:37:28
Ok ] [ Cancel
O Note

If the system detects one or more files that are not suitable calibration pictures (for example:
snapshots), of if you have selected more than one front or back picture for the same camera, the
following message appears:

ADPRO XO Client ==

“four selections have been fittered! The result list only represents the calibration pictures that match the site name
l % and id of the server. If multiple pictures exist for the same cam, only the most recent one is retained

Click OK to close the message box. The system filters out the unsuitable pictures, and takes
only the most recent version of the suitable pictures.

6. Carefully check the overview, and clear the checkboxes of the listed pictures that you do not want to

upload.
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7.  Click OK to confirm. The following screen appears:
ADPRO XO Client ==

[e} Are you sure you want to overwrite the server's calibration pictures with the selected ones?

8. Click Yes to confirm.
The system uploads the selected calibration pictures.

20.2.4 Uploading Other Files

To upload other files than configurations or calibration pictures to the XO device, proceed as follows:

1. Choose System > Maintenance > Transfer. For uploading, you will work in the Send to server section.

Search

Send to server

——————— Calibration pictures
Send
@ Other

2. Make sure that Other is selected.
3. Under Send to server, click Search.

4. Select thefile that you want to upload, and then click Open.
The example below shows a user data file:

Send to server

adproxo_0001.usr Search
———————— Calibration pictures
Send
@ Other

5.  Click Send to upload the file to the XO device. One of the following screens appears:

ADPRO X0 Client X ADPRO X0 Client *

[e} Changes require a system restart. Do you wish to restart? [0} Changes require a system restart.

Yes No Ok
or

6. Click Yes or OK to restart the XO device and apply the new settings.

20.3 Firmware Rollback

Caution!

® Backup your system license, user data, configuration data, camera definition, and calibration pictures
before performing the rollback. Only the Technician user has rollback privileges.

XO 5.0 supports firmware rollback. You can rollback firmware on the ADPRO device from the XO 5.0 Client. The
rollback reverts the firmware and all the configured data to the previous version.

Rollback cannot be applied to the eFT Series devices which are supported from XO 5.0 onwards.

1. Choose System > Maintenance > Transfer, and check the Current version and the Rollback version
under Firmware.

Firmware : :
Current version Eollback wersion

Eoll back 05, 04.0013_8-1-202 ¥05. 04,0013
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2. Click Roll back. Rollback confirmation dialog box is displayed.

ADPRO XO Client -

l'e Are you sure you want to rollback to the latest version?

Yes | No

3. Click Yes.

20.4 Configuration Template

You can save the configuration settings to a file and then reuse it as a template on other XO devices.

1.  Choose System > Maintenance > Transfer.

Save current config as a template / Load, modify and apply a selected template

Save current config as a template Modify / apply a template

2. Click the Save current config as template button.
3.  Save the configuration template (ADPRO XO file) to the disk.

To reuse the saved configuration template:

e Click Modify / apply a template and browse the saved file. The configuration settings are imported into
the XO device.
e Change the device IP if the template is imported to a different XO device.
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21 Starting and Stopping
21.1 Restarting the System

Follow the procedure below to restart your XO device via the XO client. This allows the system to shut down all
processes and connections properly. Do not restart the device by switching the power off and on again.

Torestart the system, proceed as follows:

1. Choose System > Maintenance > Configuration Management.
2.  Click System restart.
ADPRO XO Client et S

':9] Are you sure you want to restart the system?

| Yes | | No |

3.  Click Yes to confirm. The system shuts down all processes and connections. This may take a minute. The
LEDs on the front panel go out, and then the system restarts automatically.

4.  Wait for the system to finish restarting. Restarting is completed when the LEDs on the front panel light up
again.

O  Note
ﬂ You cannot connect to a device while it is restarting. The following error message will appear:

ADPRO XO Client [

[ > | Connection error:
A = Connection failed (-51)

Click OK to close the message box and wait for the device to restart completely before trying to
reconnect.

21.2 Stopping the System

Before switching off power, you stop the system using the XO client. This allows the system to shut down all
processes and connections properly. Do not stop the device by switching off the power.

To stop the system, proceed as follows:

1. Choose System > Maintenance > Configuration Management.
2.  Click System halt.
ADPRO XO Client et S

':9] Are you sure you want to stop the system?

3.  Click Yes to confirm. The system shuts down all processes and connections. This may take a minute.
4.  Wait for all the LEDs on the front panel to go out.
5. Switch off the power using the on/off switch at the back of the device.

O Note

You have 20 seconds to switch off the device. After 20 seconds the device restarts again
automatically.
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22.1 Front LED Indicators

The following table lists the front panel LED indicators:

LED
Green LED

‘ Icon Operation

out briefly). This is normal behaviour.

@) Note

H Red LED on the power button indicates that the device
is switched-off. If you press the power button for 3 to 4
seconds, the yellow and blue LEDs flash and the
system does graceful shut down. Force shut down
happens when you press the power button for 8
seconds are more.

(l) Indicates that power is on. The green LED periodically blinks (goes

Yellow LED

A Indicates a fault. If the yellow LED lights up, check the status of
your device.

Blue LED

ﬁ Indicates storage media activity.

22.2 Status Indicators in the Status Window

The Status button in the top menu looks different depending on the system status, providing basic information
without opening the Status window:

Button Description

[@ - ] Normal disarmed status.
*  Thegreen circle indicates that there are no active faults.
+  Thegreen padlock indicates that the system is disarmed.
[a e ] Normal armed status.
*  The green circle indicates that there are no active faults.
*  The red padlock indicates that the system is armed.
[@ - ] Normal disarmed status with isolated alarm/input.
»  The pin indicates that there is at least one isolated fault/input.
»  The green circle indicates there are no active faults that are not isolated.
*  The green padlock indicates that the system is disarmed.
[@ - ] Normal armed status with at least one isolated fault/input.
[_, ctatus ] Fault in disarmed status.
— *  The yellow warning sign indicates that there is at least one active fault.
*  The green padlock indicates that the system is disarmed.
['L ctatus ] Fault in armed status.
[ @ ctatus ] Fault in disarmed status with isolated fault/input.
[ @ ctatus ] Fault in armed status with isolated fault/input.
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ADPRO

Click the Status button to see an overview of inputs and outputs with different status bars. The Status window
has two tabs: General and 1/O.

O NoteYou can check the CPU utilization level of your XO device from the CPU-load server. It displays

the Utilization level of each processor core and their average. A warning message is displayed if the
CPU utilization is exceeding 90%.

General | Vo
General Interconnection
1 I - k| l
' .
| \ | | I I i | | |
Cameras
| ) ' | | ' . | I
- | | | | | [ | |
[ il | | 1| | | 1 | 1 [ ]
| | ' | | ' | | I
- | | | | | [ | |
[ [ | [ | I | [ ]
' . ' . . N . . '
-] [ | | | | I | |
[ | | | M | 1 | [ |
| . ; . \ L . L ;
- | | | | | | | |
[ il | | | | | I il | ]
CPU-load server
- 6.03 % (core 1)
= 6.03 % (core 2)
- 6.03 % (core 2
= 6.09 % (core 4)
- .10 % (core 5)
= 6.06 % (core 6)
- 7.14 % (core 7]
- 7.00 % (core 8)
- 6.37 % (avg.)
General Fire
Normal/configured Fault . Fire Fire trouble
B Active B =olated B Action alert Non-Fire

The General tab displays the status of the following inputs:
e Under General: system inputs.
¢ Under Interconnection: inputs from the S3100 control panels.

e Under Cameras: the camera inputs.
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General [ o ]
Vo Remote VO
L L y y y . y y
| | | [ | | | I | | | |
[ [ | [ [ [ [ I [ [ [ |
L y y y . y y
[ | | | I | | | |
[ [ [ [ I [ [ [ ]
] Y Y Y E E
IP cam 'O
_ T T S S R T TR T S T I T T S S T
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The I/O tab displays the status of the following inputs () and outputs (\=):

1/0: inputs and outputs on the MIO and EIO cards (on-the-box inputs and outputs)
Remote 1/O: inputs and outputs on the Net I/O units

IP cam I/O: inputs and outputs on the IP cameras

Workbits: input and output workbits

PIR: PIR inputs

Analytic detail status: additional inputs for IntrusionTrace.

Place the mouse pointer on an indicator (status bar) to see a detailed description.

1 | I | lI
> 1046 - [REAL] - CAMO1 LOITER. EVENT '_

Status bars for inputs have two layers: the bottom layer indicates the actual status of the input; the top layer
indicates if the input is isolated or not. For more information, see Isolating an Alarm Input .

Status bars for outputs only have one layer, indicating the actual status of the output. You cannot isolate outputs.

The bar colour indicates the status. Under General (at the bottom of the screen) you find an overview of the
colours and a short explanation:

Colour Description

A grey bar indicates that the input/output is not available on the XO device.

A light blue bar indicates that the input/output is inactive.

For example, the bar CAMxx PERIMETER for a camera is blue if IntrusionTrace is active on the
camera, but no intrusion is being detected now.

[ | A green bar indicates that the input/output is active.

For example, the bar CAMxx PERIMETER for a camera is green if IntrusionTrace is active on the
camera, and intrusion is being detected now.
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Colour Description

A yellow bar indicates that the input is active and indicates a fault in the system. You have to take
action. This is typical for system inputs (such as locked recorder or storage insufficient), presence
faults, tamper and sabotage events...

For example, the bar CAMxx NO VIDEO for a camera is yellow when active.

[ | A dark red bar in the top layer indicates that the input is isolated.

22.3 Isolating an Alarm Input

Isolating an alarm input means that system no longer transmits the alarm. The actual input status still appears in
the Status window. An isolated input is marked in dark red in the top layer of the status bar.

When you isolate an input, the system activates input 10511, and transmits the system message 0511 —[SYST]
— GENERAL ISOLATION every 24 hours according to the alarm profile settings, until you activate all isolated
inputs again. The Status button in the top menu changes shape: a coloured pin indicates that there are isolated
inputs.

Button Description

[@ Status ] One or more inputs are isolated; there are no other (not isolated) faults.

One or more inputs are isolated; there are other (not isolated) faults that you have to

[ i!“ Status ]
— check.

To isolate an alarm input, proceed as follows:

1. Click Status, and then click the tab that displays the input (General or l/O).
2. Right-click the desired input, and click Isolate. The top layer of the status bar colours dark red.

IS N e——

3. Tore-activate anisolated input, right-click the desired input again, and click Isolate. The top layer of the
status bar colours blue again.

N

22.4 General Status of the System

Below you find a table with the most common system inputs.

Input Type Default name Description
0000 |SYST |SYSTEM STARTUP The system is starting up (booting).

0001 |SYST | MANUAL HW CFG NEEDED When using XO I/O Interface USB modules on ADPRO
devices: the device detected unknown hardware. You
have to configure the hardware mapping.

0002 |[SYST |HW CFG MISMATCH Hardware configuration mismatch: there is a mismatch
between the items configured in the hardware configuration
tool and the hardware that the system has detected (either
more or less than configured). Check connections and
hardware mapping.

0005 |SYST |[ANALYTIC CFGBUSY A user is configuring the analytics.
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Input Type Default name Description

0006 |SYST | CONFIG UNCOMMITTED Configuration has unsaved changes.

0007 |SYST | TECHNICIAN GRANT Access is granted for the Technician user.

0008 |SYST |SYSTEM ARMED System is armed.

0009 |SYST |ENTRY ERROR Error in the entry path.

0010 |SYST |EXIT ERROR Errorin the exit path.

0011 | SYST |ENCODER CARD ERROR Error in the analogue video encoder card(s). None of the
cameras on the associated card work.

0012 | SYST |LICENSE ERROR Error in an application license.

0013 |SYST |SYSTEM LICENSE ERROR Error in the system license, or no system license present.

0014 | SYST | UNKNOWN LICENSE ERROR | Unknown error concerning licenses.

0015 |SYST |HARDDISK FULL Hard disk is full. In a system with multiple hard disks: all
hard disks are full. Recording will stop.

0016 |SYST |HARDDISK ERROR Error on a hard disk.

0017 |SYST |HARDDISK CORRUPT A hard disk is corrupt.

0018 |SYST | DATABASE ERROR Error in the database.

0019 |SYST |LOG ERROR Errorin the logs.

0020 |SYST |RECORDING ERROR Error in the recordings.

0021 | SYST | SYSTEMLOCKDOWN A hard disk is in lockdown mode. For details, see Hard
Disk Lockdown Mode .

0026 |SYST |PIR CONFIG. ERROR Errorin the PIR configuration. The configured PIRs do not
match the PIRs that the XO device has discovered.

0027 |SYST |PIR TRANSP. MODE PIR transparency mode is active for commissioning; walk
test port is in use (for example for iPIR).

0030 |SYST | MODEM INIT FAILED Dial-up connection initialisation failed.

0031 |SYST | MODEM PIN INCORRECT Dial-up connection PIN is incorrect.

0032 |SYST |PRIMARY LINE FAULT Error in the primary transmission path. No communication
to the primary destination.

0033 |SYST |BACKUP LINE FAULT Error in the backup transmission path. No communication
to the backup destination.

0034 |SYST |PRIMARY LIFECHECK Life check on primary transmission line failed. No answer
from the primary destination.

0035 |SYST |BACKUP LIFECHECK Life check on backup transmission line failed. No answer
from the backup destination.

0036 |SYST |ALMTX QUEUE OVERFLOW Alarm transmission queue overflow. There are more
alarms to transmit than the system can process.

0037 |SYST | MODEM INITIALIZING Dial-up connection is initialising.

0038 |SYST |DISPATCHER OVERFLOW Dispatcher overflow.

0039 |SYST |E-MAIL TX OVERFLOW Email transmission overflow. There are more alarms to
transmit via email than the system can process.

0040 |SYST |E-MAIL ERROR Error in e-mail configuration.

0041 |SYST |NOITRACE REACTION No response from iTrace within specified timeout.

0042 |SYST |PARTX1LINE FAULT Error in parallel transmission path 1. No communication to
parallel destination 1.
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Input Type Default name Description

0043 |SYST | PARTX1QUEUE OVERFL. Queue overflow in parallel transmission path 1. There are
more alarms to send to parallel destination 1 than the
system can process.

0044 |SYST | PARTX1LIFECHECK Life check on parallel transmission path 1 failed. No
answer from parallel destination 1.

0045 |SYST | PARTX2LINE FAULT Error in parallel transmission path 2. No communication to
parallel destination 2.

0046 |SYST |PARTX2 QUEUE OVERFL. Queue overflow in parallel transmission path 2. There are
more alarms to send to parallel destination 2 than the
system can process.

0047 |SYST | PARTX2LIFECHECK Life check on parallel transmission path 2 failed. No
answer from parallel destination 2.

0048 |SYST | RECORDER OVERFLOW Recorder overflow (more than 16 000 events).

0049 |SYST |LOCKED RECORDER There are locked recordings on the hard disk.

0050 |SYST | STORAGE INSUFFICIENT There is not enough free space on the hard disks for the
specified minimum days of recording.

0055 |SYST |DYN DNS FAILED Dynamic DNS connection failed.

0056 |SYST |NTP SERVER UNREACH Cannot reach NTP server for date/time sync.

0057 |SYST [NTP NOT SYNCHRONIZED System is not in sync with NTP server.

0060 |SYST |EVENT QUEUE OVERFLOW Event queue overflow.

0065 |SYST |LICENSE EXPIRED A license has expired. Replace the license before the
grace period (30 days) expires.

0066 |SYST |LICENSE OUT OF SYNC The application licenses on this device do not correspond
with the registered licenses in the Honeywell database.
Connect to the device using Xchange2, and sync the
device.

0067 |SYST | APPLICATION STOPPED An application has stopped working (timed license has
expired more than 30 days ago).

0068 |SYST |LICENSE TAMPERING Tampering with licenses detected (for example, DOM from
a different device is installed; contains a system license
with the wrong MAC address).

0070 |SYST |PRESIDIUM FAULT Presidium (obsolete) reports a high temperature or general
fault, or the XO device detects an incorrect IP port.

0071 |SYST |PRESIDIUM PRES.FAULT Cannot communicate with Presidium (obsolete).

0080 |SYST | DECODER CARD ERROR Error in Ethernet card for IP camera network (for example,
card is missing).

0090 |SYST |WIFI CONNECTION ERROR Error connecting to wireless network.

0091 | SYST | TUNNEL IP CAM Remote access to IP camerais active.

0100 |SYST | SMART ERROR Unspecified hard disk SMART error.

0101 | SYST |SMART HDD ALERT Hard disk SMART alert.

0102 |SYST |SMART HDD ALERT TEMP Hard disk temperature too high.

0103 |[SYST | SMART HDD ERROR Hard disk SMART error.
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Input Type Default name Description

0197 |SYST | CHECK ANALYTIC CFG There is a mismatch between the analytic resolution of at
least one camera and the resolution of that camera’s
calibration pictures.
Check calibration, detection zones, and mask areas of the
affected cameras. Reconfigure if necessary. For details,
see Troubleshooting Analytic Resolutions .

0198 |SYST |CMS PRIORITY CMS has taken priority and/or analytics configuration is
busy.

0200 |SYST | REMOTE CONNECTION A remote connection (XO client, app) is active.

0201 |SYST | SENSOR ACTIVITY A sensor (input) is active.

0203 |SYST | RECORDER INIT Recorder is initialising.

0204 |SYST |RECORDER INIT DONE Recorder has finished initialising.

0500 |SYST | GENERAL MODE1 System is operating in recording mode 1.

0501 |SYST | GENERAL MODEZ2 System is operating in recording mode 2.

0502 |SYST | GENERAL MODE3 System is operating in recording mode 3.

0503 |SYST | GENERAL MODE4 System is operating in recording mode 4.

0506 |SYST |END OF FIRE COND. Not applicable.

0508 |SYST | GENERAL POWER System is powered.

0509 |SYST | GENERAL FAULT At least one fault input is active.

0510 |SYST | GENERAL RECORDING System is recording.

0511 | SYST | GENERAL ISOLATION At least one input is isolated.
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23 System Information
23.1 Software and License Information
To check the software and license information of your XO device, click About in the top menu.
; ADPRO XO 22.0.0.29 : 209 : 0020 — O *
=y Live Video g% Recorded video \\\P System B Status i_f About
Client Server Uptime
0 05,04, 0013 0 05.04,0013 8-1-2024 Client 00000R0On16=
Details
7z .d11 - 15.00 ~
BurnMediaDll.dll - 5.4.13.0
DecoderPack.dll - 5.4.13.0 W
Lpplication license details
| Packs |Expires | Revocable | Recurrent | UCT |In use|Linked to
|System: Rnalytics INEVER |Ho |Ho Tes |camera 2; camera €; came
|System: IP-Channel |NEVER |Ho |Ho Yes |camera 2; camera 2; came
| System: ARDPRO-PIR-HLI |IHEVER | Ho | Ho No I
|iTrace iCommand Free |NEVER | No | No Ho |
< >
Syztem Analytic library details
EFT-5 & |Library |Version | 0
“““ | | |
Product: ADERO HO |Motion IV1.10.52 |
Firmware: €4bit | Sabotage Iv2_02.51 |
Type: FULL, Expiration: TIME UNLIMITED | interface |V2.01.04 |
Identifier: 00-40-84-53-EC-05 I visible |V2.02.05 |
Hardware id: XT-S5ASEH-ODERAG-OC |LoiterTrace |vz.11.88 |
v | interface |W2.10.27 |
Clipboard </

The About window displays the following information:

ltem Description

Client The version of the client software that runs on your PC.

Server The version of the firmware that runs on your XO device.

Uptime Indicates how long you have been connected to the XO device with this client software in this
session.

Details The firmware versions of the different dll files that the XO device uses.

Application Details of the application licenses installed on the XO device:

license details |+ Packs: name of the license.

. Expires:

— For timed licenses: indicates the license expiry date, or indicates EXPIRED after
the grace period for renewing the expired license has ended (when the
application stops working).

— For perpetual licenses: indicates NEVER.

+ Revocable: indicates if the license is revocable or not. You can use Xchange2 to
revoke a revocable license from one XO device, and install it on a different,
compatible XO device.
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Item Description

. Recurrent: indicates if the license is recurrent or not. A recurrent license is a license
that needs to be renewed on a regular basis.

*  UCI: the unique ID of the license.

. In use: indicates if the license is in use or not.

. Linked to:

— The video channel(s) to which the application license is assigned. Individual IP
channel licenses are all displayed on one line: the Linked to column lists all the
cameras that are linked to an individual IP license.

— For sets of 4 IP channel licenses: all the cameras that are currently linked to the
license. If you want to revoke the license, you have to unlink all these cameras
from the license first.

— For PIR-HLI licenses: displays the PIR detector connection: Serial (via RS-485
bus), and/or UDP (via IP modules).

System General system information, from top to bottom:

*  Device type: eFT-S.

. Product: displays the product brand name.

. Firmware: 64-bit.

*  Type: the system license type: FULL, TRANSMITTER, ENTRY.

. Expiration: displays TIME UNLIMITED for perpetual system licenses, or the expiry
date for timed system licenses.

» Identifier: the device’s MAC address.

. Encoder card: The type and ID of the installed encoder cards for analogue cameras.
If the encoder card license is correctly installed in the device, the line indicates
LICENSED. If not, the line indicates UNLICENSED.

* Analytics LoiterTrace and Analytics IntrusionTrace: for each analytic application,
the number of installed licenses (x Ch), and the number of valid licenses (valid: y).

. Pir detector license: indicates if a PIR-HLI license is available.

. Fire detector license: not applicable.

*  Motherboard, CPU, Memory: hardware information of the XO device.

*  Max simultaneous analytic channels: the maximum number of analytic channels
allowed on the device.

+ Balancing mode: indicates if the trade-off mechanism for IP/analytics licenses is
active (for iFT Series and eFT Series, eFT-S Series models only).

. Max allowed channels: maximum number of video channels.

+ Harddisks: type and serial number of all the disks in the system. This includes the
DOM (disk-on-module) and the recording hard disks.

You can click Clipboard to copy the system information. You can then, for example, paste

the system information into an email to Honeywell technical support staff.

Analytic The version of the libraries that the different analytic applications use.
library details
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23.2 Licenses

23.2.1 Overview

You can load different types of licenses in the XO device:

e System license

e Encoder card licenses = licenses for the analogue video channels

e |Plicenses = licenses for the IP video channels

e Analytics application licenses = licenses for using extra applications.
All license types are explained in detail in the following sections.

23.2.2 System License

From firmware version V2.00, all XO systems require a system license. The system license defines the
maximum number of video channels allowed, and the maximum number of analytic channels allowed on your
system.

XO software allows for up to 16 channels on eFT-S models.

For instructions on upgrading the system license (free of charge), see the XchangeZ2 user manual (27816).
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An XO device running without system license will inform the user of the license error via the event message 0013
—[SYST] - SYSTEM LICENSE ERROR, and via a popup window at each connection with the XO client. You
have to install or restore the system license immediately to have access to full functionality.

You can back up and restore your system license via the Transfer function in the XO client. For more information
on uploading licenses, see Downloading and Uploading Files . In some cases, you can also try to restore the
system license using Xchange2. For details, see the Xchange2 user manual (27816).

O Note

ﬂ The system license is locked on the XO device’s motherboard and is therefore system specific: the
license has to include the correct MAC address. You cannot transfer a system license from one
device to another.

When you make a backup copy of the system license using the client software, the video system
merges the system license together with the encoder card licenses (for analogue video channels) into
one license file. The system license backup file does not contain any other licenses (application
licenses, IP channel licenses...), but you can restore those using Xchange2.

23.2.3 IP Video Channel Licenses

For IP video channels, you need:
e An IP network connection to the camera network. For this, you use the second LAN connector on the eFT-
S

e An IP license per channel. You have to purchase IP licenses, and install them on the XO device using the
Xchange2 tool.

The actual number of available IP channels depends on the following factor:

On the eFT-S model, you trade in 1 video channel for 1 analytic channel (balancing mode). The
number of IP channels is Max. 16 with 0 analytics or Max. 8 with 8 analytics.

On the eFT-S models, the system will display the following reminder regarding the balancing mode when you
open the System menu:

WARMING! Balancing mode is active! This means you have to make a trade off
between the allowed number of ip channels and the number of analytic
channels. You can enable more ip cams by using less analytic
channels and vice versa. The balancing factor for this system is

1.0:1.0 (ip:analytics).

23.2.4 Application Licenses

The XO devices provide the ability to unlock extra functionality that resides in their system firmware. To unlock
functionality, you need to buy an application license via your regular Honeywell sales channel.

You can add the following applications to the XO device’s functionality:

e IntrusionTrace: video analytics application for outdoor perimeter detection for sterile zone monitoring. The
new IntrusionTrace on XO licenses always include the PIR-HLI license, allowing for double- and triple
knock configurations with ADPRO (PRO-E) PIR detectors. You can upgrade your old IntrusionTrace
licenses free of charge using Xchange2: just revoke and then re-install your IntrusionTrace licenses on
your devices.

For more information, see the IntrusionTrace documentation.

e iTrace iCommand: mobile app for remote monitoring, verification, and control (iOS and Android).

For more information, see the iTrace documentation. The iTrace iCommand functions are included, free of
charge, in firmware versions XO 5.4 and above.

e LoiterTrace: video analytics application for indoor/outdoor loitering detection.

For more information, see the LoiterTrace documentation.

e PIR-HLI: interface application for alarm reception, configuration, and walk testing with the PRO or PRO E

PIR detectors.

When you buy an application license, you receive a voucher code with a credit number. The voucher code can
contain one or more licenses. You redeem the voucher code in the Xchange2, and then you can install the
licenses on the desired XO devices. For more information on handling application licenses for XO devices, see
the Xchange?2 user manual (27816).
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Honeywell | ADPRO’

To use your voucher cods;

1. Goto hwilcosAdprolicensing

Z. Follow the on-screen instructions

Warning: & Vouchar Code may represent many licenses and can be uged repaatedly until all those
licenzes have been deployed. It iz the rasgonsibility of the owner To kee the code Jecure 1o prévent
unauthorzed uge andfor s Lest Voucher Codes cannot be replaced or recovered by Honeaywell

Thits voucher is non-transferable and has no credit value. Copyright 20 Honeywell Inlernational. All rights reserved.

23.3 Viewing Active Connections

To display the active connections, choose System > Connections > Active connections.

- Active connections
3 g Here you can view the active video and control connections

Active video connections

|IP address |Port |User |Cam|Connection start time|Stream Type|Fps|Resolution
|110.0.0.58 |13582 |1 IS 104/06/15 — 10:39:26& |live Infalnfa
|110.0.0.58 |13838 |1 11 |04/06/15 — 10:39:2& |live Infalnfa
|10.0.0_21 |3s182 |0 11 |04/06/15 — 10:44:14 |live Infalnfa
|110.0.0.58 110256 |1 I1 |04/06/15 — 10:56:41 |rec Infalnfa

Active control connections

|IF address |Port |User |Connection start time|CMS
|110.0.0.58 13834 |1 |04/06/15 — 10:359:24 |
|10.0.0_21 3982 |0 |04/06/15 — 10:44:13 |*

The Active connections window displays:
e the active video connections for viewing live or recorded camera images (active RTSP connection)
e the active control connections (active client protocol connections).
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You cannot modify any settings in this screen; it is for information only.
The system does not refresh the information in the screen automatically: click Refresh to update.

The Active connections screen displays the following information:

ltem ‘ Description

Active video connections

IP address The IP address of the device that established the video connection.
Port The connection port number.

User The ID of the user that connected.

Cam The camera number.

Connection start time | Start date and time of the connection, in dd/mm/yyy —hh:mm:ss format.

Stream Type The video stream type:

. live: live video
. rec: recorded video.

Fps Frames per second, if available. If the information is not available, this column
displays n/a.

Resolution The image resolution, if available. If the information is not available, this column
displays n/a.

Active control connections

IP address The IP address of the device that established the connection.
Port The connection port number.
User The ID of the user that connected.

Connection start time | Start date and time of the connection, in dd/mm/yyy —hh:mm:ss format.

CMS This column displays an asterisk (*) for the connection that has ‘CMS priority’. This
can be either a connection from a CMS, or a client connection that is busy
configuring the analytics. When a connection has CMS priority, the other
connections cannot change certain system settings, such as the analytics
configuration. This prevents configuration conflicts.
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23.4 PTZ Overview

The PTZ overview screen displays an overview of PTZ camera configurations, and of the configured PTZ presets
that the XO device can trigger. It includes the presets on and after event recording conditions, and on I/O triggers.
You cannot modify any settings in this screen; it is for information only. You can click the column headers to sort

the information.

Todisplay the PTZ overview, choose System > Connections > PTZ overview.

PTZ overview
- This page gives an overview of all the actions and events that trigger a PTZ camera to move to a preset position.

Protocol overview

Camera Protocol Address Auto Home  Positioning time
IP Office 10 5

Hallway 0 2
Preset position overview

Camera ¥ Condition Preset

IP Office 13327 - INPUT WORKBIT 255 003 - Coffee machine

Hallway Motion office preset on event 003 - Left

Hallway Motion office preset after event 001 - Home

The sample screen above displays the following information:

ltem ‘ Description

Protocol overview

Camera The PTZ camera name.

Protocol The port number and PTZ protocol. For IP cameras, this column displays —.
Address The camera address for PTZ control. For IP cameras, this column displays —.

Auto Home The time (in seconds) after which the camera automatically moves back to its home

position. This corresponds with the Auto-Home Expire Time setting in the camera
configuration screen.

Positioning time

The time (in seconds) allowed for the camera to move to the preset position. This
corresponds with the Positioning Time setting in the camera configuration screen.

Preset position overview

Camera The PTZ camera name.
Condition The trigger that instructs the camera to move to a preset position. The example
screen shows:
+  Eventtrigger: the number and name of an input (13327 — INPUT WORKBIT
255) that triggers camera ‘IP Office’ to move to preset position 3 ‘Coffee
machine’.
. For recording: the recording condition named ‘Motion office’ triggers camera
‘Hallway’ to move to preset position 3 (‘Left’) when recording, and back to the
preset position 1 (‘(Home’) after recording.
Preset The number and name of the position that the camera moves to.
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23.5 Logs

23.5.1 About Logs

Local legal requirements (variable and depending on state and region, please check with your local authorities)
may stipulate that a video system must keep a logbook (for example the Law Sarkozy in France). The logbook, or
log for short, registers all user interventions and events.

The XO device offers different log types with different information, to make it easier to keep an overview and find
the data you need.

@) Note

ﬂ A logis limited to 100 000 events per type (log, event, or command; see below) and has a time period
limit of 6 months. The XO device automatically deletes any logged data older than 6 months. If you
need to keep logged data longer than that, you can save the log on a local hard drive or USB stick.

The following log types are available:

Type Description

Log Log of users and what they viewed. You can filter the log to display one or more of the following
view types:
o Live video view: lists the users that started a live video stream.
o Live multicast view: lists the users that started a live multicast video stream.
- Still image view: lists the users that viewed stillimages = starting/stopping playback of
recorded video.
* Recorded video view: lists the users that watched or downloaded recorded video.
Event Log of events that are configured for transmission to the CMS. You can filter the log to display
(CMS Tx) one or more of the following event types:
o Faults: alarms and errors, such as tamper alarms, locked recordings, etc.
*  Fire: not applicable.
o Other: other events, such as system messages, motion detection, live viewing, inputs and
outputs, etc.
From XO version 4.02, you can also filter on specific event triggers (inputs). If you are using
custom data from third-party applications (for example, a license plate recognition app) in
workbits, you can search for that custom data in the log.
Event Log of events that are configured for transmission to email. You can filter the log using the same
(E-mail Tx) |event types as described for transmission to the CMS.
Event Log of events that are configured for transmission to parallel destination 1. You can filter the log
(ParTx 1) using the same event types as described for transmission to the CMS.
Event Log of events that are configured for transmission to parallel destination 2. You can filter the log
(ParTx 2) using the same event types as described for transmission to the CMS.
Command | Log of users and the commands that they executed, such as connecting to XO devices, saving
configurations, etc.
O Note

ﬂ The logs contain events that actually occurred, and that are configured for the selected transmission.
However, this does not imply that the destination has actually received the event message. For
example, if you set up LICENSE EXPIRED for email transmission, the event appears in the log when
a license expires. However, if you did not set up a mailing list for it, then the message LICENSE
EXPIRED does not reach any email destination.
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23.5.2 Generating a Log

To generate a log, proceed as follows:

1.  Choose System > Maintenance > Log.

Time
From 2018/04/04 00:00:00 Edit Time To 2018/04/04 23:59:59
Type
@ Lo -, Event 7 Event 7 Event 7 Event
- g (CMS Tx) = (E-mail Tx) = (ParTx 1) = (ParTx 2)
Fitter

Live video view Live multicast view Still image view Recorded video view

Time Type User Cam Data

I i Extract the alarm and system logs here.

Edit Time:

~) Command

2. Under Time, set the desired time frame.

T

Time

From 2018/04/04 00:00:00 2018/04/04 23:59:59

ADPRO

You can type the date and time indications in the From and To boxes, or you can click Edit Time to select

a date and set a time:

ADPRO XO Client ==

4 March 2018 »
MTWTFSsS g
62728 1 2 3 4 3
5678 91011 <9
1213141516 17 18 =
19 20 21 22 23 24 25
262728293031 1

e,
N 2 ’,,

L
’ ~
I"I-"r.||||n\\

“, I3 o
I"I"rulln\\

234567 8 Bf:[o]:]o

3. Under Type, select the type of log data that you want to display.

Type

@ Log Event - Event = Event = Event

! (CMS Tx) (E-mail Tx) (ParTx 1) - (ParTx 2)

~) Command
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4. UnderFilter, select the log or event types that you want to include in the log.
Log filters:

Fitter
V| Live video view V| Live multicast view V| stillimage view V| Recorded video view

Event filters, filter on event type:

Fitter
@ Event type filter Event trigger filter
V| Faults V| Fire V| Other

Event filters, filter on event trigger:

Fitter
Event type filter
Start event

Select Event data

5. Ifyouare generating an event log and want to filter on a range of event triggers, select the desired start
trigger and end trigger in the Start event and End event boxes.
Optionally, type a text string to search for in the Event data box (for example, a license plate recognition

app).

@) Note

The system will search for the entered text string in the Data column only. If you want to perform
a full-text search in the log, save the log and open it in a text editor.

6. Click Search and wait for the XO device to display the requested data.
Retrieving the data may take several minutes. In this case, you can click Stop to stop data retrieval. You
can then shorten the time frame or adjust the filters, and try again.

For examples of log data, see the sections further below.

23.5.3 Saving a Log

You can save a log file in text format (.txt) to your local hard disk. You can open the log files in any text editor,
such as Notepad.

The file name indicates the type of log (log, event, command) and the timeframe. For example:
Command 2016-11-06 00-00-00 -- 2016-11-06 23-59-59.txt
This file contains the command log of November 6, 2016.

The first line of the log file contains the server’s unit ID, the site name, the IP address, the type of log, and the
timeframe:

0001 - FT2 MainBuilding (10.0.0.10): Command 2016-01-01 00-00-00 -- 2016-11-06 23-59-59

| Time | 1d | Group | Command | Data

| 2016/11/06 09:21:57 | C26 | transfer | download | camera definitions

| 2016/11/06 09:21:57 | C26 | transfer | download | user data

| 2016/11/06 09:21:56 | C26 | login | user | (00) => authorized

| 2016/11/06 09:21:56 | C26 | connection | open | (10.0.0.2 )
| 2016/11/06 09:21:49 | C25 | connection | closed | (10.0.0.2 )
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To save alog, proceed as follows:

Choose System > Maintenance > Log.
Generate the desired log data.

Click Save Log.

Browse to the desired folder and click Save.

H>owbd -~

23.5.4 Example of a Log Record

Time Type User Cam Data

2017/10/01 13:34:51 Live video view 00 25

2017/10/01 13:30:56 Live video view 01 25

2017/10/01 13:26:57 Still image view 01 21 2017/10/01 12:20:45

2017/10/01 13:26:44 Recorded video view 01 21 2017/10/01 12:17:48 2017/10/01 13:25:36
2017/10/01 13:26:36 Still image view 01 21 2017/10/01 12:18:43

2017/10/01 13:25:40 Still image view 01 01 2017/10/01 13:25:36

ADPRO

You can click the column headers to sort the information alphabetically. The log record displays the following

information:

Item Description

Time Date and time when the event occurred (started)

Type View type (live video, recorded video...)

User ID of the user that viewed the video

Cam Number of the camera

Data Additional information, for example the date/time of the still image.

23.5.5 Example of an Event Log

Time Input/Output Behaviour T QuadID Camera mask
2017/10/0113:20:11 1036 - [REAL] - CAMO1 MOTION3 Q

2017/10/0113:20:08 13840 - [REAL] - INTRUDER garden D 94614218989896554  0000000000000010
2017/10/0113:20:08 1080 - [REAL] - CAMO2 PERIMETER D 94614218989765481  0000000000000010
2017/10/0113:20:08 13840 - [REAL] - INTRUDER garden D 94614218958242662  0000000000000010
2017/10/0113:20:08 1080 - [REAL] - CAMO2 PERIMETER D 94614218958242661  0000000000000010
2017/10/0113:20:03 11034 - [REAL] - CAMO1 MOTIONL Q  94614218568631138  0000000000000001
2017/10/0113:19:28 13840 - [REAL] - INTRUDER garden D 94614216271397727  0000000000000010

You can click the column headers to sort the information alphabetically. The event log displays the following

information:

Item Description

Time Date and time when the event occurred
Input/Output Identification of the event: input/output number and name
Behaviour
E Type of event:
. +: start of the event
* —: end of the event
. R: repeated event
T What the event has transmitted to the CMS (corresponds with the Camera view style as

defined for the input/output):
* L:Live video

*  Q:Quad alarm

*  D: Duress (live + quad)

» S: System event, does not trigger a camera view.

2
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ltem Description

Quad ID Identification number of the quad images that the event generated.

Camera mask

The camera mask indicates the cameras associated with the input/output, as defined in the
input/output behaviour. For camera 1, the first digit counting from the right = 1. For
camera 3, the third digit counting from the right = 1. If both camera 1 and 3 are associated
with the input, both the first and the third digit = 1 (always counting from the right). On a
system with 16 video channels: 0000000000000101

ATX Alarm transmission status:
g blank = no transmission required
*  OK = transmission successful
*  NOK = transmission not successful.
Alarm Time Date and time of the alarm
Alarm Dest. Alarm destination = the IP address of the destination where the alarm was sent to.
Data Extra information, for example the IP address of the PC that established a remote

connection.

From the event log, you can display and save quad images that an event generated.
To display quad images from the event log, proceed as follows:

1. Inthe eventlog, click the desired event line that has quad images:

Time Input/Output Behaviour E T QuadlD Camera mask
2017/10/0113:20:11 1036 - [REAL] - CAMO1 MOTION3 + Q

2017/10/0113:20:09 13840 - [REAL] - INTRUDER garden D 94614218989896554  0000000000000010
2017/10/0113:20:09 1080 - [REAL] - CAMOZ PERIMETER D 94614218989765481  0000000000000010
2017/10/0113:20:09 13840 - [REAL] - INTRUDER garden + D 94614218958242662  0000000000000010
2017/10/01 13:20:09 1080 - [REAL] - CAMOZ PERIMETER + D 94614218958242661  0000000000000010
2017/10/0113:20:05 11034 - [REAL] - CAMO1 MOTIOML + Q 94614218568631138  0000000000000001
2017/10/0113:19:28 13840 - [REAL] - INTRUDER garden D 94614216271397727  0000000000000010

2.  Click Show quads. The quad images appear.

. ADPRO XC Client

11 - CAMZ-IntrusionVideo | AP | | @ | @

3.  Proceed as follows:
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— If more than one camera is associated with the event, use the M and M buttons to browse through the
different cameras.

— To save the currently displayed quad images, click w Browse to the desired storage folder and click
OK. Repeat for images of different cameras.

4. Close the quad images screen to return to the event log.

23.5.6 Example of a Command Log

Time Id Group Command Data

2017410401 11:52:36 06 transfer download camera definitions
2017/10/01 11:52:36 C06 transfer download user data
2017/10/01 11:52:36 C06 legin user (00) => authorized
2017/10/01 11:52:36 C06 connection open (100056 )
2017/10/01 11:37:47 o5 connection closed (100056 )

You can click the column headers to sort the information alphabetically. The command log displays the following
information:

ltem Description

Time Date and time when the command is executed

Id Event identification: session type and session number:
C = client session
All commands within the same session have the same ID.

Group Command group
Command Executed command
Data Additional information (such as an IP address)

23.6 Hard Disks

23.6.1 Hard Disk Information

Recordings are stored on the available hard disks in the XO device. To display information about the hard disks
and the available storage space, choose System > Maintenance > Harddisks. The example below shows a
device with one hard disk.
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@ Harddisks
o=

& This section shows you an overview of the recording disks in your system. Also, it shows an estimate of how much you will be able to record on your
SETVEr.
Information
Current write speed: 29 KiBfs Show target speed to record: days
0 Estimated days, base is current speed: 142
B
50 -l Estimated days, base is past recordings: 41
40
30 TR Free space for recording: 123861 MiB
20
10
(1]
MountPoints
g| Total size | Free | Type | Fack /f Cnt | W/D | State
00| 454 GiB | 143 GiB | disk | NO f 0 | WD |
Harddisks
§|Disk I ID |Size |IType |Power | Smart |Terp |Parent
00| fdev/sdb |WD-WMRYPS5117882 |465 GiB |disk |RCTIVE/IDLE |NORMAL 137

The example below shows a device with 2 disks and RAID 1 (two mount points).
@ Harddisks

li"" This section shows you an overview of the recording disks in your system. Also, it shows an estimate of how much you will be able to record on your server.

Information
Current write speed: 1KiB/fs Show target speed to record days Set
1 = Estimated days, base is current speed 80652
03 Estimated days, base is past recordings: 105
06
04 Free space for recording 4583887 MiB
02
L]
WountPoints
#| Total size | Free | Type | Fsck / Cmt | W/D | State | Repair raidl
I
Q0| 553% GiB | 4753 GiB | raidl | NO ) | WD I | mdd({sdb,sda): no repair
Harddisks
£|Disk IID |Size IType |Power |Smart IMin temp (date) ITemp |Max temp (date) |Parent
00| /dev/sdb |WSClZLQJ 15583 GiB |raidl |ACTIVE/IDLE |NORMAL | 31 (2023.12.23) |37 | 4€ (2023.12.13) |00
01| /dev/sda |ZPVOGLES 15589 GiB |raidl |ACTIVE/IDLE |NORMAL | 27 (2024.01.05) |37 | 47 (2024.01.04) |00

The Harddisks window displays the following information:

Item ‘ Description

Information: general information about disk space availability.

Current write speed The current write speed in kilobytes per second. The actual write speed depends on
video contents and may vary continuously. The horizontal red line in the graph
indicates the average write speed.
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ADPRO

Show target speed to
record

This box is normally empty. You can use it for calculating the write speed based on a
required number of days of recordings. For more information, see Calculating the
Write Speed .

Estimated days, base
is current speed

Estimated hard disk storage capacity based on the current measured write speed.
This value is expressed in number of days.

Estimated days, base
is past recording

Estimated hard disk storage capacity based on the existing footage stored on the
hard disk. This value is expressed in number of days. If you set a minimum number
of days for recording, make sure that value is lower than the estimated value
displayed here.

Free space for
recording

Remaining storage space for recording in MB.

(one mount point).

MountPoints: overview of the writing disks that are in use. If you are using RAID 1, the hard disks are not
identical to the writing disks. All physical hard disks used in a RAID 1 configuration represent one writing disk

#

Sequence number of the mount point.

Total size Total size in GB of the mount point.
Free Free storage space in GB on the mount point.
Type Disk type:
. disk: normal writing disk.
+ raid: RAID 1 disk.
W/D Indicates if the system is writing (W) and/or deleting (D) on the mount point.
State Displays extra information about the state of the mount points; for example during

disk optimisation when upgrading, or during RAID disk recovery:

blank: this area is blank if the RAID disks are synchronised.

degraded: indicates a faulty disk. If a disk is faulty, the system will active input
0016 - [SYST] - HARDDISK ERROR.

recovering: indicates that the system is resynchronising the RAID disks after a
faulty disk has been repaired. The system also indicates the progress of the
recovery (in percentage).
After a successful recovery, the column will indicate no repair.

Harddisks: overview of the physical hard disks in the XO device.

# Sequence number of the hard disk.
Disk Device name of the hard disk (Linux).
ID Serial number of the hard disk.
Size Hard disk size in GB.
Type Disk type:
» disk: normal writing disk.
»  raid: RAID 1 disk.
Power The power status column displays one of the following statuses:
*  ERROR: there is a problem retrieving the power status of the drive
*  ACTIVE/IDLE: drive operates normally
+  STANDBY: drive is in low power mode (drive is in spin-down status)
*  SLEEPING: drive is in lowest power mode (drive is completely shut down).
Smart The smart status column displays one of the following statutes:
« ERROR: drive is failing
* ALERT: there is a problem retrieving SMART info from the drive, or
the drive may be in the process of failing
. NORMAL: no problems found with the drive.
Temp Hard disk temperature in °C.
Parent For RAID 1 disks: the sequence number of the parent disk (mount point).
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23.6.2 Calculating the Write Speed

You can calculate the maximum average write speed for a required number of recording days. The average write
speed has to be lower than the calculated value. If your average write speed is higher than the calculated value,
you can adjust the following recording settings to obtain the desired number of recording days:

*  Therecording parameters for the individual cameras (recording frame rate, resolution, quality).
*  Therecording behaviour (what to record and when).
*  Therecording mode schedule (if using mode-based recording).

O Note

The write speed calculation is an estimate only. Figures are purely indicative. The real requirements
depend on actual scene content.

To calculate the write speed, proceed as follows:

1. Choose System > Maintenance > Harddisks.
2. Type the required number of days in the days box.
3. Click Set.
The horizontal red line in the write speed graph moves to the calculated write speed.

Information

Current write speed: 29 KiBfs Show target speed to record: 50 days | Unset |

Estimated days, base is current speed: 183
00 ‘

80 Esti d days, base is past recordings: 41

4 Free space for recording: 123343 MiB

4. To stop the calculation, click Unset. After a few seconds, the horizontal red line displays the average write
speed again.

23.6.3 Hard Disk Lockdown Mode

If you have installed a used hard disk in an XO device running firmware version XO 5.4 or above, and you did not
format the hard disk, the XO device will automatically lock the disk (read-only). This prevents the system from
erasing or overwriting recordings that may be present on the used disk. Recording is not possible until you
unlock the disk.

The following warning appears when you open the client:

WARNING! The server is in lockdown mode and will not record!
Please proceed to the harddisk page to disable lockdown mode!

In the Status window, the system input 0021 —[SYST] — SYSTEM LOCKDOWN s active (yellow).

General

e e e s s
0021 - [SYST] - SYSTEM LOCKDOWN |

Caution!

o)

When you unlock the disk for further recording, the system will delete recordings older than the
maximum number of recording days.

Furthermore, depending on the original disk format, the system may start upgrading the disk when you
unlock it. This may take a long time, and you may lose recordings.

Back up the existing recordings first if necessary.

Honeywell strongly recommends that you format used hard disks to erase all existing recordings if
you want to re-use a hard disk in a different device. For more information on used hard disks, see
Tech Tip #07 Recovering Recordings from Used HDDs (29160).
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To unlock the used disk for further recording, proceed as follows:

1. Back up the necessary recordings first.
To unlock the hard disk, choose System > Maintenance > Harddisks.
3. Click Disable lockdown (button in the bottom right corner). The following warning message appears:

ADPRO XO Client [

% When disabling lockdown mode, the disk(s) may be cleaned up resulting in data less! Depending on the original disk
| format, this may take several hours to complete. Before continuing make sure to download all important video
footage you want to keep! Do you want to continue with the unlock procedure?

4.  Click Yes to confirm.
The device will resume recording. In the Status window, the system input 0021 - [SYST] - SYSTEM

LOCKDOWN becomes inactive (blue).

General

) l_l_LtFi_‘Olozl-[!SYST]i- S'-(STiEI‘v*]ILlCIKDOE"I‘J_‘ |
23.7 Harddisk Setup

To setup the hard disk information, choose System > Maintenance > Harddisk Setup. The Harddisk Setup
menu is supported to be displayed for Technician users. This page will display the list of disks on the current
device.

:, ADPRO X0 22.0.0.29 : 299 : D029 52 [m] x

= .
= Live Video @E Recorded video \\ph_ System al Status

About

s

(1] CONNECTIONS <3~ Harddisk Setup
=

Py Ethemet/ FFP 5
3 = ‘You can format and mount the hard disks in your system here. Alsa you can check and repair the pariitions's file system here.

e, Video Inputs
& Monitor Harddisks

2 # Disk D Size Type Power Smart Parent
@ Video interconnection [ oo fdev/sdb ZWDDHE6V 1863 GiB raid1 ACTIVE/IDLE NORMAL 00

h E="0
CETE O m fdev/sda ZWDOHESS 1863 GiB  raidl ACTIVE/IDLE NORMAL 00

PTZ overview
= ] BEHAVIOUR
[ Am/Disam Schedule
W 2 Profies
Al Input/Output Behaviour
15l ALARM TRANSMISSION
il ©MS Alarm Transmission
i@l Paratlel Alarm Transmission
1 g ANALYTICS
L g InmsionTiace

@ LoiterTrace
i Motion, sabotage
% PIR settings Refresh Format selected disks Wount all disks
[™ Resoring Mod= Schedule
# Resordings Behaviour
B E-Mail Addrasshook
7] cENzRAL Partitions

Y

() Datemme # Path Status Check date Size Usedsize  Type Label Mount path uuID

‘:‘::rt‘“’ O oo fdev/mdOpl  Ready = 1.8TiE TIBEGE  extd hydrarec /hydrab0 d27c36f2-08fc-4557-adec-0b38ce2b0288
it O o fdev/md0p2  Ready = 4Gig 500 MiB extd hydraleg /hydralogdd OblacB54-82¢8-4f27-b603-bd90er30591b

B {Z] MAINTENANGE

¥ L

#3 Harddisks

&

# RAID Setup

'3 Transfer

& HipifEth config
Configuration Management

Refresh

Harddisks: overview of the physical hard disks in the XO device.

# Sequence number of the hard disk.

Disk Device name of the hard disk (Linux).
ID Serial number of the hard disk.
Size Hard disk size in GB.

Type Disk type:
. disk: normal writing disk.
. raid: RAID 1 disk.
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Power The power status column displays one of the following statuses:
+  ERROR: there is a problem retrieving the power status of the drive
*  ACTIVE/IDLE: drive operates normally
«  STANDBY: drive is in low power mode (drive is in spin-down status)
*  SLEEPING: drive is in lowest power mode (drive is completely shut down).
Smart The smart status column displays one of the following statutes:
« ERROR: drive is failing
*» ALERT: there is a problem retrieving SMART info from the drive, or
the drive may be in the process of failing
. NORMAL: no problems found with the drive.
Parent For RAID 1 disks: the sequence number of the parent disk (mount point).
Refresh Click the Refresh button to refresh the current disk list.

Format selected disks

Check the target disk and click the Format selected disks button for disk
formatting.

O Note

11

Disks in RAID status are not allowed to be formatted. The user needs
to check on the RAID page to see if the selected disk is included in the
RAID list.

Formatting the disk will require the device to restart immediately. After the user
clicks yes to confirm, the device will restart and format.

Mount all disks

Click the Mount all disks button to mount all disks and display them in the disk list.
This operation will require the device to restart immediately, and the user should
confirm the operation.

Partitions: overview of all partition information on the current device.

# Sequence number of the partition.

Path Disk partition path

Status When the user select a partition and click Check selected partitions file system
button, the NVR will check the status of the selected partition and the Status will be
updated, and the Check date will show the time of the last check.

Check date The time for the last check

Size Partition size in GB.

Used Size Partition size used in GB.

Type Format type

Label Partition label:
hydrarec: video disk
hydralog: log disk

Mount path Mount point for partition

UuIiD Universally Unique Identifier

Refresh Click the Refresh button to refresh the current partitions list.

Check selected
partitions file system

This operation will require the device to restart immediately, and the user should
confirm whether to continue the operation.

23.8 RAID Setup

To setup RAID information, choose System > Maintenance > RAID Setup. The RAID Setup menu is supported to
be displayed for Technician users.

3013-9447-001

295



ADPRO XO eFT-SClient Software User Guide ADPRO

|
-t

- oy
kT4 Live Video Recorded video "\\9 System About

Status

t;:'"

21 Z] CONNECTIONS
¥a Ethemet/ PPP

- o, serial Forts / FTZ
- wmil Video Inputs

- [l Monitor Raid

- &} Audio

| 213; o i uuID Path Total size Disks Type
- @ Video interconnection [ oo c49498e3:1d6824d8:a5%eddc:..  fdev/mdD  1.8TB [dev/sda, /dev/sdb raidl
- Y EMail

- g Active connections

- ol PTZ overview

{(Z] BEHAVIOUR

- :ix- Army/Disarm Schedule

- @ Alarm Profiles.

My InputiOutput Behaviour
£ il ALARM TRANSMISSION
i @@l CMS Alam Tran
il Parallel Alarm Transmission

¥ ANALYTICS

¥ IntrusionTrace

LoiterTrace Refresh Create Add disks to selected RA
i @' Motion, sabotage

. W= FIR sattings

. L‘.‘!‘, Recording
- #8 Recordings Behaviour
- B E-Mail Addressbook

= ] GENERAL

(¥) Datefime

- E Callendar

- Users

- %, Tools

B (2] MAINTENANCE

I @ Lo

(1N}

=

- &R Transfer
- f Hipi’Eth config
- Configurstion Management

T - —

Raid: overview of the Raid information.

# Sequence number of the Raid.

uuib Universally Unique Identifier

Path RAID 1 path

Total size Total size of RAID 1

Disk Disk name of the RAID 1

Type RAID 1 type

Refresh Click the button to update the RAID1 list info.

Create Click Create button and select at least two disks on the pop-up window to create

RAID. This operation will require the device to restart immediately, and the user
should confirm the operation.

Remove Select RAID and click the Remove button to remove the RAID. This operation will
require the device to restart immediately, and the user should confirm the operation.

chliDdiSKS to selected | Thjs function is not applicable because currently eFT-s does not support 4 disks.

O Note
During RAID1 recovery status, please do not remove the hard driver.
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Appendix A — Networks, Subnet Masks, and IP Addresses

If you want to use static routing, you have to provide the values for network and subnet mask in dot-decimal
notation. A network administrator may give you values in a different notation, or just a range of IP addresses. In
this case, you can calculate the required values yourself, using the information and examples provided. If you
experience any issues connecting to a specific IP address, you can calculate if the IP address is in the network
range or not.

A.1 The Basics

An |IP address consists of 32 bits. For ease of reading (and typing), these bits are represented by 4 decimal
numbers (0-255) separated by dots. This is the dot-decimal notation.

For example, the IP address 192.168.10.100 represents the following 32 bits:

Decimal: 192 . 168 .10 . 100
Binary: 11000000 . 10101000 . 00001010 . 01100100

Each IP address consists of two parts:

*  The first bits make up the network identifier (A in the image below). This part is identical for each IP
address in the same network.

*  The last bits make up the host identifier (B in the image below). This part is unique for each IP address in the
network.

192.168.10.100
11000000.10101000.00001010.01100100
A B

The subnet mask defines how many bits are in the network identifier (the length of A, 24 in the example above).
The subnet mask consists of 32 bits, just like an IP address, where a 1 indicates that the bit is part of the network
identifier, and a 0 that the bit is part of the host identifier.

192.168.10.100

11000000.10101000.00001010.01100100
11111111.11111111.11111111.00000000

A B

Often, the subnet mask is represented in dot-decimal notation just like an IP address. For example, a network
mask that defines the first 24 bits as the network identifier starts with 24 times 1, followed by 8 times 0 (24+8 =
32 bits in total), which converts to the dot-decimal notation 255.255.255.0 as follows:

Binary: 11111111 . 11111111 . 1111111 . 00000000
Decimal: 255 . 255 . 255 .0

In CIDR notation, the subnet is represented by a "/" followed by the number of bits in the network identifier. For
example: 192.168.10.1/24 indicates a network where the first 24 bits represent the network identifier.
192.168.10.1/26 indicates a network where the first 26 bits represent the network identifier. For an overview of all
possible subnet masks and their notations, see Subnet Mask Notations .
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All hosts (devices) in the same network (= with IP addresses with identical network identifiers) can communicate
directly with each other. Usually, devices also need to communicate with other devices in different networks (for
example, the internet). The route between networks runs via gateways: these are routers that allow (or block) the
route to other networks. Usually, the IP address of a gateway ends in".1".

A.2 Calculation Examples

Values Provided: 192.168.10.1/24

A network administrator gives you the following network information:
192.168.10.1/24

To know the subnet mask in dot-decimal notation, check the table in Subnet Mask Notations . '/24'
corresponds with 255.255.255.0

To know the network identifier, first convert the given IP address into its binary notation:

IP address: 192 . 168 . 10 . 1
Binary: 11000000 . 10101000 . 00001010 . 00000001

The first 24 bits are the network identifier (/24). Take the first 24 bits from the IP address, and replace the
remaining 8 bits by zeros. Then convert the resulting values back to dot-decimal notation:

Binary: 11000000 . 10101000 . 00001010 . 00000000
Decimal: 192 . 168 .10 .0

Values to use in the XO client:

. Network: 192.168.10.0
. Subnet mask: 255.255.255.0

This network covers all IP addresses ranging from 192.168.10.0 to 192.168.10.255. This is calculated as follows.
The last 8 bits (= 32 — 24) are free, ranging from 00000000 to 11111111. This converts into the following IP
address range (network identifier followed by host identifier):

First, binary: 11000000 . 10101000 . 00001010 . 00000000
Decimal: 192 . 168 . 10 . 0

, 11000000 . 10101000 . 00001010 . 11111111
Last, binary: 192 . 168 .10 . 255

Values Provided: 192.168.10.1/26

A network administrator gives you the following network information:
192.168.10.1/26

To know the subnet mask in dot-decimal notation, check the table in Subnet Mask Notations . '/26'
corresponds with 255.255.255.192

The first 26 bits are the network identifier (/26). Take the first 26 bits from the IP address, and replace the
remaining 6 bits by zeros. Then convert the resulting values back to dot-decimal notation:

IP address: 192 . 168 .10 .o
Binary: 11000000 . 10101000 . 00001010 . 00000001
Network binary: 11000000 . 10101000 . 00001010 . 00000000
Decimal: 192 . 168 .10 . 0
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Values to use in the XO client:
. Network: 192.168.10.0
. Subnet mask: 255.255.255.192

This network covers all IP addresses ranging from 192.168.10.0 to 192.168.10.63. This is calculated as follows.
The last 6 bits (= 32 — 26) are free, ranging from 000000 to 111111. This converts into the following IP address
range (network identifier followed by host identifier):

First, binary: 11000000 . 10101000 . 00001010 . 00100000
Decimal: 192 . 168 .10 .0

Last, binary: 11000000 . 10101000 . 00001010 .00 11111
Decimal: 192 . 168 .10 . 63

IP Range Provided: 192.168.4.0-192.168.4.100

If you receive a range of IP addresses of cameras to add via static routing, you can calculate the network and
subnet mask as follows. For example, for the range:
192.168.4.0-192.168.4.100

First, convert the IP addresses to their binary notation:

Decimal: 192 . 168 . 4 .0

Binary: 11000000 . 10101000 . 00000100 . 00000000
Decimal: 192 . 168 . 4 . 100
Binary: 11000000 . 10101000 . 00000100 . 01100100

Next, see how many bits on the left are identical in both IP addresses. In this case, the first 25 bits are identical
(indicated in bold below). They make up the network address. The subnet mask then consists of 25 times 1
followed by 7 times 0.

Start address: 11000000 . 10101000 . 00000100 . 00000000
End address: 11000000 . 10101000 . 00000100 . 0100100
Network (identical part): 11000000 . 10101000 . 00000100 . 0y XxXxXxXXX
Subnet mask: 11111111 1M1 MMM 1M . 1(000000

Now you will convert the network address and subnet mask to the decimal notation for entering in the XO client.
First, add zeros to the 25 leading bits of the network address to make up 32 bits. Then convert each group of
8 bits to its decimal value.

Network, binary: 11000000 . 10101000 . 00000100 . 000(0000
Network, decimal: 192 . 168 . 4 .0

Subnet mask, binary: 11111111 . 1M1 . MMM . 10000000
Subnet mask, decimal: 255 . 255 . 255 . 128

To enter in the the XO client:
. Network =192.168.4.0

*  Subnet mask = 255.255.255.128
This will appear as 192.168.4.0/25.

Note that these settings include all IP addresses from 192.168.4.0-192.168.4.127, which is a slightly larger range
than the indicated 192.168.4.0-192.168.4.100. Due to the structure of network address and subnet mask, only
certain ranges of IP addresses can be defined as a network.
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If you are confused, always go back to the binary notation of the IP addresses. The first 25 bits are fixed, the last
7 bits are free. The first possible IP address in the network ends in 000000 (7 zeros), and the last possible
address ends in 1111111 (7 ones). If you convert these binary values into decimals, the results are:

First possible address: 11000000 . 10101000 . 00000100 . 000(0000
Decimal: 192 . 168 . 4 .0

Last possible address: 11000000 . 10101000 . 00000100 S I e
Decimal: 192 . 168 . 4 127

A.3 Subnet Mask Notations

The table below provides an overview of the possible subnet masks in CIDR and dot-decimal notations:

CIDR Decimal ‘ CIDR Decimal
/32 255.255.255.255 /15 255.254.0.0
/31 255.255.255.254 14 255.252.0.0
/30 255.255.255.252 13 255.248.0.0
129 255.255.255.248 12 255.240.0.0
128 255.255.255.240 11 255.224.0.0
127 255.255.255.224 10 255.192.0.0
126 255.255.255.192 /9 255.128.0.0
125 255.255.255.128 18 255.0.0.0
124 255.255.255.0 7 254.0.0.0
123 255.255.254.0 /6 252.0.0.0
/22 255.255.252.0 /5 248.0.0.0
121 255.255.248.0 14 240.0.0.0
120 255.255.240.0 13 224.0.0.0
19 255.255.224.0 2 192.0.0.0
/18 255.255.192.0 " 128.0.0.0
n7 255.255.128.0 /0 0.0.0.0

/16 255.255.0.0
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Appendix B — Abbreviations

3G: third generation

4G: fourth generation

A: ampere

AGC: automatic gain control

AHCI: Advanced Host Controller Interface
APN: Access Point Name

ATD: adaptive threshold determination
A/V card: audio/video card

AWG: American wire gauge

BIOS: basic input output system

BNC: Bayonet Neill-Concelman

Cam: camera

CBR: constant bitrate

CD: compact disk

CHAP: Challenge-Handshake Authentication
Protocol

CIDR: Classless Inter-Domain Routing

CIF: common intermediate format

CMS: central monitoring station

CPU: central processing unit

DCE: data circuit-terminating equipment
DCIF: double CIF

DEOL.: dual end of line

/dev/ttyU1: USB input 1

DHCP: Dynamic Host Configuration Protocol

DIN: Deutsches Institut fir Normung (German
national organisation for standardisation)

DNS: domain name system
DOM: disk-on-a-module

DP: DisplayPort

DTC: down the coax

DTE: data terminal equipment

DVD: digital video disk

DVI-I: Digital Visual Interface (digital and analogue)
EIO: Extension I/O

EMS: Event Management System
eth: Ethernet interface

fps: frames per second

ft: foot/feet

FTDI: Future Technology Devices International
FTP: file transfer protocol

GB: gigabyte

GDI: Graphics Device Interface

GHz: gigahertz

GND: ground

GUI: graphical user interface

HD: high definition

HDD: hard disk drive

HPET: High Precision Event Timer
HTTP: hypertext transfer protocol

Hz: Hertz

IC: interconnection

ID: identifier

1/0: input/output

IP: internet protocol

ISDN: Integrated Services for Digital Network
IT: Information Technology

ipg: Joint Photographic Experts Group
kbps: kilobits per second

kB: kilobyte

LAN: local area network

LED: light emitting diode

m: metre

mA: milliampere

MAC: Media Access Control
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MB: megabyte

Mbps: megabits per second
MIC: microphone

MIO: Main I/O

mm: millimetre

MS-CHAPv1/MS-CHAPv2: Microsoft Challenge-
Handshake Authentication Protocol, version 1/2

NAT: network address translation

NC: normally closed

NEOL: no end of line

NO: normally open

NTFS: new technology file system

NTP: network time protocol

NTSC: National Television System Committee
OS: operating system

OSD: on screen display

OTB: on the box

PAL: Phase Alternating Line

PAP: password authentication protocol
PC: personal computer

PCI: peripheral component interconnect
pF: picofarad

PIN: personal identification number

PIR: passive infrared

PoE: power over Ethernet

PPP: point-to-point protocol

PSTN: public switched telephone network
PTZ: pan tilt zoom

QCIF: quarter CIF

QSIF: quarter SIF

RAID: redundant array of independent disks
RH: relative humidity

RTP: real-time transport protocol

RTSP: real-time streaming protocol

SATA: serial ATA

ADPRO

SDK: software development kit
SEOL: single end of line
SIF: source input format
SIM: subscriber identity module

SMART: Self-Monitoring, Analysis, and Reporting
Technology

SMTP: Simple Mail Transfer Protocol
SP: Service Pack

SPDT: single pole double throw
SPK: speaker

SVGA: Super Video Graphics Array
SXGA: Super Extended Graphics Array
Sync: synchronisation

TB: terabyte

TCP: transmission control protocol
TLS: transport layer security

TX: transmission

UDP: user datagram protocol

USB: Universal Serial Bus

VAC: voltage alternating current
VBR: variable bitrate

VCP: VideoCentral Platinum

VDC: voltage direct current

VGA: Video Graphics Array

Vp-p: voltage peak-to-peak

W: watt

W x H x D: width x height x depth
XGA: eXtended Graphics Array

YUV: colour space with separate luminance
(brightness) and chrominance (colour) components
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