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Preface

Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® Ruijie Reyee website: https://www.ruijie.com/

® Online support center: https://www.ruijie.com/support

® Case portal: https://caseportal.ruijie.com/

® Community: https://community.ruijie.com

® Email support: service_rj@ruijie.com

® Live chat: https://www.ruijie.com/rita

Conventions

GUI Symbol

Interface Description Example
symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ) 2. Select Config Wizard.
menu items
) 3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.

2. Signs
The signs used in this document are described as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

@ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

& Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.
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¢ Specification

An alert that contains a description of product or version support.

3. Note
The manual offers configuration information (including model, description, port type, software interface) for

indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version,
the actual version prevails.



Contents

PIEIAICE ..ottt e e I
O = T o TN D T= T ox o1 o o S TRRR 14
1.1 REYEEOS 2.380 ..eeiiitiie ittt ettt ettt ettt ettt e et e e e st e e ae e e e bt e ettt e e Rt e e e ne e e bt e e ente e e eneeeeneeas 14
1.1.1 Hardware CRANGES ........cccuueiiiiiee ettt ettt e e e e e e e e e e e e e e s aaeeeeeeeeeennnneneees 14

1.1.2 Software FEature ChanQES........ueui it e e e e e e e e e e e e e e ennneeeees 14

1220 I o T 11 o RSP 19
2.1 Configuration Environment REQUIFEMENTS ..........vuiiiiieeriiiiiiiiieieee e e e sriieee e e e e e s esnsaeeeeeeeeeeennnes 19
2.2 L0gging iN t0 the WED PAJE ...ceeieeieiiieeiieee ettt e ee e e e e e e e e e e e e e e e nnnnnes 19
2.2.1 CoNNECHING t0 the DEVICE.......uuiiiiiiee ittt e e e e e e e e e e e eeeeaeeeeennnnes 19

2.2.2 L.ogging in t0 the WED PAQgE ......cvviiiiiiiiieiie ettt e e e e 19

ARG B -\ (o 10 | A @0 o1 Te [0 = 11 o] o SRR 21

B2 @ U [T (1 | o SRR 21
2.3.1 Configuration PreparationsS ............eeceeiociiiiiiiee e e eeciiieeeee e e e s s sseaeeeeeeeesssnsnnneeeeaeeesennnnes 21

R B e (o Tot =T [0 = TP UPPRR 22

2.3.3 SEtUP USING VECS ..ottt ettt e e et e e e e e e e e s eeeeeeesannssnneneeaeeeenannne 25

2.4 WWOTK IMOOE ...ttt etttk e ekt e e e a bt e e e bbb e e e e sbe e e e e anbneeeeanes 31
2.5 SWItChING the WOTK IMOUE .....eeiiiieeiiceeeeee ettt e e e e e e e e e e e e e e e e e neeaeeeeannnes 31

B0 B Lo ATV T QY= T = 1o =0 0= o | SRR 33
3.1 Viewing the Network INfOrMation ............ooii i 33
3.2 Adding NetWOrKiNG DEVICES ........eeiiiiiiiiiie ettt ettt e ettt e s 35
G2 ATV T =T I @ 1 =T i o o PR 35

B2 2 AP IMESN ..o a e 36

3.3 Configuring Network PIANNING .........oooiiiiiiiieiiie e 45



3.3.1 Configuring Wired VLAN ... ..ottt ettt e e e e e e e s e e e e e e e e e eannnes 45

3.3.2 Configuring Wi-Fi VLAN .......oeiiaiiii et 47

3.4 Network-wide WirelesSs ManagemMeENnt ..........c.ueeieiiiiiii i enaeeee s 49
3.5 Managing NetwWOrKiNg DEVICES .......ccoiiuiiiieiiieie ettt e et e et e e e e s e e e e anaeeee s 50
3.6 ONline ClieNt MaNAQEMENT ......cooiuiiie ettt et e e e e e st ae e e e anbeeeeeannneeens 51
3.6.1 Configuring Client IP BINAING .........coiiiiiiiiiiiece e 52
3.6.2 Configuring Client ACCESS CONLION ........uiiiiiiiiiiei e 53
3.6.3 BIOCKING ClENTS ...eeiiiiiiiie ettt e e e e e e e et e e e eeeennnees 54
3.6.4 Configuring Client Rate LiMitiNg ........ooveeeriiiiiieeiiiee e 55

3.7 FIreWall ManN@QEMIENT .....ccoieiiiieiiiiee ettt ettt e et e e e et e e e et e e e e anbae e e e annbeeaeeanneeeens 57
3.7.1 Viewing Firewall INfOrmMation ...........cooiiiiiiiiiiiiiee e 57
3.7.2 Configuring FIr@Wall POIT .......oooiiiiiiie e 58

S N = 4 £ RSP 58
4 Overviewing SWItCh INfOrMAtION.........coiiiiiii e e e e e 60
4.1 Basic Information about the DEVICE...........ccoiuiiiiiiiiie e 60
4.1.1 Setting the DeVICE NAIME ........ooiiiiiiee ettt e e e e e 60
4.1.2 Switching the WOrK MOGE ........cooiiiiiiiiiie e 60
4.1.3 SettiNg MGMT IP . ... e e e e aaeaa e 61

S o= U 1Y/ (o] 71 (o 1o T SRR 61
G o [0 PP RROPPPI 61
LS AV N N TSP TP 64
5.1 VLAN OVEIVIEW. ....cteeiittee ettt ettt ettt ekttt e e e ettt e e 4o skttt e e 2 am ket e a2 ambb e e e e eanbe e e e e anbbeeeeannbeeeeannnneeens 64
LI O =T 111 T = YA I U 64
L2 X [o [T Vo = TV I 2 NP PEPRR 64



5.2.2 VLAN Description MOIfYING .....vveeeeeeiiiiiieiiee ettt e e e e e e e e e e e ennnes 65

5.2.3 DEIEtING @ VLAN ..ottt ettt e ettt e e e et e e e e enbe e e e s annae e e e ennnes 66

5.3 Configuring POt VLAN L. ...ttt ettt e et e e e st e e e e e nbe e e e e anneeaeanns 66
TR I A O 1Y LT V1 SRR 66
R I o (o 1ot =T [0 (= TSR 68

5.4 Batch SWitCh CONfIQUIAION. .........eiiiiiiiie ettt e e e e e aneeeaeanes 69
I R O YT V1 ST 69
I O e (o Tot =T [ (= SRR 69
5.4.3 Verifying ConfigUration...........cooiiiiiioi et e e 71
311/ 11 (o R UPPTSTP 72
L o A (o PRSPPI 72
6.2 MAC AdAress ManaQEIMENL..........cueiiuiiieeiiiieeeaiiiee e e eiiee e e ettt e e e e saiee e e s abaeeesanbeeeeaanaeeeeaanseeeeeanns 72
B.2.1 OVEIVIBW .. .eeiiee ittt ettt ettt e ettt e e ettt e e e e n bt e e e e s et e e e anbeeeeeannbeeeeeanbeeeeeannneeeeanneees 72
6.2.2 Displaying the MAC Address Table..........cooiiiiiiiiiie e 73
6.2.3 Configuring Static MAC BiNAING ....coeiiiiiiiieiiiiiie e 73
6.2.4 Displaying Dynamic MAC AAIESS .......uuuieiiiiiieeiiiiie e e e 75
6.2.5 Configuring MAC Address Filtering .........ccooueiieiiiiie e 76
6.2.6 Configuring MAC Address AgiNG TIME .....cocueiiiiiiiiie et 77
6.2.7 Displaying ARP INfOrMAtION .......c.ueiiiiiiiiee e 77

7 PO IMBNAGEMEINT. ...ttt s 79
7.1 OVEIVIBW ...ttt ettt e+ttt e+ 4kttt e 2o a ket e e oAkttt e 2o a b et e e e anbe e e e e annbe e e e anbeeeeeannneeaeann 79
7.2 POrt CONfIQUIATION ....ceiiiiieiieiee et e e e e s e e e e e e e e e e e e e e e e e e e e nsnnnnnaeeaeeeeannne 80
7.2.1 BASIC SELNGS .o iiiieiiiie e e ettt e ettt e e e e e e e e e e e e e e s st e e e e e e e e e snsnnaenaeaeeeeeannne 80
A A o )Y (o= IS Y=Y 1] o U PREPRR 82



7.3 AQQregate INtEITACES ......c..vviiiiie et e e e e e e e e e e e e e e e aeaeeaeaeeannnes 84

7.3.1 Aggregate INterface OVEIVIEW .........ccoiuueiiiiiiiiieaiiiiee et st e e e e e 84
S I O YT V1 TSP 85
7.3.3 Aggregate Interface ConfigUuIration...........cooiuiiiiiiiiiie i 86
7.3.4 Configuring a Load Balancing MOAE ............eeiiiiiiiiiiiiieie e 88
7.3.5 Configuring LACP SEHINGS «..eeeeiiiieieeiiiiie ettt ettt e e e e e e 88

A o T a Y T (o] o [PPSR 91
A R O YT V1RSSR 91
A A o (o Tot =T [ = SRR 91

7.5 RALE LIMITING 1. ttieee ittt ettt e ettt e e e nb e e e e anbb e e e e ennbeeeeentneeeeanneeeeeanes 93
7.5.1 Rate Limiting ConfigUIatioNn ...........cooiiiiiieiiiiiiee e 94
7.5.2 Changing Rate Limits of @ SINgIe POI........ccooiiiiiiie e 94
7.5.3 Deleting Rate LIMItING .. ...cooueiieeiiiiie ettt e e e e e e 95

7.6 MGMT IP CONFIQUIALION ......eeiieiiieee ettt ettt e e ettt e e s et e e e e nae e e e e anneeeaeanns 95
7.6.1 Configuring the Management IPVA ADAreSS........c.ueveeiiiieie e 95
7.6.2 Configuring the Management IPV6 AdAreSS...........uvieiiiieieeiiieee e 96

7.7 Out-0f-Band 1P CONfIQUIATION .......oiiiiiiiiei it e e et e e e e e e e snneeeeeanes 97
S Y U] T T RS 98
8.1 MUILICAST OVEIVIEW ... eeieiee ettt e ettt e e et e e e ettt e e e ettt e e e e amte e e e e enseeeeeenteeeeeansaeaeeansneeeeanneeeens 98
8.2 Multicast GIODal SELINGS .......uuuiiiiiee e e e e e e e r e e e e e e e e raaeeeaeeeas 98
TG I LAY ] T Yo o1 T SRR 99
R I A O 1YL V1 PSPPSR 99
8.3.2 Enabling Global IGMP SNOOPING .......ccooiiiiiiiie et e e e e e e e e e e e e ennes 99
8.3.3 Configuring Protocol Packet Processing Parameters ..........ccccvvvveeeeeiciciiieeeeeee e, 100



R o] o ile 18] 1T 1/ AV SRR 102

8. L OVEIVIBW ...ttt ettt ettt e e ekttt e e e ettt e e e nb e e e e e n bt e e e e anbbe e e e annbeeeeennes 102
8.4.2 Configuring Global MVR Parameters ............oooiiiiiieiiiiieee e 102
8.4.3 Configuring the MVR POIS ... 103

8.5 Configuring MUIICAST GIOUP ....couveeieeiiiiie ettt ettt e et e e e e e e enaeeee s 105
8.6 ConfiguriNg @ POt FIlter ... ..eiiiieeie et e e e s 107
8.6.1 ConfiguriNg PrOfile .......coiiiiiiie e 108
8.6.2 Configuring a Range of Multicast Groups for a Profile...........ccccccoeeiiiiiiiiis 109

8.7 Setting an IGMP QUETIET .......eiiiiiiiie ettt ettt ettt e et e e e et e e e e st eeeeeanneeeens 110
I R O YT V1 PP 110
A e (o Tot =T [ (= PP RR 110

S I Y G Y U] ] SRR 112
O.1 OVEIVIBW ...ttt ettt ettt ettt e e ettt e e e e sttt e e e e sttt e e e ntb e e e e ansb e e e e ansbeeeeeansbeeeeansbeeeeanneeee s 112
9.2 Multicast ROULING TabIE ......ueiiiiiieee et e e e anneeee s 112
9.3 CONFIGUIING PIM ...ttt e et e e e e enbe e e e e ente e e e e ennteeeeennneeee s 113
LS R R O YT V1 PRSP 113
9.3.2 ENADIING PIM ... ittt e e et e e e 113
9.3.3 Viewing PIM Neighbor Table...........oooiiiiii e 114

9.4 CONFIQUING RP ...ttt ettt e e e e st e e e ntee e e e ennteeeeennneeeens 115
.21 OVEIVIBW ...ttt ettt etk e e ekttt e e ekt e e ekt e e e e e bt e e e e ennbe e e e e naees 115
9.4.2 Configuring @ STAtiC RP ........uuiiiiiiie e e e e e e e e e e e e e e e ennnes 115
9.4.3 Configuring @ Candidate RP ..........ccoi it e e e e 116

9.5 CoNfIQUIING BSR ...cciiiiiiiieiee ettt e e e e e e e e e e e e s et e e e e e e e e snssarnaeeeaeeeeannnnes 117
O.5.1 OVEIVIBW ...ttt ettt e e ekttt e e ettt e e e e sb et e e e mbb e e e e enbb e e e e ennbeeeeennes 117



9.5.2 CoNfigUIING BSR ....uviieiiee ettt e e e e e e e e e e e e e e e e e e e e e annes 117

9.5.3 Viewing BSR Routing INfOrmMation .............cceiiiiiiiiiiiiiee e 118

9.6 CONFIGUIING IGMP ...ttt ettt e e a bt e e e e e e e e e e nbeee e e anneeeens 118
9.6.1 OVEIVIBW ...ttt et e ettt e e ekt e e e e e bttt e e e nbe e e e e anbe e e e e anbbe e e e annbeeeeennees 118
9.6.2 ENADING IGIMP ...t e e e e e e 119
9.6.3 Viewing IGMP MUIICAST GIOUP .....ceeiiiiiiie ittt e e e e 120

10 Layer 3 IMBNAGEIMENT ......uiiiiiieii ittt e e e ettt e e e e e e et e e et e e e e e e aasabbe et eeaeeeaasnnbbseeeeaeeesannnbnnneeaaeaaas 121
10.1 Setting @ Layer 3 INterfaCe........coouiiiiiiiiiei ettt 121
10.2 Configuring the IPv6 Address for the Layer 3 Interface ..........ccccvveeeeeeeiiiiiiieeeee e 123
10.3 Configuring the DHCP SEIVICE .......uuiiiiiiiiii ettt e e eeeeeeeanes 126
10.3.1 ENabliNg DHCP SEIVICES ....cciitiiieiiiiiie ettt ettt e e e e e e 126
10.3.2 Viewing the DHCP CHENL......coiiieiiieee et 128
10.3.3 Configuring Static IP Addresses AllOCAtION...........ccoiuiiieiiiiiie e 128
10.3.4 Configuring the DHCP Server OPtioNS ........ccoiuiiieeiiiiiee i 129

10.4 Configuring the DHCPVE SEIVET........cciiiiiiieiiiiie ettt ettt e e e e e e anaeeeeanes 130
10.4.1 Viewing DHCPVE CHENTS .....cccuiiieiiiiiie ettt e e e 131
10.4.2 Configuring the Static DHCPVE AQUIESS ......cooviiieeiiiiiee e 132

10.5 Configuring the IPV6 NeighbhOr LiSt...........oiiiiiiiiieiiiiiee e 133
10.6 Configuring @ StatiC ARP ENTIY ......veiiiiiiiiie ettt e e e e e e e anneeeeeanes 134
@ T 0T 1Yo T o 10 (=SSR 136
11.1 Configuring StAtiC ROULES ...ttt e e e e e e e e e e e e e e nnnnneees 136
11.2 Configuring the IPV6 StatiC ROULE ..........ccuuiiiiiiee et e e e 137
B @0 ) 10 [0 o T 4 1 SRR 138
11.3.1 Configuring RIP BasiC FUNCHONS .........uviiiiieiiiiiiiiiieeee e e e e e 138

vi



11.3.2 Configuring the RIP POIT ......ociiiiiiii et e e e e e e e 140

11.3.3 Configuring the RIP Global Configuration..............cooiiiiiiiiiee e 141
11.3.4 Configuring the RIP Route Redistribution LiSt ............ccooiiiiiiiiiiieiieee e 142
11.3.5 Configuring the Passive INterface ... 143
11.3.6 Configuring the Neighbor ROULE ..........coooiiiiiiii e 143
11.4 ConfIQUIING RIPINQ ..eeiiiiiiiiee ettt et e et e e e e et e e e e nnbe e e e e anneeeeanns 144
11.4.1 Configuring RIPNG BasiC FUNCHONS .......ccuuiiiiiiiiiie e 144
11.4.2 Configuring the RIPNG PO ........oooiiiii e 145
11.4.3 Configuring the RIPng Global Configuration.............cccccoeiiiiieiiiiiee e 146
11.4.4 Configuring the RIPng Route Redistribution LiSt............oocociiriiiiiiiiiiee e 147
11.4.5 Configuring the RIPNg Passive INterface..........ccccviueieiiiiiiie e 148
11.4.6 Configuring the RIPNg Aggregate ROULE .........c..ceiriiiiiieiiiiiee e 148
R O 1S o Y PSSP PPPPPRPPPNt 149
11.5.1 Configuring OSPFV2 BasiC Parameters ..........ccccveeiiiieeeiiiiiie e 149
11.5.2 Adding an OSPFV2 INEITACE .....coceiiuiiiieiiiiiee e 155
11.5.3 Redistributing OSPFV2 INStaNCe ROULES ........cvviiieiiiiiee e 156
11.5.4 Managing OSPFV2 NEIGNDOIS .....ccouuiiiiiiiiie et 157
11.5.5 Viewing OSPFv2 Neighbor INformation ...........ccccoeiiiiiiiiiie e 157
I O 10 Y USSP 158
11.6.1 Configuring OSPFV3 BasiC Parameters ..........cccuviiiiieeeeiiiiiiieieee e e e eennneeeeeeeeesennes 158
11.6.2 Adding an OSPFV3 INTEITACE ......ccoeiiiiiiiiiee ettt e e e e 164
11.6.3 Viewing OSPFv3 Neighbor INformation ............ccc.vvvviiiei i 165
11.7 Routing Table INfOrmMation ...........uuviiiiiei e e e e e e e s 165
11.7.1 IPv4 ROULE INFOIMALION .....eeiiiiiiiie it 165

Vi



11.7.2 IPV6 ROULE INFOMMALION ..uiiieieee ittt e e e et e e et e e e ea e e e se e e eneaaeees 166

12 Viewing Optical Transceiver ManagemMeENnt ...........cooiiuiiieiiiieeeaiieee e e et e e e e enaeee s 167
12.1 Viewing Optical Transceiver INfOrMation.............coouuiieiiiiiiioiiee e 167
12.2 FIDEI PIOPEITIES .. .eeeeiei ittt ettt e ettt e e et e e e e st e e e e e nbeeeeeannneeeeanns 167
R B I PP PPPPPPRPPPNt 168

12,30 OVEIVIBW .ttt ettt ettt e ekttt e e e ab e e e e s et e e e ambe e e e e e nsbe e e e e nbeeeeeennbeeeeeannees 168
12.3.2 Bandwidth Allocation MeChaniSm ... 168
12.3.3 CoNfIQUIING DBA ... ..ottt et e e et e e e e nb e e e e e e e e e ennees 170
12.4 Active or Secondary OPLICAl POIS.......oiiuuiiiiiiiiee et seeee e 171
D o R @Y= = PSPPSR 171
12.4.2 Configuring @ Port ProteCtion GrOUP ......cueeeeiiiiieeeiiiieeeeiiieeeseiieee e sieee e s eeeeee e 174
12.4.3 Checking the Active and Secondary Ports on a DeviCe ...........cccceeviiieeeiiiieeeeennnee, 177

R IS T=T o U 1 YRR 178

TR B o [ ST 0T To] o1 o T PRSP PRSPPI 178
R B0 00 @Y= = PR RRR 178
13.1.2 Standalone Device CONfIQUIAtiON ..........cccuuiiiiiiiiiiee e 178
13.1.3 Batch Configuring Network SWItCHES ..........cooiiiiiiiiiiiee e 178

R T2 (o] 1 .4 T @7 11 1 USRI 181
R B R @Y= = PSRRI 181
R B e (o Tt To (U] (TP PP UTPPR 181

G T Y O ST 182
L3300 OVEIVIEW .ttt ettt ettt e e sttt e e ettt e e e e m kbt e e e e bt e e e e nbb e e e e ennbeeeeeannees 182
13.3.2 Creating ACL RUIES .........cuiiieiiiee ettt e e e e e e e e e e e e e e ennnes 182
13.3.3 APPIYING ACL RUIES ...ttt e e e e e et e e e e e e e ennnes 184

viii



G I =0 f [0 ] F= 1o o R 185

RS RS R |\ O =1 aTo [T T RO 186
L3.5.0 OVEIVIBW .ttt ettt ettt ekttt e e e a bt e e e e sttt e e e e mbt e e e e e nsbe e e e e nbbeeeeennbeeeeeannees 186

R T e o To Yo (U] TP 186

13.6 1P SOUICE GUAIT ....eeiieiiiiiee ettt ettt ettt e ekttt e e e et e e e e st e e e e anab e e e e ennbe e e e enbneeeeanneeeaeann 188
L3.6. 0 OVEIVIBW .ttt ettt ettt e ekttt e e ettt e e e e st e e e e e ambe e e e e e mnbe e e e enbeeeeeanneeeeeeannees 188
13.6.2 Viewing BiNAING LiST..........ueiiiiiiiiiiiiiiie ettt 188
13.6.3 Enabling Port IP SOUICE GUANT .........eeieiiiiiieiiiiiee e 189
13.6.4 Configuring Exceptional VLAN AdAreSSES .....cvvvvieiiiiieeiiiiiee e 190

13.7 Configuring 802.1X AUTNENTICATION .......cviiiiiiiiiee et 191
13.7.2 FUNCLION INrOQUCTION ..ttt e e e e e 191
13.7.2 CoNfIQUIING 802.1X ...eiieiiiiiee ettt e ettt e e e st e e e et e e e e nnbe e e e e enneeeeeeneees 192
13.7.3 Viewing the List of Wired Authentication USEerS..........cceviieieeiiiiei e 199

13.8 ANti-ARP SPOOFING ...eiiiiiiiiiet ittt ettt ettt e et e e et e e et e e e e anaeeaeann 199
R 3R T8 @Y= = PR 199
R IR T = o Tor = To L1 ] (TP 199

I Ao V7T Tt =To I @o] a1 iTo 0] = Uio] o RS 201
I RSP 201
I RS I o €1 (o] o T= U= 1 1] o SRR 201
14.1.2 ApPIYING STP 10 @ POM ... .ttt e e e e e e e e e e e ennnes 202

I I I I L PP PPPPPRPPPNt 205
LZ.2.0 OVEIVIEW .ttt ettt ettt ettt e ookttt e e e e sttt e+ 2 st e e e e e e mbe e e e e e bbe e e e e nbb e e e e annbeeeeeannees 205
14.2.2 LLDP GIoDbal SEtNGS.......cuuiiiiiiieee ittt e e e e r e e e e e e e ennnnes 205
14.2.3 ApPIYING LLDP 10 @ POIt....uuiiiiiiie ettt e e e e e e e e e e e e 206



14.2.4 Displaying LLDP information ..........cccuvuiiiiieo i 207

R I I L PP PPPPPPRPPPNt 208
e TR R @Y= = PR UTPRR 208
14.3.2 Standalone Device CONfIQUIAtiON ..........ocuiiiiiiiiiie i 208
14.3.3 Configuring Network Switches in BatChes...........ccoiiiiiiiiiiieeeee e 210

I @ T 1 ST 213
o R @Y= = PSPPSR 213
N o 4T o ot ][ PSPPSR 214
14.4.3 Configuring QOS ......eiiiiiiiiiie ittt e e e e e na e e e e nnnees 217

14.5 Configuring the LOCAI DINS .......cooiiiiiiii ettt e e et e e e e enaeeeeenes 223

L14.6 VOICE VLAN . ...ttt e e e e et e e e e e e e e et e e e e e e e e ee bt e e e e e e e e e e aenasreneeas 224
ST R @Y= = PSPPSR 224
14.6.2 Global Voice VLAN CoNfigUuration...........ccueeeiiiiieeeiiiieeeeeiieee e eiieee e 224
14.6.3 Configuring @ Voice VLAN OUl......ccuuiiiiiiiiie et 224
14.6.4 Configuring the Voice VLAN Function 0n a Port .........cccooiieeeeiiieee e 225

14.7 CONfIQUIING VCS ...ttt et e ettt e e e ettt e e e sttt e e e amaee e e e annteeeeennseeeeeanseeaeanns 227
14.7.2 CoNfIQUIING VCS ... ittt e et e et e e e ettt e e e et e e e e ennaeaeeeannees 227
14.7.2 Configuring DAD INtEITACES .....uveieiiiiiie ettt 228
14.7.3 Active Or Standby SWILCNOVET .........uiiiiiiiiie e 228

ST DT Vo [ 10 1= 1o USSP 229

15.2 INFOIMALION CENIET ...ceiiiiiiie ettt e ekt e e sbb e e e ettt e e e e nbe e e e e anbeeaeanns 229
70 0t o T B 101 (o PR 229
L5.1.2 VLAN INFO .ottt e e e e e e e e e e e e e e e et nneeeaeeeesannes 230
15.1.3 ROULING INTO ...ttt e e e e e e e e e e e e et eeeeeeeeeennnes 230



15.1.4 DHCP ClIENLS ...ttt sttt e e 231

L5, 1.5 ARP LIST ittt e e e e e e e e e e e e e e e —raaaeaeaaaane 231
15.0.6 MAC AQUIESS ...eeieiiiiiiie ettt ettt e e ettt e e s et e e e ettt e e e e anbe e e e e anneeeeeeannees 232
ST A B o (0 ST s ToTe] o] 15 o PP 232
15.1.8 IP-MAC BINAING ...eeiiiieiiiiiiiiieiieee ettt e e e e e e e e e e e e e e e neaeeaeeeeennnes 233
15.1.9 IP SOUIMCE GUAIT ....eeeeiieiiiiiee ettt ettt ettt e et e e e et e e e e nnbe e e e e enneeee e eannees 233
L15.1.10 CPP INfO ittt e e e e e e e e e e e e raaaeeaaaanes 234

15.2 NEIWOTK TOOIS ..cciieiiiiee ittt ettt e ettt e e e ettt e e e sttt e e e antee e e e ensteeeeennbeeeeeanneeeeeanns 234
Y2 T = 1T OO 234
15.2.2 THACEIOULE ......ieeeieeiee ettt ettt e e oo e e ettt e e e e e e e e e sttt e e e e e e e e e e ansnbasaeeeeeeeeannnnes 235
15.2.3 DNS LOOKUP ......eeeeeeeeeeeeeee ettt s et n e en e n s eneeeas 235

ST I o= 10| O o] 1= Tox 1T o I PR UOURPSPR 236
SR O o] (3 B I = o [ [0 1S o= PO PRPTPRR 236
15.5 ROUQGE ONUS ..ottt ettt e e e e e ettt e e e e e e e bbbt e e e e e e e e anbbbb e e e e e e e e s annnbeeeeas 237
L5.5.0 OVEIVIBW .ceieiiie ettt ettt ettt e e ettt e e e ettt e e e et e e e e amtt e e e e ensteeeeenseeeeeanneneeeeannees 237
ST T = o To Yo LU ] (TP 237

LT S N 1= £ PRSP RRRPRR 238
16 SYStemM CONFIGUIALION ........eeiieeiiiie ettt e e e ettt e e e e e e e e ntt e e e e snneeeeeenneeeeeanneeeens 240
16.1 SYSEEIM LOQS .. eeeeeetiiiittet ettt ettt ettt s ettt sttt s e st e st s e s e e s e e e eennnnne 240
16.1.1 VIEWING LOGS . uutttiiiiieeeeiiiiiiietteee e e e e st e e e e e e s e st aeeeeeeeesannssaaaeeaeeeeesasnsnneeeeeaeeesannnns 240
G 2 Y=Y 1] o 1o T TP PPEEPR 242

16.2 Setting the SYSIEM TIME.....ccoi e e e e e e e e e e e e e e e nnnraeeees 246
16.3 Setting the Web Login PASSWOIT ...........cocuuuiiiiiee e e e e e e 247
16.4 Setting the Session TIMEOUL DUFAtION ...........uiviiiiiiiiiiiiieee e e e e 248

Xi



16.5 ConfigUIING SNIMP ..o e e e e e e e e e e e e e e e et r e e e e e e e e e annreneees 248

L6.5.0 OVEIVIBW ettt ettt ettt ettt e e ettt e e e e sttt e e e e mba e e e e ensbe e e e e nbeeeeeanneeeeeennnees 248
16.5.2 Global CONfIQUIALION .........eeieiiiiie et 248
16.5.3 View Group, Community, Client ACCESS CONIOl ........eeeeiiiiiiiiiiiee e 250
16.5.4 Typical Configuration Examples of SNMP SEerviCe..........cccovriiiieeiiiiiiiiiieeeee e 258
16.5.5 Trap Service CONfIQUIAtioN ..........cooiiiiiiiiiiiie e 262
16.5.6 Typical Configuration Examples of the Trap ServiCe.........ccooovveeeiiiiiiiiiieeeeee e, 266
16.6 Configuration Backup and IMPOIT.........ccuuiiiiiiiiee et e e enaee e 268
L. 7 RSB ...ttt e e e e e e e bbb e e et e e e e e e e b bae e e e e e e e e e annnraeees 269
16.7.1 RESEttiNG the DEVICE .....ceiiiieiiiiiie ettt ee e 269
16.7.2 Resetting the Devices in the NetWOrK............ocovviiiiiiiiiiie e 269
16.8 REDOOLING the DEVICE .....eeiiiiiiiiie ettt e ettt e e e e st e e e e annaeeaeanns 270
16.8.1 REDOOLING the DEVICE........eiiiiiiiiie ettt ee e 270
16.8.2 Rebooting the Devices in the NetWOrK ... 270
16.8.3 Rebooting Specified Devices in the Network ...........cccccoviiieeiiiii e 271
16.9 Configuring Scheduled REDOOL...........cooiiiiie e 271
LT K0 I oo = To [ PRSPPI 272
16.20.1 ONINE UPGIrade ... ...oeiiiiiiiieeiiiiee ettt ettt e et e e e e e e e e e ee e e ennees 272
TR0 T o Tor= | I U oo | = To = TSR 273
16.11 Configuring the Compatibility MOUE............oeiiiiieiiiiiiee e 273
T A O (o1 To I ST= AV o RO UPUPRPTPRN 274
L6.02. 1 OVEIVIEW .etieeeittee ettt e ettt e e ekttt e e e e skttt e e e sttt e e e mbb e e e e e msbe e e e e nbb e e e e annbeeeeeannees 274
16.12.2 CoNfIQUIAtION STEPS ....iviiiiiiiiee e e et e et e e e e e e e e e e e e e e e s areeeaaeeeeennnnes 274
16.12.3 UNbINAING ClOUA SEIVICE ....cvviieeiiiciiiiiieee ettt e e e e e e e e e e e e e ennnnes 275

i



Xii



1

11

111

1.1.2

Change Description

This chapter describes the major changes in software and hardware of different versions and related
documentation. For details about hardware changes, see the release notes published with software versions.

ReyeeOS 2.380

Hardware Changes

The following table lists the hardware models supported by this version.

Type Model Version Number

e-Lighten Core Switch RG-NBF5300M-12MFS12MG4XS 1.xx

Software Feature Changes
This version has the following changes and new software features on the basis of ReyeeOS 2.331:
1. New Feature — Compatibility Mode

The compatibility mode configuration is supported by the RG-NBF series switches. For details, see 16.11
Configuring the Compatibility Mode.

2. Changed Feature — Quick Setup

The order of configuration items in the quick setup is adjusted in this version. For details, see 2.3 Quick Setup.

® Before the change: Add a device to the network. Then create a network project, including configuring a
management password.

@ ®

Network Settings Project Settings

Project Name m

New
Management There are four requirements for setting the password:

Password

The password cannot contain question marks,

spaces, and Chinese characters

Confirm

Password

Password Hint

Reevious m

® After the change: Configure a management password, add a device to the network, and then create a
network project.
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* Password
There are four requirements for setting the
password:

The password must contain 8 to 31
characters.

The password must contain uppercase and
lowercase letters, numbers and three types of
special characters.

The password cannot contain admin.

The password cannot contain question marks,

spaces, and Chinese characters.

* Confirm Password

Save

O ®

Internet Plan Project Settings

* Project Name

Previous Create Network & Connect

3. Changed Feature — Device Overview

® Before the change: Home is displayed on the web page.

Q Search

[5% Home

VLAN

> Monitor e

® After the change: The expression is changed to Device Overview on the web page. For details, see_4

Overviewing Switch Information.
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Q Search

5% Device Overview

VLAN

» Monitor ™

4. Changed Feature — VCS

® Before the change: Smart Hot Standby and Hot Standby are displayed on the web page.

Q Search Hot Standby Config

sTP
@ The switches in the same smart hot standby group must have different switch IDs and priorities. The switch with a higher priority acts as the active device in the hot standby group.

LLDP

" gioe Your device supports smart hot standby.

You car e multiple d supportir

togethe lan

Qos

Smart Hot Standby|

Voice VLAN

there

ensuring

the devices when multiple devices are running.

Highlights

Local DNS

© Diagnostics NG

) System =

® After the change: The expressions are changed to VCS on the web page. For details, see 2.3.3 Setup
Using VCS and_14.7  Configuring VCS.

Q Search VCS Config) DAD Port Config Active/Standby Switchover

3 Advanced O The switches in the same VCS must have different switch IDs and priorities. The switch with a higher priority acts as the active device in the VCS.

LLDP

Device ID Devicel Device ID Device2
»
RLDP Device Priority 150 ~ Device Priority 100 ~
Qos
VCS Link Member Port Config
VCS
i Available Jlg Unavailable il Connected Selected Ports:Te1/1/26
Voice VLAN
Local DNS 1 3 5 7 9 11 13 15 17 19 21 23 25
: - Sorry, the board is offline.
) Diagnostics [1

5. Changed Feature — Switching the Work Mode

® Before the change: The automatic join feature is not supported.
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Description:

1. The device IP address may change upon

Device Name: Ruijie & mode change

Working Mode: Self-Organizing Network &

) 2. Change the endpoint IP address and
Master Device IP: 192.168.110.1

ping the device.

3. Enter the new IP address into the
address bar of the browser to access
Eweb.

4. The system menu varies with different
work modes.

Self-Organizing ()
19 21 Network ()
ol il ol ol
W E FEEEg

System Time: 2025-05-06 11:52:36

® After the change: When you toggle on Self-Organizing Network on a device, you can toggle on or off Auto

Join as required. For details, see 4.1.2 Switching the Work Mode.

Description:

1. The device IP address may change upon

Device Name: Ruijie £ mode change

Working Mode: Self-Organizing Network &

. 2. Change the endpoint IP address and
Master Device [P: 192.168.110.1

ping the device.

3. Enter the new IP address into the
address bar of the browser to access
Eweb.

4. The system menu varies with different
work modes.

Self-Organizing ()
I Network (3
iiiii iiiiil Auto 1oin @ @D

""' ""'l
10 12 18 20 22

System Time: 2025-05-06 11:55:44

6. Changed Feature — Port Isolation

® Before the change: Port Protection is displayed on the web page.

Batch Edit

Port Protection| @)

* Select Port

ol rvcictie gl Unaiabie scheduled ot port Jf8 Aggregate. Il Upink

7 9 11 13 15 I7 19 21 23

6 B 10 12 14 16 18 20 22 24 26 6 8 10 12 14 16

Select All Inverse Deselect

Cancel

17



Port

After the change: The expression is changed to Port Isolation on the web page. For details, see_13.4

Isolation.

Batch Edit

e

* Select Port

il ~eilasie Unavailable Scheduled PoE port Aggregate [l Uplink Copper

7 9 N 3 15 7 19 21 23 25

1 3 5

il g el el e ol i il

MR R N
2 4 6

6 8 10 12 14 16 8 20 22 24 26

Fiber

Select All Inverse Deselect

18
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2 Login

2.1 Configuration Environment Requirements

® Google Chrome, Internet Explorer 9.0, 10.0, and 11.0, and some Chromium/Internet Explorer kernel-based
browsers (such as 360 Extreme Explorer) are supported. Exceptions such as garble characters or format

error may occur if an unsupported browser is used.

® 1024 x 768 or a higher resolution is recommended. If other resolutions are used, the page fonts and formats

may not be aligned, the GUI is less artistic, or other exceptions may occur.

2.2 Logging in to the Web Page

2.2.1 Connecting to the Device

Use a network cable to connect the switch port to the network port of the PC, and configure an IP address for
the PC that is on the same network segment as the default IP of the device to ensure that the PC can ping
through the switch. For example, set the IP address of the PC to 10.44.77.100.

Table 2-1  Default settings

Feature Default Value

Device IP Address 10.44.77.200

A username is not required when you log in for the

Password o ) )
first time. The default password is admin.

2.2.2 Logging in to the Web Page

(1) Enter the IP address (10.44.77.200 by default) of the device in the address bar of the browser to open the

login page.

& Note

® |f the static IP address of the device is changed, or the device dynamically obtains a new IP address, the
new IP address can be used to access the web management system of the device as long as the PC and
the device are on the same LAN, and their IP addresses are in the same network segment.

® The login page varies with products. The actual login page prevails.

(2) Enter the password and click Log In to open the homepage of the web management system.
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Ruijie

Password

e read and agreed User Agreement and

Ruijie Data Processing Agreement.

Forgot Password (3)

You can use the default password admin to log in to the device for the first time. For security purposes, you are
advised to change the default password as soon as possible after logging in, and to regularly update your
password thereafter.

If you forget the Device IP address or password, hold down the Reset button on the device panel for more than
5s when the device is connected to the power supply to restore factory settings. After restoration, you can use
the default IP address and password to log in.

A\ caution

® Restoring factory settings will delete all configurations of the device. Therefore, exercise caution when
performing this operation.

® The method for restoring factory settings varies with the device model. For details, see the installation
guide of the device.
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2.2.3 Layout Configuration

Q Search 0 Alert Center @ English ~ Exit

One-Device ~ e Mot

LI T T— @ ® Reboot ‘
Q Sh: Model: MGMT IP:192.168.110.126 £ More
bommr @ . -
Network-Wide @ Q Ssearch Basic Info
Model: NBS Device Name: Ruijie & SN: T
© workspace 8, Device Overview vijie & A Add

ress:
& Devices Working Mode: self-Organizing Network & MGMT IP: 192.168.110.126 & Internet Status: « Connected
= VLAN Master Device IP: 192.166.110.254 Hardware 1.00 Software Version: Reyee0S
. Version: System Time: 2024-12-03 16:38:50
it - )

(1) Clients () Monitor Uptime: 5 hours 5 minutes 22 seconds
@ syst ~ -
© System | © ports Smart Monitoring

5 L2 Multicast

& L3 Interfaces Temperature: OK

Port Info (@ Panel view
@ Routing

Traffic data is updated every 5 minutes. = Refresh
[ Optical Transceiver

3 5 7 9 11 13 15
T T T W T T
5 Advanced FEYEE PEgy [l 4

2 4 6 8 18 19 20 A

12 14 16 17

@ Security

) Diagnostics

Table 2-2  Layout Configuration

No. Description

1 Navigation of frequently used device functions, including Network, Gateway, and Device & System
related functionalities

2 Quick view of device alarms, change eWeb page language, and exit eWeb

3 Device information and device restart button
Device function configuration and display area

4 ® Click Monitor to display the interface traffic and PoE power usage of the device (only PoE

switches with model names containing —P, -LP, -HP, and -UP support this function).

® Click Config to view the device's configuration and operational status.

s The navigation bar is vertically arranged on the left side when serving as the main device, and
horizontally arranged on the top when serving as a subordinate device

5 Bulk settings can be applied to commonly used functions of all wired and wireless Reyee products
within the self-organizing network.

. It allows for the configuration of all functions of the local device, as well as rapid setup of the
Gateway

2.3 Quick Setup

2.3.1 Configuration Preparations

Connect the device to the power supply, and connect the device port to an uplink device with a network cable.
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2.3.2 Procedure

1. Configuring the Management Password

Set a password for logging into the management system and click Save.

* Password

There are four requirements for setting the
password:

The password must contain 8 to 31
characters.

The password must contain uppercase and
lowercase letters, numbers and three types of
special characters.

The password cannot contain admin.

The password cannet contain question marks,

spaces, and Chinese characters.

* Confirm Password

Save

2. Adding Devices to the Network

By default, users can perform batch settings and centralized management of all devices in the network.

Therefore, before starting configuration, you need to check and confirm the number of online devices and
network status in the network.

& Note

Under normal circumstances, when multiple new devices are powered on and connected, they will be

automatically interconnected into a network, and the user only needs to confirm that the number of devices is
correct.

If a new device is detected not in the network, select the device, click Add to My Network and enter its
management password to add the device manually. This will incorporate the respective devices into the

appropriate network, allowing you to proceed with the network-wide configuration.
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Total Devices: 6. Other Devices (to be added manually): 3.

rrect. The unmanaged switch will not appear in the list. View Topology ®

Please make sure that the device count and topology

Net Status &

© 2] o
Y - - ;
Internet Gateway Switches APs Other Devices
My Network
@ The device can be a member of the VCS. Click to configure. Configure >
New Device (3 devices) .
Model SN IP Address MAC Address Software Version
ReyeeOS
ap ReyeeOS
Other Devices @
®  Model SN 1P Address MAC Address Software Version

ap Reyee0S
Reyee0S

Rediscover Next

3. Creating a Network Project

(1) Click Next to configure the Internet connection type.

& Note

Parameters displayed on the Network Settings page vary according to device types on the network. The

following parameters are displayed when the network contains gateways, switches, and APs.

® Internet: Configure the Internet access mode according to requirements of the local Internet Service Provider
(ISP).

o DHCP: The access point detects whether it can obtain an IP address via DHCP by default. If the access

point connects to the Internet successfully, you can click Next without entering an account.
o PPPoE: Click PPPoE, and enter the username, password, and service name. Click Next.
o Static IP: Enter the IP address, subnet mask, gateway, and DNS server, and click Next.

® Dual-Band Single SSID: When it is toggled on, the 2.4 GHz and 5 GHz frequency bands share the same

Wi-Fi configuration. When it is toggled off, separate Wi-Fi configurations will be required for each band.

® SSID and Wi-Fi Password: The device has no Wi-Fi password by default, indicating that the Wi-Fi network

is an open network. You are advised to configure a complex password to enhance the network security.

® Country/Region: The Wi-Fi channel may vary from country to country. To ensure that a client searches for

a Wi-Fi network successfully, you are advised to select the actual country or region.

® Time Zone: Set the system time. The network time server is enabled by default to provide the time service.

You are advised to select the actual time zone.
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Internet PPPoE @ DHCP Static IP

Internet access is available via DHCP.

Dual-Band Single ssiD (@D

All Radios O

*SSID @Ruijie-m6DE1
Security @ Open Security

Encryption Mode  OPEN(Open)

Country/Region/Time Zone

* Country/Region  China (CN)

*Time Zone  (GMT+8:00)Asia/Shanghai

Previous Next

(2) Click Next. On the page that is displayed, set the project name. Project Name identifies the network project

where the device is located.

O] ®@

Internet Plan Project Settings

* Project Name

Previous Create Network & Connect

(3) Click Create Network & Connect. The device will deliver the initialization and check the network connectivity.
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° Operation
succeeded.

Network
* Name: demo
o SSID: @Ruijie-s0477
Redirecting...

After completing the quick setup, the new device can access the Internet. You can bind the device with a Ruijie
Cloud account for remote management. Follow the instruction to log in to Ruijie Cloud for further configuration.
If you do not attempt to bind a Ruijie Cloud account, click Homepage to access the device's eWeb.

O Note

If your device is not connected to the Internet, click Service is unavailable. in the displayed Internet

connection failed. dialog box to exit the configuration wizard.

2.3.3 Setup Using VCS

Virtual Cluster Switching (VCS) improves data forwarding reliability when an RG-NBF series device serves as
the core switch. Two switches can be stacked, and services are automatically switched to the standby switch
when the active switch is faulty, ensuring uninterrupted data forwarding in the case of a single failure.

Caution

Only two switches can form a VCS.

VCS is only supported on switches of the same series.

In VCS mode, only the MGMT port on the active device or primary supervisor module is available.

...E\,

Stacking: Physically connect multiple switches with stack cables, allowing them to operate as a single logical

unit for data forwarding.
Physical /\ Logical

VAN

X X 2 2

[+
[+
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(1) Connect two switches using a single optical cable to form a VCS.

A caution

® Even though multiple cables are required to connect the devices for redundancy, only one cable is

required to connect the switches before the VCS deployment. If multiple cables are connected
between two switches before VCS deployment, device loops are prone to occur.
® 10GE optical ports must be used as the VCS link ports.

(2) Enter the default IP address 10.44.77.200 in the address bar of your browser to access the web interface of
an RG-NBF switch.

(3) Set a password for logging into the management system and click Save.

* Password
There are four requirements for setting the
password:

The password must contain 8 to 31
characters.

The password must contain uppercase and
lowercase letters, numbers and three types of
special characters.

The password cannot contain admin.

The password cannot contain question marks,

spaces, and Chinese characters.

* Confirm Password

(4) Click Configure.
Total Devices: 6. Other Devices (to be added manually): 3.
Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list. View Topology @
Net Status & o
@ . 0] ; L2 S o
R ssses EW i m /3\ ?
@
Internet Gateway Switches APs Other Devices
My Network
Io The device can be a member of the VCS. Click to configure. Configure /I
New Device (3 devices)
Model SN IP Address MAC Address Software Version
y 192.168.11027 Reyee0S
192.168.110.73 Reyee0s
AP 192.168.110.58 Reyee0s
Other Devices @
Rediscover Next

(5) Click Start Setup.
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ves

@ The switches in the same VCS must have different switch IDs and priorities. The switch with a higher priority acts as the active device in the VCS.

Your device supports the VCS configuration.

You can configure multiple devices supporting smart hot standby
together to avoid the planned and unplanned system downtime,
there
the ¢

ensuring

ork stability and improving the performance of

vices when multiple devices are running

Highlights

© Simplify the r
<
- © Support hot standby to ensure data transmission continuity
© Support dual-active detection to avoid dual active devices

(6) After confirming that two switches are connected by a single optical cable, select Batch Config and click
Next.

vCS

@ The switches in the same VCS must have different switch IDs and priorities. The switch with a higher priority acts as the active device in the VCS.

@

Confirm Cabling

Adopt the cabling mode for VCS configuration.

VCS Membe VCS Membe PC

VCS Dual-Device Cabling Diagram

© Batch Config Recommended ‘ ‘One-by-One Config

(7) Select two switches to create a VCS and click Next.
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@ The switches in the same VCS must have different switch IDs and priorities. The switch with a higher priority acts as the active device in the VCS.

@ @

Confirm Cabling Select Device

Select the target devices to form a VCS
Refresh ©

Switch Switch

(8) Select one or more VCS link ports (such as port 26 of devicel and port 25 of device2 in the following figure)

for each device, and click Save.

Note

You must select the same number of ports on each of the two devices.

You can select a maximum of four VCS link ports for each device, and you are advised to configure
adjacent ports as VCS link ports.

The default priority of the active device is 150 and that of the standby device is 100. After the
priorities are changed, the device with a higher priority becomes the active device.
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O ®

Confirm Cabling Select Device Configure Device

Select a member port of a VCS link.

You are advised to select two adjacent 10GE ports. You can configure the device priority to change the VCS active/standby relationship. The one
with a higher priority is elected as the active device.

m Device1 Local Device O .
Priarity Standby 50 100 150 200 Active
- Available Unavailable - Connected
1 3 5 7 9 11 13 15 17 19 21 23 25
: Sorry, the board is offline.
2 4 6 8 10 12 14 16 18 20 22 24
Device2 Device — .
Priority Standby 50 100 150 200 Active

il Available Unavailable gif}§ Connected

1 3 5 7 9 11 13 15 17192123
H Sorry, the board is offline.

2 4 6 & 10 12 14 16 18 20 22 24 26

Pre‘”cus “

(9) Inthe displayed dialog box, click OK to deliver the configuration and wait until the switches are restarted.

O Note

After the switches are restarted, the VCS configuration takes effect and the login page of eWeb is

automatically displayed. You need to enter the default password to log in to the system.
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Tips

o The configuration takes effect only after the

device is restored and restarted. Continue?

Ca ncel n

vCS. x

@ The switches in the same VICS must have different switch IDs and priorities. The switch with a higher priority acts as the active device in the VCS.

(3}
@ B ® @
Confirm Cabling Select Device Configure Device Finish
M
B
Rebooting...
Wait for 3 to 5 minutes until the switch is rebooted to activate the configuration.
N N
Switch Te1/26 Te1/25 Switch
Local
Devicel Device2

(10)  If multiple VCS member ports are selected in Step (9), use an optical cable to connect other ports on the

two switches.

A\ cCcaution

To delete the VCS configuration, ensure that the cable connecting the member ports of VCS links is

disconnected. Failure to do so may result in a loop that can cause network disconnection.
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2.4 Work Mode

The device supports two work modes: Standalone and Self-Organizing Network. It works in Self-Organizing
Network mode by default. The system presents different menu items based on the work mode. To modify the
work mode, see 2.5 Switching the Work Mode.

Self-Organizing Network: After the self-organizing network discovery function is enabled, the device can be
discovered in the network and discover other devices in the network. Devices network with each other based on
the device status and synchronize global configuration. You can log in to the Web management page of the
device to check management information about all devices in the network. After self-organizing network
discovery is enabled, users can maintain and manage the current network more efficiently. You are advised to
keep this function enabled.

When the device is in self-organizing network mode, the Web page has two configuration modes: the network
mode and the local device mode. For more information, see 2.5 Switching the Work Mode.

Standalone mode: If the self-organizing network discovery function is disabled, the device will not be
discovered in the network. After logging in to the Web page, you can configure and manage only the currently
logged in device. If only one device is configured or global configuration does not need to be synchronized to
the device, you can disable the self-organizing network discovery function.

2.5 Switching the Work Mode

In standalone mode, you can configure and manage only the current logged in device without self-organizing
network function. As shown in Figure 2-1.

Figure 2-1 The Web Page in Standalone Mode

Ruifie | Rcycc O Cloud Service () Alert Center  Wizard @ English + Exit

Basic Info

&, Home Model: NEBF . Device Name: Ruljie & SN
MAC Address:
E VLAN Working Mode: MGMT IP: 192.168.110.228 Internet Status:  « Connected
Hardware 1.00 Software Version: ReyeeOS System Time: 2024-12-09 11:35:03
-] Monitor Version: Uptime: 3 days 47 minutes 43 seconds
Ports Smart Monitoring @ Device | Device 2
5 L2 Multicast
Temperature: OK
L3 Multicast
Port Info (@ Panel View
& 13 Interfaces .
Traffic data is updated every 5 minutes. o Refres
@ Routing
Device1 NBF
=] Optical Transceiver M Maximam ONUs Supported by the
Current ot (3)
BRI 2 G
© Security -
" L1 T-T T W T T T neckcd 1 Remalning 52
= Advanced AN Y P EEE f AR
1 € i 1 b 4 [ 2
=) Diagnostics
Device 2 NBF.
System
y: P
il iii‘ ol ol il e 1

In Self-organizing mode, you can batch set the commonly used functions of all wired and wireless Reyee
products within the self-organizing network, including the currently logged-in device. As shown in
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Figure 2-2
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3 Network Management

Choose Network-Wide > Workspace > Physical Topology.

The Physical Topology page displays the current network topology, real-time uplink and downlink traffic,
connection status, and number of clients on the current network. It also provides quick actions for network and
device setup. On the current page, you can monitor, configure, and manage the entire network.

Ruijie |Rcycc Q Search 0 Alert Center @ English | Bxit

o Physical Topology @3 | @s + Discover Devices
Network-Wide —
Workspace =
@ Workspace
() 2 2 R4
3 Devices
Network .. WLAN O.. Quick Se.
@] Clients
Wireless ~ .
@ system
= = =
« - @
Wi-Fi  Radio Se... Rate Lim.. o === an o
& <] 2] . - &*
Rotate
Blocklist ... Wireless AP Mesh — &
ot = el
Restore
=] =] [
LAN Ports APF Port .. LED = Refresh
Wired ~
=Y @ =] F
DHCPSn.. RLDP SWConfig Last Updated: 2025-04-08 04:00:15 Ai

3.1 Viewing the Network Information

You can view the online device, port ID, device SN as well as the real-time uplink and downlink flow in the
network topology.

@ NB

als

® Clients
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® Click the egress gateway in the topology to view real-time traffic information of the device.

Traffic Trend More

Last 1 h Last 24 h Last 48 h Real-time rate L 0.07 + 0.02 Mbps

12 —@- Upload rate —@- Download rate

0.8+
0.6+

0.4+

0.2+ F 3
0 1

T T T T T
2023-12-05 14:23:119 2023-12-05 14:34:19 2023-12-05 14:45:19 2023-12-05 14:56:19 2023-12-05 15:07:19 2023-12-05 15:18:19

® Click a device in the topology to view the running status and configuration of the device and configure device

functions. By default, the product model is used as the device name. Click A to modify the device name
so that the description can distinguish devices from one another.

Ruijie | Reyce Q Search

1 =
0 Alert Center @ English ~ Exit

® < Workspace

. \?/ -AP £ | O Reboot |
@ /N MGMT IP:192 ~° 165 & MAC Address:¢ .. . _.....3 Working Mode:AP
SN:G1SI 354 Reyee OS: Hardware Version:1.01
=
- @
. <
D
& \ *Normal
LFD.) AP Location:  LED blinking
» 4
Clients 3> SSID > >
| 56 Connected: 0 Capacity: 512
T = 56 0
Rotate Total Connected: 0 Capacity: 512 = geginn 5 L -
2
Restore
Signal Quality Negotiation Online Duration
e =
J Refresh Username SSID and Band IP/MAC Rate

Total 0 10/page

® The update time is displayed in the lower-left corner of the topology view. Click Refresh to update the

topology to the latest state. It takes some time to update the topology data. Please wait patiently.
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T 68.49Kbps | & 75.81Kbps

LANT/WAN3 LANZ/WAN2
Ceorts) D)
ot

WANO
ne
e N . .
W - PN .? " A
. . = Rotate
SN: 2 SN J
1 o
(Cport2) Restore
(port1) -
R “
. an Refresh

® Clients

Last Updated: 2023-12-05 15:08:00 I

3.2 Adding Networking Devices

3.2.1 Wired Connection

(1) If a new device is connected to the device in the network through wired connection, a prompt message will
pop up, indicating that a device not in SON (Self-Organizing Network) is discovered. Click Handle to add the

device to the current network.

Note X

Devices outside your network have
been discovered.Handle

(2) On the network list page, click the downward arrow next to Other Network to expand this list. Select the

desired device(s) and click Add to My Network.
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@ Every network varies in devices and configuration. You can add devices of Other Network to My Network.

My Network
(1 devices)

Model SN

4

Other Networld
(1 devices) + Add to My Network

IP Address

192.168.1.19

Model SN IP Address

No IP Address Available

(1 devices) + Add to My Network

(1 devices) + Add to My Network

MAC Address

MAC Address

Network Management

Software Version

ReyeeOS

Software Version

ReyeeOS

(3) You do not need to enter the password if the device to add is newly delivered from factory. If the device has

a password, enter the configuring password of the device. Device addition fails if the password is incorrect.

Add Device to My Network

* Password

Forgot Password

3.2.2 AP Mesh

Add

O Note

Only Reyee AP devices that support AP Mesh function can complete networking through AP Mesh.

1.

Overview

After being powered on and enabled with the AP Mesh feature, a Mesh-capable new AP can be paired with

other Mesh-capable wireless devices on the target network through multiple ways. Then the AP will be
synchronized its Wi-Fi configuration with other devices automatically. Mesh networking addresses pain points

such as complex wireless networking and cabling. A new AP can be connected to any uplink wireless device

among AP, EG router, and EGW router in the following ways:

Button-based pairing: Short press the Mesh button on the EGW router on the target network to implement

fast pairing of the AP with the EGW router.

Search-based pairing: Log in to the web interface of a device on the target network. Search and add APs to

be paired.

Wired pairing: Connect the new AP to a wireless device on the target network using an Ethernet cable. The

new AP will go online on the target network.
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After pairing finishes, the new AP obtains the wireless backhaul information from network-wide neighboring APs.

Install the new AP as planned, and it will connect to the optimal neighboring AP.

)

2. Configuration Steps

Wired
Button — Connection
Pairing Mode?
eWeb-based Scanning
Button-based Pairing Search-based Pairing Wired Pairing.
. . . . (Uplink Deviceis
(Uplink Device is EGW) (Uplink Device is AP/EGW) AP/EG/EGW)

Verify AP Connection

L

Install AP

L

Verify Mesh Networking

L

)

3. Configuration Steps for Button-based Pairing

A\ caution

® Uplink device is an EGW router.

® The new AP must be in factory status.

® |t can be scanned only when the live network is enabled with Mesh.

® Place the new AP no more than 2 meters away from the uplink device to ensure that the new AP can

receive the Wi-Fi signal from the uplink device. The new AP may fail to be scanned due to the long
distance or obstacles between it and the uplink device.

(1) Power on the new AP and place it near the EGW router on the target network.

5)
(2) Press and hold the Mesh button A4 on the EGW router for no more than two seconds to start pairing.
The pairing process takes about one minute.

(3) Check the topology on the Physical Topology page to make sure that the new AP has connected to the

uplink device in wireless mode.
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WAN WAN
e N s
/?\ /‘"\
e . oW N
SN: ZA 323 SN: G171 121772003
[

Wireless

Wireless

o s
/?\
e )
SN: G1IL 227020379

(4) Power off the new AP and install it as planned.

(5) Login to the web interface of a device on the target network. In Network-Wide mode, choose Devices > AP.

= 5G

Make sure that the new AP is online and the corresponding entry contains icon in the Relay
Information column. The icon indicates that wireless backhaul is performed through the 5 GHz radio.

All (54) Gateway (1) Switch (2) AC(1) Router (0) O

Select Reboot Batch Upgrade @ Delete Offline
Handle
Group: All Groups Expand ® Change Group @ = @ Basic Info RF Information Model
Username (O Clients Relay
Model Device Group q Software Version ® Action
Information

. Wired

. i*\ AP & | ) 0 Default i ReyeeOS Manage Reboot
View Details
4 Wired

° i*\ AP & 0 Default . |re. ReyeeOS Manage Reboot
View Details
i Wired

] ;*\ AP 7 0 Default . |re. ReyeeOS Manage Reboot
View Details
S Wired

® s AP 4 i 0 Default i ReyeeOs : Manage Reboot
View Details

S = 5G View
LI AP O i 0 Default Detail ReyeeOS Manage Reboot
etails

= 5G

(6) Click View Details following the icon to obtain information about the uplink device and RSSI.
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AP & 0
AP & 7 0
AP & 0
AP & i 0
AP & 0
AP & ) 0

Network Management

Default . W"e_d t
View Details Noise Floor: -82 dBm
Channel __
il Wired Utilization: ok
Default t
View Details RSSI: -26 dBm Good
Negotiation Rate: 173 Mbps
Gy ik Wired Uptime: 13 minutes 18 seconds "
View Details
=
= )
Default iG] View htg ~o t
Details A -
. ap P
Default . Wired t
View Details Model: | Model: -
] SNz ZASI .923 SN: GINC ™ " 2777 79
Default i P 192 155 P 192 131 t
View Details

4. Configuration Steps for Search-based Pairing

A\ caution

Uplink device is an AP or EGW router.
The new AP must be in factory status.
It can be scanned only when the live network is enabled with Mesh.

Place the new AP no more than 2 meters away from the uplink device to ensure that the new AP can

receive the Wi-Fi signal from the uplink device. The new AP may fail to be scanned due to the long
distance or obstacles between it and the uplink device.

(1) Power on the new AP and place it near the AP or EGW router on the target network.

(2) Log in to the web interface of a device on the target network. In Network-Wide mode, click +Discover

Devices in the upper right corner of the Physical Topology page to scan the APs in other networks not

plugged in with Ethernet cables.

Ruijie | Rcycc

Q Search

0 Alert Cente @ English Exit

One-Device

A Controller

= Gateway

Network-Wide
© Workspace
5 Devices
(1] Clients

@ system

radio &

‘o >

Physical Topology

Workspace

= 2 5

Network .. WLAN Q... Quick Se... @‘\*
Q
Wireless ~ i
= = = A
Wi-Fi Radio Se... Rate Limi... 1
& o B8 =
= i S e e a &
Blocklist ... Wireless ... 802.1x A... P *tem Rotate
I 5 T o
=) 74 =] I Restore
AP Mesh Load Bal. LAN Ports v . o
o otramp Refresh

o =

LED  Client As... DNS Proxy

Wired ~

Last Updated: 2023-12-15 16:58:23

(3) On the AP Mesh page, click Scan to scan devices that are not connected to the network via an Ethernet

cable.
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Device Netwarking AP Mesh

o Every network varies in devices and configuration. You can add devices of Other Network to My Network.

My Network

radio (53 devices)

Other Device

No data

Scan

(4) Select the APs to be added and click Add to My Network. No more than eight APs are allowed at a time
Wait until network merging finishes.

dasui (2 devices) + Add to My Network
= Model SN IP Address MAC Address Software Version
8 ar -]

ZAS 55A 192, 56 EO:S 13:85 ReyeeQS

@ Network merging succeeded.

(5) Check the topology on the Physical Topology page to make sure that the new AP has connected to the
uplink device in wireless mode.

WAN WAN
~ Ve \ P
/ﬁ\ AN
o . M o _mu_m
SN: ZA 323 SN: G1nt++ nannang
[
I
]
N s
/?\
LB
SN: G ZZ0ni20379
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(6) Power off the new AP and install it as planned.

Network Management

(7) Log in to the web interface of a device on the target network. In Network-Wide mode, choose Devices > AP.

Make sure that the new AP is online and the corresponding entry contains icon

= 5G  in the Relay

Information column. The icon indicates that wireless backhaul is performed through the 5 GHz radio.

All(54)  Gateway (1) [EGXCOMM Switch (2) AC(1)  Router (0) O
Select
Handle
Group: All Groups ~ Expand @ Change Group @ | @ Basic Info RF Information
Username (& Clients
Model Device Group
] \*: AP ) 0 Default
o = PG 0 Default
o = APy 7 0 Default
o /g: AP O 0 Default
o = AP 2. i 0 Default
(8) Click View Details following the = 5G jcon
° :'""/ AP & 0 Default
o = AP 7 0 Default
. :‘*‘/ AP 0 Default
o :;\ AP G 0 Default
o = Iy 0 Default
. = AP ; 0 Default

5. Configuration Steps for Wired Pairing

Reboot Batch Upgrade @ Delete Offline
Model
Relay
Information Software Version @ Action
Wired
i K ReyeeOS Manage Reboot
View Details
e ReyeeOs Manage Reboot
View Details
Wired
— K ReyeeOS | Manage Reboot
View Details
Wired
— K ReyeeOS 2 Manage Reboot
View Details
5G View
; ReyeeOS Manage Reboot
Details

to obtain information about the uplink device and RSSI.

il Wired 3
View Details Noise Floor: -82 dBm
Channel __
il Wired Utilization: o "
View Details RSSI: -26 dBm Good
Negotiation Rate: 173 Mbps
ik Wired Uptime: 13 minutes 18 seconds "
View Details
D Loct
= 5G View Ty T
. = - = t
RN N
AP AP
il Wired 4
View Details Model: 1 Model: |
= SN: ZASI 923 SN: GINC =~ °°7° 79
iiWire P 102 155 P 192 131 t
View Details

...&

Caution
Uplink device is an AP, EG router, or EGW router.
The new AP must be in factory status.
It can be scanned only when the live network is enabled with Mesh.

(1) Plug one end of the Ethernet cable to the uplink port of the new AP, and the other end to the downlink port of

an AP, EG router, or EGW router on the target network. Mesh networking takes one to three minutes. When

the system status LED is steady on, it indicates that Mesh networking finishes.

(2) Log in to the web interface of a device on the target network. In Network-Wide mode, choose Devices and

make sure that the new AP is online.
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Network Management

M54  Gateway (1) Switch (2)  AC(1)  Router (0) ¢}
Select Reboot Batch Upgrade @ Delete Offline
Handle

Group: All Groups  Expand () Change Group & @ Basic Info RF Information Model

Username (3 Clients

Model SN IP Address MAC Address Device Group Action
y . ,-\ AP & G1 M213 19, 15 ¢ 10:8 8 0 Default Manage Reboot
hat ZAS 0170 2 12ZF1 0
AP & GIN 20379 149 331 & 11T — n45 ] Default Manage Reboot

(3) Unplug the Ethernet cable, power off the new AP, and install it as planned.

(4) Log in to the web interface of a device on the target network. In Network-Wide mode, choose Devices > AP.

=

Make sure that the new AP is online and the corresponding entry contains icon

5G

in the Relay

Information column. The icon indicates that wireless backhaul is performed through the 5 GHz radio.

All (54)

Group: All Groups

Gateway (1) AP (50) Switch (2) AC (1) Router (0) O
Select Reboot Batch Upgrade @ Delete Offline
Handle
Expand @ Change Group ® | @ Basic Info RF Information Model
Username Clients Relay
Model Device Group . Software Version @
Information
Wired
AP & ) 0 Default i ReyeeOS
View Details
AP & 0 Default . Wired ReyeeOS |
View Details
AP & 7 0 Default - ired ReyeeQ5
View Details
AP & i 0 Default [T Reyee0S 2
View Details
AP & i 0 Default ReyeeOS

—_
(5) Click View Details following the -
. ,@: AP & 0
« i w0 T
o = AP i 0
o :“\ AP 2. i 0
. ,‘v‘: AP | 0
o :“\ AP 2. i 0

5G

Action

Manage Reboot

Manage Reboot
Manage Reboot
Reboot

Manage

Manage Reboot

icon to obtain information about the uplink device and RSSI.

Default

Default

Default

Default

Default

Default
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il Wired

View Details

il Wired

View Details

= 5G View
Details

ik Wired

View Details

il Wired

View Details

t
Noise Floor: -82 dBm
Channel __
Utilization: 6% t
RSSI:-26 dBm Good
Negotiation Rate: 173 Mbps
Uptime: 13 minutes 18 seconds "
Lo
e - S t
RN
AP AP
t
Model: | Model: .
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6. Enabling WAN Port

Network Management

The WAN port works as the wired uplink port of the AP by default. For the AP added to the target network through
Mesh pairing, the WAN port is disabled by default. If you want to connect the Mesh AP to other downlink device

in wired mode to expand the network, enable this port.

(1) Login to the web interface of the network project. Choose Network-Wide > Devices > AP, and click Manage

next to a device in the AP list.

All (54) Gateway (1) Switch (2) AC(1) Router (0) O

Select Reboot Batch Upgrade ® Delete Offline
Handle

Group: All Groups | Expand Change Group ® = @ Basic Info RF Information Model

Username @ Clients

Model SN IP Address MAC Address Device Group
y . :"'\: AP & G1SK3- 104233 192, 045 4 10:82 iE8 0 Default
No IP Address
N ZASLA! 170 . E0:5C 2F1 0
Available
AP & GINQCA 79 192¢ 10314 80:( 2:45 0 Default

(2) Choose Config > Advanced > Enable WAN, toggle on Enable, and click Save.

Action

Manage Reboot

o The WAN port is used as an uplink port of the AP by default. When the device works in the wireless repeater mode, the WAN port is disabled by default. If you want

to extend network coverage through connecting the WAN port of the AP to a switch, enable the WAN port first.

Enable ()

Save

7. Querying Mesh APs and Mesh Details

(1) Log in to the web interface of a device on the target network.

(2) Query Mesh APs.

® Method 1: In Network-Wide mode, check the topology on the Physical Topology page. The AP that

connects to the uplink device in wireless mode is a Mesh AP.
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WAN WAN
N s -
/?\ /"'\
1l o AN E
SN: ZA 323 SN: G mnnnng
[

Wireless

Wireless

® Method 2: In Network-Wide mode, choose Devices > AP. If an entry contains icon =56 inthe Relay
Information column, the corresponding AP is a Mesh AP.

All (54) Gateway (1) Switch (2) AC(1) Router (0) 3

Select Reboot Batch Upgrade @ Delete Offline
Handle
Group: All Groups Expand ® Change Group ® = @ Basic Info RF Information Model
Username Clients Relay
Model Device Group q Software Version @ Action
Information
N Wired
L. AP S i, > 0 Default . ReyeeOS Manage Reboot
View Details
. :9: AP 4 0 Default ied ReyeeOS Manage Reboot
View Details
. :‘*: AP 4 7 0 Default Yied ReyeeOS | Manage Reboot
View Details
N Wired
Y AP & P 0 Default . i ReyeeOS - Manage Reboot
View Details

N G View
Y AP & j 0 Default et ReyeeOS Manage Reboot
eta

(3) Query Mesh networking details.

In Network-Wide mode, choose Devices > AP. Select the target AP, and click View Details in the Relay
Information column to obtain the Mesh networking details.

2 Wired
. :@\ AP & .. 0 Default . "e_ t
View Details Noise Floor: -82 dBm
Channel
" N . 16%
. :?\ s ! 0 Default il Wired Utilization: t
View Details RSSI: -26 dBm Good
Negotiation Rate: 173 Mbps
Sl il Wired Uptime: 13 minutes 18 seconds
® g2 AP & P 0 Default ~ t
View Details
Lo
7 =56 View @
* s AP 2 [ 0 Default Details e enmzzmmmmEmEme S t
AN
. AP ap
. :": AP & | 0 Default e t
View Details Model: 1 ! Model: ™=
] SN: ZASI .923 SN: GINC = " °°7° 79
o= Iy ! 0 Default IRV P 192 55 P: 192 131 t
View Details
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3.3 Configuring Network Planning

Choose Network-Wide > Workspace > Network Planning.

Ruifie | Reyce

Q Search

@ English | Bxit |
One-Device radio & ) -
Physical Topology He &1 + Discover Devices
® ) [« b
a ) Workspace =
Network-Wide E= =2 & @
) (]
@ Workspace Network JWLAN O... Quick Se. |
&2 Devices Wireless ~ |
(1] Ciients = = = .:"‘:M
Gt p Wi-Fi  Radio Se... Rate Limi.
& system UNENCAN UNRNOWN
S & (=) T = "
Blocklist .. AP Mesh LAN Ports e — Rotate
. . . o
= e = : Restore
LED  Client As... DNS Proxy =3 a
Refresh
Wired A~ 4P G

& =

WAN - DHCP 0. RLDP Last Updated: 2023-12-06 04:00:12

3.3.1 Configuring Wired VLAN

(1) Click Add Wired VLAN to add wired network configuration, or select an existing wired VLAN and click Setup
to modify its configuration.

Network Planning(5) All

|i Add Wired VLAN Il Add Wi-Fi VLAN]

a
VLANT Wired VLAN  Wi-Fi VLAN N @
VLAN1

VLANT1  Wi-Fi VLAN
1"

Overturn

VLAN12  Wired VLAN
VLANOO12

Restore

Refresh
VLANZ22  Wi-Fi VLAN

22
33

Unknown
UNKNOWN

SVI Address: (Gateway) SNUNKNOWN

192.168.33.1

-

AP Group RG-E5205C-P
SN-MACCWLD789205GC

(2) Configure a VLAN for wired access, specify the address pool server for access clients in this VLAN, and
determine whether to create a new DHCP address pool. A switch or gateway device can be selected as the
address pool server. After setting the service parameters, click Next.
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Configure Network Planning/Add Wired VLAN x
1 Configure VLAN Parameters 2 Configure Wired Access
* Description
VLAN Add VLAN
“VLAN ID:
Address Pool @ Switch Gateway Not in VLAN
Server
Gateway/Mask: 1921681101 / 2552552550
oHCe pool: (D)
IPRange: 1921681101 - 192.168.110.254

-

(3) Select the switch to configure in the topology, select the switch ports added to this VLAN, and click Next.

1 Configure VLAN Parameters 2 Configure Wired Access 3 Confirm Config Delivery

VLANTT (Test) 192.168.11.1-192.168.11.254 You have selected 1 device(s) with 2 portis). () Panel View

ol

ar == —
Pt il ol o ol ol ol il
AN e mEEe

Selacted: M13,M15

Select All Irve

4
Rotate

Restcae

=3 1

(4) Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the

configuration to take effect.
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work Planning/Add Wired VIAN

nfigure Wired Access 3 Confirm Config Delivery
DHCP Pool. Start IP Address: 192.168.11.1 End IP Address:192.168.11.254

DNS: 192.168.11.1 Lease Time (Min}430

Configure the management IP as a static IP: IP Address: 192.168.104.40 Subnet Mask: 255.255.248,0 Gateway: 192.168.110.1
Port Gi1/1/9 Set as Trunk Port, Native Id: 1, Alow Vian: vian1,11

Port Gi1/1/13 Set as Trunk Port, Native Id: 1, Allow Vian: visn1,11

Port Mt2/3/1 Set as Trunk Port, Native Id: 1, Allow Vian: vian1,11

Port Mt2/3/5 Set as Trunk Port, Native 1d: 1, Allow Vian: vian1,11

Port Mt2/3/8 Set as Trunk Port, Native Id: 1, Allow Vian: vian1,11

1 Configure VLAN Parameters

Update VLAN Vianld: 11
Port Gi1/0/5 Set as Trunk Port, Native [d: 1, Allow Vian: vian1,11

Add VLAN Vianid: 11
Port GI2/0/9 Set as Trunk Port, Native Id: 1, Allow Vian: vian1,11

Add VLAN Vianid: 11
Port Mt1/3/7 Set as Trunk Port, Native Id: 1, Allow Vian: vian1,11

Add VLAN Vianid: 11
Port Gi1/24 Set as Trunk Port, Native Id: 1, Allow Vlan: vian1,11

4 4 4 4
bl Port Gi1/17 Set as Trunk Port, Native id: 1, Allow Vian: vian1,11
Add VLAN Vianid: 11
“ ® Port Gi2/0/5 Set as Trunk Port, Native Id: 1, Allow Vian: viant,11
Rotate | | M
o
Restore ot 2= Update VLAN Vianid: 11
o Port Mt3,MIS Set as Access Port, Vianid: 11
it Port Mt24 Set as Trunk Port, Native id: 1, Allow Vian: vian1,11

12MFS12MGAXS
~
ai

[reoe [ o |

3.3.2 Configuring Wi-Fi VLAN

(1) Click Add Wi-Fi VLAN to add wireless network configuration, or select an existing Wi-Fi VLAN and click

Setup to modify its configuration.

. <
Network Planning(3) Al ~
[Add Wired VLAN ”Add WiFi VLANI
Overturn
VLAN1T  Wi-Fi VLAN 5 Restore
VLANT
Refresh
~0.00 +0.00
VLANTO0 N
VLANT0 y
DHCP Server
A
VLAN12
VLAN12 EG105GW-E
SNMACCR16277F22
SVI Address: (Gateway)
192.168.12.1
DHCP Pool (Enable)
192.168.12.1/255.255.255.0
IP Count: 254
Lease Time(Min): 480 Unknown,
B
in SON
RAP2250(E) R6
SN:G1QHEWX000610 SN-G1QPI4KO16658
e
...... F g
XXHX 4
12345678

(2) Set the Wi-Fi name, Wi-Fi password, and applicable bands. Click Next.
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Configure Network Planning/Add Wi-Fi VLAN x
1 Configure Wireless Access 2 Configure VLAN Parameters
sSID @
Pupose @ General | loT | Guest
Band @ @ B s
bas
target frequency band. Re-identify View
Encryption  Open @ Security
*Security @ WeA2-PSK
Wi-Fi Password
Advanced Settings
4

(3) Configure a VLAN for wireless access, specify the address pool server for access clients in this VLAN, and
determine whether to create a new DHCP address pool. A switch or gateway device can be selected as the
address pool server. After setting the service parameters, click Next.

Configure Network Planning/Add Wi-Fi VLAN X
1 Configure Wireless Access 2 Configure VLAN Parameters 3 Confirm Config Delivery
* Description
VLAN Add VLAN
VLAN ID!
Address Pool @ Switch Gateway Not in VLAN
Server
Gateway/Mask: ~ 192.168.110.1 /2552552550
DHCP Pool: @D
IP Range: 192.168.110.1 N 192.168.110.254
o

=3 a

(4) Confirm that the configuration items to be delivered are correct and then click Save. Wait a moment for the

configuration to take effect.
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Configure Network Planning/Add Wi-Fi VLAN X

1 Configure Wireless Access ————————— 2 Configure VLAN Parameters 3 Confirm Config Delivery

To configure (VLAN13) with IP range 192.168.13.1~192.168.13.254, configuration will be delivered to
device(s).

The following configuration will be delivered:

Overturn
SSID:test Password:12345678
Restore

A, | Add VLAN 131P: 192168131 Subnet Mask 2552552550
— DHCP Pool. Start: 192.168.13.1 End IP Address:192.168.13.254

DNS: 19216813 1 Lease Time(Min480

EG105GW-E

MACCR16277F22

 Unknown
nkOUN
SHUNKNOWN

‘ Not in SON ’ ‘ Not in SON ‘

RAP22E0E) 5
SN:GIQHEWID00510 SNG1QPR4KDTGESE

=
'

Ai
Save

3.4 Network-wide Wireless Management

Choose Network-Wide > Workspace > Wireless.

- —
Ruijie |Reyce QSearch 0 Alert Center @ English~ [ Bt |
One-Device .
Physical Topology =1 @1 20 | D2 + Discover Devices

A Gateway Workspace =
Network-Wide E= Ed
© Workspace Network . WLAN Q.. IPTV
& Devices s

Quick Se...
@] Clients

Wireless ~
& System

Wi-Fi  Radio Se... Rate Limi.

S %) =]

Blocklist .. APMesh Load Bal...

) o
LANPorts  LED  Client As..
JF
Rotate
o
o
Domain .. e
Wired - Refresh
= O =9
WAN  LAN  DHCP Sn.
= [=] Last Updated: 2024-04-18 18:29:28

The functions supported by Network-wide Wireless Management depend on the APF devices in the network.
Detailed information on the supported functions can be found in the Configuration Guide accompanying RG-

APF devices. For example, if the software version of the AP device is ReyeeOS 2.282, the functions supported
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by Network-wide Wireless Management can be referenced in the RG-APF Configuration Guide for ReyeeOS

2.282 version.

3.5 Managing Networking Devices

View all devices on the current network. You can configure and manage the devices simply by logging into one

device on the network. The methods to access device management are as follows:

Method 1: Click the device icon in the top right corner of the Physical Topology to switch to the device list view.

Ruifie | Reycc

Q Search

q —
0 Alert Center @ English v | Bit |

One-Device
Physical Topology
) F

A Gateway Workspace =
Network-Wide = 20
® Workspace Network .. WLAN Q... IPTV
= Devices &

Quick Se...
(1] Clients

Wireless ~
() System

Wi-Fi  Radio Se.. Rate Limi...
& & &
Blocklist ... AP Mesh Load Bal...

) o

LAN Ports LED  Client As...

o] =%

‘WAN LAN  DHCP &n...

=2 = Last Updated: 2024-04-18 18:29:28

Method 2: Choose Network-Wide > Devices.

® Click Handle to add a device to the current network.

® Click Manage to configure a specific device.

® Click Reboot to restart a specific device.

® Click Select to select offline devices. Then, click Delete Offline.

the list and network topology.
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Ruijjie | Rcycc

One-Device

() Workspace

(1] Clients

& System

Username (2

y SR swih

W Switch &

oW — Switch &

Gateway (0)  AP(1)  Switch(3)  AC{0)

Handle

Model

3.6 Online Client Management

Choose Network-Wide > Clients.

Q Search

Router (0) (3

SN

IP/MAC

Network Management

0 Alert Center @ English + Exit |
Select Reboot Delete Offline

Software Version () Action

ReyeeOS Manage Reboot
ReyeeOS Manage Reboot
Reyee0S Manage Reboot
Reyee0S Manage Reboot
Total 4 n 10/page Gotopage 1

The client list displays wired, wireless, and users not connected on the current network, including the username,

connection mode, associated device, IP/MAC address, IP address binding status, rate, and related operations.

All (5) Wired (5)

Wireless (0)

User not connected (2) £

Select

@ The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Username

Click to edit &

Click to edit &

Click to edit &

Click to edit &

NBS8000-24XS-

ACCOB7 &

SSID and Band

1 wired -

I wired -

71 Wired -

01 Wired -

71 Wired Te49

Connected To

Switch
MACCNBS520098

IP/MAC

2222
00:00:00:00:00:00

3332
00:00:00:00:00:00

4444
00:00:00:00:00:00

6.6.6.6
00:00:00:00:00:00

192.168.110.34
0c:d9:f8:ac:c0:b8

O.’-)
Not bound

09
Not bound

&

Not bound

o.’-)
Not bound

0.’-)
Not bound

& Block € Bind IP

Rate

+ 3.28Kbps
+ 0.00bps

+ 3.28Kbps
+ 0.00bps

+ 4.22Kbps
+ 0.00bps

+ 4.22Kbps
+ 0.00bps

+ 6.84Kbps
+ 10.06Kbps

Total 5

® Click Not Bound in the IPFMAC column to bind the client to a static IP address.

Action

Access Control

Access Control

Access Control

Access Control

Access Control

- 10/page

® Click a button in the Action column to perform the corresponding operation on the online client.

o Wired: Only access control can be configured.

o Wireless: Access control, associate, and block can be configured.

O nNote

You can perform IP binding and access control only when the primary device is in router mode.

51



Configuration Guide Network Management

Table 3-1  Online Client Management Configuration Parameters

Parameter Description

Username Name of the connected client.

Indicates the access mode of the client, which can be wireless or wired. The SSID
SSID and Band o o )
and frequency band is displayed when a client is connected wirelessly.

Connected To Indicates wired or wireless connection, the associated device and SN.
IP/MAC Indicates the IP address and MAC address of the client.
Rate Indicates the uplink and downlink rates of the client.

Acti You can click the corresponding button to perform access control, association, and
ction
block operations on online clients.

The Wi-Fi signal strength of the client and the associated channel.

Signal Quality & Note

This information is displayed only in the wireless online client list.

Negotiation rate between the client and the AP.

Negotiated Rate O Note

This information is displayed only in the wireless online client list.

Online duration of the client.

Online Duration & Note

This information is displayed only in the wireless online client list.

Indicates the wireless rate limiting of the current client. For details, see_3.6.4

Configuring Client Rate Limiting.

& Note

This information is displayed only in the wireless online client list.

LimitSpeed

3.6.1 Configuring Client IP Binding

U Note

This feature is supported only when the primary device is in router mode.

Choose Network-Wide > Clients.

IP address binding is a security and access control policy that associates a specific IP address with a specific

device or user to achieve identity authentication, access control, monitoring, and accounting.

® Single client IP address binding
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Select the client to be bound with an IP address in the list, click Not bound, and click OK in the pop-up box

to bind the client to a static IP address.

X

Are you sure you want to convert the dynamic IP address

Cancel

to a static IP address?

® Batch IP binding
Click Select.

&Block  Bind IP

Select the clients to be bound, click Bind IP, and click OK in the pop-up box to bind the selected clients to
a static IP address.

IYKOW Wired (0)  Wireless (1) User not connected (0) Deselect & Block < Bind IP

© The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Signal Quality Negotiation  Online Duration
Username SSID and Band Connected To IP/MAC o LimitSpeed Action
te
192168.120.89
N -40db AP 86reeDeric9cab .
Xiaomi-13 & 56 132 2401M 5 minutes 5seconds  No Limit Associate  Block
Channel:56 ZASLA5Q000170 &

Not bound

Total 1 Il 10/page

® Unbind an IP address

Select the client to be unbound from the list, click Bound, and click OK in the pop-up box.

m Wired (0) ~ Wireless (1) User not connected (0) Select 2 Block & Bind IP
@ The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Online Duration

3 . Negotiation . N
Username SSID and Band signal Quality Connected To IP/MAC R:tg LimitSpeed Action
e
N -40db AP 192.168.120.89 @ .
Xiaomi-13 & 56 132 2401M 5 minutes 5 seconds No Limit Associate  Block
Channel:56 ZASLA5Q000170 86eeleric:deas | Bound

Total 1 n 10/page

3.6.2 Configuring Client Access Control

0 Note

This function is supported only when the primary device is in router mode.

Choose Network-Wide > Clients.
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Select a client in the list and click Access Control in the Action column. You will be redirected to the Edit Rule
page, where a MAC-based access control rule is automatically generated. The name and MAC address are
automatically generated based on the selected client. After selecting the control type and effective time, click OK

to create an access control rule for the client.

Edit Rule =

Status (@D

Name iPhone
Based on @ MAC Address IP Address
* MAC Address 1 - i
Control Type @ Allow

Effective Time 3 All Time

o

3.6.3 Blocking Clients

Choose Network-Wide > Clients.

An unauthorized client may occupy network bandwidth and pose security risks. You can block specified clients

to solve the unauthorized access problem.

@ Note

Client block is available only for wireless clients.

® Block a single client
Select a client to block in the list, click Block in the Action column, and click OK in the pop-up box to block

the selected client.

m Wired (0)  Wireless (1) User not connected (0) £} Select % Block  Bind IP
@ The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.
iati Online Duration
x " ti >
Username SSID and Band Signal Quality Connected To IP/MAC :?;0 ten) LimitSpeed Action
a
. ) 40db AP 192.168.120.89 P
Xiaomi-13 ¢ 132 & o 2401M 10 minutes 5 seconds N mit Associate | Block
Total 1 n 10/page
X

Do you want to add 86:¢ "o the blocklist?
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® Batch block clients
a Click Select.

5 Block e Bind IP

b  Select the target clients, click Block, and click OK in the pop-up box to block the selected clients.
Wired (0) ~ Wireless (1) User not connected (0) £} Deselect & Block
@ The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

Signal Quality Online Duration

Negotiation
B  Username SSID and Band Connected To IP/MAC R:tg- LimitSpeed Action
192.168.120.89
- 40db AP e -
Xiaomi-13 2 132 _ = 2401M 10 minutes 5 seconds  No Limit Associate  Block

Total 1 n 10/page

® Cancel block
Choose Network-Wide > Workspace > Wireless > Blocklist/Allowlist > Global Blocklist/Allowlist.

Select the client to be removed from the blocklist in the wireless blocklist and click Delete.

Global Blocklist/Allowlist SSID-Based Blocklist/Allowlist

© All STAs except blocklisted STAs are allowed to access Wi-Fi. Only the allowlisted STAs are allowed to access Wi-Fi
Blocked WLAN Clients + Add Tl Delete Selected
Device Name MAC Address Action
M2102J25C & 8 ' Edit
Up to 512 members can be added. Total 1 n 10/page

3.6.4 Configuring Client Rate Limiting

Choose Network-Wide > Clients > Wireless.

To ensure fair resource allocation, the network administrator can implement wireless rate limiting to prevent
some users or devices from occupying a large amount of bandwidth and affecting the network experience of
other users.

O Note

Rate limiting applies only to wireless clients.

® Configure rate limits for clients
Click the Wireless tab, click the LimitSpeed column in the table, set the uplink rate limit and downlink rate
limit, and click OK.
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@ The client going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes

] Username

B Xaomi-13 2

LimitSpeed
Uplink Rate
Limit

Downlink Rate

Limit

Wireless (1)

User not connected (0) .}

signal Quality
SSID and Band Connected To IP/MAC
) 132 -40db AP B6:ee0e:1 c9c
Kbps
Current: Kbps. Range: 1-1700000 Kbps

Kbps

Current: Kbps. Range: 1-1700000 Kbps

Network Management

Deselect & Block € Bind IP

Negotistion ~ ©nline Duration

Rate

2401M 10 minutes 5 seconds
Total 1 B

LimitSpeed Action

Associate  Block

10/page

S

® Cancel rate limits
Click the Wireless tab, click the LimitSpeed column in the table, and click Disable.

RO wired (0)  Wireless (1) User not connected (0)

@ The dient going offline will not disappear immediately. Instead, the client will stay in the list for 3 more minutes.

B Xiaomi-13 &

LimitSpeed
Uplink Rate
Limit

Downlink Rate

Limit

Signal Quality
$SID and Band Connected To IP/MAC
192.166.120.89
-d0db AP Bb:ee0e ccab
5G 132 . . . s
Channel:56 ZASLASQO00170 @
Bound
X
10000 Kb ps

Current: 10000 Kbps. Range: 1-1700000 Kbps

10000 Kbps

Current: 10000 Kbps. Range: 1-1700000 Kbps

[ Disable

Cance' m

56

Deselect & Block « Bind IP

fati Online Duration
::'g:hatmn e

+10000Kbps
2401M 10 minutes 5 seconds
410000Kbps

war I

Action

Associate  Block

10/page
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3.7 Firewall Management

After a firewall is added to the network, you can manage and configure the firewall on the Web management
system.

3.7.1 Viewing Firewall Information
You can view the basic information and license of the firewall on the Web management system.

Choose Network-Wide > Network > Firewall.

(1) If the password of the firewall is inconsistent with that of the gateway, please enter the management
password of the firewall and click OK.

Tip X

A firewall exists in the current network. The password of
the firewall is inconsistent with that of the device. Please
enter the password of the firewall admin.

Forgot Password m

(2) The basic information, capacity, and security service license of the firewall are displayed on the Web
management system.

SH: 1234842571039
MAC: 00d0 1891303k

WGEW_NTOS 103, Release{n2211502)

tuare Ver: NGP

License

Activated Licenses: 1.

Capacity

Click Manage Firewall to go to the Web management interface of the firewall. Configure the security policy and

license activation for the firewall. For details, see the Web-based configuration guide of the firewall.
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3.7.2 Configuring Firewall Port

If the firewall is set to transparent mode, the Firewall Port Config page appears. You can select the WAN port
connected to the gateway or the LAN port connected to the switch and enable Security Guard.

3.8 Alerts

When a network exception occurs, the network overview page will display an alert and provide a suggestion.
Click an alertin the Alert Center to view the faulty device, problem details, and description. You can troubleshoot
the fault based on the suggestion.

Ruijie |Rcycc Q Search

1
0 Alert Center @ English ~ Exit

The Alert List page displays possible problems on the network environment and device. All types of alarms are
followed by default. You can click Unfollow in the Action column to unfollow this type of alarm.

A\ caution

Atfter unfollowing a specified alert type, you will not discover and process all alerts of this type promptly.

Therefore, exercise caution when performing this operation.

@ View and manage alarms.

Alert List View Unfollowed Alert

Expand  Alerts Suggestion Action

Under voltage may affect device performance or cause device reboot. Please check

. Delete  Unfollow
the power supply of device.

Device Name SN Type Time Details Action

Currently, 802.3at PoE power supply is used. A PoE switch or power
Ruijie G1SK34H004233 RAP6260(H)-D 2023-12-06 15:33:10 supply module compliant with IEEE 802.3bt standard is needed to Delete

provide power for the device.

Total 1 n 10/page
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Are you sure you want to unfollow the alarm
and delete it from the alarm list?

1. After being unfollowed, an alarm will not appear again.
2. You can click View Unfollowed Alert to re-follow an

unfollowed alarm.

Click View Unfollowed Alert to view the unfollowed alert. You can follow the alert again in the pop-up window.

@ View and manage alarms.

Alert List View Unfollowed Alert

Expand  Alerts Suggestion Action

No Data

Total 0 - 10/page

View Unfollowed Alert X

Power supply is
insufficient.

Cancel
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Overviewing Switch Information

4.1 Basic Information about the Device

Choose Local Device > Device Overview > Basic Info.

Basic information includes device name, device model, SN number, software version, management IP, MAC
address, networking status, system time, working mode, etc.

Q search Basic Info
- Model: NBF Device Name: Ruijie SN
< :
£ MAC Address: Working Mode: Se hiz MGMT IP:
Internet Status: » Connected Ha 100 Software Version: ReyeeOS 2
VLAN 2
- Version: System Time: 2025-08-20 14:02:52
Uptime: 18 hours 45 minutes 45 seconds
Monitor
Smart Monitoring
Ports

Temperature: OK

4.1.1 Setting the Device Name

Click the device name to modify the device name in order to distinguish between different devices.

Ruijie &
Edit Hostname X
SN:° Model: 5 MGMTIP: 192.168.110.

Ruijie

Basic Info e
Model: Device Name: m SN
MAC Address:

Working Mode: Self-Organizing Network & MGMT IP:
Hardware 1.00
Version:

Internet Status: « Connected Software Version: ReyeeOS 2.380.0.2019

System Time: 2025-08-20 14:04:47
Uptime: 18 hours 47 minutes 40 seconds

Smart Monitoring

Temperature: OK

4.1.2 Switching the Work Mode

Click the current work mode to change the work mode.

Ruijie &

Description:
SN: Madel: MGMT IP; 192.168.110213 &  More > 1. The device IP address may change upon
mode change.
2. Change the endpoint IP address and
ping the device.

3.E

r the new IP address into the
s bar of the browser to access

Basic Info

Model:
MAC Address:
Internet Status: e Connected

Eweb
Device Name:
Working Mode:

Ruijie & N :} y ) i . 234942575202
. The system menu varies with different
S ganizing Network & o . 92.168.110.213 @
work modes.
Hardware 1.00

eyeeOS
Version: Self-Crganizing () 025-08-20 14:05:38
Uptil 18 h 48 tes 31 d:
ptime: ours 48 minutes 31 seconds Network @
Smart Monitoring Auto Join @ @D

Temperature: OK

Save

Port Info ( Panel View
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4.1.3 Setting MGMT IP

Click current management IP address to jump to the management IP configuration page. For more information,
see 7.6 MGMT IP Configuration.

Basic Info

Model: Device Name: Ruijie & SN:
MAC Address: Working Mode:  Self-Organizing Network & MGMT IP: 192.168.110.21
Internet Status: e Connected Hardware 1.00 Software Version: ReyeeQ$
Version: System Time: 2025-08-20 14:07:27

Uptime: 18 hours 50 minutes 20 seconds

Smart Menitoring

Temperature: OK

4.2 Smart Monitoring

A\ caution

Whether this feature is supported depends on the products. The actual page prevails.

Choose Local Device > Device Overview > Smart Monitoring.

Display the current hardware operating status of the device, such as the device temperature and power supply

status, etc.

Q Searc Basic Info

Model: NBF Device Name: SN

& Device Overview .
MAC Address: Working Mode: Self MGMT IP: 192,

Internet Status: s Connected Master Device IP: 19, Hardware 100
VLAN Version:
Software Version: ReyeeOS System Time:  2025-12-23 09:07:55 Uptime: 11 days 15 hours 58 minutes 18 seconds
Menitor
Smart Monitoril
Ports.
Temperatuf
5 L2 Multicast
Port Info (@) Panel View
¥ & L3 Multicast
Traffic data is updated every 5 minutes. = Refrech
B L3 Interfaces
. 1 Masimum ONUs Supported by the Current OLT
% Routing
il ol ol i ol ol ol ol
1040 o
=) Opical Transcelver M, MM FEPEED e
Security
Corrupted/Oversized
_ Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes Rx/Tx Packets CRC/FCS Error Packets el Conflicts
%) Advanced Packets
Ml o o o0
Diagnostics
Mz o/ oo o/
System

4.3 Port Info

Choose Local Device > Home > Port Info.

® The port info page displays the details of all ports currently on the switch. Click Panel View to view the port

roles and statuses corresponding to port icons of different colors or shapes.
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Q Search Basic Info
Madel:
&% Device Overview
MAC Address:

Internet Status:

NBF
¢ Connected

18 hours 56 minutes 1 second

Status

. 1Gbps/2.5Gbps/10Gbps
10Mbps/100Mbps

- Exception I

. Disconnected I

Disable

(=4 VLAN
Uptime:
Monitor
Smart Monitoring
) Ports
Temperature: OK
< L2 Multic
Role
» 5 L3 Multic

Copper
& L3 Interfa Fiber
@& Routing ¥4 Uplink
Optical Tt PoE/PoE+

PoE
) Security obF+

PoE Error
3 Advancec

Aggregate
() Diagnost

OLT port
(=) System

SC fiber port

40G Port

Overviewing Switch Information

® Move the cursor to the icon of a port on the port panel, and more information about the port will be displayed,

including the port ID, port status, port rate, uplink and downlink traffic, transmission rate, and optical/electrical

attribute of the port.

Basic Info

Model:
MAC Address:
Internet Status:

NBF!
# Connected
Software Version:

ReyeeOS

Smart Monitorinc

Device Name:
Working Mode: Self-Organizing Network &
Master Device IP: 192.168.104.40

System Time: 2025-12-23 09:09:11

- o POt V]
it
emperature: O status Disconnected
Rate:
Port Info () Panel Flow: 0.00 * 0.00
Traffic data is upd: "2t Okbps * Okbps
Attribute Fiber
13 5 7 9 11 1315 17 19 21 23
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28
Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes
Ml Disconnected 0/0 0.00/0.00
Mt2 Disconnected 0/0 0.00/0.00
Mt3 Disconnected 0/0 0.00/0.00
Med Disconnected 0/0 0.00/0.00
Mt5 Disconnected 0/0 0.00/0.00

SN:
MGMT IP: 192.168.107.
Hardware 1.00
Version:

Uptime: 11 days 1

33 @

5 hours 59 minutes 34 seconds

Maximum ONUs Supported by the Current OLT (%)

Connected 0 / Remaining 0

Corrupted/Oversized

Packets CRC/FCS Ei Packet: Conflict:
Rx/Tx Packet (C/1 rror Packets Packets onflicts
[ 0/0 0/0 0
0/0 0/0 0/0 0
0/0 0/0 0/0 0
é
0/0 0/0 0/0 0
A
0/0 0/0 0/0 0

® Traffic data is automatically updated every five minutes. You can click Refresh above the port panel to obtain

the latest port traffic and status information simultaneously.
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Basic Info
Model: NBF5 Device Name: SN:
MAC Address: Working Mode: Self-Organizing Network & MGMT IP: 192.168.107.133 &
Internet Status: e Connected Master Device IP: 192.168.104.40 Hardware 1.00
Version:
Software Version: ReyeeOS System Time: 2025-12-23 09:10:10 Uptime: 11 days 16 hours 33 seconds
Smart Monitoring
Temperature: OK
Port Info (@ Panel View
Traffic data is updated every 5 minutes|
3 5 7 9 11 13 15 17 19 21 23 Maximum ONUs Supparted by the Current OLT ()

1

il el el el e e il ol ol e

M EEEEET N Connected 0/ Remining 0
2 4

6 8 10 12 14 16 18 20 22 24 25 26 27 28

Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes Rx/Tx Packets CRC/FCS Error Packets co“”:ﬁl&“hm Conflicts

Mt Disconnected 00 0.00/0.00 0/0 00 0/ 0

Mt2 Disconnected 0/0 0.00/0.00 o/0 0/0 0/0 0

Mt3 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0

Mtd Disconnected 0/0 0.00/0.00 o0 0/0 0/ 0 !
MtS Disconnected 0/0 0.00/0.00 0/0 0/0 0/ 0
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5 VLAN

5.1 VLAN Overview

A virtual local area network (VLAN) is a logical network created on a physical network. A VLAN has the same
properties as a normal physical network except that it is not limited by its physical location. Each VLAN has an
independent broadcast domain. Different VLANs are L2-isolated. L2 unicast, broadcast, and multicast frames
are forwarded and spread within one VLAN and will not be transmitted to other VLANS.

When a port is defined as a member of a VLAN, all clients connected to the port are a part of the VLAN. A
network supports multiple VLANs. VLANs can make L3 communication with each other through L3 devices or
L3 interfaces.

VLAN division includes two functions: creating VLANs and setting port VLANSs.

5.2 Creating a VLAN

Choose Local Device > VLAN > VLAN List.

The VLAN list contains all the existing VLAN information. You can modify or delete the existing VLAN, or create

a new VLAN.
Ruifie | Rcycc & Cloud Service 0 Alert Center  Wizard @ English ~ Exit
Q Search
VLAN List|2 . + Batch Add + Add [T Delete Selected
$ Home
VLAN ID Description Port Action
[ VLAN
1 VLANOGO1 . Edit
() Monitor
2 VLANO0O2 - Edit Delete
Ports
3 VLAND0O3 Edit Delete
< 12 Multicast
4 VLANOOOS Edit Delete
< 13 Multicast
s VLANOOOS Edit Delet
“
@ L3 Interfaces )
VLANOOOS Edit Jelete
@ Routing VLANDOO - Edit Delet
=) Optical Transceiver M G VLANGOOE B Edit Delete
&) Security 9 VLANDOO9 - Edit Delet
E53 Advanced 10 VLANOO1D — Edit Delet
) Diagnostics Up to 4094 entries can be added. Total 4000 n 2 i 4 5 6 o 400 10/page Go to page *

5.2.1 Adding a VLAN

® Create multiple VLANSs: Click Batch Add. In the displayed dialog box, enter VLAN ID range (separate multiple
VLAN ID ranges with commas (,)), and click OK. The VLANs added will be displayed in VLAN List.
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Batch Add

Cancel

® Create a VLAN: Click Add. Enter the VLAN ID and description for the VLAN, and click OK. The VLAN added
will be displayed in VLAN List.

*VLAN ID Range: 1-4094

Description Max: 32 characters.

O nNote

® The range of a VLAN ID is from 1 to 4094.

®  You can separate multiple VLANSs to be added in batches with commas (,), and separate the start and
end VLAN IDs of a VLAN range with a hyphen (-).

® If no VLAN description is configured when the VLAN is added, the system automatically creates a VLAN
description in the specified format, for example, VLANOOOXX. The VLAN descriptions of different VLANs
must be unique.

® If the device supports Layer 3 functions, VLANS, routed ports, and Layer 3 aggregate interfaces share
limited hardware resources. If resources are insufficient, a message indicating resource insufficiency for
VLAN will be displayed.

5.2.2 VLAN Description Modifying

In VLAN List, Click Edit in the last Action column to modify the description information of the specified VLAN.

65



Configuration Guide VLAN

*VLAN ID

Description  VLAN0003

Cancel

5.2.3 Deleting a VLAN

Batch delete VLANSs: In VLAN List, select the VLAN entries to be deleted and click Delete Selected to delete
VLANSs in a batch.

Ruijie | Reyee

& Cloud Service 1 Alert Center  G'Wizard @ English + Exit
Q Search -
VLAN List @ @ + Batch Add + Add Delete Selected
&% Home
s VLAN ID Description Port Action

= VLAN

1 VLANGOO1 Edit
[=] Monitor

2 VLANDOD2 Edit Delete
(= Ports

3 VLANGOD3 - Edit Delete
@ L2 Multicast

4 VLANGOO4 Edit Delete
@ L3 Multicast

. 5 VLANGOOS - Edit Delete

Delete a VLAN: In VLAN List, click Delete in the last Action column to delete the specified VLAN.

Ruijie | Rcycc

& Cloud Service (1 Alert Center  {Wizard @ English ~

Q Ssearch
VLAN List . + Batch Add + Add [ Delete Selected
% Home
VLAN ID Description Port Action
[ES VLAN
Gi1/0/1-Gi1/0/24Te1/0/25-Te1/0/28,Gi2/0/1
1 VLANDOOT ) Edit
N Gi2/0/24,Te2/0/25-Tez/0/28
[+ Menitor
2 VLANDGO2 - Edit Delete
(&) Ports
3 VLANODO3 - Edit Delete
& 12 Multicast
[m} 4 VLANDOO4 - Edit u
<5 L3 Multicast
. 5 VLANOOOS Edit Delete
@ L3 Interfaces
@ 6 VLANOOOS. Edit Delete

© Note

The default VLAN (VLAN 1), management VLAN, native VLAN, and access VLAN cannot be deleted. For
these VLANS, the Delete button is unavailable in gray.

5.3 Configuring Port VLAN

5.3.1 Overview

Choose Local Device > VLAN > Port List.
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Port List displays the VLAN division of the current port. Create VLANs in VLAN List page (see 5.2  Creating
a VLAN) and then configure the port based on the VLANS.

Ruijie |Reyce O Cloud Service (1 Alert Center  {hWizard @ English v | Exit
Q k
searen VLAN List @ + Batch Add + Add [ Delets Selected

&% Home

%] VLAN
VLANID Description Port Action

[=) Monit
& Manitor 1 VLANOOOT Edit

@) P
(2 Ports Up to 4094 entries can be added Total 1 n 10/page Gotopage 1

@5 L2 Multicast
Port List §§g & Batch Edit
5 L3 Multicast 4
@ L3 Interfaces
Port Port Mode Access VLAN Native VLAN Permit VLAN Untag VLAN Action
@@ Routing

ACCESS 1 - - — Edit

[*) Optical Transcaiver M
ACCESS 1 . - B Edit

You can configure the port mode and VLAN members for a port to determine VLANSs that are allowed to pass
through the port and whether packets to be forwarded by the port carry the tag field.

Table 5-1 Port Modes Description

Port mode Function

One access port can belong to only one VLAN and allow only frames from this VLAN to pass
through. This VLAN is called an access VLAN.

Access VLAN has attributes of both Native VLAN and Permitted VLAN
Access port

The frames sent from the Access port do not carry tags. When the access port receives an
untagged frame from a peer device, the local device determines that the frame comes from the
Access VLAN and adds the access VLAN ID to the frame.

One trunk port supports one native VLAN and several allowed VLANs. Native VLAN frames
forwarded by a trunk port do not carry tags while allowed VLAN frames forwarded by the trunk

port carry tags.

Trunk port A trunk port belongs to all VLANSs of the device by default, and can forward frames of all
VLANS. You can set the allowed VLAN range to limit VLAN frames that can be forwarded.

Note that the trunk ports on both ends of the link must be configured with the same Native
VLAN.

A hybrid port supports one native VLAN and several allowed VLANs. The allowed VLANSs are
divided into Tag VLAN and Untag VLAN. The frames forwarded by the hybrid port from a Tag
Hybrid port | VLAN carry tags, and the frames forwarded by the hybrid port from an Untag VLAN do not
carry tags. The frames forwarded by the hybrid port from Native VLAN must not carry tags,
therefore Native VLAN can only belong to Untag VLAN List.
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O nNote

Whether the hybrid mode function is supported depends on the product version.

5.3.2 Procedure

Choose Local Device > VLAN > Port List.

Configure port VLANS in a batch: Click Batch Edit, select the port to be configured on the port panel, and select
the port mode. If the port mode is Access port, you need to select Access VLAN; if the port mode is Trunk port,
you need to select Native VLAN and enter the allowed VLAN ID range; if the port mode is Hybrid port, you need
to select Native VLAN and enter the allowed VLAN range and Untag VLAN range. Click OK to complete the
batch configuration.

© Note

In Hybrid mode, the allowed VLANS include Tag VLAN and Untag VLAN, and the Untag VLAN range must
include Native VLAN.

Batch Edit

PortMode  Access Port
Access VLAN 1

* Select Port

. Available Unavailable i Scheduled PoE port [ Aggregate

n13 15 17 19 21 2

il ol il ol ol ol e
MEAFMNNN FETEEDT AN
2 4 6 1 ) 24 25 26 27 28

8 10 12 14 16 18 20 22 24

Select All Inverse Deselect

Cancel

Configure one port: In Port List, click Edit in the last Action column of a specified port, configure the port mode
and corresponding VLAN, and click OK.
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Port:Gi2

Port Mode Access Port

*AccessVLAN - 1

Note

VLAN ID range is from 1 to 4094, among which VLAN 1 is the default VLAN that cannot be deleted.
When hardware resources are insufficient, the system displays a VLAN creation failure message.
Improper configuration of VLANSs on a port (especially uplink port) may cause the failure to log in to
eWeb. Therefore, exercise caution when configuring VLANS.

5.4 Batch Switch Configuration

5.4.1 Overview

You can batch create VLANSs, configure port attributes, and divide port VLANSs for switches in the network.

5.4.2 Procedure

Choose Network-Wide > Workspace > Wired > SW Config > VLAN Settings.

(1) The page displays all switches in the current network. Select the switches to configure, and then select the
desired ports in the device port view that appears below. If there are a large number of devices in the current
network, select a product model from the drop-down list box to filter the devices. After the desired devices

and ports are selected, click Next.
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Please select a target device: Select All  Deselect AL

e | (@Emhe e

m

Select All  Inverse Deselect

@)

i 3 5 7 9 11 13 g5 17 19 21 23
e ol s | e e e ol il ol
e NN e
2 4 6 8 10 12 14 §6 18 20 22 24 25 26 27 28

Select All  Inverse Deselect

Next

(2) Click Add VLAN to create a VLAN for the selected devices in a batch. If you want to create multiple VLANSs,
click Batch Add and enter the VLAN ID range, such as 3-5,100. After setting the VLANS, click Next.

+Add VLAN +Batch Add

VLAN ID Remark VLAN ID Remark

Default VLAN 12 ]

A
Previous

(3) Configure port attributes for the ports selected in Step 1 in a batch. Select a port type. If you set Type to
Access Port, you need to configure VLAN ID. If you set Type to Trunk Port, you need to configure Native

VLAN and Permitted VLAN. After setting the port attributes, click Override to deliver the batch
configurations to the target devices.
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Port

Selected Port

* Native VLAN

: Gi5-Gi6; : Mt13-Mt14;

Type Trunk Port

1 (Default VLAN)

* Permitted VLAN 1,12

Previous

5.4.3 Verifying Configuration

VLAN

View the VLAN and port information of switches to check whether the batch configurations are successfully

delivered.

MSW

Port Status
» VLAN Info

Port

Route Info

RLDP

More

Hostname: Ruijie & Software Ver:ReyeeOS

Model: MGMT IP:10.44.78.1

SN MAC:

VLAN
Interface P IP Range

Gil17,Gi21-22,Te27

1 3 5 7 9 N 13 15 17 19 21 23 17 19 21 23
R W O ol il i
T LLLCE T =TT
2 4 6 8 10 12 14 16 18 20 22 24 18 20 |22 24

Port
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6

6.1

6.2

6.2.1

Monitor

Port Flow

Choose Local Device > Monitor > Port Flow.

Display traffic statistics such as the rate of the device port, the number of sent and received packets, and the
number of error packets. The rate of the port is updated every five seconds. Other traffic statistics are updated
every five minutes.

Select a port and click Clear Selected, or click Clear All to clear statistics such as current port traffic and start
statistics collection again.

@ Note

Aggregate ports can be configured. Traffic of an aggregate port is the sum of traffic of all member ports.

Ruijie | Rcycc © Cloud Service 0 Alert Center  {hWizard @ English ~ | Exit

Port Info [l Clear Selected @ Clear All

Traffic data is updated every 5 minutes. & Refresh

VLAN Rx/Tx Speed CRC/FCS Error Corrupted/Oversized .
Port Rate Rx/Tx Bytes Rx/Tx Packets Conflicts
(kbps) Packets Packets
1 s 1 0/0 0.00/0.00 0/0 ) o/ o
Port Flow
(7] 000M 19/6124 67271M/226.83G 8140079/168885636 0/0 /0 Q
Clients Management 3 sconnected 0/ 0.00/0.00 0/0 0/0 o/0 0
=) Ports 4 4 nnected o0 0.00/0.00 0/0 0/0 0/0 0
5 nnected oo 0.00/48.08G /37288092 0/0 0/0 0
5 L2 Multicast
6 nnected o/ 0.00/0.00 00 0/0 0/0 0
5 L3 Multicast
7 Disconnected o/ 0.00/0.00 00 0/0 0/0 0

MAC Address Management

Overview

AMAC address table records mappings of MAC addresses and interfaces to virtual local area networks (VLANS).

A device queries the MAC address table based on the destination MAC address in a received packet. If the
device finds an entry that is consistent with the destination MAC Address in the packet, the device forwards the
packet through the interface corresponding to the entry in unicast mode. If the device does not find such an

entry, it forwards the packet through all interfaces other than the receiving interface in broadcast mode.
MAC address entries are classified into the following types:

® Static MAC address entries: Manually configured by the user. Packets whose destination MAC address
matches the one in such an entry are forwarded through the correct interface. This type of entries does not
age.

® Dynamic MAC address entries: Automatically generated by devices. Packets whose destination MAC
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address matches the one in such an entry are forwarded through the correct interface. This type of entries

ages.

® Filtering MAC address entries: Manually configured by the user. Packets whose source or destination MAC
address matches the one in such an entry are discarded. This type of entries does not age.

O Note

This section describes the management of static, dynamic, and filtering MAC address entries, without involving

multicast MAC address entries.

6.2.2 Displaying the MAC Address Table

Choose Local Device > Monitor > Client Management > MAC List.

Displays the MAC address information of the device, including the static MAC address manually set by the user,
the filtering MAC address, and the dynamic MAC address automatically learned by the device.

Querying MAC address entries: Support querying MAC address entries based on MAC address, VLAN ID or
port. Select the search type, enter the search string, and click Search. MAC entries that meet the search criteria

are displayed in the list. Support fuzzy search.

Ruijie | Reycc € Cloud Service (1 Alert Center  {}Wizard @ English~ | Exit
Q search MAC List Static MAC Dynamic MAC ~ MACFilter  Aging Time  ARP List
a5 Hom ) ~
o Home MAC Address Search by MAC ) Search
J VLAN No. MAC VLAN ID Port Type
[=) Monitor 1 a 1 Git/o/1 Dynamic
2 1 Gil/oMm Dynamic
Port Flow
3 1 Gi1/0/11 Dynamic
Clients Management
4 1 Gil/o/2 Dynamic
(&) Ports N 5 1 Gil/o/2 Dynamic
~ 12 Multicast 3 1 Git/o/2 Dynamic
7 1 Gil/0/2 Dynamic
5 L3 Multicast
8 1 Gilfo/2 Dynamic
@ L3 Interfaces
9 1 Gi1/0/11 Dynamic
@ Routing 10 1 Giljo/11 Dynamic
! . »
) Optical Transceiver M. Up to 16K entries can be added. Total 13 n 2l B 10/page Gotopage 1 I
a
& Note

The MAC address entry capacity depends on the product. For example, the MAC address entry capacity of the

device shown in the figure above is 16K.

6.2.3 Configuring Static MAC Binding

The switch forwards data based on the MAC address table. You can set a static MAC address entry to manually
bind the MAC address of a downlink network device with the port of the device. After a static address entry is

configured, when the device receives a packet destined to this address from the VLAN, it will forward the packet
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to the specified port. For example, when 802.1x authentication is enabled on the port, you can configure static
MAC address binding to implement authentication exemption.

I_(’Uijfé | RC\/CC O Cloud Service () Alert Center  {}Wizard @ English ~ Exit

Q search MAC List Dynamic MAC MAC Filter Aging Time ARP List
&p Home

MAC List @ + Add T Delete Selected

3 VLAN Port MAC Address VLAN ID Action

Port Flow )
Up to 256 entries can be added Total 0 B 10/page Gotopage 1

Clients Management

@) Ports “

1. Adding Static MAC Address Entries

Choose Local Device > Monitor > Client Management > Static MAC

Click Add, enter the MAC address and VLAN ID, select the port for packet forwarding, and click OK. After the

addition is successful, the MAC address table will update the entry data.

* MAC Address
* VLAN ID

* Select Port

A apen

Device 1 NBF!

il #eitable Unavailable Agaregate [ Uplink

1 3 5 7 9 1M 13 15 17 19 21 23
L T T T W T T T
FEMN NN Wy
2 4 6 8

10 12 14 16 18 20 22 24

Deselect

2. Deleting Static MAC Address Entries

Choose Local Device > Monitor > Client Management > Static MAC.

® Batch delete: In MAC List, select the MAC address entries to be deleted and click Delete Selected. In the
displayed dialog box, click OK.

® Delete an entry: In MAC List, find the entry to be deleted, click Delete in the last Action column. In the
displayed dialog box, click OK.
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Ruipie | Reyce &5 Cloud Service () Alert Center  €Wizard @ English ~ Exit

Q search MACList  Static MAC ~ DynamicMAC ~ MACFilter  AgingTime  ARP List

e MACLst© e

E3 VIAN ] Port MAC Address VLAN ID Action
(] Monitor E Gi1/0/23 00:11:22:33:44:55 10
Port Flow Up to 256 entries can be added Total 1 n 10/page Gotopage 1

Clients Management

@ Ports 4

6.2.4 Displaying Dynamic MAC Address

Choose Local Device > Monitor > Client Management > Dynamic MAC.

After receiving the packet, the device will automatically generate dynamic MAC address entries based on the

source MAC address of the packet. The current page displays the dynamic MAC address entries learned by the
device. Click Refresh to obtain the latest dynamic MAC address entries.

Ruijie | Reyce &5 Cloud Service (1 Alert Center  {}Wizard @ English~ | Exit |
Q search MAC List Static MAC MAC Filter Aging Time ARP List
.
oo Home MAC List Clear by MAC [ Clear 2 Refresh
E3 VIAN No. MAC VLAN ID Port
2 Gitom
Port Flow
3 1 Gt/
Clients Management
4 1 Gil/0/2
(=) Ports 1 5 Giljof2
&5 L2 Multicast 6 1 Gi1/0/2
7 Gil/0/2
L3 Multicast
8 1 Gil/o/2
5 L3 Interfaces
9 Gilf/11
& Routing 10 1 Gil/0/11
) ) #
[*=] Optical Transceiver M. Total 14 2 > 10/page Goto page 1

Delete dynamic MAC address: Select the clear type (by MAC address, by VLAN, or by port), enter a string for
matching the dynamic MAC address entry, and click Clear. The device will clear MAC address entries that meet

the conditions.

Ruijie | Reyce &5 Cloud Service () Alert Center  {hWizard @ English ~ Exit
Q Search MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
o ome MAC List © A
B3 vian ] Port MAC Address VLAN ID
[=] Menitar = Gi21 00:11:22:33:44:55 3
Port Flow -] Gig2 O0E11:22:3 54485 7
Cliants Mansgament Up to 256 entries can be added Ttal 2 n 10/page Gotopage 1
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6.2.5 Configuring MAC Address Filtering

To prohibit a user from sending and receiving packets in certain scenarios, you can add the MAC address of the
user to a filtering MAC address entry. After the entry is configured, packets whose source or destination MAC
address matches the MAC address in the filtering MAC address entry are directly discarded. For example, if a
user initiates ARP attacks, the MAC address of the user can be configured as a to-be-filtered address to prevent

attacks.

Ruijie | Reyce & Cloud Service () Alert Center  {)Wizard @ English + Exit

Q search MAC List Static MAC ~ Dynamic MAC Aging Time  ARP List

&n Home MAC List & + Add I Delete Selected

E5 VAN MAC Address VLAN ID Action

Monitor 00:11:22:33:44:55 10 Delete

Port Flow - Gotopage 1

Clients Management

Total 1

1. Adding Filtering MAC Address

Choose Local Device > Monitor > Client Management > MAC Filter.

Click Add. In the dialog box that appears, enter the MAC addresses and VLAN ID, and then click OK.

* MAC Address

*VLAN ID

Cancel “

2. MAC Filter

Choose Local Device > Monitor > Client Management > MAC Filter.

® Batch delete: In MAC List, select the MAC address entries to be deleted and click Delete Selected. In the
displayed dialog box, click OK.

® Delete an entry: In MAC List, find the entry to be deleted, click Delete in the last Action column. In the

displayed dialog box, click OK.

Ruijie | Reyce O Cloud Service () Alert Center @ Wizard  @English v | Exit
Q search MAC List  Static MAC  Dynamic MAC ~ MACFilter  AgingTime  ARP List
& Home .
MAC List @ + Add [l Delete Selected
=3 VIAN ] MAC Address VLAN ID Action
Monitor D 00:11:22:33:44:55 10
Port Flow n Gotopage 1 Total 1

Clients Management
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6.2.6 Configuring MAC Address Aging Time

Set the aging time of dynamic MAC address entries learned by the device. Static MAC address entries and
filtering MAC address entries do not age.

The device deletes useless dynamic MAC address entries based on the aging time to save entry resources on
the device. An overly long aging time may lead to untimely deletion of useless entries, whereas an overly short
aging time may lead to deletion of some valid entries and repeated learning of MAC addresses by the device,
which increases the packet broadcast frequency. Therefore, you are advised to configure a proper aging time of
dynamic MAC address entries as required to save device resources without affecting network stability.

Choose Local Device > Monitor > Client Management > Aging Time.

Enter valid aging time and click Save. The value range of the aging time is from 10 to 630, in seconds. The

value 0 specifies no aging.

RUI:TF& | RCyCC & Cloud Service
MAC List Static MAC Dynamic MAC MAC Filter ARP List

Aging Time

Q search

4% Home

= VLAN * Aging Time (Sec) 300 Range: 10-630. 0 indicates never aging

Port Flow

Clients Management

6.2.7 Displaying ARP Information

Choose Local Device > Monitor > Client Management > ARP List.

When two IP-based devices need to communicate with each other, the sender must know the IP address and
MAC address of the peer. With MAC addresses, an IP-based device can encapsulate link-layer frames and then
send data frames to the physical network. The process of obtaining MAC addresses based on IP addresses is

called address resolution.

The Address Resolution Protocol (ARP) is used to resolve IP addresses into MAC addresses. ARP can obtain
the MAC Address associated with an IP address. ARP stores the mappings between IP addresses and MAC
addresses in the ARP cache of the device.

The device learns the IP address and MAC address of the network devices connected to its interfaces and
generates the corresponding ARP entries. The ARP List page displays ARP entries learned by the device. The
ARRP list allows you search for specified ARP entries by IP or MAC address. Click Refresh to obtain the latest
ARP entries.

O nNote

For more ARP entry function introduction, see 10.6  Configuring a Static ARP Entry.
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& Cloud Service [ Alert Center  {bWi

Monitor

@ English

Q Search MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
Home &
& ARP List @
B3 VLAN No. IP Address MAC Address
1 192.168.110.106
2 192.168.110.1
Port Flow
3 192.168.110.102
Clients Management
4 192.168.110.36
& Ports ‘ 5 192.166.110.151
6 192.168.110.156

< L2 Multicast

5 L3 Multicast
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7 Port Management

7.1 Overview

Ports are important components for data exchange on network devices. The port management module allows
you to configure basic settings for ports, and configure port aggregation, switched port analyzer (SPAN), port
rate limiting, management IP address, etc.

Table 7-1  Description of Port Type

Port Type Note Remarks

A switch port consists of a single physical port on the device
) and provides only the L2 switching function. Switch ports are | Described in this
Switch Port . ) ) .
used to manage physical port and their associated L2 section

protocols.

An Interface binds multiple physical members to form a
logical link. For L2 switching, an aggregate port is like a
high-bandwidth switch port. It can combine the bandwidths
of multiple ports to expand link bandwidth. In addition, for

o Described in this
L2 aggregate port frames sent through an L2 aggregate port, load balancing is

section
performed on member ports of the L2 aggregate port. If one
member link of the aggregate port fails, the L2 aggregate
port automatically transfers traffic on this link to other
available member links, improving connection reliability.
A switch virtual interface (SVI) serves as the management
interface of the device, through which the device can be For related
SsVI Port managed. You can also create an SVI as a gateway configuration, see 10.1
or
interface, which is equivalent to the virtual interface of Setting a Layer 3
corresponding VLAN and can be used for inter-VLAN routing | Interface
on L3 devices.
On L3 devices, you can configure a single physical port as a
) ) For related
routed port and use it as the gateway interface of L3 ] )
o ) o configuration, see 10.1
Routed Port switching. Route interfaces do not have L2 switching

Setting a Layer 3

functions and have no corresponding relationship with
Interface

VLANS, but only serve as access interfaces.
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Port Type Note Remarks

An L3 aggregate port is a logical aggregate port group
composed of multiple physical member ports, just like an L2
aggregate port. The ports to be aggregated must be L3 ports
of the same type. An aggregate port serves as the gateway
interface of L3 switching. It treats multiple physical links in

the same aggregate group as one logical link. It is an For related

important way to expand link bandwidth. Multiple physical configuration, see 10.1
L3 Aggregate Port links are combined into one logical link, expanding the Setting a Layer 3

bandwidth of a link. Frames sent over the L3 AP are Interface10.1

balanced among the L3 AP member ports. If one member
link fails, the L3 AP automatically transfers the traffic on the
faulty link to other member links, improving reliability of

connections.

L3 aggregate ports do not support the L2 switching function.

7.2 Port Configuration

Port configuration includes common attributes such as basic settings and physical settings of the port. Users
can adjust the port rate, set port switch, duplex mode, flow control mode, energy efficient Ethernet switch, and
port media type, etc.

7.2.1 Basic Settings

Choose Local Device > Ports > Ports Settings > Basic Settings

Support setting whether to enable the port, the speed and duplex mode of the port, and the flow control mode,

and display the current actual status of each port.

Ruifie | Reyce O Cloud Service () Alert Center  {}Wizard @ English v Exit
Q search Bhysical Settings

&% Home

Port List & Batch Edit
[ VLAN
Duplex Mode/Rate Flow Control

— Port Status Action
&) Menitor Config Status Actual Status Config Status Actual Status

& Ports Gil/o/1 Enable Auto/Auto Unknawn/Unknown Disable Disable Edit
Port Settings Gilfo/2 Enable AutofAuto Full-Duplex/1000M Disable Disable Edit

Gil/0/3 Enable AutofAuto Unknown/Unknowin Disable Disable Edit

Aggregate Ports 4
Gil/0/4 Enable Auto/Auto Unknown/Unknawn Disable Disable Edit
Port Mirroring
L Gil/o/s Enable Auto/Auto Unknown/Unknown Disable Disable Edit
Rate Limiting
Giljo/e Enable Auto/Auto Unknown/Unknown Disable Disable Edit
MGMT IP
Gil/o/7 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
&5 L2 Multicast
Gil/0/8 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
& L3 Multicast “
Gil/o/9 Enable Auto/Auto Full-Duplex/1000M Disable Disable Edit “

(@ L3 Interfaces
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Batch configure: Click Batch Edit , select the port to be configured In the displayed dialog box, select the port
switch, rate, work mode, and flow control mode, and click OK to deliver the configuration. In batch configuration,
optional configuration items are a common collection of selected ports (that is, attributes supported the selected

ports).

Batch Edit X

Status  Enable
Rate Auto
Working Mode Auto
Flow Control Disable

* Select Port

.Available Unavailable Scheduled PoE port Aggregate S8 Uplink Copper Fiber
3 11 13 15 17 19 21 23
HHHHHH ol ol ol ol ol e
HHHHHH WEFFED NN
10 12 14 16 18 20 22 24 25 26 27 28
Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel

Configure one port: In Port List, select a port entry and click Edit in the Action column. In the displayed dialog

box, select port status, rate, work mode, and flow control mode, and click OK.

Port:Gi1/0/4

Status

Rate

Working Mode

Flow Control

Enable

Auto

Auto

Disable
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Table 7-2  Description of Basic Port Configuration Parameters

Parameter Description Default Value

If a port is closed, no frame will be received and sent on this
Status port, and the corresponding data processing function will be | Enable
lost.

Set the rate at which the Ethernet physical interface works.
Set to Auto means that the port rate is determined by the

Rate o . Auto
auto-negotiation between the local and peer devices. The

negotiated rate can be any rate within the port capability.

®  Full duplex: realize that the port can receive packets
while sending.

® Half duplex: control that the port can receive or send
Work Mode packets at a time. Auto

®  Auto: the duplex mode of the port is determined
through auto negotiation between the local port and
peer port

After flow control is enabled, the port will process the
Flow Control received flow control frames, and send the flow control Disable
frames when congestion occurs on the port.

O nNote

The rate of a GE optical port can be set to 1000M, 100M, or Auto. The rate of a GE electrical port can be set
to 1000M, 100M, 10M, or Auto. The rate of a 10GE port can be set to 1000M or Auto.

7.2.2 Physical Settings

Choose Local Device > Ports > Basic Settings > Physical Settings

Support to enable the energy-efficient Ethernet (EEE) function of the port, and set the media type and MTU of

the port.

Ruijie | Rcycc s Cloud Service 0 Alert Center  {Wizard @ English v | Exit
Q search Basic Settings

& Home

Port List @ ¢ Batch Edit
= VLAN
Port EEE Attribute Description MTU Action
) Monitor Git/o/ Disable Fiber 1500 Edit
- e

Port Settings Gi1/0/3 Disable Fiber 1500 Edit

Aggregate Ports 4 Gi1/0/4 Disable Fiber 1500 Edit
Port Mirraring Gi1/0/s Disable Fiber 1500 Edit
Rate Limiting Gi/0/6 Disable Fiber 1500 Edit

Gi/o/7 Disable Fiber 1500 Edit
MGMT IP
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® Batch configure: Click Batch Edit. In the displayed dialog box, select the port to be configured, configure the

EEE switch, MTU, enter the port description, and click OK.

O nNote

Copper ports and SFP ports cannot be both configured during batch configuration.

Port Management

Batch Edit <
Status: Enable
Rate: Auto
Working Mode: | Auto
Flow Control: | Disable
* Select Port:
‘ Available Unavailable 1 Aggregate [ Uplink Copper Fiber

3 5 7 9 11 13 15

l%'éﬁlé e

17 19 21 23

18 20 22 24

4 6 8 10 12 14 16 25 26 27 28

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel

® Configure one port: Click Edit in the Action column of the list. In the displayed configuration box, configure
the EEE switch, port mode, enter the port description, and click OK.

Batch Edit #

EEE:  Disable

Attribute:  Copper

Description:

*MTU:

1500 Range: 64-9216

* Select Port:

- Available

Unavailable lAgg\egme B Uplink Copper Fiber
3 5 7 9 11 13 15 17 19 21 23

ﬁ%ﬁﬁ ol ol ol ol ol ol ol
mEEn

25 26 27 28

WERE FYEY FEVO

6 8 10 12 14 16 18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel
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Port Management

Table 7-3  Description of Physical Configuration Parameters
Parameter Description Default Value
It is short for energy-efficient Ethernet, which is based on the
standard IEEE 802.3az protocol. When enabled, EEE saves
EEE energy by making the interface enter LPI (Low Power Idle) Disable
mode when the Ethernet connection is idle.
Value: Disable/Enable
The port attribute indicates whether the port is a copper port or
an SFP port.
Depending on the port
Attribute Copper port: copper mode (cannot be changed); pending P
attribute
SFP port: fiber mode (cannot be changed);
Only combo ports support mode change.
Description You can add a description to label the functions of a port. NA
MTU (Maximum Transmission Unit) is used to notify the
receiving party of the maximum size of the data service unit
that can be accepted, indicating the size of the payload that
MTU ) 1500
the sender can accept. The maximum frame length allowed for
sending and receiving can be controlled by setting the MTU of
the port.
& Note
® Different ports support different attributes and configuration items.
® Only the SFP combo ports support port mode switching.
® SFP ports do not support enabling EEE.

7.3 Aggregate Interfaces

7.3.1 Aggregate Interface Overview

An aggregate interface is a logical link formed by binding multiple physical links. It is used to expand link

bandwidth, thereby improving connection reliability.

This function supports load balancing and therefore, evenly distributes traffic to member links. It implements link

backup. When a member link of an aggregate interface is disconnected, the system automatically distributes

traffic of this link to other available member links. Broadcast or multicast packets received by one member link

of an aggregate interface are not forwarded to other member links.

® |[f a single interface that connects two devices supports the maximum rate of 1000 Mbps (assume that

interfaces of both devices support the rate of 1000 Mbps), when the service traffic on the link exceeds 1000

Mbps, the excess traffic will be discarded. Link aggregation can solve this problem. For example, use n

network cables to connect the two devices and bind the interfaces together. In this way, the interfaces are
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logically bound to support the maximum traffic of 27000 Mbps x n.

® [f two devices are connected through a single cable, when the link between the two interfaces is disconnected,
services carried on this link are interrupted. After multiple interconnected interfaces are bound, as long as

there is one link available, services carried on these interfaces will not be interrupted.
7.3.2 Overview

1. Static Aggregation Address

In static aggregation mode, you can manually add a physical port to an aggregate interface. An aggregate
interface in static aggregation mode is called a static aggregate interface and the member ports are called
member ports of the static aggregate interface. Static aggregation can be easily implemented. You can
aggregate multiple physical links by running commands to add specified physical ports to an aggregate interface.
Once a member interface is added to an aggregate interface, it can send and receive data and balance traffic

in the aggregate interface.
2. Automatic Aggregation

Automatic aggregation mode is a special port aggregation function developed for the WAN port of RG-EG series
gateway devices. The maximum bandwidth of the WAN port of the RG-EG device is 2000M, but after the intranet
port is connected to the switch, a single port can only support a maximum bandwidth of 1000M. In order to
prevent the downlink bandwidth from being wasted, it is necessary to find a way to increase the maximum
bandwidth of the port between the MR device and the switch, and the automatic aggregation function emerged
to meet the need.

After connecting the two fixed aggregation member ports on the RG-EG gateway device to any two ports on the
switch, through packet exchange, the two ports on the switch can be automatically aggregated, thereby doubling
the bandwidth. The aggregate interface automatically generated in this way on the switch is called an automatic
aggregate interface, and the corresponding two ports are the member ports of the aggregate interface.

& Note

Automatic aggregate interfaces do not support manual creation and can be deleted after they are

automatically generated by the device, but member ports cannot be modified.

¢ Specification

The peer device for automatic aggregation must be RG-EG310G-E.

3. Load Balancing

An aggregate interface, based on packet characteristics such as the source MAC address, destination MAC
address, source IP address, destination IP address, L4 source port ID, and L4 destination port ID of packets
received by an inbound interface, differentiates packet flows according to one or several combined algorithms.
It sends the same packet flow through the same member link, and evenly distributes different packet flows
among member links. For example, in load balancing mode based on source MAC addresses, packets are
distributed to different member links of an aggregate interface based on their source MAC addresses. Packets

with different source MAC addresses are distributed to different member links; packets with a same source MAC
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7.3.3

address are forwarded along a same member link.

Currently, the aggregate interface supports the traffic balancing modes based on the following:
® Source MAC address or destination MAC address

® Source MAC address + destination MAC address

® Source |IP address or destination IP address

® Source IP address + destination IP address

® Source port

® L4 source port or L4 destination port

® |4 source port + L4 destination port
4. LACP

Link Aggregation Control Protocol (LACP) is a standardized protocol for dynamically aggregating multiple
physical links into a single logical link to enhance network bandwidth and reliability. LACP defines the negotiation
process and parameters of link aggregation, which enables the exchange of link aggregation information and
the negotiation of link aggregation parameters among network devices and ensures the reliability and stability
of the link aggregation. LACP supports dynamic addition and deletion of links, achieving dynamic link adjustment

and optimization.

In LACP, two roles are defined: the actor and the partner. The actor sends a link aggregation request, while the
partner responds to the request and joins the link aggregation group.

Aggregate Interface Configuration
Choose Local Device > Ports > Aggregate Ports > Aggregate Port Settings.
1. Adding an Aggregate Interface

Enter an aggregate interface ID, select member ports (ports that are already a member of an aggregate interface
cannot be selected), toggle on LACP, and click Save. You can enable LACP to dynamically aggregate links to

enhance network reliability and flexibility. The port panel displays a successfully added aggregate interface.

& Note

® An aggregate interface contains a maximum of eight member ports.

® The attributes of aggregate interfaces must be the same, and copper ports and SFP ports cannot be
aggregated.

® Automatic aggregate interfaces do not support manual creation.

® The LACP state cannot be modified once a static aggregate interface is created.
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Q search

Aggregate Interface| ~ LACP Settings ~ LACP Details

&n Device Overview
[ VLAN Aggregate Interface
Monitor

o]

Port Settings

Port Aggregatiol

No Data

Upto aggregate interfaces are supported, each with a maximum of
Adding or removing an active port may cause network disruption. Please proceed with caution.

* Aggregate Port I 5

Port Mirroring

LACP @ @

* Select Member Ports

il Al

Rate Limiting

MGMT IP

Unavailable Scheduled PoE port

<5 L2 Multicast
13 5 7

Il Il Bl
M.
2 4 6 8

13 15 17 19 21 23

<> 13 Multicast
@ L3 Interfaces 14 16 18 20 22 24
& Routing

Save

Optical Transceiver M;

2. Modifying Member Ports of an Aggregate Interface

member ports.

Aggregate [J# Uplink

25 26 27 28

Fiber

Port Management

Select All Inverse Deselect

Click an added static aggregate interface. Member ports of the aggregate interface will become selected. Click
a port to deselect it; or select other ports to join the current aggregate interface. Click Save to modify the member

ports of the aggregate interface.

Aggregate Interface LACP Settings

Save

Aggregate Interface

LACP Details

Up to aggregate interfaces are supported, each with a maximum of 8 member ports.
Adding or removing an active port may cause network disruption. Please proceed with caution.

B Select All T Delete Selected

Ag5 (LACP)
/]

* Aggregate Port

LACP @

* Select Member Ports  Please select at least one member port.

il Aveitobe

Unavailable i Scheduled PoE port Aggregate [ Uplink Copper

13 5 7 9 1 12 15 17 19 21 23
il Il I el e ol ol il ol ol
e WEFFEDY Mo

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Save

3. Deleting an Aggregate Interface

Fiber

Select Al Inverse Deselect

Move the cursor over an aggregate interface icon and click upper-right, or select the aggregate interface to be

deleted, and click Delete Selected to delete the selected aggregate interface. After deleted, the corresponding

ports become available on the port panel to set a new aggregate interface.

87



Configuration Guide Port Management

A\ caution

After an aggregate interface is deleted, its member ports are restored to the default settings and are disabled.

Aggregate Port Settings LACP Settings LACP Details

Aggregate Port Settings

Up to aggregate ports can be added. An aggregate port contains up to & member ports.

& Select All

Ags (LACP). 1 Delete Selected

7.3.4 Configuring a Load Balancing Mode

Choose Local Device > Ports > Aggregate Port > Global Settings.

Select Load Balance Algorithm and click Save. The Device distributes incoming packets among member links
by using the specified load balancing algorithm. The packet flow with the consistent feature is transmitted by
one member link, whereas different packet flows are evenly distributed to various links.

Ruijie |Rcyce
Q Search Aggregate Port Settings LACP Settings LACP Details

& Home
Global Settings
VLAN
= Load Balance Algorithm Src & Dest MAC
Monitor -
\
Aggregate Port Settings
Port Settings

Up to aggregate ports can be added. An aggregate port contains up to 8 member ports.

Aggregate Ports Select All [l Delete Selected

7.3.5 Configuring LACP Settings
1. LACP System Priority

Choose Local Device > Ports > Aggregate Port > LACP Settings > Global Settings.

In LACP, the device with a higher system priority becomes the actor in the link aggregation group and controls
the working state and parameters of the link aggregation group. The value of system priority ranges from 1 to
65535, and the default value is 32768. The lower the value of system priority, the higher the device priority.
When two devices have the same system priority, their MAC addresses are compared, and the device with the

smaller MAC address becomes the actor in the link aggregation group.
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Ruijie | Rcycc

Q search Aggregate Port Settings LACP Details

O AlertCenter  OWizard @ English Exit

& Home

Global Settings
S VAN * LACP System Priority 32768
=) Monitor

LACP Port List

Port Settings

S-zarr.h Batch Edit

Port Aggregated Port Priority Mode Timeout Action
Gi2z 5 1 Active Long Edit
Port Mirroring . Gi24 5 Active Long Edit
Rate Limiting Gid5 3 1 Active Long Edit
MGMT 1P Gids 6 Active Long Edit
5 L2 Multicast Gia7 6 Active Long Edit
@& L3 Interfaces Total 5 n 10/page Gotopage 1

2. LACP Port List

Choose Local Device > Ports > Aggregate Port > LACP Settings > LACP Port List.

The LACP Port List page shows the port ID, priority, mode, and timeout mode of each LACP-enabled port. You

can view the member port details of the corresponding link aggregation group by selecting an aggregate
interface.

Rujie | Reyee

Q Search Agaregate Port Settings | LACP Settings | LACP Details

& Cloud Service () Alert Center  {Wizard @ English~ | Exit

& Home
Global Settings
== VLAN
LACP System Priority 32768
*) Monitor

LACP Port List

Batch Edit
Port Settings - 8
Port. Aggregated Port Priority Mode Timeout Action
Aggregate Ports Gt/ 5 1 Active Long Edit
. «

Port Mirroring Git/1a s 1 Active Long Edit

Rate Limiting Gi1/1s 5 1 Active Lang Edit

MGMT I Gite 5 1 Active Long Edit
Out-of-Band IP Total 4 B 10/page Gotopage 1

You can select a specific port and click Edit, or select multiple ports and click Batch Edit to modify the port
priority, mode, and timeout mode in the pop-up window. Then, click OK to confirm and apply the changes.

Edit “

* Priority 1
Mode Active

Timeout Long
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Table 7-4

Description of LACP Port List Configuration Parameters

Port Management

Parameter

Description

Default
Value

Priority

Priority is used to determine which port is the master, with the highest-
priority port being selected as the active port. The priority value ranges
from 1 to 65535, and a lower priority value indicates a higher priority. If
multiple ports have the same priority, their priority ranking is determined
by evaluating their port IDs, and the port with the lower port ID will be
given a higher priority.

32768

Mode

Mode refers to the method by which two devices within a link aggregation
group negotiate their operating mode.
® Active: In active mode, the device assumes the role of the actor and

sends requests to establish link aggregation.

® Passive: In passive mode, the device assumes the role of the
partner and waits for the peer device to send a request.

Active

Timeout

The purpose of the timeout mode is to determine the timeout period and
mechanism for LACP link aggregation. When no LACP frames are
received from the peer device within the specified timeout duration, it is
assumed that the peer device has experienced a failure. As a result, the
failure detection and recovery mechanism of the link aggregation is
triggered.

® Long: Inlong timeout mode, LACP frames are sent every 30
seconds, and the timeout duration is set to 90 seconds. This mode
enhances the reliability and stability of link aggregation, but it can
potentially lead to delayed detection of faults.

®  Short: In short timeout mode, LACP frames are sent every second,
and the timeout duration is set to 3 seconds. This mode enhances
the response speed of link aggregation and ensures timely fault
detection, but it may impose additional network load and resource
consumption.

Long

3. Viewing LACP State

Choose Local Device > Ports > Aggregate Port > LACP Details.

You can select an LACP-enabled aggregate interface and click Search to view the LACP-enabled member ports

and the aggregate interface information on this page.
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Ruifie | Reycc

Q Search Aggregate Port Settings LACP Settings LACP Details
&% Home
LACP State
VLAN
Ags Search
Monitor - LACP Ports: Gi1/13-Gi1/16
@ Ports . Aggregated Port: No data

Port Settings

Aggregate Ports

7.4 Port Mirroring

7.4.1 Overview

The switched port analyzer (SPAN) function is a function that copies packets of a specified port to another port
that is connected to a network monitoring device, After port mirroring is set, the packets on the source port will
be copied and forwarded to the destination port, and a packet analyzer is usually connected to the destination
port to analyze the packet status of the source port, so as to monitor all incoming and outgoing packets on
source ports.

As shown, by configuring port mirroring on Device A, the device copies the packets on Port 1 to Port 10. Although
the network analysis device connected to Port 10 is not directly connected to Port 1, it can receive packets
through Port 1. Therefore, the aim to monitor the data flow transmitted by Port 1 is realized.

Figure 7-1 Port Mirroring Principles Figure

N

/ \
Dévice A

1 \
1
@ 1 gz* ﬁ Network Analyzer
Port 1 Port 10

The SPAN function not only realizes the data traffic analysis of suspicious network nodes or device ports, but
also does not affect the data forwarding of the monitored device. It is mainly used in network monitoring and
troubleshooting scenarios.

7.4.2 Procedure

Choose Local Device > Ports > Port Mirroring.

Click Edit, select the source port, destination port, monitor direction, and whether to receive packets from non-

Src ports, and click OK. A maximum of four SPAN entries can be configured.

To delete the port mirroring configuration, click Delete in the corresponding Action column.
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A\ cCaution

You can select multiple source traffic monitoring ports but only one destination port. Moreover, the source

traffic monitoring ports cannot contain the destination port.

® An aggregate port cannot be used as the destination port.

® A maximum of four SPAN entries can be configured. SPAN cannot be configured for ports that have been
used for SPAN.

Ruijie | Rcyce & Cloud Service ) Alert Center  {hWizard @ English

Q search

o
H
a% Homs Port Mirroring List @

[ VLAN "
Receive Pkt from Non-S
# Src Port Dest Port Mornitor Direction N::" on-are Action

() Monitor
1 - - - - Edit

2 — — — ~ Edit

Port Settings
3 - - - - Edit

A te Port: <
ggregate Ports i

Port Mirroring

Edit .
Monitor Direction = Both
Receive Pkt from Non-Src Ports (@)
* Src Port
.Available Unavailable Scheduled PoE port Aggregate [Pl Uplink Copper Fiber
5 9 1 13 19 21 23
HHHHHH ..iiii
HHHHHE ""'E [
16 18 20 22 24 25 26 27 23
Select All Inverse Deselect
* Dest Port
.Availal:le Unavailable Scheduled PoE port BN Uplink Copper Fiber

1 3 5 7 9 1N 13 19 21 23

il inl il il iiiiii

[ ""'ﬂ Lyl ]y
2 4 6 8 10

12 16 18 20 22 24 25 26 27 28

Deselect
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Table 7-5  Description of Port Mirroring Parameters

o Default
Parameter Description

Value

A source port is also called a monitored port. Data flows on the source

port are monitored for network analysis or troubleshooting.
Src Port N/A
Support selecting multiple source ports and mirroring multiple ports to one

destination port

The destination port is also called the monitoring port, that is, the port
Dest Port connected to the monitoring device, and forwards the received packets N/A

from the source port to the monitoring device.

The type of packets (data flow direction) to be monitored by a source port.

® Both: All packets passing through the port, including incoming and

. N outgoing packets
Monitor Direction . . . Both
® Incoming: All packets received by a source port are copied to the

destination port

® Outgoing: All packets transmitted by a source port are copied to the
destination port

It is applied to the destination port and indicates whether a destination

Receive Pkt from | Port forwards other packets while monitoring packets.

Enable
Non- Src Ports ® Enabled: While monitoring the packets of the source port, the

packets of other non-Src ports are normally forwarded
® Disabled: Only monitor source port packets

7.5 Rate Limiting

Choose Local Device > Ports > Rate Limiting.

The Rate Limiting module allows you to configure traffic limits for ports, including rate limits for inbound and

outbound direction of ports.

Ruijie | Rcycc € Cloud Service ) Alert Center  {}Wizard @ English ~ | Exit |
Q Search

e Port List & Batch Edit [ Delete Selected
&b Home Port Rx Rate (kbps) T Rate (kbps) Action

[ VLAN
(=) Monitor
Total 0 n 10/page Gotopage 1
Port Settings
Aggregate Ports «

Port Mirroring
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7.5.1 Rate Limiting Configuration

Click Batch Edit. In the displayed dialog box, select ports and enter the rate limits, and click OK. You must
configure at least the ingress rate or egress rate. After the configuration is completed, it will be displayed in the
list of port rate limiting rules.

Batch Edit =
Rx Rate (kbps) Range: 16-10000000kbps
Tx Rate (kbps) Range: 16-10000000kbps
* Select Port
. Awailable Unavailable Scheduled PoE port Aggregate 88 Uplink Copper Fiber

15 17 19 21 23

11
HHHHE% iiiiii
HHHHBE ""'F HEEE

16 18 20 22 24 25 26 27 28

Select All  Inverse Deselect

Table 7-6  Description of Rate Limiting Parameters

Parameter Description Default Value

Max Rate at which packets are sent from a port to a switch, in

Rx Rate Not limited
kbps.
Max Rate at which packets are sent out of a switch through a o
Tx Rate ] Not limited
port, in kbps.

7.5.2 Changing Rate Limits of a Single Port

In the port list for which the rate limit has been set, click Edit on the corresponding port entry, enter the ingress

rate and egress rate in the displayed dialog box, and click OK.
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Port:Gi23

Rx Rate: 10000 Range: 16-1000000kbps

Tx Rate: 10000 Range: 16-1000000kbps

7.5.3 Deleting Rate Limiting

® Batch configure: Select multiple records in Port List, click Delete Selected and click OK in the confirmation
dialog box.

® Configure one port: In Port List, click Delete on the corresponding port entry, and click OK in the confirmation

dialog box.
Port List ¢ Batch Edit Tl Delete Selected
Port Rx Rate (kbps) Tx Rate (kbps) Action
Tel/25 No Limit No Limit Edit
Total 1 n 10/page Gotopage 1
U Note

® When configuring rate limits for a port, you must configure at least the ingress rate or egress rate.
® When the ingress rate or egress rate is not set, the port rate is not limited.

7.6 MGMT IP Configuration

7.6.1 Configuring the Management IPv4 Address

Choose Local Device > Ports > MGMT IP > MGMT IP.

The MGMT IP page allows you to configure the management IP address for the device. Users can configure

and manage the device by accessing the management IP.
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Q search MGMT IPv6

&% Home

@ configure network settings.

" VLAN
Internet:  DHCP

(] Menitor

Port Settings

VLAN:
IP Address: 192.168.110.14

4 Subnet Mask: 255.255.255.0

Aggregate Ports
Gateway: 192,168.110.1

Port Mirroring
DNS Server: 192.168.110.1

Rate Limiting

MGMT IP

The device can be networked in two modes:
® DHCP: Uses atemporary IP address dynamically assigned by the upstream DHCP server for Internet access.
® Static IP: Uses a static IP address manually configured by users for Internet access.

If you select DHCP, the device obtains parameters from the DHCP Server. If Static IP is selected, you need to
enter the management VLAN, IP address, subnet mask, default gateway IP address, and address of a DNS
server. Click Save to make the configuration take effect.

O Note

® If the management VLAN is null or not specified, VLAN 1 takes effect by default.

® The management VLAN must be selected from existing VLANS. If no VLAN is created, go to the VLAN
list to add a VLAN (for details, see 5.2 Creating a VLAN).

®  You are advised to bind a configured management VLAN to an uplink port. Otherwise, you may fail to
access the web interface.

7.6.2 Configuring the Management IPv6 Address

Configure the IPv6 address used to log in to the device management page.
Choose Local Device > Ports > MGMT IP > MGMT IPv6.

Configure the management IPv6 address so that you can log in to the device management page using the IPv6

address of the device.

The device supports the following Internet connection types:

® Null: The IPv6 function is disabled on the current port.

® DHCP: The device dynamically obtains an IPv6 address from the upstream device.

@ Static IP: You need to manually configure the IPv6 address, length, gateway address, and DNS server.

Click Save.
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Ruijie | Reyce

Q search MGMT IP MGMT IPv6

5% Home
* Internet Null
VLAN
IPv6 Address
Monitor v
IPv6 Prefix
'\
Gateway
Port Settings
DNS Server

Aggregate Ports

<

Port Mirroring

Rate Limiting

MGMT IP

7.7 Out-of-Band IP Configuration

Choose Local Device > Ports > Out-of-Band IP.

Set the MGMT management port IP of the chassis to centrally manage the modules in multiple slots of the
device.

Ruifie | Rcycc

Q Search
1PV4 IPV6

.5% Home
IP Address:

VLAN
Subnet Mask:

Monitor v

=)

Port Settings

Save

Aggregate Ports
Port Mirroring
Rate Limiting

MGMT IP

Out-of-Band IP

o Note

No IP address is configured for the MGMT port by default. Currently, only a static IP address can be
configured for the MGMT port but DHCP is not supported.
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8 L2 Multicast

8.1 Multicast Overview

L2 Multicast

IP transmission methods are categorized into unicast, multicast, and broadcast. In IP multicast, an IP packet is

sent from a source and forwarded to a specific group of receivers. Compared with unicast and broadcast, IP

multicast saves bandwidth and reduces network loads. Therefore, IP multicast is applied to different network

services that have high requirements for real timeliness, for example, Internet TV, distance education, live

broadcast and multimedia conference.

8.2 Multicast Global Settings

Choose Local Device > L2 Multicast > IGMP Snooping > Global Settings.

Global Settings allow you to specify the version of the IGMP protocol, whether to enable report packet

suppression, and the behavior for processing unknown multicast packets.

Q search
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
ﬁ Home
Version IGMPv2
VLAN
IGMP Report Suppression

Monitor

Unknown Multicast Pkt Discard
() Ports

< L2 Multicast -

4
IGMP Snhooping

Table 8-1 Description of Configuration Parameters of Global Multicast

Parameter Description

Default Value

The Internet Group Management Protocol (IGMP) is a TCP/IP
protocol that manages members in an IPv4 multicast group
and runs on the multicast devices and hosts residing on the
stub of the multicast network, creating and maintaining
membership of the multicast group between the hosts and
Version . . .
connected multicast devices. There are three versions of

IGMP: IGMPvV1, IGMPV2, IGMPV3.

This parameter is used to set the highest version of IGMP
packets that can be processed by Layer 2 multicast, and can
be set to IGMPv2 or IGMPVS3.

IGMPv2
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8.3

L2 Multicast

Parameter Description

Default Value

After this function is enabled, to reduce the number of packets
in the network, save network bandwidth and ensure the

IGMP Report performance of the IGMP multicast device, the switch forwards
Suppression only one report packet to the multicast router if multiple
downlink clients connected to the switch simultaneously send
the report packet to demand the same multicast group.

Disable

When both the global and VLAN multicast functions are
Unknown

. enabled, the processing method for receiving unknown
Multicast Pkt

multicast packets can be set to Discard or Flood.

Discard

IGMP Snooping

8.3.1 Overview

8.3.2

The Internet Group Management Protocol (IGMP) snooping is an IP multicast snooping mechanism running on

a VLAN to manage and control the forwarding of IP multicast traffic within the VLAN. It implements the L2

multicast function.

Generally, multicast packets need to pass through L2 switches, especially in some local area networks (LANS).

When the Layer 2 switching device does not run IGMP Snooping, the IP multicast packets are broadcast in the

VLAN; when the Layer 2 switching device runs IGMP Snooping, the Layer 2 device can snoop the IGMP protocol

packets of the user host and the upstream PIM multicast device. In this way, a Layer 2 multicast entry is

established, and IP multicast packets are controlled to be sent only to group member receivers, preventing

multicast data from being broadcast on the Layer 2 network.

RU.TIQ | RCVCC & Cloud Service 1 Alert Center
Q Search
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
&% Home

IGMP Snooping (D)

(& VLAN

=] Monitor

N VLAN List
() Ports

wizard @ English ~ Exit

Tt s Dynamic Router Aging Host Aging Time .
&5 L2 Multicast VLAN ID Multicast Status Learning Router Port Fast Leave Time (Sec) (5e0) Action

IGMP Snooping < Enable Enable - Enable 300

& 13 Multicast 2 Disable Enable - Disable 300

Enabling Global IGMP Snooping

Choose Local Device > L2 Multicast > IGMP Snooping > IGMP Snooping.

Turn on IGMP Snooping and click Save.
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Ruijie | Reycc & Cloud Service [ Alert Center  {Wizard @ English Exit
Q Search
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
&% Home
IGMP Snooping @
] VLAN
[>-) Monitor “
VLAN List
(=) Ports
VLAN ID Multicast Stat Bos Router Port Fast Le: LSS plostAolna e Acti
& L2 Multicast ulticast Status Learning uter ast Leave Time (Sec) (Sec) on
IGMP Snooping L 1 Enable Enable Enable 300 260 Edit
13 Multicast 2 Disable Enable - Disable 300 260 Edit

8.3.3 Configuring Protocol Packet Processing Parameters

By controlling protocol packet processing, a Layer 2 multicast device can establish static or dynamic multicast
forwarding entries. In addition, the device can adjust parameters to refresh dynamic multicast forwarding entries
and IGMP snooping membership quickly.

Choose Local Device > L2 Multicast > IGMP Snooping > IGMP Snooping.

The IGMP Snooping function is implemented based on VLANs. Therefore, each VLAN corresponds to an IGMP
Snooping setting entry. There are as many IGMP Snooping entries as VLANSs on the device.

Click Edit in the VLAN entry. In the displayed dialog box enable/disable the VLAN multicast function, dynamic
learning function, fast leave function and static route connection port, and set the router aging time and the host
aging time, and click OK.

Q Search
Global Settings MVR Multicast Group IGMP Filter Querier
u:'t Home
IGMP Snooping (D)
5] VLAN
[*] Monitor
n VLAN List
{2} Ports
. Dynamic Router Aging Host Aging Time .
VLAN ID Multicast Status . Router Port Fast Leave . Action
S L2 Multicast Learning Time (Sec) (Sec)
IGMP Snooping ‘ 1 Disable Enable - Disable 300 260
5 13 Multicast 12 Disable Enable Disable 300 260 Edit
13 Enable Enable - Disable 300 260 Edit

% L3 Interfaces

R Total 3 10/page Go to page 1
@ Routing n pad
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Edit .

*VLAN ID

Multicast Status (@)

Dynamic Learning {f[0)
Fast Leave (@)
* Router Aging Time (Sec) 300

* Host Aging Time (Sec) 260

Select Port:

. Available Unavailable Scheduled PoE port Aggregate 88 Uplink Copper Fiber

19 21 23

13

16 20 22 24 25 26 27 28

Select All  Inverse Deselect

Cancel

Table 8-2  Description of VLAN Configuration Parameters of IGMP Snooping

Parameter Description Default Value

Whether to enable or disable the VLAN multicast function. The
) multicast function of a VLAN takes effect only when both the )
Multicast Status ) ) ] Disable
global IGMP snooping and VLAN multicast functions are

enabled.

The device running IGMP Snooping identifies the ports in the
VLAN as router ports or member ports. The router port is the
port on the Layer 2 multicast device that is connected to the
Layer 3 multicast device, and the member port is the host port

Dynamic Learnin . . Enable
y 9 connected to the group on the Layer 2 multicast device.

By snooping IGMP packets, the Layer 2 multicast device can
automatically discover and maintain dynamic multicast router

ports.

List of current multicast router ports includes dynamically
Router Port learned routed ports (if Dynamic Learning function is enabled) | NA

and statically configured routed ports.
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Parameter

Description

Default Value

Fast Leave

After it is enabled, when the port receives the Leave packets,
it will immediately delete the port from the multicast group
without waiting for the aging timeout. After that, when the
device receives the corresponding specific group query
packets and multicast data packets, the device will no longer
forward it to the port.

This function is applicable when only one host is connected to
one port of the device, and is generally enabled on the access
switch directly connected to the endpoint.

Disable

Router Aging Time
(Sec)

Aging time of dynamically learned multicast router ports
ranges from 30 to 3600, in seconds.

300 seconds

Host Aging Time

Aging time of dynamically learned member ports of a multicast

260 seconds

(Sec) group, in seconds.
In the displayed dialog box, select a port and set it as the
Select Port static router port. When a port is configured as a static router NA

port, the port will not age out

8.4 Configuring MVR

8.4.1 Overview

IGMP snooping can forward multicast traffic only in the same VLAN. If multicast traffic needs to be forwarded to

different VLANS, the multicast source must send multicast traffic to different VLANSs. In order to save upstream

bandwidth and reduce the burden of multicast sources, multicast VLAN register (MVR) comes into being. MVR

can copy multicast traffic received from an MVR VLAN to the VLAN to which the user belongs and forward the

traffic.

Ruijie | Rcycc

& Cloud Service () Alert Center  {}Wizard @ English ~ | Exit |

Q Search

Global Settings IGMP Snooping Multicast Group IGMP Filter Querier
% Home
MVR (2
[ VLAN
*] Monitor
Port List
{=) Ports
Port Role Fast Leave
5 L2 Multicast
Gi1/0/1 NOMNE

IGMP Snooping Al )
Gilfo/2 NONE

8.4.2 Configuring Global MVR Parameters

Choose Local Device > L2 Multicast > IGMP Snooping > MVR.
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Click to enable the MVR, select the MVR VLAN, set the multicast group supported by the VLAN, and click Save.

Multiple multicast groups can be specified by entering the start and end multicast IP addresses.

Ruijie | Reycc

Q Ssearch
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter

#% Home

[ VLAN

* Multicast VLAN VLANOOO1
Monitor
* Start IP Address (2
{c) Ports

* End IP Address (B
& L2 Multicast

Save

IGMP Snooping 4

Table 8-3  Description of Configuring Global MVR Parameters

Parameter Description Default Value
MVR Enables/Disables MVR globally Disable
Multicast VLAN VLAN of a multicast source 1

Learned or configured start multicast IP address of an MVR
Start IP Address ) NA
multicast group.

Learned or configured end multicast IP address of an MVR
End IP Address ) NA
multicast group.

8.4.3 Configuring the MVR Ports

Choose Local Device > L2 Multicast > IGMP Snooping > MVR.

® Batch configure: Click Batch Edit, select the port role, the port to be set, and whether to enable the Fast

Leave function on the port, and click OK.
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Batch Edit
Role  NONE
Fast Leave
Select Port
. Available Unavailable Scheduled PoE port Aggregate P88 Uplink Copper

15 17 19 21 23

1
HHHHHH iiiiii
MAMAERE YEYFYT AMAN

16 18 20 22 24 25 26 27 28

Cancel

L2 Multicast

Fiber

Select All  Inverse Deselect

® Configure one port: Click the drop-down list box to select the MVR role type of the port. Click the switch in

the Fast Leave column to set whether the port enables the fast leave function.

Port List & Batch Edit
Port Role Fast Leave
Tel/0/1 NONE ‘EI
Tel/0/2 NONE

RECEIVER
Tel/0/3

SOURCE
Telfo/d - uie

Table 8-4  Description of MVR Configuration Parameters of Ports

Parameter Description Default Value
NONE: Indicates that the MVR function is disabled.
SOURCE: Indicates the source port that receives multicast
Role NONE
data streams.
RECEIVER: Indicates the receiver port connected to a client.
Configures the fast leave function for a port. After the function
Fast Leave is enabled, if the port receives the leave packet, it is directly Disable
deleted from the multicast group.
ﬂ Note
® |f a source port or a receiver port is configured, the source port must belong to the MVR VLAN and the

receiver port must not belong to the MVR VLAN.
® The fast leave function takes effect only on the receiver port.
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8.5 Configuring Multicast Group

Choose Local Device > L2 Multicast > IGMP Snooping > Multicast Group.

L2 Multicast

A multicast group consists of the destination ports, to which multicast packets are to be sent. Multicast packets

are sent to all ports in the multicast group.

You can view the Multicast List on the current page. The search box in the upper-right corner supports

searching for multicast group entries based on VLAN IDs or multicast addresses.

Click Add to create a multicast group.

Q Search

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
% Home

Multicast List @ VLAN ID [l Delete Selected
= VLAN

Multicast IP Multicast Forwarding EXCLUDE
VLAN ID Protocol T INCLUDE Port Actil

. ) Address Source IP rotoce s Port Port on
) Monitor
I No Data
(=} Ports

Up to 256 entries can be added Total 0 n
“

Add =

* Multicast IP Address 224222 ®
*VLAN ID VLANOO10
Multicast Source IP 2223

INCLUDE Port

.A\Iai\able Unavailable Aggregate B8 Uplink Copper Fiber

3 15 17 19 23 27 29 31 33 35 39 41 43

g
ﬁiiiiﬁ iiiiiﬁ R iiiiﬁl
'."'I "I"E L) g
10

16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46

Select All Inverse Deselect
EXCLUDE Port

.A\Iai\able Unavailable Aggregate P8 Uplink Copper Fiber

17 (19 21 23 25 27 29 31 33 35 37 39 41 43

ﬁilii$ iiliiﬁ ol ol ol ol e ol iiiiﬁl
'III'I 'II'.E ARy MItItg
10

16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46

Select All Inverse Deselect

Camce' m
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Ruifie | Reycc & Cloud Service () Alert Center  {}Wizard @ English ~ | Exit |
Q search
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
&n Home
Multicast List @ VLAN ID + Add T Delete Selected
5 VLAN
Multicast IP Multicast Forwardi
VLAN ID witicas uiticas Protocol Type OMWareing NCLUDE Port  EXCLUDE Port Action
Address Source IP Port
=] Monitor
10 224222 2223 IGMP Snooping Static - Gi17 Gi1g8 Edit Delete
) Ports
Up to 256 entries can be added Total 1 B 10/page Gotopage 1

& L2 Multicast

L2 Multicast

IGMP S$nooping <
Table 8-5 Description of Multicast Group Configuration Parameters
Parameter Description Default Value
VLAN ID VLAN, to which received multicast traffic belongs NA
Multicast IP Multicast IP address. The value range is from 224.0.1.0 to NA
Address 239.255.255.255.
IP address of a multicast source.
Multicast Source o Note NA
IP Address When the IGMP version configured globally is IGMPV3,
this parameter can be set and displayed in the multicast
list.
If the VLAN ID is a multicast VLAN and the multicast address is
Protocol within the multicast IP address range of the MVR, the protocol is | NA
MVR. In other cases, the protocol is IGMP snooping.
Multicast group generation mode can be statically configured or
dynamically learned.
In normal cases, a port can join a multicast group only after the
port receives an IGMP Report packet from the multicast, that is,
Type . NA
dynamically learned mode.
If you manually add a port to a group, the port can be statically
added to the group and exchanges multicast group information
with the PIM router without IGMP packet exchange.
Forwarding Port List of ports that forward multicast traffic NA
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Parameter

Description

Default Value

INCLUDE Port

The INCLUDE port only receives traffic from specified multicast
source addresses. As shown in the previous figure, the
INCLUDE port is Te1/0/4, and receives only traffic with the
source address 2.2.2.6 from the multicast traffic with the
address 224.2.2.2.

& Note

When the IGMP version configured globally is IGMPV3,
this parameter can be set and displayed in the multicast
list.

NA

EXCLUDE Port

The EXCLUDE port does not receive traffic from specified
multicast source addresses. As shown in the previous figure,
the EXLUDE port is Te1/0/5, and does not receive multicast
traffic with the source address 2.2.2.6 from the multicast traffic
with the address 224.2.2.2.

& Note

When the IGMP version configured globally is IGMPv3,
this parameter can be set and displayed in the multicast

list.

NA

O Note

Static multicast groups cannot learn other dynamic forwarding ports.

8.6 Configuring a Port Filter

Choose Local Device > L2 Multicast > IGMP Snooping > IGMP Filter.

Generally, the device running ports can join any multicast group. A port filter can configure a range of multicast

groups that permit or deny user access, you can customize the multicast service scope for users to guarantee

the interest of operators and prevent invalid multicast traffic.

There are 2 steps to configure the port filter: configure the profile and set a limit to the range of the port group

address.
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Q Search
D% Home
[ VLAN
[*) Monitor

(&) Ports

& L2 Multicast
IGMP Snooping

<5 L3 Multicast

4

& L3 Interfaces

Global Settings IGMP Snooping MVR Multicast Group Querier
Profile List
Profile ID Behavior Start IP Address End IP Address
No Data
Total 0 B
Filter List

Port Profile ID Max Multicast Groups
256

256

8.6.1 Configuring Profile

L2 Multicast

+ Add [l Delete Selected

Action

10/page Gotopage 1
& Batch Edit
Action

Edit

Edit

Choose Local Device > L2 Multicast > IGMP Snooping > IGMP Filter > Profile List.

Click Add to create a Profile. A profile is used to define a range of multicast groups that permit or deny user

access for reference by other functions.

Add

* Profile ID

Behavior

* Start |P Address

* End P Address

PERMIT

Cancel

Table 8-6  Description of Profile Configuration Parameters

Parameter Description Default Value

Profile ID Profile ID NA
DENY: Forbids demanding multicast IP addresses in a
specified range.

Behavior NA
PERMIT: Only allows demanding multicast IP addresses in a
specified range.

Start Multicast IP address of the range of multicast group

Start IP Address NA
addresses
End Multicast IP address of the range of multicast group

End IP Address NA
addresses
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8.6.2 Configuring a Range of Multicast Groups for a Profile

Choose Local Device > L2 Multicast > IGMP Snooping > IGMP Filter > Filter List.

L2 Multicast

The port filter can cite a profile to define the range of multicast group addresses that can be or cannot be

demanded by users on a port.

Click Batch Edit, or click Edit of a single port entry. In the displayed dialog box, select profile ID and enter the

maximum number of multicast groups allowed by a port and click OK.

Q Search
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter
&% Home
Profile List
[ VLAN
Profile ID Behavior Start IP Address
(*) Monitor
No Data
& Ports
< L2 Multicast
< Filter List
IGMP Snooping
Port Profile ID
< L3 Multicast S
@ L3 Interfaces Tetl/0/2
Batch Edit
Profile 1D Unbound
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Table 8-7  Description of Port Filter Configuration Parameters
Parameter Description Default Value
) Profile that takes effect on a port. If it is not set, no profile rule
Profile ID ] NA
is bound to the port.
Maximum number of multicast groups that a port can join.
Max Multicast If too much multicast traffic is requested concurrently, the
multicast device will be severely burdened. Therefore, 256
Groups
configuring the maximum number of multicast groups allowed
for the port can guarantee the bandwidth.

8.7 Setting an IGMP Querier

8.7.1

8.7.2

Overview

In a three-layer multicast network, the Layer 3 multicast device serves as the querier and runs IGMP to maintain
group membership. Layer 2 multicast devices only need to listen to IGMP packets to establish and maintain
forwarding entries and implement Layer 2 multicasting. When a multicast source and user host are in the same
Layer 2 network, the query function is unavailable because the Layer 2 device does not support IGMP. To resolve
this problem, you can configure the IGMP snooping querier function on the Layer 2 device so that the Layer 2
device sends IGMP Query packets to user hosts on behalf of the Layer 3 multicast device, and listens to and
maintains IGMP Report packets responded by user hosts to establish Layer 2 multicast forwarding entries.

Procedure

Choose Local Device > L2 Multicast > IGMP Snooping > Querier.
One querier is set for each VLAN. The number of queriers is the same as that of device VLANS.

In Querier List, click Edit in the last Action column. In the displayed dialog box, select whether to enable the

querier, set the querier version, querier source IP address, and packet query interval, and click OK.

Q search
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter
% Home
Querier List ®
=] VLAN
VLAN ID Querier Status Version Src IP Address Query Interval (Sec) Action
*) Monitor 1 Disable IGMPv2 60 Edit
Ports 12 Disable IGMPv2 60 Edit
< L2 Multicast 13 Disable IGMPv2 60 Edit
“
IGMP Snooping n Gotopage 1 Total 3
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Edit .
*VLAN ID
Querier Status
Version IGMPv2
Src IP Address

Query Interval (Sec) 60

Table 8-8  Description of Querier Configuration Parameters

Parameter Description Default Value

Querier Status Whether to enable or disable the VLAN querier function. Disable

) IGMP Protocol version of query packets sent by the querier. It can
Version IGMPVv2
be set to IGMPv2 or IGMPV3.

Src IP Address Source IP address carried in query packets sent by the querier. NA
Query Interval Packet transmission interval, of which the value range is from 30 to

) 60 seconds
(Sec) 18000, in seconds.

O nNote

The querier version cannot be higher than the global IGMP version. When the global IGMP version is
lowered, the querier version is lowered accordingly.

® If no querier source IP is configured, the device management IP is used as the source IP address of the
querier.
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9 Layer 3 Multicast

A\ caution
This section is applicable only to NBF Series Switches that support Layer 3 functions. Products that do not

support Layer 3 functions do not support the functions mentioned in this section.

9.1 Overview

Layer 3 multicast is a communication method that uses multicast addressing at the network layer for sending
data. Multicast enables a sender to send packets to a group of receivers simultaneously, which reduces the
network bandwidth consumption and lowers the network load. Layer 3 multicast is extensively used in
applications such as video conferencing, streaming media, VolP, and others.

In Layer 3 multicast, each multicast group address corresponds to a specific multicast group, and the members
of a multicast group share the same multicast group address. The sender sends data packets to the multicast
group address, and routers on the network forward the packets to all members of the multicast group based on
the multicast group address and the routing protocols used.

9.2 Multicast Routing Table

Choose Local Device > L3 Multicast > Multicast Routing Table.

The Multicast Routing Table page displays the information of the Layer 3 multicast routing table, including the
source IP address, multicast group address, incoming interface, outgoing interface, and time to live (TTL). You
can search the routing information based on either the source IP address or the multicast group address. You
can click Refresh to view the up-to-date multicast routing table information.

Q search
Mmoo
&% Home
Multicast Routing Table
VLAN
Source IP Address Multicast Group Address Incoming Interface Outgoing Interface T

) Monitor
5) Ports

Total 0 B 10/page Gotopage 1
@ L2 Multicast

™ L3 Multicast 4

Table 9-1 Description of Multicast Routing Table Parameters

Parameter Description Default Value
Source IP ) ) .

IP address of the source device sending the multicast packet. N/A
Address
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Parameter Description Default Value
) A special IP address that identifies a multicast group. In the routing
Multicast Group ) ]
table, the multicast group address is the IP address of the N/A
Address L .
destination multicast group.
Incoming o )
Interface receiving the multicast packets N/A
Interface
. When the router receives a multicast packet, it forwards the
QOutgoing ) ) o )
nterf multicast packet to the appropriate outgoing interface accordingto | N/A
nterface
the value in the Outgoing Interface field in the routing table.
The TTL value is the duration for which a routing table entry
TTL remains valid. Once this time expires, the routing table entry is N/A
considered expired and is no longer utilized.

9.3 Configuring PIM

9.3.1

9.3.2

A\ caution

The current product does not yet support PIM-DM.

Overview

Protocol Independent Multicast (PIM) is a protocol-independent intra-domain multicast routing protocol. PIM

allows multicast communication to be implemented using various unicast routing protocols, including static

routing, RIP, OSPF, and others. Through the implementation of the PIM protocol, routers can exchange multicast

routing information, which enables the establishment and maintenance of multicast trees, thus efficiently

delivering multicast data packets from the source to the receivers within the multicast group.

The PIM protocol features two widely used modes:

® PIM Dense Mode (PIM-DM)
This mode is applicable to small-scale networks or scenarios with dense multicast traffic. In PIM-DM,

multicast packets are transmitted along all available paths, which results in higher network bandwidth and

resource consumption.

® PIM Sparse Mode (PIM-SM)
This mode is applicable to large-scale networks or scenarios with sparse multicast traffic. In PIM-SM, routers

only forward multicast packets along the required paths, effectively reducing the utilization of network

bandwidth.

Enabling PIM

Choose Local Device > L3 Multicast > PIM > PIM-enabled Interface List.
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Click Add. A pop-up window is displayed. On the pop-up window, select the interface on which PIM is to be
enabled, and click OK. Multicast packet forwarding can be implemented on the selected interface. The PMI
mode is PIM-SM by default.

Q Search

Multicast Routing Table PIM RP BSR IGMP

PIM-enabled Interface List | m [ Delete Selected

Interface PIM Mode Action

% Home

VLAN
=] Monitor
() Ports

Total 0 B 10/page Gotopage 1
<5 L2 Multicast

*  PIM Neighbor Table

B L3 Interfaces Interface PIM Neighbor TTL Aging Time

@ Routing

(] Optical Transceiver M. Total 0 n 10/page Gotopage 1

Select Interfaces X

9.3.3 Viewing PIM Neighbor Table

In the PIM protocol, routers discover neighboring routers and establish neighbor relationships through the
exchange of Hello messages. Once a neighbor relationship is established between two PIM-enabled routers,
they can exchange multicast information, including multicast group memberships and multicast forwarding states.
By continuously updating and maintaining the PIM neighbor table, PIM-enabled routers are able to efficiently

forward and process multicast packets based on the neighbor information, thereby achieving effective multicast
communication.

Choose Local Device > L3 Multicast > PIM > PIM Neighbor Table.

The PIM Neighbor Table page displays information about PIM neighbors, such as interface, PIM neighbor, TTL,
and aging time. You can search for PIM neighbor table information by entering either the interface or the PIM
neighbor in the search box. You can click Refresh to view the up-to-date PIM neighbor table information.
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@ search Multicast Routing Table RP BSR IGMP
o reme PIM-enabled Interface List m [ Delete Selected
4 VLAN
Interface PIM Mode Action
> Menitor
(=) Ports
Total 0 - 10/page Gotopage 1
& L2 Multicast
& 13 Multicast + [[PIM Neighbor Table
& L3 Interfaces Interface PIM Neighbor L Aging Time
& Routing No Data
[*+] Optical Transceiver M: Total 0 n 10/page Gotopage 1
Table 9-2  Description of PIM Neighbor Table Parameters
Parameter Description Default Value
Interface Interface connecting the neighbor router to the local router. N/A
PIM Neighbor IP address of the neighbor router. N/A

The TTL value indicates the duration in which Hello messages sent
7L by neighboring routers remain valid. If the local router does not N/A
receive any new Hello messages from a neighbor within the TTL

time, it will consider the neighboring router as inactive or expired.

If a neighboring router becomes inactive or ceases to send Hello
Aging Time messages, the respective entry in the PIM Neighbor Table will be 105 seconds
deleted after the specified aging time is exceeded.

9.4 Configuring RP

9.4.1 Overview
The Rendezvous Point (RP) is a crucial concept in the PIM protocol. In multicast communication, when a sender
sends a multicast data packet, it needs to identify a specific point as the rendezvous point, from which multiple
receivers can receive the multicast packet. The RP is the rendezvous point router in the multicast tree. An RP

can be manually configured or dynamically elected through the BSR (Bootstrap Router) mechanism.

& Note

An RP can provide services for multiple or all multicast groups. However, only one RP can forward multicast

traffic for a multicast group at a time.

9.4.2 Configuring a Static RP

Choose Local Device > L3 Multicast > RP > Static RP.

Click Add. On the pop-up window that is displayed, enter the multicast group range covered by the RP and the
RP address, then click OK.
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9.4.3 Configuring a Candidate RP

On a PIM network, a Candidate RP refers to a router that is eligible to become an RP. You can configure several

IGMP

RP Address

Total 0

Layer 3 Multicast

I Add I [l Delete Selected

Action

10/page

Go to page 1

PIM-enabled routers in the PIM domain as Candidate RPs, so that a suitable RP is eventually elected. This

process aims to enhance the efficiency and reliability of multicast communication.

Choose Local Device > L3 Multicast > RP > Candidate RP.

Toggle on Local routing device as candidate RP: to designate the local device as the candidate RP. Enter the

priority, advertisement interval, source IP address, and the designated multicast group. Then, click Save.
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Table 9-3  Description of Candidate RP Configuration Parameters

Layer 3 Multicast

Parameter

Description

Default Value

Priority

The priority determines which candidate RP will become the RP
during the election process. The priority value ranges from 0 to 255,
where a smaller value indicates a higher priority. A candidate RP
with a higher priority has a greater chance of being elected as the
RP.

192

Advertisement

Interval

A candidate RP announces its presence and availability by sending
PIM messages. The advertisement interval determines the
frequency at which a candidate RP sends these messages. A
shorter advertisement interval can notify other routers about the
presence of candidate RP more quickly, but it will also increase the
network load.

60 seconds

Source IP
Address

The source IP address of the PIM messages sent by the candidate
RP, which can be either an interface or an IP address.

N/A

Designated
multicast group

The PIM messages sent by the candidate RP must contain a
multicast group address, which falls within the range of 224.0.0.0/4
to 239.255.255.255/32. Candidate RPs typically send multiple
messages, each specifying a different multicast group address, in
order to notify other routers that they can become the RP for these
multicast groups. You can click Add to configure multiple multicast

group addresses.

N/A

9.5 Configuring BSR

9.5.1

9.5.2

Overview

In PIM-SM mode, RP needs to be manually configured, which is a tedious task for large-scale networks. The

BSR (Bootstrap Router) mechanism can automatically select the RP, simplifying the RP configuration process.

BSR serves as the management core of the PIM-SM domain, responsible for collecting and advertising RP

information within the domain. BSR is elected by candidate BSRs.

O Note

A PIM-SM domain can have only one BSR, but can have multiple candidate BSRs.

Configuring BSR

Choose Local Device > L3 Multicast > BSR > Local Routing Device as Candidate BSR.

Toggle on Local routing device as candidate BSR: to designate the local device as the candidate BSR. Enter

the priority and the source IP address. Then, click Save.
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Q search
Multicast Routing Takle PIM RP BSR IGMP
\5%, Home _
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Table 9-4  Description of Candidate BSR Configuration Parameters

Parameter Description Default Value

Higher-priority candidate BSRs have a greater chance of being
Priority elected as the BSR. The priority value ranges from 0 to 255, where | 192
a smaller value indicates a higher priority.

Source IP The source IP address of the PIM messages sent by the candidate N/A
Address BSR, which can be either an interface or an IP address.

9.5.3 Viewing BSR Routing Information
Choose Local Device > L3 Multicast > BSR > BSR Routing Info.

The BSR Routing Info page displays BSR routing information, including BSR address, priority, status, online
duration and aging time. You can click Refresh to view the up-to-date BSR routing information.

Q search
Multicast Routing Table i RP BSR IGMP
4% Home
Local routing device as candidate BSR:
- VLAN Local routing device as candidate BSR: (D)
[ Moniter Priority: 64 0-255. A higher value indicates a higher priority
@ Ports * Source IP Address D Interface

@ L3 Multicast 4
@ L3 Interfaces i
BSR Routing Info Refresh

@ Routing BSR address. Priority Status Online Duration Aging Time

— 0.0.00 o ACCEPT_ANY 00:00:00
*) Optical Transceivet M:

9.6 Configuring IGMP

9.6.1 Overview
Internet Group Management Protocol (IGMP) is used to enable multicast communication on IPv4 networks.
IGMP is responsible for managing the membership of multicast groups and facilitating communication between

hosts and multicast routers. With IGMP, hosts can join or leave a specific multicast group and advertise its
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membership to multicast routers. Multicast routers use IGMP to determine which hosts are members of a

multicast group, enabling efficient forwarding of multicast traffic.

9.6.2 Enabling IGMP

Choose Local Device > L3 Multicast > IGMP > IGMP-enabled Interface List.

The IGMP-enabled Interface List page displays basic information of IGMP-enabled interfaces, including the

interface and the IGMP version.

=
Q Search
Multicast Routing Table PIM RP BSR
4% Home
IGMP-enabled Interface List Add & Batch Edit [l Delete Selected
- VLAN
Interface IGMP Version Action
) Monitor
°) Ports
Total 0 n 10/page Goto page 1
7 L2 Multicast
& L3 Multicast ‘
IGMP Multicast Group
@ L3 Interfaces
Interface Multicast Group Source IP Address L Aging Time

@ Routing

[=) Optical Transceiver M.
Total 0 n 10/page Go to page

©) security

Add: Click Add. The Select Interfaces pop-up window is displayed. On the pop-up window, select an interface
on which IGMP will be enabled. Then, Click OK. IGMP is enabled on the corresponding VLAN.

Select Interfaces

Batch edit: Select the interfaces, and click Batch Edit. On the pop-up window that is displayed, select the IGMP
version, then click OK.

IGMPV3 has improved functionality and flexibility compared to IGMPv2. It supports more multicast group
management features, provides finer control over membership and query methods, and introduces security
mechanisms. With these enhancements, IGMPv3 can be applied in scenarios that require a higher level of

multicast management and security.
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Batch Edit X

Select the IGMP version:

QO IGMPv2 IGMPv3
S

Batch delete: Select the interfaces, and click Batch Delete. Click OK in the displayed confirmation dialog box
to disable IGMP.

Are you sure you want to delete the entry?

Cance' m

9.6.3 Viewing IGMP Multicast Group
Choose Local Device > L3 Multicast > IGMP > IGMP Multicast Group.
The IGMP Multicast Group page displays information about IGMP multicast groups, including the number of

multicast groups, source IP addresses, TTL, and aging time. You can click to expand a multicast group to view
the detailed IP addresses associated with the multicast group on that interface.

You can search IGMP multicast group information by entering the interface in the search box. You can click
Refresh to view the up-to-date IGMP multicast group information.

| IGMP Multicast Group
Interface Multicast Group Source IP Address ™ Aging Time
VLAN 1 (]
239.255.255.250  * 00:52:34 00:02:20
n 10/page Gotopage 1 Total 1
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10 Layer 3 Management

A\ caution

This section is applicable only to NBF Series Switches that support L3 functions. Products that do not support

L3 functions do not support the functions mentioned in this section.

10.1 Setting a Layer 3 Interface

Choose Local Device > L3 Interfaces > L3 Interfaces.

The port list displays various types of Layer 3 interfaces on the device, including SVIs, Routed Ports, and Layer

3 aggregate interfaces.
Click Add L3 Interfaces to set a new Layer 3 Interface.

Ruijie | Rcycc O Cloud Service 0 Alert Center  3Wizard @ English v Exit

Q Search

Port List @ + Add L3 Interface

= VAN Upto 32 layer-3 interfaces and 64 IPv4 addresses can be configured.
(= Monitor L3 Interfaces Port Type Networking IP Address Subnet Mask DHCP Server DHCP Server Info Action

VLANT Management VLAN DHCP 192.168.110.228 255.255.255.0 Disabled - Edit

&) Ports
5 L2 Multicast

5 L3 Multicast

® terfaces
“

IPv4 Config

Port Type | swi
Networking Static IP

Primary IP/Mask Add + @

VLAN

DHCP Mode @ Disabled DHCP Server DHCP Relay
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Add

Port Type
Networking

Primary IP/Mask

DHCP Mode @ Disabled

Select Port:

Unavailable

. Available

9 11

12

Add

Part Type
Networking

Primary IP/Mask

Aggregate
DHCP Mode

Select Port:

. Available

Unavailable

79 N

10 12

Scheduled PoE port

Scheduled PoE port

13

14

Layer 3 Management

Static IP

Add + (B

DHCP Server DHCP Relay

Aggregate J#J Uplink Copper Fiber

19 21

18 20 22 24 25 26 27 28

Deselect

Cancel

L3 Aggregate Port

Static IP

Add + (%)

@ Disabled DHCP Server DHCP Relay

Please select at least one member port.

Aggregate [N Uplink Copper Fiber

15 17 19 21 23

t

16 18 20 22 24 25 26 27 28

Select All  Inverse Deselect

Cancel
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Table 10-1 Description of Configuration Parameters of Layer 3 Interfaces

Parameter Description
Port T The type of a created Layer 3 interface. It can be an SVI, routed port, or Layer 3 aggregate
orl e
P interface. For details, see Table 7-1.
Networking Specifies DHCP or static mode for a port to obtain the IP address.
VLAN When Port Type is set to SVI, you need to specify the VLAN, to which an SVI belongs.
P/Mask When Networking is set to Static IP, you need to manually enter the IP address and
as
subnet mask.
When Port Type is set to Routed Port or L3 Aggregate Port, you need to select the
Select Port ) )
device port to be configured.
A When Port Type is set to L3 Aggregate Port, you need to specify the aggregate interface
ggregate . )
ID, for example, Agl, when a Layer 3 aggregate interface is created.
Select whether to enable the DHCP service on the Layer 3 interface.
® Disabled: Indicates that the DHCP service is disabled. No IP address can be
assigned to clients connected to the interface.
® DHCP Server: Indicates that the device functions as the DHCP server to assign IP
addresses to downlink devices connected to the interface. You need to set the start
DHCP Mode IP address of an address pool, number of IP addresses that can be assigned, and
address lease; for more information, see 10.3.1 Enabling DHCP Services.
® DHCP Relay: Indicates that the device serves as a DHCP relay, obtains IP
addresses from an external server, and assigns the IP addresses to downlink
devices. The interface IP address and DHCP server IP address need to be
configured. The interface IP address must be in the same network segment as the
address pool of the DHCP server.
o Note
® VLAN 1 is the default SVI of the device. It can be neither modified nor deleted.
® The management VLAN is only displayed on the L3 Interfaces page but cannot be modified. To modify
it, choose Ports > MGMT IP. For details, see 7.6 MGMT IP Configuration.
® The DHCP relay and DHCP server functions of a Layer 3 interface are mutually exclusive and cannot be
configured at the same time.
® Member ports of a Layer 3 interface must be routed ports.
) If the IPv4 address is set to DHCP and the interface fails to obtain an IPv4 address, the IPv6 address will

not take effect either.

Configuring the IPv6 Address for the Layer 3 Interface

IPVv6 is a suite of standard protocols for the network layer of the Internet. IPv6 solves the following problems of
IPv4:

® Address depletion:
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NAT must be enabled on the gateway to convert multiple private network addresses into a public network
address. This results in an extra delay caused by address translation, and may interrupt the connection
between devices inside and outside the gateway. In addition, you need to add a mapping to enable access
to the intranet devices from the Internet.

® Design defect:
IP addresses cannot be formed using network topology mapping, and a large-scale routing table is needed.
® Lack of built-in authentication and confidentiality:

IPv4 itself does not require encryption. It is difficult to trace the source after address translation. As the
number of addresses in a network segment is limited, it is easy for attackers to scan all hosts in the LAN.
IPVv6 integrates IPsec by default. End-to-end connections can be established without address translation,
and it is easy to trace the source. IPv6 has a huge address space. A 64-bit prefix address supports 64 host
bits, which increases the difficulty and cost of scanning and therefore prevents attacks.

Choose Local Device > L3 Interfaces > IPv6 Config.

Ruijie | Reycc & Cloud Service () Alert Center  bWizard @ English + Exit
Q search
DHCPv6 Server ~ DHCPv6 Clients  Static DHCPv6  IPv6 Neighbor List
[ VLAN
Port List @ + Add L3 Interface

=) i
Monitor Upto 16 MTU can be configured

& Ports ) ) IPv6 Address/Prefix ’
L3 Interfaces Port Type Networking IPv6 Prefix Length Action

¢ L2 Multicast
VLAN1 Management VLAN Edit

L3 Multicast

& L3 Interfaces .

L3 Interfaces

Total 1 n 10/page Gotopage 1

IPvé Config

IPv6 Config

Caution

Add an IPv4 Layer 3 interface first. Then, select the interface on the IPv6 Layer 3 interface configuration
page, and click Edit.

) If the IPv4 address of an interface is set to DHCP and no IPv4 address is obtained, the IPv6 address of
this interface will not take effect.

® [f an upstream DHCPVG6 server is available, select Auto Obtained IP and specify the MTU. The default MTU
is 1500. You are advised to retain the default value. Then, click OK.
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Auto Obtained IP @Obtain an IPv6 address via DHCPv6,

MTU 1500 (1280-1500)

Cancel

® [fnoupstream DHCPV6 server is available to assign the IP address, configure the IPv6 information as follows:

Auto Obtained IPDbtain an IPv6 address via DHCPV6.

IPv6 Address/Prefix Length 64 Manual Add + ®

(1280-1500)
Advanced Settings
Link-local Address (@
Subnet Prefix Name  The subnet prefix is not configured (Def
Subnet Prefix Length @ 64

SubnetiD® 0

Cancel m

Table 10-2 IPv6 Address Configuration Parameters of the Layer 3 Interface

Parameter Description
Obtain an IPv6 address If no upstream DHCPV6 server is available, do not select Auto Obtained IP.
via DHCPV6 Instead, manually add the IPv6 address.

Configure the IPv6 address and prefix length. You can click Add to add multiple
IPv6 addresses.

If the primary IP address is empty, the configured secondary IP address is

IPv6 Address/Prefix invalid.

Length For manual configuration, the prefix length ranges from 1 to 128.
For auto configuration, the prefix length ranges from 1 to 64.

If the IPv6 prefix length of the Layer 3 interface is between 48 and 64, this
address can be assigned.

125



Configuration Guide

Layer 3 Management

Parameter

Description

MTU

Configure the MTU. The default MTU is 1500.

Advanced Settings

Click Advanced Settings to configure the link local address, subnet prefix

name, subnet prefix length, and subnet ID.

Link-local Address

The link local address is used to number hosts on a single network link. The first
10 bits of link address in binary notation must be '1111111010'.

Subnet Prefix Name

It identifies a specified link (subnet).

Subnet Prefix Length

It indicates the length (in bits) of the subnet prefix in the address. The value
ranges from 48 to 64 (The subnet prefix length must be greater than the length
of the prefix assigned by the server).

Subnet ID

Configure the subnet ID of the interface in hexadecimal notation. The number of
available subnet IDs is (2N - 1), where N is equal to (Subnet prefix length of the

interface - Length of the prefix assigned by the server).

10.3 Configuring the DHCP Service

After the DHCP server function is enabled on the Layer 3 interface, the device can assign IP addresses to

downlink devices connected to the port.

10.3.1 Enabling DHCP Services

Choose Local Device > L3 Interfaces > L3 Interfaces.

Click Edit on the designated port, or click Add L3 Interface to add a Layer 3 interface, select DHCP mode for

local allocation, and enter the starting IP of the address pool, the number of allocated IPs, the excluded IP

address range, and the address lease time.

Q Search

&% Home

[ VLAN

[*) Meniter
() Ports

<5 L2 Multicast

< L3 Multicast

@13 Interfaces

L3 Interfaces

Port List

+ Add L3 Interface

After the IPv4 address is set to Dynamic IP, the IPv6 address will not take effect if the interface does not obtain an |Pv4 address.

Upto 64 layer-3interfaces and 64 IPvé addresses can be configured
L3 Interfaces Port Type Networking IP Address Subnet Mask DHCP Server DHCP Server Info Action
VLANT Management VLAN DHCP 192.168.110.2 255.255.255.0 Disabled - Edit
Gil/3 Routed Port Static IP 3331 255.255.255.0 Disabled DEIEIe
Total 2 - 10/page Gotopage 1

126



Configuration Guide

Layer 3 Management

Edit

Port Type

Metworking Static IP

* Primary IP/Mask 1.1.11 255.255.255.0 Add + @
DHCP Mode Disabled © DHCP Server DHCP Relay
* Start 1.1.11
*|P Count 254
Available IP Addresses: 244. End IP Address: 1.1.1.254.
Excluded IP Address 1.1.1.1-1.1.1.10 Add+ @
(Range).
* Lease Time(Min) 100

Table 10-3 Description of DHCP Server Configuration Parameters

Parameter Description
DHCP Mode To choose DHCP server
The DHCP server assigns the Start IP address automatically, which is the
Start Start IP address of the DHCP address pool. A client obtains an IP address
ar
from the address pool. If all the addresses in the address pool are used up,
no IP address can be obtained from the address pool.
IP Count The number of IP addresses in the address pool

Excluded IP Address (Range)

IP addresses in the address pool that are not used for allocation, support
inputting a single IP address or IP network segment, and add up to 20

address segments.

Lease Time(Min)

The lease of the address, in minutes. Lease Time(Min): When a downlink
client is connected, the leased IP address is automatically renewed. If a
leased IP address is not renewed due to client disconnection or network
instability, the IP address will be reclaimed after the lease term expires.
After the downlink client connection is restored, the client can request an
IP address again
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10.3.2 Viewing the DHCP Client

Choose Local Device > L3 Interfaces > DHCP Clients.

View the addresses automatically allocated to downlink clients after the Layer 3 Interfaces enable DHCP

services. You can find the client information based on the MAC address, IP address, or username.

Find the target client and click Convert to Static IP in the Status column, or select desired clients and click
Batch Convert. The dynamic address allocation relationship is added to the static address allocation list, so
that the host can obtain the bound IP address for each connection. For details on how to view the static address

allocation list, see_10.3.3 Configuring Static IP Addresses Allocation.

Q search DHCP Clients | Static IP Addresses DHCP Option  ARP List
& Home DHCP Clients 2 Refresh t+ Batch Add
VLAN —
Remaining Lease
No. Device Name IP Address MAC Address g Status
Time(min)

] Monitor
(=) Ports

Up to 2000 static binding entries are supported. Total 0 n 10/page Gotopage 1

5 L2 Multicast

L3 Multicast <

L3 Interfaces

10.3.3 Configuring Static IP Addresses Allocation

Choose Local Device > L3 Interfaces > Static IP Addresses.

Displays the client entries which are converted into static addresses in the client list as well as manually added
static address entries. The upper-right search box supports searching for corresponding entries based on the
assigned IP address or the Device MAC Address

Q s
L Search DHCP Clients DHCP Option ARP List
s Home N s .
Static IP Address List Batch Import Batch Export + Add | Delete Selected
= VLAN : .
No. Device Name IP Address MAC Address Action
+] Menitor
Ports
Up to 2000 entries can be added Total 0 n 10/page Gotopage 1
@ L2 Multicast
L3 Multicast ‘
®

L3 Interfaces

IPvé Config

Click Add. In the displayed static IP address binding dialog box, enter the MAC address and IP address of the
client to be bound, and click OK. After a static IP address is bound, the bound IP address will be obtained each

time the corresponding downlink client connects to the network.
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Device Name ®

* |P Address

* MAC Address

To delete a static address, select the static entry to be deleted in Static IP Address List, and click Delete

Selected; or click Delete in the last Action column of the corresponding entry.

10.3.4 Configuring the DHCP Server Options

Choose Local Device > L3 Interfaces > DHCP Option.

The configuration delivered to the downlink devices is optional and takes effect globally when the Layer 3

interface serves as the DHCP server.

Q search

4% Home
VLAN
Monitor
(o) Ports

@ L2 Multicast
5 L3 Multicast

| L3 Interfaces

L3 Interfaces

IPv4 Config

DHCP Clients Static IP Addresses DHCP Option ARP List

DNS Server (B

Option 43 ® (i}
Option 138 @
Option 150

Gateway

Save

Table 10-4 Description of the DHCP Server Options Configuration Parameters

Parameter

Description

DNS Server

DNS server address provided by an ISP. Multiple IP addresses can be entered and

separated by spaces.
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Parameter Description
When the AC (wireless controller) and the AP are not in the same LAN, the AP

Ootion 43 cannot discover the AC through broadcast after obtaining an IP address from the

ion
P DHCP server. To enable the AP to discover the AC, you need to configure Option 43

carried in the DHCP response packet on the DHCP server.
Enter the IP address of the AC. Similar to Option 43, when the AC and AP are not in

Option 138 the same LAN, you can configure Option 138 to enable the AP to obtain the IPv4
address of the AC.
Enter the IP address of the TFTP server. Enter the IP address of the TFTP server to

Option 150 specify the TFTP server address assigned to the client. Multiple IP addresses can
be entered and separated by spaces.

Gateway Enter the gateway IP address of the DHCP server.

O nNote

DHCP options are optional configuration when the device functions as a Layer 3 DHCP server. The

configuration takes effect globally and does not need to be configured by default. If no DNS server address is

specified, the DNS address assigned to a downlink port is the gateway IP address by default.

Configuring the DHCPv6 Server

Dynamic Host Configuration Protocol for IPv6 (DHCPV6) is a protocol that allows the DHCP server to pass

configuration information (such as the IPv6 network address) to IPv6 nodes.

Compared with other IPv6 address assignment methods (such as manual configuration and stateless address

autoconfiguration), DHCPv6 provides the functions of address assignment, Prefix Delegation (PD), and

configuration parameter assignment.

® DHCPV6 is both a stateful address autoconfiguration protocol and a stateless address configuration protocol.

It supports flexible addition and reuse of network addresses, and can record the assigned addresses, thus

enhancing network management.

® The configuration parameter assignment function of DHCPv6 can solve the problem that parameters cannot

be obtained under the stateless address autoconfiguration protocol, and provide the host with configuration

information, such as the DNS server address and domain name.

Choose Local Device > L3 Interfaces > IPv6 Config.

(1) Click Add, select a Layer 3 interface and IP address assignment method, and enter the address lease term

and DNS server address. The address lease term is 30 minutes by default. You are advised to retain the

default value. Then, click OK.
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Ruijie | Rcycc > Cloud Service () Alert Center  {3Wizard @ English
Q Search
IPv6 Config DHCPv6 Server DHCPv6 Clients Static DHCPvE IPv6 Neighbor List
& 13 Multicast DHCPV6 Server & + Add [ Delete Selected
L3 Interfaces L3 Interfaces 1Pv6 Assignment DNS Server Action
IPv4 Config No Data
Total 0 - 10/page Gotopage 1

* L3 Interfaces

IPv6 Assignment (2

* Lease Time (Min) 3

DNS Server

Cancel m

Table 10-5 IPv6 Address Configuration Parameters of the Layer 3 Interface

Parameter Description

L3 Interfaces Select the Layer 3 interface for which the DHCPV6 server needs to be added.

If this parameter is set to Auto, both DHCPv6 and SLAAC are used to assign

IPv6 Assignment
IPv6 addresses.
The default value is 30 minutes. The value ranges from 30 to 2880 minutes.
Lease Time When the device stays online and the network is normal, this parameter is
periodically updated (reset to 0).
DNS Server Enter the DNS server address.

10.4.1 Viewing DHCPvV6 Clients

View the information of the client that obtains the IPv6 address from the device, including the host name, IPv6
address, remaining lease term, DHCPv6 Unique Identifier (DUID), and status. Click + Bind Selected to bind the
IP addresses and hosts in batches, so that the IP addresses obtained by the hosts from the switch remain

unchanged.

0 Note

Each server or client has only one DUID for identification.
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* L3 Interfaces

IPv6 Assignment (3 ‘l Auto I

* Lease Time (Min) ® Auto

DHCPv6
DNS Server
SLAAC

Cance‘ m

10.4.2 Configuring the Static DHCPv6 Address

Layer 3 Management

Configure the IPv6 address statically bound to the DUID of a client so that the client can obtain the specified

address each time.

Choose Local Device > L3 Interfaces > IPv6 Config > Static DHCPV6.

Click Add, and enter the IPv6 address and DUID. You are advised to bind the IPv6 address and DUID in the

client list. You can run the ipconfig/all command on the Command Prompt in Windows to view the DUID.

[¢+] Command Prompt

Ruijie | Rcyce

IPv6 Config DHCPV6 Server ~ DHCPv6 Clients
Multi ; ;
S Muiicast Static IP Address List
L3 Interfaces No. IPv6 Address

L3 Interfaces

IPv4 Config
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Add .

*|Pv6 Address

“DUID

10.5 Configuring the IPv6 Neighbor List

In IPv6, Neighbor Discovery Protocol (NDP) is an important basic protocol. NDP replaces the ARP and ICMP
route discovery protocols of IPv4, and supports the following functions: address resolution, neighbor status

tracking, duplicate address detection, router discovery, and redirection.

Choose Local Device > L3 Interfaces > IPv6 Config > IPv6 Neighbor List.

Click Add and manually add the interface, IPv6 address and MAC address of the neighbor.

Click Bind Selected to bind the IPv6 address and MAC address in the list to prevent ND attacks.

You can also modify, delete, batch delete, or search neighbors (by IP address or MAC address).

Ruijie | Rcycc O Cloud Service () Alert Center  Q\Wizard @ English v | Exit
Q Ssearch
IPv6Config ~ DHCPv6 Server  DHCPv6Clients  Static DHCPv6 | IPv6 Neighbor List

O L3 Multicast IPv6 Neighbor List @ Bind Selected 7l Delete Selected
No. 1Pv6 Address MAC Address Type Ethernet status Action

L3 Interfaces

1Rv4 Config Up to 1000 entries can be added. Total 0 - 10/page Gotopage 1
IPv6 Config
Add .
* Interface

* |Pv6 Address

* MAC Address
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IPv6 Config DHCPv6 Server DHCPv6 Clients Static DHCPv6 IPv6 Neighbor List
IPv6 Neighbor List + Add > Bind Selected @ Delete Selected

Upto 1000 IP-MAC bindings can be added

No. MAC Address 1P Address Type Ethernet status Action
00:d0:78:15:08:44 1e80:200:18ffe15:844 Static Gi22 Edit Delete
00:11:22:33:44:55 2000:1 Static VLAN 1 Edit Delete
11:22:33:44:55:66 3100:1 Static VLAN 1 Edit Delete

4 33:44:55:66.77:88 6000:1 Static VLAN 1 Edit Delete
00:d0:¢8:95:79:20 12001000 Dynam Gi22 Bind

6 00:d0:8:95:79:20 180:2d0:cB11e95:7920 Dynamic Gi22 Bind
c0:b8:26:e2:54:63 3000:1 Dynamic VLAN 1 Bind

8 0:b8:e6:e2:54:63 feB0:c2bB:ebff fee2:5463 Dynam VLAN 1 Bind

10.6 Configuring a Static ARP Entry

Choose Local Device > L3 Interfaces > IPv4 Config > ARP List.

The device learns the IP address and MAC address of the network devices connected to its interfaces and
generates the corresponding ARP entries. Supports binding ARP mappings or manually specifying the IP
address and MAC address mapping to prevent devices from learning wrong ARP entries and improve network

security.

Ruijie | Reycc &5 Cloud Service (1 Alert Center  {}Wizard @ English~ | Ext

Q search DHCP Clients Static IP Addresses DHCP Option
[ Monitor
- ARP List + Add 11 Delete Selected

() Ports

No. Interface Device Name MAC Address IP Address Type Reachable Action
<5 L2 Multicast 1 VLAN1(GI1/0/13) Click to edit & 70:42:D3:9A:31:40 192.168.110.14 Dynamic Yes & Bind
¢ L3 Multicast 2 VLAN1(GI1/0/13) Click to edit & 58:69:6C:00:00:02 192.168.110.58 Dynamic Yes & Bind

3 VLANT(GI1/0/13) Click to edit & D4:31:2760:E2.BA 192.168.110.37 Dynamic Yes & Bind
L3 Interfaces 4 4 VLAN1(GI1/0/13) Click to edit & 48:81:D4:F5:07:D1 192.168.110.11 Dynamic Yes. @ Bind

5 VLANI(Gi1/0/13) Click to edit & 10:82:3DFGOEF1 192.168.11024 Dynamic Yes @ Bind
IPv6 Config [ VLANT(GI1/0/13) Click to edit & 70:75:85:0B:98:7C 192.168.110.45 Dynamic Yes & Bind

The ARP List displays the reachability, type, IP address, MAC address, and the physical interface corresponding
to each MAC address.

® To bind a dynamic ARP entry to a static entry: Select the ARP mapping entry dynamically obtained in the
ARP List, and click Bind to complete the binding.

® To manually configure a static ARP entry: Click Add, enter the IP address and MAC address to be bound,
and click OK.
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Device Name (3
“|P Address

*MAC Address

Cancel
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® To remove the binding between a static IP address and a MAC address, click Delete in the Action column,

or select the static address to be deleted and click Delete Selected. In the displayed confirmation box, click

OK.

Ruijie | Rcycc

& Cloud Service

Q search DHCP Clients
> Monitor

® ARP List
() Ports a No.

<5 L2 Multicast 1

£ 13 Multicast H 2
@ L3 Interfaces 3

L3 Interfaces 4
5
IPv4 Config
- 6
IPv6 Config

Static IP Addresses

Interface

VLANT(GI1/0/13)

VLANT(GI1/0/13)

VLAN1(Gi1/0/13)

VLANT(GI1/0/13)

VLANT(GI1/0/13)

VLAN1(Gi1/0/13)

DHCP Optio

Device Name

Click to edit &

Click to edit &

Click o edit &

Click to edit &

Click to edit &

Click to edit &

n ARP List

MAC Address
70:42:D3:9A:31:40
58:69:6C:00:00:02
D4:31:27:60:E2:BA
48:81:DAF507:.01
10:82:3D:F6:9E:F1

70:75:85:08:98:7C
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IP Address

192.168.110.14

192.168.110.58

192.168.110.37

192.168.110.11

192.168.110.24

192.168.110.45

Type

Dynamic

Static

Static

Dynamic

Dynamic

Dynamic

£) Alert Center

DWizard @ English

+ Add [ Delete Selected

Reachable Action
Yes & Bind
Yes Edit Delete
-
Yes & Bind
Yes & Bind
Ves & Bind
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1 1 Configuring Routes

11.1 Configuring Static Routes

Choose Local Device > Routing > Static Routing.

Static routes are manually configured by the user. When a data packet matches a static route, the packet will

be forwarded according to the specified forwarding mode.

A\ cCcaution

Static routes cannot automatically adapt to changes of the network topology. When the network topology
changes, you need to reconfigure the static routes.

Click Add. In the dialog box that appears, enter the destination address, subnet mask, outbound interface, and

next-hop IP address to create a static route.

Q Search -~
Static Route List &) + Add @ Delete Selected
= Home )
Dest IP Address () Subnet Mask @ Outbound Interface @ Next Hop @ Reachable @ Action
VILAN 1110 255.255.255.0 Normal Route 2220 Edit Delete
=] Monitor Up to 500 static routes can be added Total 1 n 10/page Gotopage| 1
&) Ports
L2 Multicast
S L3 Multicast

B L3 Interfaces

@& Routing

Edit

* Dest IP Address (3
* Subnet Mask (@

Outbound Interface Normal Route

O]

*Next Hop @

S
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Table 11-1 Description of Static Routes Configuration Parameters

Parameter Description

Specify the destination network to which the data packet is to be sent. The device
Dest IP Address o
matches the data packet based on the destination address and subnet mask.

Specify the subnet mask of the destination network. The device matches the data
Subnet Mask o
packet based on the destination address and subnet mask.

Outbound Interface Specify the interface that forwards the data packet.

Next Hop Specify the IP address of the next hop in the route for the data packet

After creating a static route, you can view the static route information and status in the static route list. The
Reachable parameter indicates whether the next hop address is on the local directly connected network
segment. If the next hop address is on the directly connected network segment, Yes is displayed and the route
takes effect. Otherwise, No is displayed and the route does not take effect. In this case, check the configuration.

Static Route List @ + Add i1 Delete Selected

Dest IP Address @ Subnet Mask Outbound Interface @ The route is unreachable. Please initiate a Ping test from the outbound interface to the next hop

1.1.1.0 255.255.255.0 Normal Route 2220 Edit Delete

Up to 500 static routes can be added Total 1 n 10/page Gotopage 1

To delete or modify a static route, in Static Route List, you can click Delete or Edit in the last Action column;
or select the static route entry to be deleted, click Delete Selected to delete multiple static route entries.

11.2 Configuring the IPv6 Static Route

Choose Local Device > Routing > IPv6 Static Routing.

You need to manually configure an IPv6 static route. When the packet matches the static route, the packet will

be forwarded according to the specified forwarding method.

A\ caution

The static route cannot automatically adapt to changes in the network topology. When the network topology

changes, you need to manually reconfigure the static route.

Click Add, and enter the destination IPv6 address, length, outbound interface, and next-hop IP address to create

a static route.
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Q Search

&% Home

[+ VLAN

(] Monitor

& Ports

<5 L2 Multicast
&5 L3 Multicast
& L3 Interfaces

Static Routing

IPv6 Static Routing

Table 11-2

Static Route List @

IPv6 Address Prefix Length

Up to 500 entries can be added.

Add

* IPvB Address/Prefix
Length (&

Interface ()

* Next Hop @

Configuring Routes

+ Add & Delete Selected
Interface @ Next Hop @ Action
No Data
Total 0 n 10/page Gotopage 1

Cancel

IPv6 Static Route Configuration Parameters

Parameter

Description

IPv6 Address/Prefix Length

Destination network of the packet. The destination address of the packet is
matched according to the IPv6 address and prefix length.

Outbound Interface

Interface that forwards the packet.

Next Hop

IP address of the next routing node to which the packet is sent.

11.3 Configuring RIP

Routing Information Protocol (RIP) is applicable to small and medium-sized networks and is a dynamic routing

protocol that is easy to configure. RIP measures the network distance based on the number of hops and selects

a route based on the distance. RIP uses UDP port 520 to exchange the routing information.

11.3.1 Configuring RIP Basic Functions

Choose Local Device > Routing > RIP Settings.

Click Add and configure the network segment and interface.
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Q Search

& Home

Configuring Routes

Network Segment/Port List @ + Add @ Delete Selected

5 VLAN

[*) Monitor

) Ports

@ L2 Multicast

< L3 Multicast

@ L3 Interfaces
Static Routing

IPvé Static Routing

RIP Settings

Network Segment/Port Auth Mode Action

No Data

Type @ Network Segment

* Network Segment

Cancel OK

Table 11-3 RIP Configuration Parameters

Parameter Description
Network Segment: Enable RIP in the specified network segment. The IP addresses of
this network segment are added to the RIP routing table. The device and its RIP-enabled
neighbor devices learn the routing table from each other.

Type

Port: Enable RIP on the specified port. All the IP addresses of this port are added to the
RIP routing table. The device and its RIP-enabled neighbor devices learn the routing
table from each other.

Network Segment

Enter the network segment, for example, 10.1.0.0/24, when Type is set to Network
Segment.

RIP will be enabled on all interfaces of the device covered by this network segment.

Port Select a VLAN interface or physical port when Type is set to Port.

No Authentication: The protocol packets are not authenticated.

Encrypted Text: The protocol packets are authenticated, and the authentication key is
Auth Mode transmitted with the protocol packets in the form of encrypted text.

Plain Text: The protocol packets are authenticated, and the authentication key is

transmitted with the protocol packets in the form of plain text.
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Parameter Description
Auth K Enter the authentication key to authenticate protocol packets when Auth Mode is set to
uth Ke
Y Encrypted Text or Plain Text.

11.3.2 Configuring the RIP Port

Choose Local Device > Routing > RIP Settings > Port Settings.

Q Search

&% Home

Port Name

= VLAN
[*) Monitor
(& Ports
&5 12 Multicast
<5 L3 Multicast
& L3 Interfaces
Static Routing

IPv6 Static Routing

RIP Settings Advanced Neighbor Info

. v2 Broadcast .
Rx Status Tx Status Paison Reverse ——— Auth Mode Auth Key Action

Table 11-4 Configuration Parameters in the Port List

Parameter Description

Port Name Name of the port where RIP is enabled.

Rx Status RIP version of packets currently received.
Tx Status RIP version of packets currently transmitted.

Poison Reverse

After the port learns the route, the route overhead is set to 16 (indicating that the
route is unreachable), and the route is sent back to the neighbor from the original port

to avoid a loop.

v2 Broadcast Packet

When a neighbor does not support multicast, broadcast packets can be sent.

You are advised to disable RIPv2 broadcast packets to improve network performance.

Auth Mode

No Authentication: The protocol packets are not authenticated.

Encrypted Text: The protocol packets are authenticated, and the authentication key

is transmitted with the protocol packets in the form of encrypted text.

Plain Text: The protocol packets are authenticated, and the authentication key is

transmitted with the protocol packets in the form of plain text.
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Parameter Description

Auth K Enter the authentication key to authenticate protocol packets when Auth Mode is set
uth Ke
Y to Encrypted Text or Plain Text.

Action Click Edit to modify RIP settings of the port.

11.3.3 Configuring the RIP Global Configuration

Choose Local Device > Routing > RIP Settings > Advanced, click Edit Config, and configure RIP global

configuration parameters.

Edit Config

RIP Version @ Default
Route Advertisement

Administrative 1 (Default)

Distance
* Update Timer 5 (5-2147483647)
* Invalid Timer 5 (5-2147483647)

* Flush Timer s (5-2147483647)

Cancel “

Table 11-5 RIP Global Configuration Parameters

Parameter Description

Default: Select RIPv2 for sending packets and RIPv1/v2 for receiving packets.
RIP Version V1: Select RIPv1 for sending and receiving packets.

V2: Select RIPv2 for sending and receiving packets.

] After route advertisement is enabled, the current device generates a default
Route Advertisement ) .
route and sends it to the neighbor.

o ) ) Redistribute routes of other protocols to the RIP domain so that RIP can
Administrative Distance ) ) ] .
interwork with other routing domains.

RIP update cycle. The routing information is updated every 30 seconds by

Update Timer
default.

o If no update is received before a route becomes invalid, the route is
Invalid Timer ) )
considered unreachable. The default value is 180 seconds.
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Parameter Description

If no update is received before the flush timer of an invalid route expires, the
Flush Timer route is completely deleted from the RIP routing table. The default value is 120
seconds.

11.3.4 Configuring the RIP Route Redistribution List

Redistribute routes of other protocols to the RIP domain so that RIP can interwork with other routing domains.

Choose Local Device > Routing > RIP Settings > Advanced > Route Redistribution List, click Add, and

select the type and administrative distance.

Q Search
RIP Settings Port Settings Neighbor Info
RIP Global Config @ Edit Config
Static Routing Administrative .
RIP Version Route Advertisement N Update Timer Invalid Timer Flush Timer
Distance
IPv6 Static Routing
Default off 1 (Default) 05 180s 1205
lRoule Redistribution List|® T Delete Selected
RIPng Settings
1 Type Administrative Distance Instance ID Action
OSPFv2
No
OSPFv3
Add .
* Type
* Administrative 0 (Administrative Distance)
Distance
Add ~
* Type OSPF Routing
* Administrative 0 (Administrative Distance)

Distance

*lInstance 1D

Cancel

142



Configuration Guide Configuring Routes

Table 11-6 RIP Route Redistribution Parameters

Parameter Description

Direct Routing
Type OSPF Routing

Static Routing

o ] ) A smaller administrative distance indicates a higher priority. The default value
Administrative Distance .
is 0. The value ranges from 0 to 16.

Select the instance ID of OSPF that needs to be redistributed. OSPFv2
needs to be enabled on the local device.

Instance ID

11.3.5 Configuring the Passive Interface
If an interface is configured as a passive interface, it will suppress RIP update packets. If the connected peer
device does not run RIP, you are advised to enable the passive interface.

Choose Local Device > Routing > RIP Settings > Advanced > Passive Interface, click Add, and select a

passive interface.

Q search
Default Off 1 (Default) 30s 180 s 120s
offer ]
Route Redistribution List @ + Add [l Delete Selected
Static Routing
Type Administrative Distance Instance ID Action

IPv6 Static Routing

RIP Settings

RIPng Settings

Passive Interface|(® [T Delete Selected

4
Port Name Action
QOSPFv2

OSPFv3

Add <

* Passive Interface

11.3.6 Configuring the Neighbor Route

When the router cannot process broadcast packets, another router can be designated as the neighbor to
establish a RIP direct link.

Choose Local Device > Routing > RIP Settings > Advanced > Neighbor Route, click Add, and enter the IP

address of the neighbor router.
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Q search
Default off
] Routing
Route Redistribution List ®
Static Routing

Type

IPv6 Static Routing

RIP Settings

RIPng Settings

Passive Interface @

Port Name

OSPFv2
OSPFv3
Route Info Neighbor Route [

(-] Optical Transceiver M

&) security

Add

* Neighbor Route

Address

1 (Default)

Administrative Distance

11.4 Configuring RIPng

11.4.1 Configuring RIPng Basic Functions

Instance ID

RIP Next Generation (RIPng) provides the routing function for IPv6 networks.

RIPng uses UDP port 512 to exchange the routing information.

Choose Local Device > Routing > RIPng Settings.

Configuring Routes

180 s 1205
+ Add [l Delete Selected
Action
+ Add [@ Delete Selected
Action

[l Delete Selected

Action

Click Add, set Type to Network Segment or Port, and specify the network segment or port accordingly.

Q search

Static Routing

RIPng Settings Port Settings

Network Segment/Port List @

Advanced

Neighbor Info

No. Network Segment/Port

IPv6 Static Routing

RIP Settings

-

RIPng Settings
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Add x

Type |@ Network Segment Port

* Network Segment

Cance' m

If the address length is between 48 and 64, the address will be used as a prefix.

Alternatively, enable RIPng on a specified port:

Add X

Type Network Segment © Port

* Port

Cancel

Table 11-7 RIPng Configuration Parameters

Parameter Description

Network Segment: Enable RIP in the specified network segment. The IP addresses of this
network segment are added to the RIP routing table, and the device and its RIP-enabled

neighbor devices learn the routing table from each other.

Type
Port: Enable RIP on the specified port. All the IP addresses of this port are added to the

RIP routing table, and the device and its RIP-enabled neighbor devices learn the routing

table from each other.

Enter the IPv6 address and prefix length when Type is set to Network Segment.
Network Segment
RIPng will be enabled on all interfaces of the device covered by this network segment.

Port Select a VLAN interface or physical port when Type is set to Port.

11.4.2 Configuring the RIPng Port

RIPng poison reverse: After the port learns the route, the route overhead is set to 16 (indicating that the route is

unreachable), and the route is sent back to the neighbor from the original port to avoid a loop.

Choose Local Device > Routing > RIPng Settings > Port Settings, click Edit, and enable IPv6 poison reverse.
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Q Search
RIPng Settings Advanced Neighber Info
Port Name

Static Routing

IPv6 Poison Reverse Action
VLAN 1 Off Edit

IPv6 Static Routing

RIP Settings

RIPng Settings

4

Edit *

* Port Name

IPv6 Poison Reverse

11.4.3 Configuring the RIPng Global Configuration

Choose Local Device > Routing > RIPng Settings > Advanced > RIPng Global Config, and click Edit Config.

Q Search
RIPng Settings Port Settings Neighbor Info

.
RIPng Global Config @ Edit Config

Static Routing

Route Adverti Administrative Distance Update Timer Invalid Timer Flush Timer
IPV6 Static Routing off 1 (Default) 305 180 120
RIP Settings Route Redistribution List @ + Add Eibcieicceeced
RIPng Settings Type Administrative Distance Action
<
Edit Config i

Route Advertisement

Administrative 1 (Default)

Distance
* Update Timer 30 s (1-65535)
* |nvalid Timer 180 s (1-65535)
* Flush Timer 120 s (1-65535)
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Table 11-8 RIPng Global Configuration Parameters

Parameter Description

) After route advertisement is enabled, the current device generates a default
Route Advertisement ) ]
route and sends it to the neighbor.

o ] ) Redistribute routes of other protocols to the RIP domain so that RIP can
Administrative Distance . . . )
interwork with other routing domains.

RIP update cycle. The routing information is updated every 30 seconds by

Update Timer
default.
o If no update is received before a route becomes invalid, the route is considered
Invalid Timer .
unreachable. The default value is 180 seconds.
If no update is received before the flush timer of an invalid route expires, the
Flush Timer route is completely deleted from the RIP routing table. The default value is 120

seconds.

11.4.4 Configuring the RIPng Route Redistribution List

Redistribute routes of other protocols to the RIPng domain to interwork with other routing domains.

Choose Local Device > Routing > RIPng Settings > Advanced > Route Redistribution List, and click + Add.

Q search
RIPng Settings Port Settings Neighbor Info
|
RIPng Global Config ® Edit Config

Static Routing

Route Advertisement Administrative Distance Update Timer Invalid Timer Flush Timer
IPV6 Static Routing off 1 (Default) 30s 180 1205
RIP Settings | Route Redistribution List ® [ Delete Selected

Type Administrative Distance Action

4

OSPFv2 No Data

Add <
* Type
* Administrative 0 (Administrative Distance)
Distance
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Table 11-9 RIP Route Redistribution Parameters

Configuring Routes

Parameter Description
Direct Routing
Type OSPF Routing

Static Routing

Administrative Distance

Value range: 0-16. The default value is 0.

11.4.5 Configuring the RIPng Passive Interface

If an interface is configured as a passive interface, it will suppress RIPng update packets. If the connected peer

device does not run RIP, you are advised to enable the passive interface.

Choose Local Device > Routing > RIPng Settings > Advanced > Passive Interface, click Add, and enter the

IP address of the neighbor router.

Q search

Static Routing

RIPng Settings

Route Adverti

Port Settings Neighbor Info

RIPng Global Config @

Admini ive Distance

IPv6 Static Routing off

RIP Settings

RIPng Settings

QOSPFv2

OSPFv3
Passive Interface {9

Route Info

~] Optical Transceiver M.

Add

* Passive Interface

Update Timer

1 (Default) 30s

Route Redistribution List ®

Type Administrative Distance

No Data

Port Name

11.4.6 Configuring the RIPng Aggregate Route

Invalid Timer

180 s

Edit Config

Flush Timer

1205

+ Add [ Delete Selected

Action

+ Add [ Delete Selected

Action

Choose Local Device > Routing > RIP Settings > Advanced > RIPng Aggregate Route, click Add, and enter

the IPv6 address and prefix length (value range: 0-128).
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Q Search

RIPng Settings  Port Settings Neighber Info

@ Routing

RIPng Global Config @ Edit Config
Static Routing Route Advertisement Administrative Distance Update Timer Invalid Timer Flush Timer
1PV Static Routing off 1 (Default) 305 1805 1208
RIP Settings Route Redistribution List & + Add [ Delete Selected
e Adrinistrative Distance Acton
OSPFv2 No Data
“«
OSPFv3
Passive Interface @ + Add & Delete Selected
foute Info Port Name Action
-] Optical Transceiver M.
2 Security
RIPng Aggregate Routing| @ [ Delete Selected
3 Advanced
Address Action
) Diagnostics
Add .
* IPv6 Aggregate
Routing

Cancel

11.5 OSPFv2

Open Shortest Path First (OSPF) can be applied to large-scale networks. IPv4 uses OSPFv2, and IPv6 uses
OSPFv3.

OSPF is a typical link-state routing protocol, which can solve the problems of slow route update, inaccurate
measurement, and poor scalability in large networks. It is suitable for networks of various sizes, and even a

network with up to thousands of devices.
11.5.1 Configuring OSPFv2 Basic Parameters

Choose Local Device > Routing > OSPFv2, click Start Setup, and then configure an instance and an interface

respectively.
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Q Search

Configuring Routes

Static Routing OSPF

OSPF is a typical link-state routing protocol. To satisfy

IPv6 Static Routing

users’ increasing requirements for network reliability
and heterogeneity on a large network, OSPF solves the

RIP Settings prablems such as slow convergence, unscientific metric

RIPng Settings

el e e o values, and poor scalability.

@ Achieves fast convergence.
© Minimizes routing overhead

@ Reduces routing update traffic through area partition.

-~ T~ ~
. i Wd  Highlights
OSPFv2 AS
QSPFv3
Route Info

Optical Transceiver M.

@ Security

Applies to various networks with up to thousands of

switches

5 Advanced - I Start Setup

(1) Configure an instance.

@ ®

Configure the instance. Configure the interface.

* Instance ID

* Router ID @

Advertise Default

Route

Import External Route Static Route Redistribution
Direct Route Redistribution

RIP Redistribution

Deetails

Table 11-10 Instance Configuration Parameters

Parameter Description

with other devices.

Create an OSPF instance based on the service type.

Instance 1D The instance only takes effect locally, and does not affect packet exchange
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Parameter Description
It identifies a router in an OSPF domain.
A\ caution
Router ID

Router IDs within the same domain must be unique. The same
configuration may cause neighbor discovery failures.

Advertise Default Route

Generate a default route and send it to the neighbor.

After this function is enabled, you need to enter the metric and select a type.
The default metric is 1.

Type 1: The metrics displayed on different routers vary.

Type 2: The metrics displayed on all routers are the same.

Import External Route

Redistribute routes of other protocols to the OSPF domain to interwork with

other routing domains.

If Static Route Redistribution is selected, enter the metric, which is 20 by

default.

If Direct Route Redistribution is selected, enter the metric, which is 20 by

default.

If RIP Redistribution is selected, enter the metric, which is 20 by default.

Details

Expand the detailed configuration.

Distance

LSA

SPF Calculation

Graceful Restart

Details

Intra-Area

Inter-Area

External

Genaration Delay

Received Delay

Waiting Interval

Min Interval

Max Interval

Graceful Restart
Helper
LSA Check

* Max Wait Time

O

1800
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Table 11-11 Parameters in the Instance Detailed Configuration

Parameter Description

. It is used for protocol selection. By default, the intra-area, inter-area, and external
Distance .
distances are all 110.

Frequent network changes and route flapping may occupy too much network bandwidth
and device resources. The LSA generation and reception delays are specified in OSPF

LSA by default.

The default value is 1000 ms.

When the link state database (LSDB) changes, OSPF recalculates the shortest path,
and sets the interval to prevent frequent network changes from occupying a large

number of resources

Waiting Interval: When the state changes, the timer is triggered. The delay is

calculated for the first time after the timer expires. The default value is 0 ms.

SPF Calculation Min Interval: As the number of changes increases, the time of each interval will

increase according to the algorithm, and the default value is 50 ms.

Max Interval: When the calculated interval reaches the maximum interval, the
subsequent interval is always equal to the maximum interval. If the time from the last
calculation exceeds the maximum interval and the LSDB is not updated, the timer is
disabled.

Graceful Restart (GR) can avoid route flapping caused by traffic interruption and
active/standby board switchover, thus ensuring the stability of key services.

Graceful Restart Helper: The Graceful Restart Helper function is enabled when this

switch is turned on.
Graceful Restart LSA Check: LSA packets outside the domain are checked when this switch is turned

on.

Max Wait Time: Timing starts after the device receives the GR packet from the peer
device. If the peer device does not complete GR within Max Wait Time, the device exits

the GR Helper mode. The default value is 1800 seconds.

(2) Configure an interface.
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®
e Operation succeeded.

[ ]
Table 11-12 Interface Configuration Parameters
Parameter Description
Interface Select the OSPF-enabled Layer 3 interface.
Area Configure the area ID. Value range: 0-4294967295

If Stub Area is enabled, you need to configure the area type and inter-area route isolation.

Stub area: Routers at the edge of the area do not advertise routes outside the area, and

the routing table in the area is small.

Stub Area
Not-So-Stubby Area (NSSA): A few external routes can be imported.
Inter-area route isolation: After this function is enabled, inter-area routes will not be
imported to this area.

Details Expand the detailed configuration.

@ O, ®

Configure the instance. Configure the interface. Operation succeeded.
Details
Priority
Network Type Broadcast

Hello Packets

Dead Interval
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LSA Transmission

Delay

LSA Retransmission

Interval

Interface Auth No Auth

Ignore MTU Check (@)

Add

Table 11-13 Parameters in the Interface Detailed Configuration

Parameter Description
Priority Itis 1 by default.
Broadcast
Unicast
Network Type
Multicast

Non-Broadcast Multiple Access

Interval for periodic transmission, which is used to discover and maintain OSPF
Hello Packets ) ) ) )
neighbor relationship. The default value is 10 seconds.

Dead Interval Time after which the neighbor becomes invalid. The default value is 40 seconds.

LSA Transmission o . .
LSA transmission delay of the interface. The default value is 1 second.

Delay
LSA Retransmission Time after which LSA is retransmitted after LSA is lost. The default value is 5
Interval seconds.
No Auth: The protocol packets are not authenticated. It is the default value.
Plain Text: The protocol packets are authenticated, and the authentication key is
Interface Auth transmitted with the protocol packets in the form of plain text.
MD5: The protocol packets are authenticated, and the authentication key is MD5
encrypted and then transmitted with the protocol packets.
Ignore MTU Check Enabled by default.

(3) Complete the configuration.

After completing the configuration, you can choose Local Device > Routing > OSPFv2 and view the

instance list.

154



Configuration Guide Configuring Routes

Operation succeeded.

11.5.2 Adding an OSPFv2 Interface

Choose Local Device > Routing > OSPFv2, click More in the Action column, and select V2 Interface.

Instance List + Add
@ 13 Interfaces

& Routing Instance 1D Router 1D Interface Area % 3 Action
— . =)
123001 VIAN 1 23(Normal Area) sighbor lnf
|Pv6 Static Routing edit
RIP Settings Up to 8 entries can be added Total 1 n 10/page Gotopage 1

RiPng Settings

OSPFv2
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V2 Interface

Interface

Priority
Network Type Broadcast

Hello Packets

Nead Interval

Port List

Upto 64 entries can be added.

Interfac - Networ
Area Priority
. k Type
VLAN 1 23 Broadca
st
n 10/page

Hello
Packets

Gotopage 1

Dead
Interval

Interfac
e Auth

No Auth

Add Reset
LSA LSA
Transmi  Retrans
ssion mission
Delay Interval

11.5.3 Redistributing OSPFv2 Instance Routes

Act

Edit

Total 1

Configuring Routes

Choose Local Device > Routing > OSPFv2, click More in the Action column, and select V2 Instance Route

Redistribution.

Q search
Instance List

@& L3 Interfaces
@ Routing Instance ID
Static Routing
IPv6 Static Routing
RIF Settings

RIPng Settings

OSPFv2

Router 1D

123000

Up to B entries can be added.

Interface

Area

23Nonmal Area)
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V2 Neighbor Manag
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10/page

+ Add

Action

sighbor Info

edit  Delete

Gotopage 1
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V2 Instance Route Redistribution

o Route Redistribution cannot select its own instance number!

* Instance ID

Metric

Route Redistribution List Reset

Upto 63 entries can be added.

Instance ID Metric Action

Mo Data

n 10/page Gotopage 1 Total 0

11.5.4 Managing OSPFv2 Neighbors

Choose Local Device > Routing > OSPFv2, click More in the Action column, and select V2 Neighbor

Man agemen t.
Ruijie & Cloud Service (1 Alert Center  &Wizard @ English ~ | Fxit
Q search .
Instance List + Add
& L3 Interfaces
Adverti
@ Routing Instance ID Router ID Interface Area vertise - - Action
V2 Interface
Static Routing V2 Instance Route Redistribution
VLAN 1 23(Normal Area) |
8 123.1.1.1 - Bistub) V2 Neighbor Management sighbor Info

IP6 Static Routing B

RIP Settings Up to 8 entries can be added Total 1 n 10/page Gotopage 1

RIPng Settings.

4

OSPFv2

OSPFv3
V2 Neighbor Management X

* Neighbeor IP
Neighbor List Add Reset
Upto 64 entries can be added.
MNeighbor IP Action
Mo Data
n 10/page Goto page 1 Total 0

11.5.5 Viewing OSPFv2 Neighbor Information
Choose Local Device > Routing > OSPFv2, and click Neighbor Info in the Action column.
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Q search )
Instance List
@ L3Interfaces

Instance ID Router ID Interface

@ Routing
Static Routing
8 123110
1Pv6 Static Routing
RIP Settings Up to 8 entries can be added

RIPng Settings

OSPFv2

Neighbor Info

Instance ID Router ID Status Meighbor IP

No Data

10/page Gotopage 1

11.6 OSPFv3

23(Normal Arew)

B(stub)

Configuring Routes

+ Add

Advertise
Import External Route Action

Default Route PO
Static Route Redistribution ; Off flore
Dirext Route Redistribution : Off

RIP Redistribution : OFf Tdit "
x
Interface
Total 0

Open Shortest Path First (OSPF) can be applied to large-scale networks. IPv4 uses OSPFv2, and IPv6 uses

OSPFv3.

11.6.1 Configuring OSPFv3 Basic Parameters

Choose Local Device > Routing > OSPFv3, click Start Setup, and then configure an instance and an interface

respectively.
(1) Configure an instance.

Q search

Static Routing

IPv6 Static Routing

Area0
RIP Settings
> >
RIPng Settings o 2
~-
< [*29
OSPFv2 AsS
OSPFv3
Route Info

[*) Optical Transceiver M:
© security

53 Advanced

158

OSPF

OSPF is a typical link-state routing protocol. To satisfy

increasing requirements for network reliability

and heterogeneity on a large network, OSPF solves the

users

problems such as slow convergence, unscientific metric
values, and poor scalability.

Highlights
© Achieves fast convergence
© Minimizes routing overhead
© Reduces routing update traffic through area partition

o APPlies to various networks with up to thousands of

switches.

—
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@ @

Configure the instance. Configure the interface.

* Router ID (3

Advertise Default

Route

Import External Route Static Route Redistribution
Direct Route Redistribution

RIP Redistribution

Details

Table 11-14 Instance Configuration Parameters

Configuring Routes

Parameter Description
It identifies a router in an OSPF domain.
Router ID A cCaution

Router IDs within the same domain must be unique. The same

configuration may cause neighbor discovery failures.

Advertise Default Route

Generate a default route and send it to the neighbor.

After this function is enabled, you need to enter the metric and select a type.

The default metric is 1.
Type 1: The metrics displayed on different routers vary.

Type 2: The metrics displayed on all routers are the same.

Import External Route

Redistribute routes of other protocols to the OSPF domain to interwork with

other routing domains.

If Static Route Redistribution is selected, enter the metric, which is 20 by

default.

If Direct Route Redistribution is selected, enter the metric, which is 20 by

default.

If RIP Redistribution is selected, enter the metric, which is 20 by default.

Details

Expand the detailed configuration.
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Configure the instance. Configure the interface.

Distance

LSA

SPF Calculation

Graceful Restart

Direct Route Redistribution

RIP Redistribution
ntra-Area
nter-Area

External
Received Delay

Wiaiting Interval
Min Interval
Max Interval
Graceful Restart @@D)
Helper
LSA Check

* Max Wait Time 1800

Table 11-15 Parameters in the Instance Detailed Configuration

Parameter

Description

Distance

It is used for protocol selection. By default, the intra-area, inter-area, and external

distances are all 110.

LSA

Frequent network changes and route flapping may occupy too much network
bandwidth and device resources. The LSA generation and reception delays are
specified in OSPF by default.

The default value is 1000 ms.

SPF Calculation Min Interval: As the number of changes increases, the time of each interval will

When the link state database (LSDB) changes, OSPF recalculates the shortest path,
and sets the interval to prevent frequent network changes from occupying a large

number of resources

Waiting Interval: When the state changes, the timer is triggered. The delay is

calculated for the first time after the timer expires. The default value is 0 ms.

increase according to the algorithm, and the default value is 50 ms.

Max Interval: When the calculated interval reaches the maximum interval, the
subsequent interval is always equal to the maximum interval. If the time from the last
calculation exceeds the maximum interval and the LSDB is not updated, the timer is
disabled.
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Parameter Description

Graceful Restart (GR) can avoid route flapping caused by traffic interruption and
active/standby board switchover, thus ensuring the stability of key services.

Graceful Restart Helper: The Graceful Restart Helper function is enabled when this

switch is turned on.

Graceful Restart LSA Check: LSA packets outside the domain are checked when this switch is turned

on.

Max Wait Time: Timing starts after the device receives the GR packet from the peer
device. If the peer device does not complete GR within Max Wait Time, the device

exits the GR Helper mode. The default value is 1800 seconds.

(2) Configure an interface.

=06 ®

Configure the instance. Configure the interface. Operation succeeded.
Interface  VLAN 1

Area 123

Stub Area

Port List

Upto & entries can be added.

L= LSA Transmission LsA
Interface Area Priority Network Type Hello Packets Dead Interval Certification/Tail Retransmission Action

Certification D Interval

Total 0 n 10/page Gotopage 1

=

Table 11-16 Interface Configuration Parameters

Parameter Description
Interface Select the OSPF-enabled Layer 3 interface.
Area Configure the area ID. Value range: 0-4294967295

If Stub Area is enabled, you need to configure the area type and inter-area route isolation.

Stub area: Routers at the edge of the area do not advertise routes outside the area, and

Stub Area . . }

the routing table in the area is small.

Not-So-Stubby Area (NSSA): A few external routes can be imported.
Details Expand the detailed configuration.
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O™ ®

Configure the instance.  Configure the interface.  Operation succeeded.
Details
Priority
Network Type  Broadcast
Hello Packets

Dead Interval

LSA Transmission

Delay

LSA Retransmission

Interval
Header Certification No Auth

Tail Certification No Auth

Ignore MTU Check ()
Add

Table 11-17 Parameters in the Interface Detailed Configuration

Parameter Description
Priority Itis 1 by default.
Broadcast
Unicast
Network Type
Multicast

Non-Broadcast Multiple Access

Interval for periodic transmission, which is used to discover and maintain
Hello Packets . . . ]
OSPF neighbor relationship. The default value is 10 seconds.

Time after which the neighbor becomes invalid. The default value is 40
Dead Interval
seconds.

LSA Transmission Delay LSA transmission delay of the interface. The default value is 1 second.

o Time after which LSA is retransmitted after LSA is lost. The default value is 5
LSA Retransmission Interval d
seconds.
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Parameter Description

No auth: Indicates the default setting without verification.

MD5 auth: Verifies the protocol message. The authentication secret key is

encrypted through MD5 and transmitted together with the protocol message.

SHA1 auth: Verifies the protocol message. The authentication secret key is
encrypted through SHA1 and transmitted together with the protocol

o message.
Header Certification

SHA256 auth: Verifies the protocol message. The authentication secret key
is encrypted through SHA256 and transmitted together with the protocol
message.

After selecting MD5, SHA1, or SHA256 authentication, you need to enter Kid
and Key. Among them, Kid is the key identifier, and Key is the actual secret
key used.

No auth: Indicates the default setting without verification.

MD5 auth: Verifies the protocol message. The authentication secret key is

encrypted through MD5 and transmitted together with the protocol message.

SHA256 auth: Verifies the protocol message. The authentication secret key
Tail Certification is encrypted through SHA256 and transmitted together with the protocol

message.
After selecting MD5, SHA1, or SHA256 authentication, you need to enter Kid
and Key. Among them, Kid is the key identifier, and Key is the actual secret

key used.

No Auth: The protocol packets are not authenticated. It is the default value.

Plain Text: The protocol packets are authenticated, and the authentication

Interface Auth key is transmitted with the protocol packets in the form of plain text.

MD5: The protocol packets are authenticated, and the authentication key is

MD5 encrypted and then transmitted with the protocol packets.

Ignore MTU Check Enabled by default.

(3) Complete the configuration.
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© Operation succonded

Operation succeeded.

After completing the configuration, you can choose Local Device > Routing > OSPFv3 and view the instance

list.
11.6.2 Adding an OSPFv3 Interface

Choose Local Device > Routing > OSPFv3, click More in the Action column, and select V3 Interface.

Q search

OSPFv3

2 13 Interfaces
Up to entries can be added.

@ Routing
Advertise e Graceful
Static Routing Router ID Interface Area Default Import External Route Distance Calculation Restart Action
Route Helper

1PV6 Static Routing

RIP Settings 2222 VLAN 123(Normal Ares . neighbor Infe
Edit I
RIPng Settings
« Cois 5| g
OSPFv2 10/page o to page
OSPFv3
Route Info
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V3 Interface

* Interface
* Area
Stub Area (®
Details
Port List
Up to entries can be added.
Interfac A Priod Networ Hello
e rea riority k Type  Packets
VLAN 1 123 Broadcast
Total 1

Dead
Interval

X
Add Reset
Header ) LSA
Certifica )
) N Transmi  Retrans
tion/Tail . .. Act
N ssion mission
Certifica
. Delay Interval
tion
No Auth
/ Edit
No Auth
10/page Gotopage 1

11.6.3 Viewing OSPFv3 Neighbor Information

Choose Local Device > Routing > OSPFv3, and click Neighbor Info in the Action column.

Q search
O5PFv3
S 13 Interfaces _
Upto entries can be added.
& Routing
Static Routing Router ID Interface
IPv Static Routing
RIP Settings 2223
RIPng Settings
‘
O5PFv2
O5PFv3
Neighbor Info
Router ID
" 10/page Go to page 1

Status

11.7 Routing Table Information

11.7.1 IPv4 Route Information

Advertise

Default Import External Route Distance SBE i::::l
T Caloulation Helper
Tatal 1 n 10/page
X
Interface
Total 0

Choose Local Device > Routing > Route Info > IPv4, you can view IPv4 routing table details.
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v

Route Info Entry Type  Global Data m

Static Routing

. . Dest IP Address Route Type Distance/Metric Interface Next Hop

IPv6 Static Routing
0.0.0.0/0 System routing [0/5] VLAN 1 192.168.110.1
RIP Settings
192.168.110.0/24 Direct Routing [0/0] VLAN 1 o
RIPng Settings
« Total 2 - 10/page Go to page 1

OSPFv2
OSPFv3

11.7.2 IPv6 Route Information

Choose Local Device > Routing > Route Info > IPv6, you can view IPv6 routing table details.

Q search

Route Info Entry Type  Global Data
Static Routing
Dest IP Address Route Type Distance/Metric Interface Next Hop
IPv6 Static Routing
No Data
RIP Settings
RIPng Settings Total 0 B 10/page Gotopage 1
4
OSPFv2
OSPFv3

Route Info
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12 Viewing Optical Transceiver Management

¢ Specification

The information depends on the actual product.

12.1

Viewing Optical Transceiver Information

A\ caution

The content shown on the page may vary depending on the product. The actual page shall prevail.

Choose Local Device > Optical Transceiver Management > Optical Transceiver Info.

Displays the basic information of the optical module, including the port, whether it supports DDM, temperature,

voltage, current, transmit optical power, local receive optical power, etc.

Supports querying optical module information by port.

The optical module information automatically updates the data every 5 seconds. You can also click Refresh to

refresh the optical module information.

Ruijie | Reyce

& Cloud Service 0 Alert Center  €hWizard @ English ~ =

&5 12 Multicast
&5 L3 Multicast
@ 13 Interfaces

@ Routing

[ Optical Transceiver M;
Optical Transceiver Inf 4

Fiber Properties
DBA Configuration
) Security
£ Advanced
() Diagnostics

(=) System

12.2

Optical Transceiver Info @

Port

e
H Tel/2
™ RatE]
s
Ml s
i 6
-
i e
1™ RO

Fiber Properties

Number of Connected

ONUs

0 Members

0 Members

0 Members

0 Members

0 Members

0 Members

0 Members

0 Members

0 Members

Supported
ONUs

Search by Port All 2 Refresh
Temperatur Current ONU Rx Tx Local Rx
Distance| Voltage
e e('C) 9e (V) (mA) Power(dBm) power(dBm) Power(dBm)
#
Total 34 n 2B R E 10/page Gotopage 1 . |

A\ caution

Whether this feature is supported depends on the products. The actual page prevalils.
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12.3

Choose Local Device > Optical Transceiver Management > Fiber Properties

Configuring ONU Layer 2 forwarding isolation and ONU registration's maximum distance. This can only be done

on connected ONU ports.

Enabling ONU Layer 2 forwarding isolation isolates communication between different ONU devices, enhancing

network security and preventing unnecessary data exchange.

The default maximum ONU registration distance is 5km, but it should be adjusted based on the actual farthest
ONU distance from the OLT. If the farthest ONU is 7km away, it should be set to 7km.

Setting the maximum distance accounts for the light transmission time in fibers. Large distance differences
between ONUs under the same splitter port can lead to packet loss due to signal collisions. To prevent this, a

discovery window time is set to compensate for the time difference between ONUSs.

For example, an ONU 1m from the OLT has almost zero round-trip time, while another 20km away has a round-
trip time of approximately 66.7us. If the OLT doesn't consider this delay when controlling ONU transmissions,

collisions may occur, wasting bandwidth.

Ruijre |Rcycc O Cloud Service (1 Alert Center  {hWizard @ English + | Exit |
Q search
Port Settings
7 L3 Multicast Port Maximum Physical Reach ‘ONU Layer 2 Isolation Action
@ L3 Interfaces MMQ/G 5 Disable Edit
@ Routing .smeem 5 Disable Edit

>] Optical Tr iver M,
Total 2 n 10/page Gotopage 1

Optical Transceiver Infe

Fiber Properties

DBA Configuration

DBA

A\ caution

Whether this feature is supported depends on the products. The actual page prevalils.

12.3.1 Overview

Through the DBA (Dynamic Bandwidth Assignment) function, OLT can dynamically adjust the upstream
bandwidth of each ONU according to the real-time traffic conditions of each ONU, thus improving the bandwidth
utilization of the PON (Passive Optical Network) system.

12.3.2 Bandwidth Allocation Mechanism

Bandwidth allocation is used to distribute network traffic to ensure the normal transmission of real-time traffic
with limited bandwidth. The bandwidth allocation mechanism includes two modes: static mode and dynamic

mode. By default, the static mode is used.
1. Static Mode

In the static mode, each ONU occupies an equal number of time slots for equal bandwidth allocation.
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Uplink Bandwidth Allocation and Static Bandwidth Allocation (SBA)

ONU

‘— User 1 ’
oLT J ONU ‘— User 2 ’

Fiber
ONU — User3

Twisted pair cable

Calculation of static bandwidth allocation (SBA): Client (PC/Smartphone/Tablet) rate = PON port rate/number of
split outputs
Example 1: If one FS interface is connected to 1:16 optical splitter at the downlink, and each splitter output port

is connected to an ONU, then the client rate = 1000 Mbps/16 = 62.5 Mbps.
Example 2: If one FS interface is connected to 1:16 optical splitter at the downlink, and only eight output ports
are connected to ONUSs, then the client rate = 1000 Mbps/8=125 Mbps.

2. Dynamic Mode

In the dynamic mode, each ONU occupies an unequal number of time slots, resulting in different bandwidth

allocation for each ONU.

Uplink Bandwidth Allocation and DBA

Scheduled by Core

Send data at Switch

scheduled time slots!

100 M data to be transmitted

ONU ‘— User 1 ’

300 M data to be transmitted

!
oLT o ONU ‘— User 2 ’

Fiber 200 M data to be transmitted

A

Scheduled by OLTI  t1 t2 t3
|

Twisted pair cable ONU ——— User3

DBA Calculation:

Each ONU is assigned a default assured bandwidth (you can also set a larger assured bandwidth for a specific
ONU to ensure it has a larger basic time slot). This corresponds to the initial time slot. The idle bandwidth outside
the assured bandwidth is subject to dynamic allocation to handle burst traffic. If no ONU reports burst traffic, the

transmission will be scheduled based on this assured bandwidth.
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12.3.3 Configuring DBA

Choose Local Device > Optical Transceiver Management > DBA.

Ruijie | Rcycc & Cloud Service (1 Alert Center  {}Wizard @ English -
Q search
You can create a DBA profile for all ONUs connected to a specific port. Additionally, you can configure excluded ONUs which take priority over port based rate
limiting
& L3 Multicast
Port-based Rate Limiting
@ L3 Interfaces
Port DBA Status Bandwidth Type Excluded ONU  Manage All Excluded ONUs
@ Routing
|~ [ @) Maximum + Add Excluded ONU
1™ [ @) Maximum + Add Excluded ONU
Optical Transceiver Infe
| ™ RQE [ @) Maximum + Add Excluded ONU
Fiber Properties
e [ @) Maximum + Add Excluded ONU
| ™ 3 [ @) Assured + Add Excluded ONU
) Security
Tel/6 Assured + Add Excluded ONU
R (™ [ @) ssure clude
@ Dingnostics 1™ [ @) Assured + Add Excluded ONU
Parameter Description
Port Splitter ports on OLT devices
DBA Status DBA switch of specified splitter ports on OLT devices
Bandwidth Type DBA mode of specified splitter ports on OLT devices

Exception ONUs connected to the specified splitter ports on OLT devices, which
are not subject to the DBA function of the splitter ports. ONU devices can be
identified through the SN of the devices. After adding exception ONUs, the
guaranteed bandwidth value of the devices can be specified.

Add X
Excluded ONU

* Guaranteed Bandwidth 0 Mbps (0 indicates no limit. Maximum upstream

bandwidth: 1000 Mbps)

Cancel
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Parameter Description

All exception ONU devices can be managed in batches.

Manage All Excluded ONUs .
Add Excluded ONU Il Delete Selected
Guaranteed .

Excluded ONU Status Bandwidth Port Action

(SN:G15090E06343 -

5 Offline 100Mbps Edit Delete
Manage ALL Excluded

Not in SON
ONUs (SN:MACCFAPIXDO  Online 100Mbps e Edit Delete

04)

Not in SON

(SN:1234942570068  Online 200Mbps HGH/OIE Edit Delete

)

Not in SON

(SN:MACCAPF2261  Online 300Mbps hssiuwa Edit Delete

01)

Total 4 - 10/page Go to page 1

DBA function can be enabled and DBA working mode can be adjusted in batches,
etc.

Batch Config

DA status (@D

Work Mode  Assured

* Selected Ports:

BatCh Conflg All Equipment Device 2
Device 1 NBF5200M/MACCNBF520057
-r able Unavailable Aggregate W Uplink Copper Fiber
1 3 5 7 9 11 13 15 17 19 21 23
il il '
2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Select All  Inverse Deselect

Cancel “

12.4 Active or Secondary Optical Ports

12.4.1 Overview

An e-Lighten network is a communication system based on the passive optical network (PON) technology. It

uses a point-to-multipoint (PTMP) topology, but this topology has the risk of multiple single failures as follows:

® Single optical line terminal (OLT): If an OLT is faulty, all optical network units (ONUs) connected to it will be
disconnected.

® Single OLT port: If a single OLT port or its optical transceiver is faulty, all ONUs connected to the port will
be disconnected.

® Single OLT link: If the optical link connected to an OLT port is faulty, all ONUs connected to the port will be
disconnected.
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® Single ONU: If an ONU is faulty, all clients connected to it will be disconnected.

® Single ONU port: If an ONU port or its optical transceiver is faulty, all clients connected to the port will be
disconnected.

® Single ONU link: If the optical link connected to an ONU port is faulty, all clients connected to the ONU port
will be disconnected.

® Single optical splitter: If an optical splitter is faulty, all ONUs connected to it will be disconnected.

To solve the preceding issues, the active/secondary optical port feature is supported on the switches. You can

create a port protection group to effectively reduce the risks of single failures and enhance network reliability.

The active/secondary optical port feature supports three link protection protocols: Type-B, Type-C, and Type-D.

For details, see the following table.

dual OLT ports (on
separate OLTs) +
single optical
splitter + dual OLT
optical links

optical splitters)
Note: If connected to only an
optical splitter through a single
port, an ONU can send and
receive data properly. However,
a port protection group cannot
be configured on it and
redundancy protection cannot
be performed on the OLT and
ONU.

Link
Protection Type-B Type-C Type-D
Protocol
® Mode 1: single OLT + dual ° g/lfac}:eolﬁ'rs;)no%lti 9'&1;
OLT ports + dual opt|ca] optical splitters + dual
splitters + dual OLT optical OLT optical links + dual
links + dual ONU ports + ONU ports + dual ONU
dual ONU optical links opticaﬁ’”nks (each
(ea_c h connected to both connected to both optical
optical splitters) splitters)
o '(\:lc?r?neinzg:; gl;%ltgg;sdby ® Mode 2: dual OLTs
®  Mode 1: single OLT group) + dual OLT ports g?or:];;]g 3:;%:?3%5
+ dual OLT ports + (on separate OLTs) + dual (on separate OLTs) +
single optical optical splitters (each dual optical splitters
splitter + dual OLT connected to one of the (each connected to one
Network optical links %ﬂ:i;g;? lo%b-r O(frtt'ng of the OLTs) + dual OLT
deplovment ® Mode 2: dual OLTs dual ONU ontical ﬁnks optical links + dual ONU
ploy (forming a hot (each connepcted to both ports + dual ONU optical
modes standby group) + links (each connected to

both optical splitters)
Note: If connected to only an

optical splitter through a single
port, an ONU can send and
receive data properly.
However, a port protection
group cannot be configured on
it and redundancy protection
cannot be performed on the
OLT and ONU.
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Link
Protection Type-B Type-C Type-D
Protocol
. ® The two OLT ports are in
® Thg two OLT ports are in active-active state and
actl\ée-acétlve s_tatedart1d . send and receive data at
send and receive data al ;
® Two OLT ports the same time. the same time.
work in o T . ONU K ® The two ports on an ONU
active/secondary i aetvelseeontan mode work as an aggregate
mode. The effective n activerseconaary moae. interface and can
port sends and chej re;::ici\t/z: g;{;tﬁﬂﬁz'ts transmit and receive data
receives data, while the protection porf only at the same time.
the protection port transmits and receives ®  When the link connected
Data only receives PON PON packets and does not to one of the active and
_ packets and does exchange data secondary OLT ports is
forwarding not exchange data. e When the fink ' g faulty, traffic is switched
descripton | ®  When the effective oneegftthz ?cti\(/:gr;nnedme to to the other OLT port.
doé‘,;ggg E receive secondary OLT ports is ® When a member link on
no data. the faulty, traffic is switched to the ONU aggregation
A, the other OLT port. mterfa.ce |s.abnormal,
protection OLT port traffic is switched to the
is enabled to ® When a fault occurs on the other member interface.
exchange protocol link connected to an e D link broad
packets and data effective ONU port, an ownlink broadcast,
with an ONU. effective/protection port multicast, and unknown
switchover is triggered, unicast packets are
and traffic is switched to broadcast on both OLT
the other ONU port. ports and occupy
downlink bandwidth.
® Single OLT (only formode | ®  Single OLT (only for
Addressed _ 2) mode 2)
. ® Single OLT (only e Single OLT port ® Single OLT port
risks of for mode 2) . . . .
) ) ®  Single OLT link ® Single OLT link
single ®  Single OLT port . )
. . ®  Single ONU port ® Single ONU port
failures ® Single OLT link . . . .
®  Single ONU link ® Single ONU link
®  Single optical splitter ® Single optical splitter
®  Port protection groups
. are configured on both an
®  Aport protection
Confi i only on an OLT. Port protection groups are ports on the ONU ar>e/
oniiguration | @  Optical transceivers ) automatically bound as
f d on both an OLT and )
description of the same rate configred on both an an an aggregate interface.
tmhgstf/v%e %i?sdi;ozran an ONU. ®  Optical transceivers of
P : the same rate must be
OLT port protection .
rou used for the two ports in
group. an OLT port protection
group.
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Figurel-2 Network Deployment Mode Using Type-B

Network Deployment Mode Using Type-B (Mode 1) Network Deployment Mode Using Type-B (Mode 2)
ONU1 ONU1

ONUN B Effective Port Active Link N [ Effective Port Active Link
[H Protection Port Protection Link ONUY | I ion Port P ion Link
[7] ONU Port {71 ONU Port

Figurel-3 Network Deployment Mode Using Type-C

Network Deployment Mode Using Type-C (Mode 1) Network Deployment Mode Using Type-C (Mode 2)

OLT2

Active Link

ONUN [ Effective Port
@ Protection Port

Active Link ONUN [H Effective Port
Protection Link [H Protection Port

Protection Link

Figurel-4 Network Deployment Mode Using Type-D

Network Deployment Mode Using Type-D (Mode 1) Network Deployment Mode Using Type-D (Mode 2)

ajeda.88y

aaeuawi“"'-._
aedaifly N

ERETET) ;
aegaiddy 3

ONUN Active Link

- Effective Port
[H Protection Port

Active Link ONUN % & [H Effective Port
Protection Link [l Protection Port

Protection Link

12.4.2 Configuring a Port Protection Group

On alocal device, choose Optical Transceiver Management > Active/Secondary Optical Ports > Port Status.
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Port Status

Name Link Protection Protocol

1. Creating a Port Protection Group

Viewing Optical Transceiver Management

Add Active/Secondary Ports T Batch Unbind

Active Port Secondary Port Action

No Data

Total 0 - 10/page Gotopage 1

Click Add Active/Secondary Ports. In the displayed dialog box, set Link Protection Protocol, Active Port,

and Secondary Port, and click OK. The created port protection group is displayed in the Port Status list.

Link Protection @ Type-B

Protocol

* Active Port  Gigy1 x Gi1/3 x

*Secondary Port  Giip % Gilja x

=

Note

The number of secondary ports must be the same as that of active ports, and multiple port protection

groups can be configured.

When multiple active and secondary ports are selected, the nth active port and the nth secondary port
form a port protection group. As shown in the preceding example, after the configurations are saved,
Gil/1 and Gil/2 form a protection group, and Gi1/3 and Gil/4 form another protection group.

When the configuration of a port protection group is delivered, the configuration of the active port is
automatically synchronized to the secondary port, overwriting its existing configuration; when the port
protection group is deleted, only the configuration of the secondary port is cleared, and the configuration

of the active port remains unchanged.

2.

Searching for a Port Protection Group

The search box in the upper right corner allows you to search for a port protection group by port or perform a

fuzzy search. After a keyword is entered, entries that meet the search criteria are automatically displayed.
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Port Status
Link Protection Protocol

Name

B1 Type-B

3. Switching the Effective Port on an OLT

Viewing Optical Transceiver Management

I Gil/2 I Add Active/Secondary Ports T Batch Unbind
Active Port Secondary Port Action
™ Ky ™ e Unbind
Total 1 n 10/page Go to page 1

A\ Note

The effective port can be switched only after a port protection group takes effect on an OLT. A port protection

group takes effect when both the active and secondary ports receive data. After it takes effect, - (in the

Active Port column) or

indicates the protection port.

(in the Secondary Port column) indicates the effective port, and H

In the Port Status list, click Switch effective port in the Action column to switch the effective port in a specified

port protection group on an OLT.

Port Status
Name Link Protection Protocol
B1 Type-B
B2 Type-B

Add Active/Secondary Ports @ Batch Unbind

Active Port Secondary Port Action
1™ (e G Unbind

Total 2 Gotopage 1

10/page

As shown in the above figure, the effective port is Gil/1, and after switching, the effective port becomes Gil/2.

Port Status
Name Link Protection Protocol
B1 Type-B

B2 Type-B

Deleting a Port Protection Group

[ Batch Unbind

Add Active/Secondary Ports

Active Port Secondary Port Action
. Gi1/1 Gi1/2 Switch effective port  Unbind
1™ (e Ml s Unbind

Total 2

10/page Gotopage 1

Deleting port protection groups in batches: Select port protection groups to be deleted in the Port Status list

and click Batch Unbind. In the displayed confirmation box, click OK to delete multiple port protection groups

at once.

Port Status
Name Link Protection Protocol
B1 Type-B

B2 Type-B

Add Active/Secondary Ports atch Unbind

Active Port Secondary Port Action

™ [l ™ feirz) Unbind

s ™ ez Unbind
Total 2 n 10/page Gotopage 1
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® Deleting a single port protection group: Click Unbind in the Action column of the Port Status list. In the

displayed confirmation box, click OK to delete the specified port protection group.

Port Status Add Active/Secondary Ports T Batch Unbind

Name Link Protection Protocol Active Port Secondary Port Action
B1 Type-B . Gi1/1 . Gi1/2
B2 Type-B ™ Kl i Unbind
1
Total 2 n 10/page Gotopage 1 4

12.4.3 Checking the Active and Secondary Ports on a Device
On a local device, choose Optical Transceiver Management > Active/Secondary Optical Ports >
Active/Secondary Optical Ports.

In the Active/Secondary Optical Ports area, you can check the configured active ports, secondary ports, and

unconfigured ports on the device.

Active/Secondary Optical Ports

- Active Port Secondary Port H Unconfigured Port
[ Oniine ]
1 35 7 9 1 13 15 17 19 21 23 25
HHHHHHHH .... H Sorry, the board is offline.

2 4 6 8 10 12 14 16 18 20 22 24 26
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13 Security

13.1 DHCP Snooping

13.1.1 Overview

The Dynamic Host Configuration Protocol (DHCP) snooping function allows a device to snoop DHCP packets
exchanged between clients and a server to record and monitor the IP address usage and filter out invalid DHCP
packets, including request packets from the clients and response packets from the server. DHCP snooping
records generated user data entries to serve security applications such as IP Source Guard.

13.1.2 Standalone Device Configuration

Choose Local Device > Security > DHCP Snooping.

Turn on the DHCP snooping function, select the port to be set as trusted ports on the port panel and click Save.
After DHCP Snooping is enabled, request packets from DHCP clients are forwarded only to trusted ports; for
response packets from DHCP servers, only those from trusted ports are forwarded.

@ Note

Generally, the uplink port connected to the DHCP server is configured as a trusted port.

Option 82 is used to enhance the DHCP server security and optimize the IP address assignment policy. Option
82 information will be carried in the DHCP request packet when Option 82 is turned on.

Ruijie | Rcycc O Cloud Service (1 Alert Center {Wizard @ English v | Exit

Q search .
DHCP Snooping @

@ L3 Interf
& L3 Interfaces DHCP Snooping @

@& Routing
Option 82

*] Optical Transceiver M:
i Select Trusted Port

pr— Dovice 2
S Device 1 NBF P

Storm Control « i

ACL

1 3 5 7 9 11 13 5 17 19 21 23

Port Protection E--- L 111 B 11 1] N _N.|

> % 6 8 10 12 4 18 98 20 22 24 25 36 2 38
P-MAC Binding Select All Inverse Deselect
IP Source Guard

13.1.3 Batch Configuring Network Switches

Choose Network-Wide > Workspace > Wired > DHCP Snooping.
Enabling DHCP Snooping on network switches can ensure that users can only obtain network configuration
parameters from the DHCP server within the control range, and avoid a host on the original network obtaining

an IP address assigned by an unauthorized router, so as to guarantee the stability of the network.
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(1) Click Enable to access the DHCP Snooping Config page.

One-Device
0 By enabling [
A Gateway DHCP Snooping: D)
= = =
MNetwork-Wide Wi-Fi  Radio Se... Rate Lim Cofis sy
€ Workspace
& e A
Devices Blocklist .. AP Mesh Load Bal...
7] Chents (=] (=] o
LAN Ports  LED  Client As...
System
=
Domain ...
4
Wired
& O Y
VAN AN
& (=] Ar
RLDP  SW Conl o
N Restore
o S = Refeesh

Reboot Upgrade Password

LY

Reset

(2) Inthe networking topology, you can select the access switches on which you want to enable DHCP Snooping
in either recommended or custom mode. If you select the recommended mode, all switches in the network
are selected automatically. If you select the custom mode, you can manually select the desired switches.
Click Deliver Config. DHCP Snooping is enabled on the selected switches.
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< DHCP Snooping Config
Please select the target switch:
Recommended RIS
All Switches Specified Switches
wan
A
Gateway Overturn
Ruine_abc
S 1 3628
Restore
) oA
ER
A
Unknown Switch
UNEKNOWN NES5200-245FP/8...
SNAUNKNOWN SNGINW3TNGG0172
ure kg G e
W parts wan W
A | —
- -
- Switch  MNotin SON. -
RG-ES205C-P EAPEO2
SN:MACCWLDTE9205GC SNMACC!

P
'
1 switches are selected. Deliver Config Cancel Config 4

(3) After the configuration is delivered, if you need to modify the effective range of the anti-private connection
function, click Configure to reselect the switch that enables the anti-private connection in the topology. After
the configuration is delivered, if you want to modify the effective range of the DHCP Snooping function, click

Configure to select desired switches in the topology again. Turn off DHCP Snooping to disable DHCP
Snooping on all switches with one click.
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0 DHCP snooping will prevent rogue DHCP servers offering IP addresses to DHCP clients to ensure the stability of the network.
DHCP Snooping: D
WAN
N
Gateway
Ruii
QOverturn
LAND LANT/WANS Restore

Gil7

Unknown Switch
UNKNOWN NES5200-245FP/8
SN:UNKNOWN SN:GTNWITNO00172
UNKNOWN UNKNOWN UNKNOWN UNKNOWHN
wian port 5 wWaN Wi

- Switch
2. RG-ES205C-F

13.2 Storm Control

13.2.1 Overview

When a local area network (LAN) has excess broadcast, multicast, or unknown unicast data flows, the network
speed will slow down and packet transmission will have an increased timeout probability. This is called LAN

storm, which may be caused by topology protocol execution errors or incorrect network configuration.

Users can perform storm control separately for the broadcast, multicast, and unknown unicast data flows. When
the rate of broadcast, multicast, or unknown unicast data flows received over a device port exceeds the specified
range, the device transmits only packets in the specified range and discards packets beyond the range until the

packet rate falls within the range. This prevents flooded data from entering the LAN and causing a storm.

13.2.2 Procedure

Choose Local Device > Security > Storm Control.

Click Batch Edit. In the displayed dialog box, select configuration types and ports, enter the rate limits of
broadcast, unknown multicast, and unknown unicast, and click OK. To modify or delete the rate limit rules after

completing the configuration, you can click Edit or Delete in the Action column.

There are two configuration types:

® Storm control based on packets per second: If the rate of data flows received over a device port exceeds the

configured packets-per-second threshold, excess data flows are discarded until the rate falls within the
threshold.
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® Storm control based on kilobytes per second: If the rate of data flows received over a device port exceeds
the configured kilobytes-per-second threshold, excess data flows are discarded until the rate falls within the
threshold.

Q search

Port List & Batch Edit 1l Delete Selected

Port Broadcast Unk Multi Unk Unicast Action
DHCP Snooping
Total 0 n 10/page Gotopage 1
ACL
Batch Edit -
Config Type @ By Packet Count By Traffic Volume
Broadcast pps Range: 1-14880952 (10G)
Unknown Multicast pps Range: 1-14880952 (10G)
Unknown Unicast pps Range: 1-14880952 (10G)
* Select Port
. Available Unavailable Scheduled Pok port Aggregate P8l Uplink Copper Fiber

15 17 19 21 23

11
HHHHHH iiiiii
HHHHEE ""'F HHHH

16 18 20 22 24 25 26 2

Select All  Inverse Deselect

13.3 ACL
13.3.1 Overview

An access control list (ACL) is commonly referred to as packet filter in some documents. An ACL defines a series

of permit or deny rules and applies these rules to device interfaces to control packets sent to and from the
interfaces, so as to enhance security of the network device.

You can add ACLs based on MAC addresses or IP addresses and bind ACLs to ports.

13.3.2 Creating ACL Rules

Choose Local Device > Security > ACL > ACL List.
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(1) Click Add to set the ACL control type, enter an ACL name, and click OK.

® Based on MAC address: To control the Layer 2 packets entering/leaving the port, and deny or permit specific
Layer 2 packets destined to a network.

Based on IP address: To control the Ipv4 packets entering/leaving a port, and deny or permit specific Ipv4
packets destined to a network.

il

Q search ACL Binding
ACL + Add [ Delete Selected
DHCP Sncoping
ACL Name ACL Type Status Action
Storm Control
Ne
ACL
Up to 512 entries can be added Total 0 n 10/page Gotopage 1
Port Protection
4
IP-MAC Binding
Add *
* ACL Name:
ACL Type: @ Based on MAC Based on IPv4 Address Based on IPv6 Address

(2) Click Details in the Action column of the ACL entry, set the filtering rules in the pop-up sidebar, and click
Save to add rules for the ACL. Multiple rules can be added.

The rules include two actions of Allow or Block, and the matching rules of packets. The sequence of a Rule

in an ACL determines the matching priority of the Rule in the ACL. When processing packets, the network
device matches packets with ACEs based on the Rule sequence numbers. Click Move in the rule list to

adjust the matching order.

Ruijie | Rcycc & Cloud Service  [) Alert Center  @Wizard @ English Exit
Q search ACLList  ACL Binding
& Routing
ACL + Add @ Delete Selected
[=) Optical Transceivet M.
ACL Name ACL Type Status Action
- )
Q@ Security snmp-acl Based on IPv4 Address Active

DHCP Snooping Up to 512 entries can be added

Total 1 n 10/page Gotopage 1
Storm Control

ACL

183



Configuration Guide Security

[snmp-acl]Settings X

ACL Name snmp-acl
ACL Block @ Allow
IP Protocol Number: @ All
Src IP Address: @ All

Dest IP Address: @ All

Save Reset

Existing ACL: (¥ou can click and drag the ACL number to swap the ACL)

Control
No.  Rule Action
Type

No Data Available

Table 13-1 Description of ACL Rule Configuration Parameters

Parameter Description

Configuring ACL Rules Action
ACL Block: If packets match this rule, the packets are denied.

Allow: If packets match this rule, the packets are permitted.

Match IP protocol number The value ranges from 0 to 255. Check All to
IP Protocol Number
match all IP protocols.

Match the source IP address of the packet. Check All to match all source IP
Src IP Address
addresses.

Match the destination IP address of the packet. Check All to match all
Dest IP Address o
destination IP addresses

Match Ethernet protocol type. The value range is 0x600~0xFFFF. Check All to

EtherType Value
match all protocol type numbers.
Sre M Match the MAC address of the source host. Check All to match all source
rc Mac
MAC addresses
Match the MAC address of the destination host. Check All to match all
Dest MAC

destination MAC addresses

Note

ACLs cannot have the same name. Only the name of a created ACL can be edited.

An ACL applied by a port cannot be edited or deleted. To edit, unbind the ACL from the port first.
There is one default ACL rule that denies all packets hidden at the end of an ACL.

13.3.3 Applying ACL Rules

Choose Local Device > Security > ACL > ACL List.

Click Batch Add or Edit in the Action column, select the desired MAC ACL and IP ACL for ports, and click OK.
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O Note

Currently, ACLs can be applied only in the inbound direction of ports, that is, to filter incoming packets.

Ruijie | Rcycc & Cloud Service () Alert Center  {}Wizard @ English v | Exit

[ Optical Transceiver M:

i ]
.
ACL Binding + Batch Add @ Unbind Selected
DHCP Snocping Port MAC-based ACL IPV4-based ACL 1PV6-based ACL Action
Storm Control Gity 4 Edit
ACL Gilf2 Edit
Port Protection ! G/ Edit
IP-MAC Binding (EIE Edit
Add X
MAC-based ACL: No Data
IPV4-based ACL: No Data
IPV6-based ACL: No Data
* Select Port:
. Available Unavailable 1 Aggregate ¥ Uplink Copper Fiber
M6000-16GT8SFP2XS/G1RPBEP000867 (ERTY M6000-165FP8GT2XS/G1RPBEM000519 (8
1 3 5 7 9 11 13 15 17 19 21 23 25 1 3 5 7 9 11 13 15 1

A ol ol ol ol ol P oFs Bl il bl e el e e B B
FEFEEEREE NN MMM EEE Y
2

4 6 8 10 12 14 16 18 20 22 24 26 2 4 6 8 10 12 14 16 1

Select Al Inverse Deselect

After an ACL is applied to a port, you can click Unbind in the Action column, or check the port entry and click

Delete Selected to unbind the ACL from the port.

Ruifie |Rcycc & Cloud Service () Alert Center  }Wizard @ English v Exit

Q search ACL List ACL Binding

(-] Optical Transceiver M:

0
© security ACL Binding + Batch Add T Unbind Selected
DHCF Snooping Port MAC-based ACL 1PV4-based ACL 1PV6-based ACL Action
Storm Control Gil/1 ¢ Edit

ACL Gil/2 00:11:22:33:44:55 - - Edit

13.4 Port Isolation

Choose Local Device > Security > Port Isolation.
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In some scenarios, it is required that communication be disabled between some ports on the device. For this
purpose, you can configure some ports as protected ports. Ports that enable port protection (protected ports)

cannot communicate with each other, users on different ports are Layer 2-isolated. The protected ports can
communicate with non-protected ports.

Port protection is disabled by default, which can be enabled by clicking to batch enable port protection for
multiple ports, you can click Batch Edit to enable port protection, select desired port and click OK.

Q Search Port List @ & Batch Edit
@& L3 Interfaces Port Action
: @
@ Routing
Gi2
() Optical Transceiver M;
Gi3
=]

DHCP Snooping Gis

Gis

-

Storm Control

Gi7
ACL

Gig

Port Isolation Gi9

1P-MAC Binding Gito

1P Source Guard Total 28 23 0 10/page Gotopage 1

13.5 IP-MAC Binding

13.5.1 Overview

After IP-MAC binding is configured on a port, to improve security, the device checks whether the source IP
addresses and source MAC addresses of IP packets are those configured for the device, filters out IP packets
not matching the binding, and strictly control the validity of input sources.

13.5.2 Procedure
Choose Local Device > Security > IP-MAC Binding.
1. Adding an IP-MAC Binding Entry

Click Add, select the desired port, enter the IP address and MAC address to be bound, and click OK. At least

one of the IP address and MAC address needs to be entered. To modify the binding, you can click Edit in the
Action column.

A\ caution

IP-MAC Binding take effects prior to ACL, but it has the same privilege with IP Source Guard. The packet
matching either configuration will be allowed to pass through.
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Ruijie | Rcycc & Cloud Service () Alert Center  {hWizard @ English ~ | Exit

Q Search
IP-MAC Binding @

Search by IPvd Addrass asearch [N I [ Delete Selected

DHCP Snooping IP Address MAC Address Port Action
192.168.130.1 Gi19 Edit Delete
Storm Control
192168.132.12 Gist Edit Delete
ACL
Up to 500 entries can be added. Total 2 n 10/page Gotopage 1
Port Protection
«
IP Source Guard
Add =
1Pvd Addn
MAC Address
* Select Port:
. Available Unavailable Scheduled PoE port Aggregate [N Uplink Copper Fiber

15 17 19 21 23

11
HHHHHH iiiiii
FMEAAKk; YEEFFD AAEEn

16 18 20 22 24 25 26

Select All  Inverse Deselect

2. Searching Binding Entries

The search box in the upper-right corner supports finding binding entries based on IP addresses, MAC
addresses or ports. Select the search type, enter the search string, and click Search. Entries that meet the
search criteria are displayed in the list.

Ruijie | Rcycc & Cloud Service 0 Alert Center  {hWizard @ English ~ | Exit
.
Q search o
IP-MAC Binding @ B
@ Security Search by IPvd Address Q Search & Add B Delete Selected
DHCP Snooping IP Address Search by IPvé Address Port Action
192.168.130.1 Search by IPv4 Address Gite Edit Delete
Storm Control i
Search by MAC
192.168.132.12 Gi Edit Delete
ACL Search by Port
Up to 500 entries can be added. Total 2 n 10/page Gotopage i
Port Protection

IP-MAC Binding

3. Deleting an IP-MAC Binding Entry

® Batch Configure: In IP-MAC Binding List, select an entry to be deleted and click Delete Selected. In the
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displayed dialog box, click OK.

® Delete one binding entry: click Delete in the last Action column of the entry in the list. In the displayed dialog

box, click OK.
Ruijie |Rcycc & Cloud Service (1 Alert Center ~ {bWizard @ English v | Exit |
Q Search M o
IP-MAC Binding ®

DHCP Snooping -] IP Address MAC Address Port Action

92.166.130.1 Gi19 Edit Delete
Storm Cantrol
192.168.132.12 Gi31 Edit
ACL

Up to 500 entries can be added. Total 2 n 10/page Gotopage 1
Port Protection

IP-MAC Binding
l

IP Source Guard

13.6 IP Source Guard

13.6.1 Overview

After the IP Source Guard function is enabled, the device checks IP packets from DHCP non-trusted ports. You
can configure the device to check only the IP field or IP+MAC field to filter out IP packets not matching the

binding list. It can prevent users from setting private IP addresses and forging IP packets.

A\ caution

IP Source Guard should be enabled together with DHCP snooping. Otherwise, IP packet forwarding may be
affected. To configure DHCP Snooping function, see 13.1 DHCP Snooping for details.

13.6.2 Viewing Binding List

Choose Local Device > Security > IP Source Guard > Binding List.

The binding list is the basis for IP Source Guard. Currently, data in Binding List is sourced from dynamic
learning results of DHCP snooping binding database. When IP Source Guard is enabled, data of the DHCP
Snooping binding database is synchronized to the binding list of IP Source Guard. In this case, IP packets are

filtered strictly through IP Source Guard on devices with DHCP Snooping enabled.

Click Refresh to obtain the latest data in Binding List.

Ruijie | Reycc & Cloud Service [ Alert Center  {}Wizard @ English + Exit

Q search
Port Settings Excluded VLAN Binding List

~] Optical Transceiver M.

. Binding List & Search by IP Address Q Search 2 Refresh

IP Address MAC Address Port VLAN ID Status Rule

DHCP Snooping
Storm Control

Up to 1900 entries can be added. Total 0 10/page Go to page 1
acL P - /pag

Port Protection

IP-MAC Binding

IP Source Guard
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The search box in the upper-right corner supports finding the specified entry in Binding List based on IP

addresses, MAC addresses, VLANSs or ports. Click the drop-down list box to select the search type, enter the

search string, and click Search.

Ruijie | Reycce

Q Search
o Port Settings
[+] Optical Transceiver M.

) Security

Excluded VLAN

Binding List @

IP Address

DHCP Snooping

Storm Control

Up to 1900 entries can be added

ACL

Port Protection

IP-MAC Binding

IP Source Guard

13.6.3 Enabling Port IP Source Guard

& Cloud Service

| Search by IP Address

Search by IP Address VLAN ID
Search by MAC
Search by VLAN

Search by Port Total 0

Choose Local Device > Security > IP Source Guard > Basic Settings.

[ Alert Center  {}Wizard @ English~ | Exit

Q Search T Refresh

Status Rule

B e cowpse o

In Port List, click Edit in the Action column. Select Enabled and select the match rule, and click OK.

There are two match rules:

® |P address: The source IP addresses of all IP packets passing through the port are checked. Packets are

allowed to pass through the port only when the source IP addresses of these packets match those in the

binding list.

® |P address+ MAC address: The source IP addresses and MAC addresses of IP packets passing through the

port are checked. Packets are allowed to pass through the port only when both the Layer 2 source MAC

addresses and Layer 3 source IP addresses of these packets match an entry in the binding list.

A\ caution

® |P Source Guard cannot be enabled on a DHCP Snooping trusted port.

® Only on a Layer 2 interface can IP Source Guard be enabled.

Ruijie | Rcycc

& Cloud Servica

0 Alert Center  {3Wizard @ English +

Q Ssearch
*] Optical Transceiver M; =
Port List ®

DHCP Snooping
Storm Control
ACL

Port Protection

IP-MAC Binding

IP Source Guard

Excluded VLAN

Port

Gi1/01

Gi1/0/2

Gi1/0/3

Gil/o/4

Gi1/0/5

Gi1/0/6

Enable

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Rule

IP Address

IP Address

IP Address

IP Address

IP Address

1P Address
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Edit x

Enable Enabled

Rule IP Address

IP Address

IP Address+MAC Address Cancel “

13.6.4 Configuring Exceptional VLAN Addresses

Choose Local Device > Security > IP Source Guard > Excluded VLAN.

When IP Source Guard is enabled on an interface, it is effective to all the virtual local area networks (VLANS)
under the interface by default. Users can specify excluded VLANSs, within which IP packets are not checked or
filtered, that is, such IP packets are not controlled by IP Source Guard.

Click Edit, enter the Excluded VLAN ID and the desired port, and click OK.

A\ cCcaution

Excluded VLANSs can be specified on a port only after IP Source Guard is enabled on the port. Specified
excluded VLANSs will be deleted automatically when IP Source Guard is disabled on the port.

RU.I?l—e |RC\/CC & Cloud Service (1 Alert Center  {hWizard @ English ~ Exit

Q Search

Port Settings Excluded VLAN Binding List
[) Optical Transcaiver M.

VLAN List @ + Add [ Delete Selected
) Security i

VLAN ID Port Action

DHCP Snooping

Storm Cantrol

Up to 64 entries can be added Total 0 10/ Gotopage 1
st [ ] page
Port Protection

IP-MAC Binding

IP Source Guard
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Add .
“VLAN ID
* Select Port:
.»‘a.-.-‘a able Unavailable Scheduled PoE port Aggregate [ Uplink Copper Fiber
5 7 9 1 13 15 17 19 21 23
t
2 4 6 8 10 12 14 16 18 20 22 2 25 26 27 28
Select All  Inverse Deselect

13.7 Configuring 802.1X Authentication

13.7.1 Function Introduction

1. Overview of IEEE 802.1X Authentication

IEEE 802.1X, an IEEE standard for port-based network access control (PNAC), provides protected
authentication for a secure access to LANSs. Its main purpose is to determine port availability. When the
authentication succeeds, IEEE 802.1X enables the port. Otherwise, the port is disabled.

On a traditional IEEE 802-compliant LAN, users can access network resources without authentication,
posing security risks. This is where IEEE 802.1X comes in.

Compared with traditional access methods, IEEE 802.1X has the following advantages:

o Security and reliability: IEEE 802.1X authentication is performed on a user or device before they
access the switch or LAN services. Data can pass through the Ethernet ports only after the
authentication succeeds.

o User identification: Identity authentication prevents unauthorized users and devices from accessing
LANs and WLANSs, and records their login and logout time.

o Simple and efficient quality: IEEE 802.1X uses Ethernet technology to retain the connectionless nature
of IP networks, reducing unnecessary overhead and redundancy.

IEEE 802.1X provides authentication, authorization, and accounting (AAA) security applications.

o Authentication: Determines whether a user can access network resources and denies unauthorized
users.

o Authorization: Authorizes users to access resources, and controls the permissions of authorized users.

o Accounting: Records network resources used by users for subsequent accounting.

IEEE 802.1X can be deployed on networks to control user access, authenticate users, and authorize

services.

& Note

RG-NBF series switches only support authentication.
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2. |EEE 802.1X authentication architecture

IEEE 802.1X has a typical client-server model that consists of three entities: client, network access device, and
authentication server, as shown in_Figure 13-1. The access control, as well as authenticating and authorizing a

client device can be implemented only when all three entities participate in the IEEE 802.1X authentication.

Figure 13-1 Typical IEEE 802.1X Architecture

Client Switch Server

® Authentication client: Indicates a client device that connects to a network and initiates access
authentication, such as PCs. Users need to enable the IEEE 802.1X authentication clients on their devices
and enter the necessary usernames and passwords to trigger authentication. Common authentication
clients include the IEEE 802.1X authentication client software embedded in Windows, macOS, and Linux
operating systems.

® Access device: Indicates an IEEE 802.1X-capable network device, which can be switches in most cases.
The access device provides network access for an authentication client and serves as the intermediary
between the authentication client and the authentication server. The access device interworks with a client
through the Extensible Authentication Protocol over LAN (EAPOL) protocol and with a server through the
Remote Authentication Dial in User Service (RADIUS) protocol.

® Authentication server: Verifies the identity information (such as the username and password) sent by a
client to determine whether the client has permission to access network services. The authentication server
performs client authorization and accounting based on network requirements. Open-source FreeRADIUS
and Ruijie SMP are typically used to provide authentication services.

3. IEEE 802.1X Dynamic VLAN Assignment

IEEE 802.1X dynamic VLAN assignment means that the authentication server can specify the VLAN ID of an
authenticated user. IEEE 802.1X dynamic VLAN assignment allocates a VLAN ID to the user during
authentication, and automatically adds them to the corresponding VLAN after successful authentication. VLAN

IDs can be allocated to different users.

& Note

The dynamic VLAN IDs on the RG-NBF series devices must be created in advance.

13.7.2 Configuring 802.1X

1. Add aserver

Choose Local Device > Security > 802.1X Authentication > RADIUS Server Management
Before configuration, please confirm:
® The Radius server is fully built and configured as follows.

o Add username and password for client login.

o Close the firewall, otherwise the authentication message may be intercepted, resulting in authentication
failure.

o Atrusted IP on the Radius server.
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® The network connection between the authentication device and the Radius server.
® |P addresses of the Radius server and the authentication device have been obtained.

Click Add Server Group, configure server group parameters, and click Save.

Q search Auth Config Port RADIUS Server Management Wired User List

DHCP Snooping

RADIUS Server Management

Server Group Name Server IP Auth Port Accounting Port Shared Password Action
Storm Control
No Data
ACL

Up to 20 entries can be added.
Port Protection

Server global configuration
IP-MAC Bindi
e Packet Retransmission Interval 3

IP Source Guard
* Packet Retransmission Count 3

802.1x Authentication|
Server Detection

Anti-ARP Spoofing
MAC Address Format JOOOUXHHNNK

3 Advanced

Add “

* Server group name

[ Server 1

* Server IP
* Server name
* Auth Port 1812
* Accounting Port 1813 @
* Shared Password

* Match Order @

(@ Add Server
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Table 13-2 Parameters of Adding a Server Group

parameter Description

Name of a server group. You can add multiple servers to a group. If a
server with a higher priority does not respond to the request of a client,
other servers in the group will perform the response according to the

matching sequence.

O Note

To use this function, enable server detection. For details, see 2.

Set up the server.

Server group name

Server IP Radius server address.

The port number used for accessing user authentication on the Radius
Auth Port
server.

) The port number used to access the accounting process on the Radius
Accounting Port
server.

Shared Password Radius server shared key.

The system supports adding up to 5 Radius servers. The higher the
Match Order . ) . S
matching order value is, the higher the priority is.

2. Set up the server

Choose Local Device > Security > 802.1X Authentication > RADIUS Server Management

(@ emmEr Auth Config  Port RADIUS Server Management | Wired User List
RADIUS Server Management Add Server Group
DHCP Snooping
Server Group Name Server IP Auth Port Accounting Port Shared Password Action

Storm Control

ACL

Up to 20 entries can be added.
Port Protection

|Seruer global configuration
IP-MAC Binding

4 * Packet Retransmission Interval 3

IP Source Guard i
* Packet Retransmission Count 3

802.1x Authentication
Server Detection

Anti-ARP Spoofing
MAC Address Format () X000

5 Advanced

Table 13-3 Description of Configuring Global Server Group Parameters

Parameter Description

Configure the interval for the device to send request packets before

Packet Retransmission Interval o )
confirming that there is no response from RADIUS
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Parameter Description

o Configure the number of times the device sends request packets before
Packet Retransmission Count

confirming that there is no response from RADIUS

If this function is enabled, you need to set "Server Detection Period",

) "Server Detection Times" and "Server Detection Username". It is used
Server Detection ) )
to determine the status of the server, so as to decide whether to enable

functions such as escape.

Configure the MAC address format of RADIUS attribute No. 31 (Calling-
Stationg-ID).

MAC Address Format The following formats are supported:

® Dotted hexadecimal format, such as 00d0.f8aa.bbcc
® |ETF format, such as 00-D0-F8-AA-BB-CC
® No format (default), e.g. 00d0f8aabbcc

3. Enable the IEEE 802.1X authentication

Choose Local Device > Security > 802.1X Authentication > Auth Config

(1) Toggle on Enable under Global Config, and click OK on the displayed confirmation window.

o Are you sure you want to Enable 802.1x

Cance' “

authentication?

(2) Select a server group. If no server group is created, click Edit to go to the RADIUS Server Management

page and add a server group. For details, see_1. Add a server.
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RADIUS Server Management

Upto 20 entries can be added.

Server A g
\ccount
Group Server P Auth Port "9
Port
Name
192.168.110.2
groupl 1812 1813

30

Server global configuration

* Packet Retransmission Interval 3
* Packet Retransmission Count 3
Server Detection

MAC Address Format (3) 000000000000

Security

e

Shared

Password Action

ruijie123 Edit Delete

(3) Click Advanced Settings to configure parameters such as Guest VLAN.

Q Search

W Lv nicniaseas
@ Routing -
Optical Transceiver M.

,\

DHCP Snooping
Storm Control
ACL

Port Protection
IP-MAC Binding

IP Source Guard

I 802.1x Authenticatior]

Anti-ARP Spoofing

5 Advanced -

Auth Config Port

Server Escape
Re-authentication
Guest Vlan

*  EAP-Request Packet 2

Retransmission Count

* Quiet Period 30

* Client Packet 15
Timeout Duration

* Client Packet 15
Timeout Duration

EAP-Request Packet 15

Interval

RADIUS Server Management

Advanced Settings

Wired User List

Table 13-4 Description of Parameters in the Advanced IEEE 802.1X Settings

parameter

Description

Server Escape

the Internet

If the server disconnection is detected, all users will be allowed to access

Re-authentication

security

Require clients to re-authenticate at certain intervals to ensure network
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Security

parameter

Description

Guest VLAN

Provide a VLAN for unauthenticated clients to restrict their access

EAP-Request Packet
Retransmission Count

Define the number of times the EAP request message will be
retransmitted when no response is received, value range: 2- 10 times

Quiet Period

During the authentication process, the idle time between the client and
the server does not exchange authentication messages, value range: 0-

65535 seconds

Client Packet

Timeout Duration

The time limit for the server to wait for the response from the client.
Exceeding this time will be regarded as an authentication failure. Value

range: 1-65535 seconds

Client Packet

Timeout Duration

The time limit for the client to wait for the server to respond, exceeding
this time will be considered as an authentication failure, value range: 1-

65535 seconds

EAP-Request Packet Interval

Define the time interval between sending EAP request messages to
control the rate of the authentication process, value range: 1-65535

seconds

4. Configure the effective interface

Choose Local Device > Security > 802.1X Authentication > Port

Click Edit for an individual interface or Batch Configure to edit authentication parameters for interfaces.

Ruijie | Reycc

@ Cloud Service L1 Alert Center

HWizard @ English ~ | Bat |

Q search Auth Config RADIUS Server Management Wired User List

[>) Optical Transceiver M:

B Port List
@) Security

Interface
DHCP Snooping
Giljo/
Storm Control
Gil/0/2
ACL
Gil/o/3

Port Protection
l Gil/o/a

IP-MAC Binding -
5i

IP Source Guard Gil/0/6

802.1x Authentication Gil/0/7

802.1x Authentication Auth Method

disable
disable
disable
disable
disable
disable

disable
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multi-auth

multi-auth

multi-auth

multi-auth

multi-auth

multi-auth

multi-auth

I Batch Config @

Action
Edit
Edit
Edit
Edit
Edit
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Edit

802.1x Authentication
Auth Method disable
Auth Mode multi-auth
Guest Vlan

User Count Limit per 1000

Port

Security

S

Table 13-5 Description of Port Configuration Parameters

Parameter

Description

802.1X Authentication

When enabled, the selected interface will enable 8.02.1x authentication.

Auth Method

It is recommended to select the auto authentication method.

disable: Turn off the authentication method, which has the same effect as
turning off the 802.1X authentication switch

force-auth: Mandatory authentication, the client can directly access the
Internet without a password

force-unauth: force no authentication, the client cannot authenticate and
cannot access the Internet

auto: automatic authentication, the device needs to be authenticated, and
can access the Internet after passing the authentication

® multi-auth: Supports multiple devices using the same port for authentication,
but each device needs to be authenticated independently
® multi-host: Multiple devices are allowed to share the same port. As long as
Auth Mode one user passes the authentication, subsequent users can access the
Internet
@ single-host: Each port only allows one device to be authenticated, and can
access the Internet after successful authentication
When enabled, devices that fail authentication will be dynamically assigned to the
specified Guest VLAN
A\ Notice
Guest Vlan

You need to create a VLAN ID first and apply it to the interface, then in
Security Management > 802.1X Authentication > Advanced settings in the

authentication configuration enable Guest VLAN and enter the ID

User Count Limit per
Port

Limit the number of users under the interface

ﬂ Note

The maximum number of users supported by switches and their single

ports both ranges from 1 to 1000 users.
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13.7.3 Viewing the List of Wired Authentication Users

8.02.1x function is configured on the entire network and a terminal is authenticated and connected to the network,

you can view the list of authenticated users.

Choose Local Device > Security Management > 802.1X Authentication to obtain specific user information.

Q Search Auth Config Port RADIUS Server Wired User List
) Optical Transceiver M.
- Wired User List 4 Batch Logout
u Stat Interf: Userviay  Authenticat Mac Online Ti Access N Acti
DHCP ShDDFiﬂg sername atus Interface ser on type Address nline Time cess Name ction
Storm Control
AcCL
Total 0 n 10/page Go to page 1
Port Protection
4
IP-MAC Binding

IP Source Guard

802.1x Authentication

Click Refresh to get the latest user list information.

If you want to disconnect a certain user from the network, you can select the user and click Offline in the

"Operation" column; you can also select multiple users and click Batch Offline.

13.8 Anti-ARP Spoofing

13.8.1 Overview

Gateway-targeted ARP spoofing prevention is used to check whether the source IP address of an ARP packet
through an access port is set to the gateway IP address. If yes, the packet will be discarded to prevent hosts
from receiving wrong ARP response packets. If not, the packet will not be handled. In this way, only the uplink
devices can send ARP packets, and the ARP response packets sent from other clients which pass for the

gateway are filtered out.

13.8.2 Procedure
Choose Local Device > Security > Anti-ARP Spoofing.
1. Enabling Anti-ARP Spoofing

Click Add, select the desired port and enter the gateway IP, click OK.

& Note

Generally, the anti-ARP spoofing function is enabled on the downlink ports of the device.
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Ruijie | Rcycc & Cloud Service (1 Alert Center  {hWizard @ English ~

Q Search . .
. Anti-ARP Spoofing @ & Add i Delete Selected

[*] Optical Transceiver M:

IP Address Port Action

No Data
DHCP Sneoping

Up to 256 entries can be added Total 0 n 10/page Gotopage 1
Storm Control

ACL

Port Protection
IP-MAC Binding
IP Source Guard

802.1x Authentication

Anti-ARP Spoofing

Add =

*|P Address

* Select Port:

. Awvailable Unavailable Scheduled PoE port Aggregate [ Uplink Copper Fiber

19 21

18 20 22 24 25 26 27 28

Select All  Inverse Deselect

2. Disabling Anti-ARP Spoofing

Batch disable: Select an entry to be deleted in the list and click Delete Selected.

Disable one port: click Delete in the last Action column of the corresponding entry.

Ruijie | Rcycc & Cloud Service () Alert Center  {pWizard
Q Ssearch M R .
Anti-ARP Spoofing ® & Add @ Delete Selected
@ Security
a IP Address Port Action
DHCP Snooping
172301021 Gizs Edit Delete
Storm Control E 172162.13.2 Gi19 Edit
Act Up to 256 entries can be added. Total 2 [ 1 ] 10/page Gotopage 1

Port Protection
IP-MAC Binding

IP Source Guard
B02.1X Authentication

Anti-ARP Spoofing
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14 Advanced Configuration

141 STP

STP (Spanning Tree Protocol) is an L2 management protocol that eliminates L2 loops by selectively blocking
redundant links in the network. It also provides the link backup function.

Ruipie | Rcycc & Cloud Service [ Alert Center  {}Wizard @ English v | Exit

Q Search STP Settings

%] Optical Transceiver M:

Note: Enabling Spanning Tree Protacal {STP) or changing the spanning tree compatibility mode will initiate a new session. Do not refresh the page during the

@) Security configuration process.
o @
STR * Priority 28672 “Hello Time 2 seconds
LLDP * Max Age 20 seconds * Forward Delay 15 seconds
RLDP * Recovery Time 30 seconds @ STP Mode  RSTP

14.1.1 STP Global Settings

Choose Local Device > Advanced > STP > STP.

(1) Click to enable the STP function, and click OK in the displayed box. The STP function is disabled by default.

A\ Caution

Enabling the STP or changing the STP mode will initiate a new session. Do not refresh the page during
the configuration.

RU{TJ'e | RC\/CC & Cloud Service [ Alert Center  {hWizard @ English ~ | Exit |

Q Search STP Settings

[*) Optical Transceiver M.

P Note: Enabling Spanning Tree Protocol (STP) or changing the spanning tree compatibility mode will initiate a new session. Do not refresh the page during the

© Security configuration process

£5 Advanced S"’E
STP “Priority 28672 * Hello Time 2 seconds
LLOP * Max Age 20 seconds * Forward Delay 15 seconds
RLDP *Recovery Time 30 seconds @ STP Mode  RSTP

(2) Configure the STP global parameters, and click Save.
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Ruijie | Reycc

© Cloud Service [ Alert Center  }Wizard @ English

Q search STP Settings

[*) Optical Transceiver M.

@ "Vote: Enabling Spanning Tree Protocol (STP) or changing the spanning tres compatibility mede wilinitate a new session. Do not refresh the page during the

:’ Security configuration process
£ Advanced s @D
sTp Priority 28672 *HelloTime 2
LLOP * Max Age 20 seconds * Forward Delay 15
RLDP * Recovery Time 30 seconds @ STPMode  RSTP
4

Table 14-1 Description of STP Global Configuration Parameters

seconds

seconds

(Spanning Tree Protocol) and RSTP (Rapid Spanning Tree Protocol).

- Default
Parameter Description
Value

Whether to enable the STP function. It takes effect globally. STP attributes )

STP ] ) Disable
can be configured only after STP is enabled.

o Bridge priority. The device compares the bridge priority first during root

Priority ) i o ] o 32768
bridge selection. A smaller value indicates a higher priority.
The maximum expiration time of BPDUs The packets expiring will be
discarded. If a non-root bridge fails to receive a BPDU from the root bridge

Max Age o ) ) ) ) | 20 seconds
before the aging time expires, the root bridge or the link to the root bridge is
deemed as faulty

Recovery Time | Network recovery time when redundant links occur on the network. 30 seconds

Hello Time Interval for sending two adjacent BPDUs 2 seconds
The interval at which the port status changes, that is, the interval for the

Forward Delay ) ] ) ) ) 15 seconds
port to change from Listening to Learning, or from Learning to Forwarding.
The versions of Spanning Tree Protocol. Currently the device supports STP

STP Mode RSTP

14.1.2 Applying STP to a Port

Choose Local Device > Advanced > STP > STP.

Configure the STP properties for a port Click Batch Edit to select ports and configure STP parameters, or click

Edit in the Action column in Port List to configure designated ports.
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Ruifie | Reycc

& Cloud Service 0 Alert Center ~ {3Wizard @ English

Q Search STP Settings

& Routing

- Note: Enabling Spanning Tree Protocol (STP) or changing the spanning tree compatibility mode will initiate a new session. Do not refresh the page during the configuration
— process

[*] Optical Transceiver M.

v @D

© Security

*Priority 28672 *Hello Time 2 seconds

‘MaxAge 20 seconds “Forward Delay 15 seconds
STP

* Recovery Time 30 seconds @ STP Mode  RsTP
LLDP

‘
RLDP
Qos 2 Refresh & Batch Edit

Smart Hot Standby © Tips: It is recommended to enable the port connected to a PC with Port Fast.
Voice VLAN Link Status
Port Role Status Priority BPDU Guard Port Fast Action
Local DNS Config Status Actual Status
Giljo/1 disable disable 128 Auto Shared Disable Disable Edit i
) Diagnostics

Gitfosz designated forwarding 128 Auto Point-to-Foint Disable Disable 4

Port:Gi1/0/2

Port Fast
BPDU Guard

Link Status Auto

* Priority 128

Cancel 0K

Table 14-2 Description of STP Configuration Parameters of Ports

o Default
Parameter Description
Value

® Root: A port with the shortest path to the root

® Alternate: A backup port of a root port. Once the root port fails, the
Role alternate port becomes the root port immediately. NA

® Designated (designated ports): A port that connects a root bridge or an

upstream bridge to a downstream device.
® Disable (blocked ports): Ports that have no effect in the spanning tree.
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L Default
Parameter Description
Value

® Disable: The port is closed manually or due to a fault, does not
participate in spanning tree and does not forward data, and can be
turned into a blocking state after initialization or opening.

®  Blocking: A port in the blocking state cannot forward data packets or
learn addresses, but can send or receive configuration BPDUs and send
them to the CPU.

® Listening: If a port can become the root port or designated port, the port
Status will enter the listening state. Listening: A port in the listening state does | NA
not forward data or learn addresses, but can receive and send
configuration BPDUs.

® Learning: A port in the learning state cannot forward data, but starts to
learn addresses, and can receive, process, and send configuration
BPDUs.

® Forwarding: Once a port enters the state, it can forward any data, learn
addresses, and receive, process, and send configuration BPDUs.

Priorit The priority of the port is used to elect the port role, and the port with high 128
riori
Y priority is preferentially selected to enter the forwarding state

Configure the link type, the options include: Shared, Point-to-Point and Auto.

Link Status In auto mode, the interface type is determined based on the duplex mode. For Aut
uto
Config Status full-duplex ports, the interface type is point-to-point, and for half-duplex ports,
the interface type is shared.
Link Status
Actual link type: Shared, Point-to-Point NA

Actual Status

Whether to enable the BPDU guard function. After the function is enabled, if
Port Fast is enabled on a port or the port is automatically identified as an
edge port connected to an endpoint, but the port receives BPDUSs, the port will )
BPDU Guard ) ) o Disable
be disabled and enters the Error-disabled state. This indicates that an
unauthorized user may add a network device to the network, resulting in

network topology change.

Whether to enable the Port Fast function. After Port Fast is enabled on a port,
the port will neither receive nor send BPDUS. In this case, the host directly

connected to the port cannot receive BPDU.s. If a port, on which Port Fast is
Port Fast enabled exits the Port Fast state automatically when it receives BPDUSs, the Disable

BPDU filter feature is automatically disabled.

Generally, the port connected to a PC is enabled with Port Fast.

& Note

It is recommended to enable Port Fast on the port connected to a PC.
®  Aport switches to the forwarding state after STP is enabled more than 30 seconds. Therefore transient
disconnection may occur and packets cannot be forwarded.

204



Configuration Guide

14.2 LLDP

14.2.1 Overview

Advanced Configuration

LLDP (Link Layer Discovery Protocol) is defined by IEEE 802.1AB. LLDP can discover devices and detect

topology changes. With LLDP, the web interface can learn the topological connection status, for example, ports

of the device that are connected to other devices, port rates at both ends of a link, and duplex mode matching

status. An administrator can locate and troubleshoot faults quickly based on the preceding information.

14.2.2 LLDP Global Settings

Choose Local Device > Advanced >LLDP > LLDP Settings.

(1) Click to enable the LLDP function, and click OK in the displayed box. The STP function is enabled by default.

When the LLDP is enabled, this step can be skipped.

Q search

& Routing

@ Security

B3 Advanced

LLDP Settings LLDP Management LLDP Info

LLDP: ()

* Hold Multiplier: 4

* Reinitialization Delay:

* Transmit Interval 30 seconds * Forward Delay:
STP
Fast Count
Save
RLDP
(2) Configure the global LLDP parameters and click Save.
LLDP Settings LLDP Management LLDP Info
LLDP: ()
* Hold Multiplier: 4 * Reinitialization Delay:
* Transmit Interval: 30 seconds * Forward Delay:

* Fast Count: 3

Save

Table 14-3 Description of LLDP Global Configuration Parameters

2

2

2

2

seconds

seconds

seconds

seconds

Parameter

Description

Default Value

LLDP

Indicates whether the LLDP function is enabled.

Enable
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Parameter Description Default Value

TTL multiplier of LLDP

In LLDP packets, TTL TLV indicates the TTL of local information on a
Hold Multiplier neighbor. The value of TTL TLV is calculated using the following

formula: TTL TLV = TTL multiplier x Packet transmission interval + 1.
The TTL TLV value can be modified by configuring the TTL multiplier

and LLDP packet transmission interval.

Transmission interval of LLDP packets, in seconds

The value of TTL TLV is calculated using the following formula: TTL
TLV = TTL multiplier x Packet transmission interval + 1. The TTL TLV | 30 seconds

Transmit

Interval
value can be modified by configuring the TTL multiplier and LLDP

packet transmission interval.

Number of packets that are transmitted rapidly

When a new neighbor is discovered, or the LLDP working mode is
changed, the device will start the fast transmission mechanism in
order to let the neighboring devices learn the information of the
Fast Count device as soon as possible. The fast transmission mechanism 3
shortens the LLDP packet transmission interval to 1s, sends a certain
number of LLDP packets continuously, and then restores the normal
transmission interval. You can configure the number of LLDP packets
that can be transmitted rapidly for the fast transmission mechanism.

o Port initialization delay, in seconds You can configure an initialization
Reinitialization S )
Del delay to prevent frequent initialization of the state machine caused by | 2 seconds
ela
Y frequent changes of the port work mode.

Delay for sending LLDP packets, in seconds.

When local information of a device changes, the device immediately
transmits LLDP packets to its neighbors. You can configure a
transmission delay to prevent frequent transmission of LLDP packets

caused by frequent changes of local information.
Forward Delay 2 seconds

If the delay is set to a very small value, frequent change of the local
information will cause frequent transmission of LLDP packets. If the
delay is set to a very large value, no LLDP packet may be transmitted
even if local information is changed. Set an appropriate delay

according to actual conditions.

14.2.3 Applying LLDP to a Port

Choose Local Device > Advanced > LLDP > LLDP Management.
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Advanced Configuration

In Port List, Click Edit in the Action column, or click Batch Edit, select the desired port, configure the LLDP

working mode on the port and whether to enable LLDP-MED, and click OK.

® Send LLDPDU: After Send LLDPDU is enabled on a port, the port can send LLDPDUs.

® Receive LLDPDU: After Receive LLDPDU is enabled on a port, the port can receive LLDPDUSs.

® LI DPMED: After LLDPMED is enabled, the device is capable of discovering neighbors when its peer
endpoint supports LLDP-MED (the Link Layer Discovery Protocol-Media Endpoint Discovery).

LLDP Settings LLDP Management LLDP Info

Q search

& Routing

) Security

STP

LLDP

RLDP

Qos

Batch Edit

. Available

11
HHHHHH i
HHHHHH CHEOER HEHEA

14.2.4 Displaying LLDP information

Choose Local Device > Advanced > LLDP > LLDP Info.

Port List

Send LLDPDU

Receive LLDPDU

LLDP-MED

* Select Port

Unavailable

Enable

Enable

Enable

Enable

Enable

Send LLDPDU

Scheduled Pok port

15

14 16

17

19 21

Enable

Enable

Enable

Enable

Enable

+3 Uplink

23

18 20 22 24

25

Zﬁ

Receive LLDPDU

Copper

27

28

LLDP-MED
Enable
Enable
Enable
Enable

Enable

Fiber

Select All

Cancel

& Batch Edit

Action

Inverse  Deselect

To display LLDP information, including the LLDP information of the local device and the neighbor devices of

each port. Click the port name to display details about port neighbors.

You can check the topology connection through LLDP information, or use LLDP to detect errors. For example,

if two switch devices are directly connected in the network topology. When an administrator configures the VLAN,

port rate, duplex mode, an error will be prompted if the configurations do not match those on the connected

neighbor.
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Q search LLDP Settings LLDP Management LLDP Info
& Routing
Device Info
o Ny
& Security Device ID Type: Mac Address Device ID:  28:D0:F5:FF.99:26
Hostname: Ruijie Description: Reyee Switch(RG-NBS5200-24GT4XS-P) By Ruijie Networks
63 Advanced Supported Feature: Bridge, RouterRepeater Enabled Feature: Bridge,Router Repeater
MGMT IP: 192.168.110.18
sTP fe80:2ad0:A511-feff.0026
Neighbor Info
RLDP Port Device ID Type Device ID Port ID Type Port ID Neighbor System Time To Live(s)
4
Qo8 Gil MAC address Q0T4ICTIT4FF Interface name Gio/s Ruijie 18

Gi1]Neighbor Details X
i0/9
Device ID Type: MAC address Device ID: 00:74:9C:71:74:FF
Port ID Type: Interface name Port ID: Gi0/9
Hostname: Ruijie PVID: 1
VLAN ID: 1(VLANODO1) Time To Live: 118

MGMT IP: 127.0.0.1
Description: Ruijie 10G Ethernet Switch(S5750C-28GT4XS-H) By Ruijie Networks
Supported Feature: Repeater, Bridge, Router Enabled Feature: Repeater, Bridge, Router

14.3 RLDP

14.3.1 Overview

The Rapid Link Detection Protocol (RLDP) is an Ethernet link failure detection protocol, which is used to rapidly
detect unidirectional link failures, bidirectional link failures, and downlink loop failures. When a failure is found,
RLDP automatically shuts down relevant ports or asks users to manually shut down the ports according to the

configured failure handling methods, to avoid wrong forwarding of traffic or Ethernet Layer 2 loops.

Supports enabling the RLDP function of the access switches in the network in a batch. By default, the switch
ports will be automatically shut down when a loop occurs. You can also set a single switch to configure whether
loop detection is enabled on each port and the handling methods after a link fault is detected

14.3.2 Standalone Device Configuration

1. RLDP Global Settings

Choose Local Device > Advanced > RLDP > RLDP Settings.

(1) Enable the RLDP function and click OK in the displayed dialog box. The RLDP function is disabled by default.
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Q search RLDP Settings RLDP Management RLDP Info
@ Routing N
o (@)

©) Security v

£ Advanced -

STP

“Hello Interval: 3 seconds

Errdisable Recovery:

Save

LLDP

RLDP

(2) Configure RLDP global parameters and click Save.

RLDP Settings RLDP Management RLDP Info

rRioP: @D

# Hello Interval: 3 seconds Errdisable Recovery:

Save

Table 14-4 Description of RLDP Global Configuration Parameters

. Default
Parameter Description
Value
RLDP Indicates whether the RLDP function is enabled. Disable
Hello Interval Interval for RLDP to send detection packets, in seconds 3 seconds

) After it is enabled, a port automatically recovers to the initialized state ]
Errdisable Recovery Disable
after a loop occurs.

Errdisable Recovery | The interval at which the failed ports recover to the initialized state 30

Interval regularly and link detection is restarted, in seconds. seconds

2. Applying RLDP to a Port

Choose Local Device > Advanced > RLDP > RLDP Management.

In Port List, click Edit in the Action column or click Batch Edit, select the desired port, configure whether to

enable loop detection on the port and the handling method after a fault is detected, and click OK.
There are three methods to handle port failures:

® \Warning: Only the relevant information is prompted to indicate the failed port and the failure type.
® Block: After alerting the fault, set the faulty port not to forward the received packets

® Shutdown port: After alerting the fault, shutdown the port.
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A\ Caution

When RLDP is applied to an aggregate interface, the Action can only be set to Warning and Shutdown.

® When performing RLDP detection on an aggregate interface, if detection packets are received on the
same device, even if the VLANS of the port sending the packets and the port receiving them are different,
it will not be judged as a loop failure.

Q search RLDP Settings RLDP Management RLDP Info
@ Routing
Port List & Batch Edit
¥ Security
Port Loop Detection Action Action
.
Gil ¢ Disable Edit
stP Giz Enable Shutdown Edit
LLoP Gi3 Enable Shutdown Edit
RLDP Gid Enable Shutdown Edit
4
Qos Gis Enable Shutdown dit
Port:Gi3
Loop Detection: (D)
Action: | Shutdown
Warning
Shutdown

3. Displaying RLDP information

Choose Local Device > Advanced > RLDP > RLDP Info.

You can view the detection status, failure handling methods, and ports that connect the neighbor device to the
local device. You can click Reset to restore the faulty RLDP status triggered by a port to the normal state.

Q search RLDP Settings RLDP Management RLDP Info
() Optical Transceiver M. pgrt List Reset
) Security Port Status Action Neighbor Port
7N
Gij2 oK Shutdown
STP
Gi1/3 OK Shutdown
LLoR Gil/4 0K Shutdown
QoS Gilf6 oK

14.3.3 Configuring Network Switches in Batches

Choose Network-Wide > Workspace > Wired > RLDP

(1) Click Enable to access the RLDP Config page.
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Ruijie | Reyee Q Search O Alert Center @ English v | Bxit_|
One-Device
© RLDP vill avoid network congestion and connection interruptions caused by loops. After a loap occurs, the port invalved in the loop will be automatically
@ shut down.
& Gateway RLop: @D

= = =

‘ >>
Network-Wide Wi-Fi Radio Se...Rate Limi

® Workspace . -
& =) &2

& Devices Blocklist .. AP Mesh Load Bal...
) Clients =) g
LANPorts  LED  Client As..
(o) System
®=
Dormain -
«
Wired ~
@ ] =%
WAN  LAN DHCPSn. T mmmEALs s s sl s s s s s s s s s = s s s
&l
= Jr
RLDP  SW Config Rotate
o
Network-Wide ~ Restore
O < & Refresh

Reboot Upgrade Password

[

Reset

(2) In the networking topology, you can select the access switches on which you want to enable RLDP in either
recommended or custom mode. If you select the recommended mode, all access switches in the network
are selected automatically. If you select the custom mode, you can manually select the desired access
switches. Click Deliver Config. RLDP is enabled on the selected switches.
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< RLDP Config

FPlease select the target switch:

Recommended Custom
Auto-ldentified Switches Specified Switches

wWaN
A
Gateway
Ruijie.sbe Overturn
SN:HILADUT00362A
Restore
LAND LAN1/WAN3
Gil7
| —— - N
Unknown Switch
UNKNOWN NBS5200-245FP/8...
SN-UNKNOWN SN:GINW31NO00172
UNKENOWN UNENOWN UNKNOWN UNKNOWN
WAN WAN WAN
A |
AR . N AP
- Switch o NotinSON -
RAP2200e RG-ES205C-P EAPGO2 RAPZ260(G)
SN:1234942570021 SN:MACCWLD785205GC 4f SN:MACC522376524 SN:G1QH2LV00090C

2 switches are selected. Deliver Config Cancel Config A

(3) After the configuration is delivered, if you want to modify the effective range of the RLDP function, click
Configure to select desired switches in the topology again. Turn off RLDP to disable RLDP on all the
switches with one click.
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O RLDP will avoid network congestion and connection interruptions caused by loops. After a loop occurs, the port involved in the
i J I
loop will be automatically shut down.

wwor. [@0)]

WAN

A
Gateway
Ruiiie.abc Overturn
SN:HTLAQU100362A
Restore
LAND LANT/WANSZ
Gi17
| —
Unknown i Switch
UNKNOWM MB55200-245FP/8...
SM:UNKNOWN SM:GTNW3TM000172 A
UNKNOWN UNKNOWN UNKNOWN UNKNOWN
WAN port 5 WAN WAN
| ———
AP i : K i AP
= Switch b NOINSON =
RG-ES205C-P RAP2260(G)
SM:MACCWLD789205GC SN:G1QH2LV000%0C ‘
A

14.4 QoS

14.4.1 Overview

Quality of service (QoS) can meet users' requirements for different applications and different levels of service
quality. It allocates and schedules resources based on users' requirements and provides different levels of

service quality for different packets.

On a traditional IP network, a device treats all the packets in the same way, in which the device processes
packets based on their arrival time according to the queuing strategy of first in first out (FIFO), and transmits the
packets to the destination on a best-effort basis. When the network bandwidth is abundant, all the packets are

properly processed; when the network is congested, all the packets may be discarded.

QoS assigns a transmission priority to the packets of a type to highlight the importance of the packets. Then, the
devices provide special transmission services for these packets according to forwarding policies for different
priorities, congestion avoidance, and other mechanisms. With QoS, a device processes real-time and important
packets preferentially, processes non-real-time and common packets with lower priorities and even discards the

packets upon network congestion.

QoS enhances the network performance predictability, effectively allocates network bandwidth, and reasonably
utilizes network resources.
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14.4.2 Principles

1. Basic Concepts

® DiffServ model

The differentiated services (DiffServ) model classifies all packets transmitted on a network into different
types. The classification information related to QoS priority marking is recorded in some fields of Layer 2 or
Layer 3 packets, for example, the PRI field of IEEE 802.1Q frames, type of service (ToS) field of IPv4 packets,
traffic class (TC) field of IPv6 packets, and the MPLS experimental bits (EXP) field of multiprotocol label
switching (MPLS) packets.

In the network of DiffServ model, the classification information of packets can be assigned by hosts or other
network devices or based on different application policies or different packet contents. A device applies the
same transmission service policy to packets containing the same classification information and applies
different transmission service policies to packets containing different classification information. Based on
the classification information carried by packets, a device may provide different transmission priorities for
different packets, reserve bandwidth for a kind of packets, discard certain packets with lower priorities, or

take some other actions.
® PRI field of the IEEE 802.1q frames

The PRI field of IEEE 802.1Q frames (namely, the IEEE 802.1p priority) is located in the header of a Layer
2 packet containing an IEEE 802.1Q tag header, as shown in Figure 14-1.

Figure 14-1 Format of a Layer 2 Frame with an |IEEE 802.1Q Tag Header

2 bytes 2 bytes

TPID| TCI
6 bytes 6 bytes | 4bytes 12bytes 46-1500bytes 4 bytes
o 8021Q Length/ Data
Destination Address Source Address Header Type ( Variable ) FCS

The 4-byte IEEE 802.1Q tag header contains the 2-byte tag protocol identifier (TPID) and 2-byte tag control
information (TCI). TCI contains the 3-bit PRI field, as shown in Figure 14-2.

Figure 14-2 PRI Field of the IEEE 802.1q Frames

3 bits 1 bit 12 bits
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The PRI field represents eight priorities for packet transmission, and the priority values from high to low are

7,6,...,1,and 0. The IEEE 802.1p priority is applicable to scenarios where Layer 3 headers do not need to

be analyzed and QoS needs to be implemented only at Layer 2.

® ToS field of the IPv4 packets

IPv4 packets use the ToS field in the IP header to indicate the priority of the packets, as shown in Figure

14-3.

Figure 14-3 ToS Field in the IP Header

6 bits

DSCP
bit 1+ 0 1 2 3 4 7

Precedence D T
\ -, 4
AY
AY
AN
N 8 bits
Version o Type of Service Total Length
Length P ng

The ToS field contains eight bits, of which the first three bits are the IP PRE (precedence) field and represent

eight priorities for packet transmission, with the priority values from high to low being 7, 6,..., 1, and 0.

RFC 2474 redefines the ToS field of the IP header, in which the first 6 bits (bits 0 to 5) represent the
differentiated services code point (DSCP). DSCP is used to classify packets into a maximum of 64 different

categories.

® ToS field of the IPv6 packets

IPv6 packets use the TC field in the IPv6 header to indicate the packet priority, as shown in_Figure 14-4.

Figure 14-4 TC Field in the IPv6 Header

8 bits

20 bits

Version Traffic Class

Flow Label

PaylLoad Length

The TC field contains eight bits and provides the same function as the ToS field of IPv4 packets. The first
six bits of the TC field indicate DSCP.

2. Priority Mapping

Priorities are used to identify the scheduling weights or forwarding priority of packets. Different priority types are

defined for different packet types: IEEE 802.1q frames use the IEEE 802.1p priority, IP packets use the DSCP,

and so on.

After a packet enters a device interface, the packet priority is mapped to the CoS according to the trust mode

configured for the interface. Table 14-5 shows the mappings between trust mode configured for an interface and

the priorities.
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Table 14-5 Interface Trust Mode and Priority Mapping

Trust Mode Priority Mapping

® The device does not trust any priority information carried in the packet.

®  Apacket received by the interface is assigned to a queue based on the
802.1p-queue mapping table using the 802.1p value (interface priority)
configured for the interface.

Untrusted ®  For a packet with a VLAN tag sent by the interface, the device re-marks the
802.1p value of the packet based on the queue-802.1p mapping table.

®  For a packet without a VLAN tag sent by the interface, the device does not
re-mark the 802.1p value of the packet.

® [f the packet sent by the interface is an IP packet, the device re-marks the
DSCP value of the packet based on the queue-DSCP mapping table.

®  After an interface receives a packet:

o |If the packet carries a VLAN tag, the 802.1p value carried by the packet will
be used as the input for mapping, and the packet will be assigned to a
queue based on the 802.1p-queue mapping table.

o If the packet does not carry any VLAN tag, it will be processed by the
802.1p device in the same way as that in untrusted mode.

® For a packet with a VLAN tag sent by the interface, the device re-marks the
802.1p value of the packet based on the queue-802.1p mapping table.

®  For a packet without a VLAN tag sent by the interface, the device does not
re-mark the 802.1p value of the packet.

® [f the packet sent by the interface is an IP packet, the device re-marks the
DSCP value of the packet based on the queue-DSCP mapping table.

®  After an interface receives a packet:

o If the packet is not an IP packet, it will be processed by the device in the
same way as that in 802.1p mode.

o |Ifthe packet is an IP packet, the DSCP value of the packet will be used as
the input for mapping, and the packet will be assigned to a queue based on
the DSCP-queue mapping table.

DSCP ® |f the packet sent by the interface is an IP packet, the device re-marks the
DSCP value of the packet based on the queue-DSCP mapping table.

® |f the packet sent by the interface is not an IP packet, the packet is processed
depending on whether it carries a VLAN tag:

o |If the packet carries a VLAN tag, the device re-marks the 802.1p value of
the packets based on the queue-802.1p mapping table.

o |If the packet does not carry a VLAN tag, the device does not re-mark the
802.1p value of the packet.

3. Congestion Management

When the receiving rate of packets exceeds the sending rate, congestion occurs on the sending interface. If no
sufficient buffer is provided to store these packets, packet loss may occur. The congestion management
mechanism determines the sending order of packets based on their local priorities. The congestion management
function controls congestion and improves the local priorities of packets for some important data. When
congestion occurs, the packets of higher priorities are sent first to ensure that key services are provided in time.

Congestion management adopts the queue scheduling mechanism. The processing is as follows:

(1) Each packet is assigned to a queue based on priority-to-queue mappings.
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(2) The outbound interface selects the packets in a queue for sending according to various queue scheduling
policies (such as SP, WRR, and SP+WRR).

® SP scheduling policy

In strict-priority (SP) scheduling, packets are scheduled strictly based on their queue priorities from high to
low (a larger queue ID indicates a higher priority). Before sending a packet, check whether there is a packet
to be sent in a high-priority queue. If there is, send it. If not, check whether there is a packet to be sent in

the next-level queue, and so on.

The weakness of SP scheduling is that, when congestion occurs, if the packets in a higher priority queue

exist for a long time, the packets in a lower priority queue have no opportunity of being scheduled.
® WRR scheduling policy

Weighted Round Robin (WRR) ensures that all queues are scheduled in turn. Taking eight output queues
as an example, the device allocates bandwidth resources based on the weight of each queue. For example,
if the WRR weights of a 1000 Mbps port are set to 50, 50, 30, 30, 10, 10, 10, and 10, WRR ensures that at
least 50 Mbps of bandwidth is allocated to the queue with the lowest priority. WRR also allows for efficient
use of bandwidth by immediately switching to the next queue when a queue is empty.

® SP+WRR scheduling policy

SP scheduling is configured for one or more sending queues, and the other queues are scheduled in the
WRR mode. Among SP queues, only after all the packets in an SP queue with a higher priority are sent,
can the packets in an SP queue with a next higher priority be sent. Among SP and WRR queues, only after
the packets in all SP queues are sent, can the packets in WRR queues be sent.

14.4.3 Configuring QoS

1. Global Configuration

In local device mode, choose Advanced > QoS > Global Config.

In the Global Config page, you can configure the trust mode, modify the 802.1p-Queue Mapping Table for
inbound packets, modify the DSCP-Queue Mapping Table for inbound packets, modify the Queue-802.1p
Mapping Table for outbound packets, and modify the Queue-DSCP Mapping Table for outbound packets.

Click Batch Config to batch configure these mapping tables.
Click Reset to restore a mapping table to default values.

Q search Port Settings

L2 Multicast
Trusted Mode @ Untrusted Mode 802.1p 802.1p-DSCP

FIERPNOMSI VORI DSCP-Queue Mapping Table  Queue-802.1p Mapping Table  Queue-DSCP Mapping Table Batch Config @ Reset

802.1p Queue ID Action

© Security

£ Advanced

STP
Edit

LLoP
1 1 Edit

RLDP
2 2 Edit

RPS
£ Edit

e 4 a Edit
Voice VLAN 5 5 Edit
Local DNS 6 6 Edit

) Diagnostics 7 7 Edit

5) System Total 8 n 10/page Gotopage 1
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Table 14-6 Global Configuration Parameter Description

o Default
Parameter Description
Value

Priority designations of an inbound packet:

Untrusted Mode: The device does not trust any priority information carried
in the packet, and uses the interface priority as the 802.1p value of the
packet. The device assigns the packet into a queue based on the 802.1p-
queue mapping table. If Untrusted Mode is selected, any packets
received by any interface on the device will be assigned to queues based
on the interface priority regardless of the trust mode status configured in
the Port Settings page.

802.1p: The device trusts the 802.1p value carried in the packet, and use
the 802.1p value to assign the packet to a queue based on the 802.1p-
Trusted Mode queue mapping table. If the packet does not carry an 802.1p value, thatis, | Untrusted
the packet does not carry a VLAN tag, the device will process the packetin | Mode
the same way as that in untrusted mode. If 802.1p is selected, and the
designated interface is in untrusted mode in the Port Settings page, the

device will process the packet in the same way as that in untrusted mode.

802.1p-DSCP: The device trusts the 802.1p value (for non-IP packets) or
DSCP value (for IP packets) of the packet, and assigns the packet to a
queue based on the 802.1p-queue mapping table or the DSCP-queue
mapping table depending on the 802.1p value or DSCP value of the
packet. If 802.1p-DSCP is selected, and the designated interface is in
untrusted mode in the Port Settings page, the device will process the

packet in the same way as that in untrusted mode.

An input queue mapping table, which contains the mappings between the

802.1p-Queue 802.1p value and the queue ID. For example, if the 802.1p value is 0, and TA\S shown
Mapping Table the queue ID is 1, packets with the 802.1p value 0 will be assigned to |1n4_Tjﬂ
queue 1. -
An input queue mapping table, which contains the mappings between the As shown
DSCP-Queue DSCP value and the queue ID. For example, if the DSCP value falls within i Table
Mapping Table 0 to 7, and the queue ID is 0, packets with a DSCP value between 0 and 7 14-8—

will be assigned to queue 0.
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. Default
Parameter Description
Value
An output queue mapping table, which contains the mappings between the
queue ID and the 802.1p value. The 802.1p value of an outgoing packet in
a queue is re-marked based on the mapping. For example, if the queue 1D As sh
s shown
Queue-802.1p is 0, and the packets carrying a VLAN tag in queue 0 have an 802.1p in Tabl
in Table
Mapping Table value, then the 802.1p value of the packets in queue 0 are re-marked to 2. 14-9

If a packet does not carry any 802.1p value, that is, the packet does not
carry any VLAN tag, the device does not re-mark the 802.1p value of the
packet.

An output queue mapping table, which contains the mappings between the

9 DSCP queue ID and the DSCP value. The DSCP value of packets in the output As shown
ueue-

) queue is re-marked based on the mapping. For example, if the queue ID is | in Table
Mapping Table

0, and the mapped DSCP value is 8, then the DSCP value of packets in 14-10
queue 0 is re-marked to 8.

Table 14-7 Default 802.1p-Queue Mapping Table of the Device

802.1p Value Queue ID
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

Table 14-8 Default DSCP-Queue Mapping Table of the Device

DSCP Value Queue ID
0-7 0
8-15 1
16-23 2
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DSCP Value Queue ID
24-31 3
32-39 4
40-47 5
48-55 6
56-63 7

Table 14-9 Default Queue-802.1p Mapping Table of the Device

Queue ID 802.1p Value After Remarking
0 0
1 1
2 2
3 3
4 4
5 5
6 6
7 7

Table 14-10 Default Queue-DSCP Mapping Table of the Device

Queue ID DSCP Value After Re-marking
0 0

1 8

2 16

3 24

4 32

5 40

6 48

7 56
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2. Port Settings

In local device mode, choose Advanced > QoS > Port Settings.

In the Port Settings page, you can set the priority, trust mode, 802.1p remarking, DSCP remarking, queue

algorithm, and queue ID/weight for a designated interface.

< 12 Multicast
Port List Batch Config &

) Security

Trusted 802.1p DSCP Queue Queue ID/Weight
Interface Priority Mode Remarki Remarki  Algorith
ng ng m (] 1 2 3 4 5 6 7
TP Gi o jsable  Disable  Disable  SP+WRR 1 2 3 4 5 3 13 15
LLoP Giz [ Disable Disable Disable  SP+ WRR 1 2 3 4 5 9 13 15
RLDP Gi3 [ Disable Disabl Disable  SP+ WRR 1 2 3 4 5 9 13 15
“
ERPS Gid ] Disable Disable Disable  SP+WRR 1 2 3 4 5 9 13 15
QoS Gis 0 Disable Disable Disable P+ WRR 1 2 3 4 5 9 3 15
Gi6 Disable Disable Disable P+ WR 1 4 ! 1
Voia VLAN Gi6 [ i SP+ WRR 2 3 5 9 3 5
X Gi7 0 isable Disable Disable P+ WRR 1 2 3 4 5 9 13 15
Local DNS
- Gie [ Disable Disable Disable  SP+WRR 1 2 3 4 5 9 13 15
() Diagnostics
Gig 0 Disable Disable Disable P+ WRR 1 2 3 4 5 9 3 15
@ System
Gilo [ Disable Disable Disable P+ WRR 1 2 3 4 5 9 13 15

Table 14-11 Port Configuration Parameter Description

- Default
Parameter Description
Value
Interface priority. When the device is in untrusted mode, packets are
Priority assigned to a queue based on this priority, which is equivalent to the 0
802.1p value of a packet.
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L Default
Parameter Description
Value

Priority designations of an inbound packet:

Disable: The device does not trust any priority information carried in the
packet, and uses the interface priority as the 802.1p value of the packet.
The device assigns the packet into a queue based on the 802.1p-queue
mapping table.

Enable: The device trusts the 802.1p value (for non-IP packets) or DSCP
value (for IP packets) of the packet, and assigns the packet to a queue

based on the 802.1p-queue mapping table or the DSCP-queue mapping
Trusted Mode table depending on the 802.1p value or DSCP value of the packet. Disable

If Untrusted Mode is selected in the Global Config page, any packets
received by any interface on the device will be assigned to queues based
on the interface priority regardless of the trust mode status configured in
the Port Settings page.

If 802.1p or 802.1p-DSCP is selected in the Global Config page, the device
will only process packets received by the specified interface in the same
way as that in trusted mode when the Trusted Mode of the designated
interface is set to Enable in the Port Settings page.

Enable: The 802.1p value of packets in the queue is re-marked based on
the Queue-802.1p Mapping Table.

802.1p Remarking | Disable: The device does not re-mark the 802.1p value of packets in the Enable
queue based on the Queue-802.1p Mapping Table, and marks the priority

of the outgoing packets based on the priority of the input queue.

Enable: The DSCP value of packets in the queue is re-marked based on
the DSCP-802.1p Mapping Table.

DSCP Remarking | Disable: The device does not re-mark the DSCP value of packets in the Enable
queue based on the Queue-802.1p Mapping Table, and marks the priority
of the outgoing packets based on the priority of the input queue.

Queue Algorithm The queue algorithm adopted by the interface. SP+WRR

WRR weight of a queue. The value 0 indicates that the SP algorithm is As sh
s shown
) adopted for the queue. After all packets in all SP queues are sent, the )
Queue ID/Weight ) ] ) in Table
device will send packets in WRR queues. Among SP queues, the queue 1412

with a larger ID is scheduled first.
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Table 14-12 Default Interface Queue ID/Weight of the Device

Queue ID WRR Weight
0 1

1 2

2 3

3 4

4 5

5 9

6 13

7 15

14.5 Configuring the Local DNS

The local DNS server is optional. The device obtains the DNS server address from the connected uplink device

by default.
Choose Local Device > Advanced > Local DNS.

Enter the DNS server address used by the local device. If multiple addresses exist, separate them with spaces.
Click Save. After configuring the local DNS, the device first use the DNS of the management IP address for

parsing domain names. If the device fail to parse domain names, then use this DNS address instead.

Q search
0 The device will get the DNS server address from the uplink device.

% L2 Multicast
Local DNS server (2)
©) Security v

»~
STP
LLDP
RLDP
ERPS
QoS

Voice VLAN

Local DNS
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14.6 Voice VLAN

14.6.1 Overview

A voice virtual local area network (VLAN) is a VLAN dedicated to voice traffic of users. By creating a voice VLAN

and adding ports connected to voice devices to the voice VLAN, you can have voice data transmitted in the

voice VLAN and deliver specified policy of the quality of service (QoS) for voice streams, to improve the

transmission priority of voice traffic and ensure the call quality.
14.6.2 Global Voice VLAN Configuration

Choose Local Device > Advanced > Voice VLAN > Global Settings.

Turn on the voice VLAN function, configure global parameters, and click Save.

Q! sz oul Port Settings
< L2 Multicast o
Voice VLAN @D
@ Security
“VIAN 2 Range: 2-4094
Max Age 1440 minute Range: 1-43200
STP
CoS Priority 6
LLDP

RLDP

ERPS

QoS
Voice VLAN

Table 14-13 Description of VLAN Global Configuration Parameters

Parameter Description Default Value
Voice VLAN Whether to enable the Voice VLAN function Disable
VLAN VLAN ID as Voice VLAN NA

Aging time of voice VLAN, in minutes. In automatic mode, after the

MAC address in a voice packet ages, if the port does not receive any

You can modify the priority of the voice traffic to improve the call

quality.

Max Age . o o . . 1440 minutes
more voice packets within the aging time, the device removes this
port from the voice VLAN
The Layer 2 Priority of voice stream packets in a Voice VLAN. The
value range is from O to 7. A greater value indicates a higher priority.
CoS Priority 6

14.6.3 Configuring a Voice VLAN OUI

Choose Local Device > Advanced > Voice VLAN > OUI.
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The source MAC address of a voice packet contains the organizationally unique identifier (OUI) of the voice
device manufacturer. After the voice VLAN OUI is configured, the device compares the voice VLAN OUI with
the source MAC address in a received packet to identify voice data packets, and sends them to the voice VLAN

for transmission.

O Note

After the voice VLAN function is enabled on a port, when the port receives LLDP packets sent by IP phones, it

can identify the device capability fields in the packets, and identify the devices with the capability of Telephone
as voice devices. It also extracts the source MAC address of a protocol packet and processes it as the MAC
address of the voice device. In this way, the OUI can be added automatically.

Click Add. In the displayed dialog box, enter an MAC address and OUI, and click OK.

Ruijie | Rcycc & Cloud Service () Alert Center  {}Wizard @ English

Q search Global Settings Fort Settings

|| Optical Transceiver M: —

~ X OUlI List @ + Add T Delete Selected
() Security

Up to entries can be added.
(%] Advanced

MAC Address 0UI Mask Description Type Action
sTP

LLDP

Total 0 10/page Gotopage 1
RLDP n e

QoS

Smart Hot Standby

Add

* MAC Address
OUI Mask

Description

14.6.4 Configuring the Voice VLAN Function on a Port

Choose Local Device > Advanced > Voice VLAN > Port Settings.

Click Edit in the port entry or click Batch Edit on the upper -right corner. In the displayed dialog box, select
whether to enable the voice VLAN function on the port, voice VLAN mode to be applied, and whether to enable

the security mode, and Click OK.
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Ruijie | Reyce & Cloud Service L1 Alert Center  {hWizard @ English v | Exit
Q search Global Settings ~ OUI
| Optical Transceiver M.
N Port List & Batch Edit
() Security @
Port Enable Voice VLAN Mode Security Mode Action
£ Advanced
Git/o/1 Disabled Auto Mode Enabled Edit
sTP
Git/or2 Disabled Auto Mode Enabled
LLDP
Gil/o/3 Disabled Auto Mode Enabled Edit
RLDP
« Gil/0/4 Disabled Auto Mode Enabled Edit
QoS Giljo/5 Disabled Auto Mode Enabled Edit
Smart Hot Standby Gil//s Disabled Auto Mode Enabled Edit
Giljos7 Disabled Auto Mode Enabled Edit
Edit ~
Enable @D
Voice VLAN Mode | Auto Mode @

Security Mode (@D

Can[el “

Table 14-14 Description of the Voice VLAN Configuration Parameters on a Port

Parameter Description Default Value

Based on different ways the Voice VLAN function is enabled on the
port, the Voice VLAN Mode can be Auto Mode or Manual Mode:

® Auto Mode: In this mode, the device checks whether the permit

VLANSs of a port contain the voice VLAN after the voice VLAN

function is enabled on the port. If yes, the device deletes the
Voice VLAN Mode voice VLAN from the permit VLANSs of the port until the port Auto Mode
receives a voice packet containing a specified OUI. Then, the
device automatically adds the voice VLAN to the port's permit
VLANS. If the port does not receive a voice packet containing the
specified OUI within the global aging time, the device removes
the Voice VLAN from the permit VLANSs of the port.

® Manual Mode: If the permit VLANSs of a port contains the voice
VLAN, voice packets can be transmitted in the voice VLAN.
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Parameter Description Default Value

When the security mode is enabled, only voice traffic can be
transmitted in the voice VLAN. The device checks the source MAC
address in each packet. When the source MAC address in the packet
matches the voice VLAN OUI, the packet can be transmitted in the

Security Mode voice VLAN. Otherwise, the device discards the packet. Enable

When the security mode is disabled, the source MAC addresses of
packets are not checked and all packets can be transmitted in the
voice VLAN.

A\ cCcaution

® The voice VLAN mode of the port can be set as the auto mode only when the VLAN mode of the port is
Trunk mode. When the voice VLAN mode of the port work in the auto mode, the port exits the voice
VLAN first and is automatically added to the voice VLAN only after receiving voice data.

® After the voice VLAN function is enabled on a port, do not switch the Layer 2 mode (trunk or access
mode) of the port to ensure normal operation of the function. If you need to switch the Layer 2 mode of
the port, disable the voice VLAN function on the port first.

® Itis not recommended that both voice data and service data be transmitted over the voice VLAN. If you
want to transmit both voice data and service data over the voice VLAN, disable the voice VLAN function
in security mode.

® The voice VLAN function is unavailable on Layer 3 ports or aggregate interfaces.

14.7 Configuring VCS

Smart hot standby enables multiple switches to back up each other, ensuring uninterrupted data forwarding in

the event of a single failure.

14.7.1 Configuring VCS

Choose Local Device > Advanced > VCS.

View or modify selected hot standby interfaces, device IDs, and priorities. The switch with a higher priority is

elected as the active switch in a hot standby group.

A\ caution
The devices in a hot standby group must have unique device IDs and priorities configured.
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Hot Standby Config DAD Port Config Active/Standby Switchover

o The switches in the same smart hot standby group must have different switch IDs and priorities. The switch with a higher pricrity acts as the active device in the hot standby
group.
Device ID Devicel Device ID Device2
Device Priority 150 Device Priority 100 ~
Hot Standby Interface Config
il Available g Unavailable gl Connected Selected Ports:Te1/1/26
13 5 7 9 11 13 15 17 19 21 23 25
t - Sorry, the board is offline.
Click RITA for help. ﬁ
Ai
Delete Save

14.7.2 Configuring DAD Interfaces

Choose Local Device > Advanced > VCS > DAD Port Config.

After selecting the DAD interfaces of both the active and standby switches, connect these DAD interfaces with
VCS Config

an Ethernet cable to prevent network failures caused by dual active devices.

DAD Port Config Active/Standby Switchover

stability and connectivity.

Dual Active Detection (DAD) detects the health status of VCS members in real time through private protocol packets to avoid dual active devices, thereby enhancing system

‘
Device ID Devicel Device ID Device2
Device Priority 150 Device Priority 100
DAD Port Config

. Available Unavailable - Connected

1 3 5 7 9 1 13 15 17
M

Selected Ports:-
19 21 23
e ol ol ol ol ol ol ol ol ol e e v
FENEFYy FENEFEE N
2 4 6

8 10 12 14 16

18 20 22 24 25 26

14.7.3 Active Or Standby Switchover

Choose Local Device > Advanced > VCS > Active/Standby Switchover.

VCS Config

Click Switch. In the displayed dialog box, click OK to perform active/standby switchover. Clicking OK triggers a
device restart. Exercise caution when performing this operation.

DAD Port Config Active/Standby Switchover

You can manually perform mandatory active/standby switchover to switch the active supervisor engine to the standby supervisor engine. After the switchover, the active
devices.

@ supervisor engine is forcibly restarted and becomes a candidate or standby supervisor engine. The standby supervisor engine assumes the active role of managing the member
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15 Diagnostics

Diagnostics

A\ cCcaution

If the issue persists despite following the troubleshooting methods provided in this section, you may require

remote support from a technician who will enable developer mode to resolve the issue. We will ensure your

data is protected during this process.

15.1 Information Center

Choose Local Device > Diagnostics > Info Center.

In Info Center, you can view port traffic, VLAN information, routing information, client list, ARP list, MAC address,
DHCP snooping, IP-MAC binding, IP Source Guard, and CPP statistics of the device and relevant configurations.

© Info Center

VLAN Info (SVi&Routed Port) DNS: -  ©

Ports Port Info

LAN VLANZ

L2 Multicast b VLAN nfo

Routing Info ,
L3 Multicast merface

DHCP Clients

M-8 MU 3-247e25-28A05

L3 Interfaces ARP List
Routing MAC Address

DHCP Snooping
Optical Transcelver M

1P-MAC Binding
Securtty 1P SOURCE GUARD

=) Advanced cpp
Routing Info
&, Disgnostics
Interface
Network Taols
Fault Collection
Cable Diagnostics
DHCP Clients
Rogue ONUs
Alarms
Hostname

System

15.1.1 Port Info

VLANS VLANG VLANT VLANS VLANS VLAN1O VLANT1 VLAN12

IP Address DHCP Address Pool

192168.107.133

[ e Tt
MEEEEE SRR mE

1P Address Subnet Mask

IP Address MAC Address Lease Time (Min)

Choose Local Device > Diagnostics > Info Center > Port Info.

VLAN13

VLAN14 VLANTS

VLANDOOY

Status

Port Info displays the status and configuration information of the port. Click the port icon to view the detailed

information of the port.

& Note

® To configure the flow control of the port or the optical/electrical attribute of a combo port, see 7.2 Port

Configuration.

® To configure the Layer 2 mode of the port and the VLAN to which it belongs, see 5.3

VLAN.

Configuring Port
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© Info Center

Port Info
" Updated 0n2025-12-23 10:07:57 33 Refresh
VLAN Info
Routing Info
DHCP Clients
ARP List
MAC Address
Port Mtl
DHCP Snooping Status Disconnected
P MAC Bind Negotiation Rate
) inding Actual Rate - --kbps 7 --kbps
1P SOURCE GUARD Flow Centrol(Config  Disable
Status)
cpp

Flow Control(Actual  Disable
Status)
Attribute Fiber

15.1.2 VLAN Info

5 5 17 19 21 23

2 24 25 26 27 28

Flow 0.00 1 0.00 Interface Mode Access Port
Total Packets —/-- VLAN 1
CRC/FCS Emror 0/0 DHCP Address Pool --

Packets
Corrupted/Oversized  0/0
Packets

Conflicts 0

Choose Local Device > Diagnostics > Info Center > VLAN Info.

Diagnostics

Panel View

Display SVI port and routed port information, including the port information included in the VLAN, the port IP
address, and whether the DHCP address pool is enabled.

& Note

® To configure VLAN, see 5 VLAN.

® To configure SVI ports and routed ports, see 10.1  Setting a Layer 3 Interface.

© Info Center

VLAN Info (SVI&Routed Port)  DNS: --

& Refresh

Port Info
b VLAN Info VLANT  VLANZ  VIAN3  VLANA  VIANS  VIAN6  VIAN7  VIANS  VIANG  VIANIO  VLANTT  VLAN12
Routing Info
Interface 1P Address DHCP Address Pool
DHCP Clients
Mt1-8,Mt13-24,Te25-28,Ag5 192.168.107.133
ARP List
MAC Address 7 9 11 13 15 17 19 21 23
DHCP Snooping HHHHH“ ol ol ol e ol
HHHHEE L L L Ll Lo ],
IP-MAC Binding

1P SOURCE GUARD

15.1.3 Routing Info

4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Choose Local Device > Diagnostics > Info Center > Routing Info.

VLAN13

VLAN14

Remarks

VLAND0OT

VLAN15

Displays the routing information on the device. The search box in the upper-right corner supports finding route

entries based on IP addresses.

@ Note

To set up static routes, see 11.1  Configuring Static Routes.
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O Info Center

Port Info Q O Refresh

VLAN Info Interface IP Address Subnet Mask Next Hop

» | Routing Info - 1110 255.255.255.0 2220

DHCP Clients

ARP List

MAC Address DHCP Clients

DHCP Snooping < Refresh

IP-MAC Binding Hostname IP Address MAC Address Lease Time (Min) Status
IP SOURCE GUARD No Data

CPP

15.1.4 DHCP Clients

& Specification

If the device does not support Layer 3 functions, this type of information is not displayed.

Choose Local Device > Diagnostics > Info Center > DHCP Clients.

Displays the IP address information assigned to endpoints by the device as a DHCP server.

& Note

To configure DHCP server related functions, see 10.3.2 Viewing the DHCP Client.

Gig 2.1.1.0 255.255.255.0
Info

Center

Port Info DHCP Clients

VLAN Info 1000 ent an be added 2 Refresh

Routing Info Hostname P MAC Lease Time(Min) Status

P DHCP Clients

ARP List

15.1.5 ARP List

Choose Local Device > Diagnostics > Info Center > ARP List.

The ARP List displays dynamically learned and statically configured ARP entries on the device. You can view
the reachability, type, IP address, MAC address, and the physical interface corresponding to each MAC address.

& Note

To bind dynamic ARP or manually configure static ARP, see 10.6  Configuring a Static ARP Entry.
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@ Info Center

Port Info

VLAN Info

Routing Info

DHCP Clients
»[ave st ]

MAC Address

DHCP Snooping

IP-MAC Binding

1P SOURCE GUARD

CPP

ARP List

Interface
VLAN1(Gi1/1)
VLAN1(Gi1/1)
VLAN1(Gi1/1)
VLANA(Gi1/1)

VLAN1(-)
VLAN1(Gi1/1)
VLAN1(Gi1/1)
VLAN1(Gi1/1)
VLAN1(Gi1/1)

VLAN1(Gi1/1)

Up to 4000 entries can be added.

15.1.6 MAC Address

Choose Local Device > Diagnostics > Info Center > MAC address.

IP Address

192.168.110.15

192.168.110.17

192.168.110.59

192.168.110.5

192.168.110.60

192.168.110.7

192.168.110.12

192.168.110.1

192.168.110.14

192.168.110.58

MAC Address

ec:b9:70:1f:7c:97

10:82:3d:59:32:34

70:99:99:0b:09:7d

10:82:3d:50:65:4a

58:69:6¢:00:00:05

10:82:3d:39:2¢:21

48:81:d4:fa:dc:e6

28:d0:f5:e2:dd:af

70:42:d3:9a:31:40

58:69:6c:00:00:02

Total 17

-

Type
Dynamic
Dynamic
Dynamic
Dynamic

Static
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

>

Diagnostics

G Refresh
Reachable

Yes

Yes

Yes

Yes

VYes

Yes

Yes

Yes

Yes

Yes
10/page Go to page 1

Displays the MAC address information of the device, including the static MAC address manually configured by

the user, the filtering MAC address, and the dynamic MAC address automatically learned by the device.

& Note

To configure and manage the MAC address, see 6.2

MAC Address Management.

O Info Center

Port Info
VLAN Info
Routing Info
DHCP Clients

ARP List

P |IMAC Address

DHCP Snooping
IP-MAC Binding
IP SOURCE GUARD

CPP

MAC Address

Interface
Gi1/1
Gil/1
Gil/1
Gil/1
Gi1/1
Gi1/1
Gi/1
Gil/1
Gi1/1

Gi1/1

Up to 32K entries can be added.

15.1.7 DHCP Snooping

Search by MAC

MAC Address

F0:74:8D:CC:C5:88

00:DO:F8:11:23:11

10:82:3D:50:65:4A

F0:74:8D:C1:27:87

54:16:51:47:67:31

28:DOF5S:E2:DDAF

48:81:D4FA4CES

00:D0:F8:02:06:14

70:99:99:0B:09:7D

70:85:C4:89:6D:3C

Total 50

e

Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

4 5

Choose Local Device > Diagnostics > Info Center > DHCP Snooping.

>

Q & Refresh

VLAN ID

1

10/page Gotopage 1

Displays the current configuration of the DHCP snooping function and the user information dynamically learned

by the trust port.
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Diagnostics
& Note
To modify DHCP Snooping related configuration, see 13.1  DHCP Snooping.
O Info Center
DHCP Snooping
Port Info . . .
DHCP Snooping: Disabled Option82: Disabled Trusted Port: 2 Refresh
VLAN Info DHCP Snooping Binding Entries from the Trusted Port
Routing Info Interface IP Address MAC Address VLAN ID Lease Time (Min)
DHCP Clients No Data
ARP List
MAC Address
»[ DHCP Snooping IP-MAC Binding
IP-MAC Binding Search by IP Address Q 8 Refresh
IP SOURCE GUARD Port IP Address MAC Address
CpP
No Data

15.1.8 IP-MAC Binding

Choose Local Device > Diagnostics > Info Center > IP-MAC Binding.

Displays the configured IP-MAC binding entries. The device checks whether the source IP addresses and source

MAC addresses of IP packets match those configured for the device and filters out IP packets not matching the
binding.

& Note
To add or modify the IP-MAC binding, see_13.5  IP-MAC Binding.

R

Port Info Search by IP Address Q G Refresh
VLAN Info Port IP Address MAC Address
Routing Info
No Data
DHCP Clients
ARP List
MAC Address IP SOURCE GUARD
DHCP Snooping Search by IP Address Q C Refresh
P | IP-MAC Binding
Interface Rule IP Address MAC Address VLAN ID Status
IP SOURCE GUARD
CPP No Data

15.1.9 IP Source Guard

Choose Local Device > Diagnostics > Info Center > Source Guard.

Displays the binding list of the IP Source Guard function. The IP Source Guard function will check the IP packets

from non-DHCP trusted ports according to the list, and filter out the IP packets that are not in the binding list.
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& Note
To configure IP Source Guard function, see _13.5 |IP-MAC Binding.
0 Info Center
IP SOURCE GUARD
Port Info Search by IP Address Q Q Refresh
VLAN Info
Interface Rule IP Address MAC Address VLAN ID Status
Routing Info
No Data
DHCP Clients
ARP List
MAC Address CPP
DHCP Snooping
Total CPU bandwidth: 2000pps 2 Refresh
IP-MAC Binding
EtherType Value Rate Current Rate Total messages
» [ source suaro ]
bpdu 60pps Opps 0
CPP
lidp 50pps Opps 96824

15.1.10 CPP Info

Choose Local Device > Diagnostics > Info Center > CPP.

Displays the current total CPU bandwidth and statistics of various packet types, including the bandwidth, current

rate, and total number of packets.

0 Info Center
CPP

Port Info

Total CPU bandwidth: 2000pps

VLAN Info

Routing Info
DHCP Clients

ARP List

MAC Address
DHCP Snooping
IP-MAC Binding

IP SOURCE GUARD

PoE

a

15.2 Network Tools

EtherType Value

bpdu

lidp

rlidp

lacp

rdla

arp

dhep

icmp

macc

matt

Q Refresh

Rate

60pps

50pps

50pps

600pps

600pps

400pps

600pps

600pps

600pps

600pps

Total 41

1

Current Rate

Opps

Opps

Opps

Opps

Opps

2pps

Opps

Opps

1pps

Opps

3 4 5

10/page

Total messages
0
165494
0
0
0
9204478
2171147
25488
7399541
0

Go to page 1

The Network Tools page provides three tools to detect the network status: Ping, Traceroute, and DNS Lookup.

15.2.1 Ping

Choose Local Device > Diagnostics > Network Tools.

The Ping command is used to detect the network connectivity.
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Select Ping as the diagnosis mode, set Type, enter the destination IP address or website address, configure
the ping count and packet size, and click Start to test the network connectivity between the device and the IP

address or website. If "Ping failed" is displayed, the device is not reachable to the IP address or website.

Q search -
= Tool ® |@ Ping Traceroute DNS Lookup

Optical Transceiver Mi Type © IPv4 IPv6
& Security v *IP Address/Domain  www.google.com
3 Advanced M *Ping Count 4

@ Diagnostics - * Packet Size 64 Bytes

Network Tools

Fault Collection

Cable Diagnostics

15.2.2 Traceroute

Choose Local Device > Diagnostics > Network Tools.

The Traceroute function is used to identify the network path from one device to another. On a simple network,
the network path may pass through only one routing node or none at all. On a complex network, packets may
pass through dozens of routing nodes before reaching their destination. The traceroute function can be used to

judge the transmission path of data packets during communication.

Select Traceroute as the diagnosis mode, set Type, enter the destination IP address or website address,

configure the maximum TTL value used by the traceroute, and click Start.

Q Search
- Tool (B Ping DNS Lookup
[>) Optical Transceiver M: Type © IPv4 1Pv6
@ Security * |P Address/Domain www.google.com
=) Advanced “MaxTTL 20

Info Center

Network Tools

Fault Collection

15.2.3 DNS Lookup

Choose Local Device > Diagnostics > Network Tools.

DNS Lookup is used to query the information of network domain name or diagnose DNS server problems. If the
device can ping through the IP address of the Internet from your web page but the browser cannot open the web

page, you can use the DNS lookup function to check whether domain name resolution is normal.
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Select DNS Lookup as the diagnosis mode, enter a destination IP address or URL, configure the DNS server

address, and click Start.

Q Ssearch )
- Tool @ Ping Traceroute | @ DNS Lookup

[*] Optical Transceiver M; *|P Address/Domain www.google.com

&) Security DNS 8888

@ Diagnostics

Info Center

Netwark Toolg

15.3 Fault Collection

Choose Local Device > Diagnostics > Fault Collection.

When an unknown fault occurs on the device, you can collect fault information by one click on this page. Click
Start. The configuration files of the device will be packed into a compressed file. Download the compressed file

locally and provide it to R&D personnel for fault locating.

Q search
- @ Compress the configuration file for engineers to identify fault.

Optical Transceiver M:
@ Security
£ Advanced
A
Info Center

Network Tools

Fault Collection

15.4 Cable Diagnostics

Choose Local Device > Diagnostics > Cable Diagnostics.

The cable diagnostics function can detect the approximate length of a cable connected to a port and whether

the cable is faulty.

Select the port to be detected on the port panel and click Start. The detection results will be displayed below.
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(packet forwarding may be affected).

a @ OPca! port diagnostics i not supported. Cable diagnestics may cause temporary
Cable length refers to the length from the port to the cable fault point (there may be an error)
Ports
Port Panel
L2 Multicast - svailal . i
L3 Multicast
e ======
® Routing 4 4
I I
Optical Transceiver M.
Start
» @ Securlty
Result
Advanced
Port ‘Cable Length (cm) (7 Result
Info Center
Network Tools
Fauit Collection
Cable Diagnostics
Rogue ONUs
Alarms
System

The SPF port does not support the function.
® If a detected port contains an uplink port, the network may be intermittently disconnected. Exercise

caution when performing this operation.

15.5 Rouge ONUs

15.5.1 Overview

In Ethernet passive optical networks (EPONSs), optical network units (ONUs) share uplink bandwidth through
Time Division Multiple Access (TDMA) technology, which allows only one ONU to transmit during each time slot.
If an ONU does not adhere to the schedule set by the optical line terminal (OLT) and either transmits for too long
or does so in an uncontrolled manner, it is known as a rogue ONU. This behavior can prevent other ONUs from

connecting, resulting in frequent disconnections and packet loss, which disrupts normal network communication.
The RG-NBF series switches support both active and passive detection of rogue ONUSs.
® Active detection: Users can perform rogue ONU detection on specified PON ports through eWeb.

® Passive detection: The OLT automatically triggers rogue ONU detection by retrieving the online status of all
ONUs connected to its ports. If a rogue ONU is identified, an alert will appear on the on the Alerts page.

15.5.2 Procedure

Choose Local Device > Diagnostics > Rouge ONUSs.

Select the target PON port and click Start. You can view the detection results in the Result pane.
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@ Only PON ports can be detected

Ports Port Panel

[ i

L3 Multicast

@ L3 Interfaces

B Routing De
OpticlTasceier M

Security Result

Advanced Port Result

Info Center

Fault Collection

Cable Diagnostics

Alarm:
System

15.6 Alerts
)

Choose Local Device > Diagnostics > Alarms.

& Note

Choose Network > Alerts to view the alert information of other devices in the network.

Displays possible problems on the network environment to facilitate fault prevention and troubleshooting. You
can view the alert occurrence time, port, alert impact, and handling suggestions, and rectify device faults
according to handling suggestions.

All types of alerts are concerned by default. You can click Unfollow to unfollow this type of alert. The system
will no longer display this type of alert. To enable the notification function of a type of alert again, follow the alert

type on the Removed Alert page.

A\ caution
After unfollowing an alert, the system will not issue an alert prompt for this type of fault, and users cannot find

and deal with the fault in time. Exercise caution when performing this operation.

o Alerts No Alert

Current Alert Removed Alert
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Table 15-1 Alert Types and Product Support

Diagnostics

Alert Type

Description

Support Description

Addresses in the
DHCP address pool
are to be exhausted.

The device acts as a DHCP server, and the
number of allocated addresses is about to
reach the maximum number of addresses
that can be allocated in the address pool.

It is applicable only to devices that

support L3 functions.

Products that do not support L3
functions do not support this type of

abnormal.

alert.
The IP address of the
local device conflicts The IP address of the local device conflicts NA
with that of another with that of another client on the LAN.
device.
An IP address conflict )
. Among the devices connected to the current
occurs on downlink ) )
) device on the LAN, an IP address conflict NA
devices connected to )
) occurs on one or more devices.
the device.
The number of L2 MAC address entries is
The MAC address o
) ) about to reach the hardware capacity limit of | NA
table is full of entries.
the product.
The ARP table is full of | The number of ARP entries on the network NA
ARP entries. exceeds the ARP capacity of the device.
The device has a loop
A network loop occurs on the LAN. NA
alarm.
The optical port is .
A rouge ONU is detected. NA
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16 System Configuration

16.1 System Logs

On medium- and large-sized network projects, the network administrator usually uses third-party software to
connect to all devices, monitor each data indicator of the system, and determine whether any abnormal behavior
exists, thereby securing the system. The devices typically run network management protocols, such as Simple
Network Management Protocol (SNMP) and Syslog, to connect to third-party software.

16.1.1 Viewing Logs

Choose Network Wide > System > Syslog.
Choose Local Device > System > Syslog > View Log.

The Log List displays the operation logs of the local device. On the View Log page, you can specify a duration
or module to view logs, or export the log list and log file to the local device for backup or viewing.

K Saarch Log Settings

) Diagnostics Log List Download Local Log File Export Log List

() System Time Module Message ID Severity Description
Syslog 2024-09-02 14:19:20 EASYSON ADD_DEVICE_SUCCESS  Informational Add device G15$33J000155 succeeded

2024-09-02 14:11:20 EWEB LOGIN Informational remotelp 172.17.96.201 login successful
System Time

2024-09-02 10:09:01 EWEB LOGIN Informational remotelp 172.17.96.201 login successful
Login

2024-08-28 18:22:37 EASYSON ADD_DEVICE SUCCESS  Informational Add device G15K9)Q034020 succeeded

Ll
Backu
P EASYSON ADD_DEVICE SUCCESS  Informational Add device ZASSOF
SNMP EASYSON ADD_DEVICE SUCCESS  Informational Add device ZAS71DX015:
EASYSON ADD_DEVICE_SUCCESS Informational Add device ZAR91FY00206

Upgrade

2024-08-26 17:35:38 EASYSON ADD _DEVICE Informational Add device ZAS61DQ000025 succeeded
Scheduled Reboot

2024-08-26 17:35:37 EASYSON ADD_DEVICE_SUCCESS  Informational Add device ZAS7275001229 succeeded
Reboot 0 N _ .

2024-08-26 17:35:32 EASYSON ADD_DEVICE SUCCESS  Informational Add device ZASAOEI002847 succeeded
Cloud Service Total 232 - 21 51 B 5 Ee A3 10/page Gotopage 1

® View logs in a specified duration. Click Start Time, select the start and end dates, and click OK to filter logs

by date.
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Q search

) Diagnostics

& System
Syslog
System Time
Login
Backup
SNMP
Upgrade
Scheduled Reboot
Reboot

Cloud Service

View Log Log Settings

Log List

Time

2024-09-02 14:19:20
2024-09-02 14:11:20
2024-09-02 10:09:01
2024-08-28 18:22:37
2024-08-26 17:35:40
2024-08-26 17:35:40
2024-08-26 17:35:38
2024-08-26 17:35:38
2024-08-26 17:35:37

2024-08-26 17:35:32

Download Local Log File

System Configuration

Export Log List ‘l

Module

EASYSON

EWEB

EWEB

EASYSON

EASYSON

EASYSON

EASYSON

EASYSON

EASYSON

EASYSON

Total 232

2024-08-07

Sun  Mon
4 B

1 12
1B 19
25 26

00:00:00

2024 August

Tue Wed Thu

ADD_DEVICE SUCCESS  Informational

H :

> 2024-09-02 00:00:00
2024 September
Sat Sun Mon Tue Wed Thu Fri Sat
3
10 1 @ 38 & 5 6 7
17 8 9 10 n 12 13 14
2 1516 17 18 19 22 2
31 22 23 24 25 26 27 28
29 30

Clear

Add device ZASAOEJ002847 succeeded

24 > 10/page Gotopage 1

® View logs of a specified module. Enter a module name in the search box to view the operation logs of a

specified module.

BEES AEaR

2024-08-09 17:59:29

2024-08-09 17:59:29

2024-08-09 17:59:29

2024-08-09 17:59:29

2024-08-09 17:57:17

2024-08-09 17:57:17

2024-08-09 17:57:17

2024-08-09 17:57:17

2024-08-09 17:26:28

2024-08-09 17:26:06

TFREANETE

L3

STP

TP

sTP

STP

STP

TP

STP

STP

STP

STP

SHEFTAE

HRHFR

STP PORT STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT STATUS
STP_PORT_STATUS
STP_PORT STATUS
STP_PORT STATUS

STP_PORT_STATUS

£19&

BEAE

STP MST 0 Gi1/9 changed to Forwarding
STP MST 1 Gi1/9 changed to Forwarding
STP MST 0 Gi1/10 changed to Forwarding
STP MST 1 Gi1/10 changed to Forwarding
STP MST 0 Gi1/13 changed to Forwarding
STP MST 1 Gi1/13 changed to Forwarding
STP MST 0 Gi1/14 changed to Forwarding
STP MST 1 Gi1/14 changed to Forwarding
STP MST 1Gi1/1 changed to Forwarding

STP MST 1 Gi1/1 changed to Blocking

=1

B: o= BiE

® Download the log file and export the log list. Click Download Local Log File to download the compressed

package of log files to the local device for storage and backup. Click Export Log List to download the log

list in.csv format to the local device for viewing.

241



Configuration Guide

Q search

View Log Log Settings
) Diagnostics Log List Download Local Log File Export Log List |
@ system Time Module
Syslog 2024-08-09 17:59:29 STP
" 2024-08-09 17:59:29 STP

System Time

2024-08-09 17:59:29 STP
Login

2024-08-09 17:59:29 STP

<
ki

Pecrip 2024-08-09 17:57:17 STP
SNMP 2024-08-09 17:57:17 STP

2024-08-09 17:57:17 STP
Upgrade

2024-08-09 17:57:17 sTP
Scheduled Reboot

2024-08-09 17:26:28 sTP
Reboot

2024-08-09 17:26:06 STP

Cloud Service

16.1.2 Setting Logs

Message ID

STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT_STATUS
STP_PORT_STATUS

STP_PORT_STATUS

Choose Network-Wide > System > Syslog. Click Batch Config.

Ruijie |Rcycc

Severity -
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational

Total 19

System Configuration

STP

Description
STP MST 0 Gi1/9 changed to Forwarding
STP MST 1 Gi1/9 changed to Forwarding
STP MST 0 Gi1/10 changed to Forwarding
STP MST 1 Gi1/10 changed to Forwarding
STP MST 0 Gi1/13 changed to Forwarding
STP MST 1 Gi1/13 changed to Forwarding
STP MST 0 Gi1/14 changed to Forwarding
STP MST 1 Gi1/14 changed to Forwarding
STP MST 1 Gi1/1 changed to Forwarding
STP MST 1 Gi1/1 changed to Blocking
B :

10/page Gotopage 1

One-Device System Time
Backup & Import
Network-Wide Reset
Workspace
Upgrade
3 Devices
Reboot
(1] Clients

Device  Switch

Log List Export Log List
Time Module Message ID Severity
2025-03-17 08:5448 EWEB LOGIN Informational
2025-03-14 20:41:47 EWEB LOGOUT Informational
2025-03-14 1%:17:22 EWEB LOGIN Informational
2025-03-14 1907:35 PORT PORT LINK DOWN Informational
2025-03-14 19.04:41 EWEB LOGIN Informational
2025-03-14 190047 EASYSON ADD_DEVICE SUCCESS Informational
2025-03-14 190044 PON ONU_ONLINE Informational
2025-03-14 19:0042 PON ONU _ONLINE Informtional
2025-03-14 19:00:34 EASYSON ‘ADD_DEVICE_SUCCESS Informational
2025-03-14 1900:33 PON ‘ONU_ONLINE Infermational

Choose Local Device > System > Syslog > Log Settings.

242

Total 20

Description

remotelp 172.17.96.202 login successful
remotelp 172.17.96.202 logout

remotelp 172.17.96.202 login successful
619 link down

remotelp 10.44.77.114 login successful
Add device MACCNBFIKHWC1 succeeded

levent notify] Iport (0} onu_mac (00:d0:18:24:30:11)} sn
<({MACCNBF3KHWQ1}> online dev runtime : sec{117) usec(TB093}

levent notify] Iport (0} onu_mac 10:74:8:b1:4b:Te] sn <(G1S080G00098A)>
online dev runtime : sec{114} usec(383414}

Add device G1S08DGO0096A succeeded

[event notify] Iport {0} cnu_mac [00:e0:4c20:00:02 sn <[MACCFS02209GP] >
anline dev runtime : sec{106} usec(2075)

B: > o

Click RITA for help.
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@ S=men View Log Log Settings,
SYSLOG
Optical Transceiver M, «©
Save Lo Local device Enable
@ Security 9 @
55 Ad d Filter Rule default 4 Edit
vances
>
Q Diagnostics Remote log server Up to 4 entries can be added. Add
[©] System Enable Protocol IP/Domain Port Rate Limiting Log Format Filter Rule Action
Syslog No Data
Login
Backup
Upgrade

Reboot

1. Enabling Syslog

After SYSLOG is enabled, the switch can interconnect with the remote log server through Syslog and send log

information to the remote log server over the network.

SYSLOG @

Save Log Local device Enable ()
Filter Rule default & Edit
Remote log server Up to 4 entries can be added. Add
Enable Protocol IP/Domain Port Rate Limiting Log Format Filter Rule Action

Save

2. Configuring Local Logs

The log storage of the local device is enabled by default. Click Edit, and then click Add to add a filtering rule for
the device operation logs. For example, you can filter the debugging information of all modules to prevent them
from being displayed in the log list.

A\ caution
If the logging function of the local device is disabled, no operation performed on the device will be displayed in

the log list. Exercise caution when disabling log storage of the local device.

243



Configuration Guide

SYSLOG

@

Save Log Local device Enable

«©

Filter Rule default

Remote log server

Up to 4 entries can be added.

Enable Protocol IP/Domain

Type Based on severity

* Module

Filter Level = Emergency

System Configuration

Port Rate Limiting Log Format Filter Rule Action

No Data

3. Configuring the Remote Log Server

Click Add next to a remote server to add the basic information of the remote server.

Enable @D

*IP/Domain  1Pv4
* Port
Protocol
Rate Limiting

RFC5424

*Log Format ® @ RFC3164

Filter Rule  default

& Edit

Cancel
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Table 16-1 Description of Configuring Remote Server Parameters

o Default
Parameter Description
Value

_ _ Enabled
Whether to enable the remote server. If so, the device will send the
Enable . . by
operation logs of the local device to the remote server.

default.
IP Address IP address of the remote server. An IPv4 or IPv6 address can be entered. N/A
Port Port number of the remote server. N/A
Protocol Protocols used by the device to communicate with a remote server. UDP by
Currently, only UDP is supported. default.
No rate

o Maximum transmission rate used by the device to send log information to o
Rate Limiting limit by
the remote server.

default.
Format of device logs sent to the remote log server.
® RFC3164: <Priority> Local time in seconds Host name Module
Log Format name%message identifier: Log content RFC3164
® RFC5424: <Priority> UTC time in microseconds Host name
Module name Process ID Message flag - Log content
Filter Rul Filtering rules for device operation logs. The operation logs that are filtered | default is
ilter Rule

out will not be sent to the log server. selected.

4. Batch Configuration

On the Log Settings page in Network-Wide mode, select the targeted devices and configure the log settings.

Then, click Save to apply the settings to the selected devices.
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< Back Log Settings
Specified Devices This feature will not take effect if configured on devices that do not support it
Username Model SN

IP/MAC Action

View Configuratior

Total 1 n 5/page

© Below is the shared configuration template used by devices on this network, not the current configuration of any specific device.

SYSLOG [ @)
Save Log Local device Enable ()

Filter Rule default & Edit

Remote log server Up to 4 entries can be added. m

Enable Protocol IP/Domain Port Rate Limiting Log Format Filter Rule Action

No Data

Save

After the log settings are successfully applied, click View Configuration to view the log settings of individual
devices.

SYSLOG [ @]
Save Log Local device Enable ()
Filter Rule default

Remote log server Up to 4 entries can be added.

IP/Dom Rate
Enable Protocol

ain Limiting

No Data

16.2 Setting the System Time

[Whole Network Management-Page Wizard] System Management >> System Time

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time

zone is correct but time is still incorrect, click Edit to manually set the time. In addition, the device supports
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Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can

add or delete the local server as required.

o Configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot).

Current Time 2022-05-20 14:32:29 m

* Time Zone (GMT+8:00)Asia/Shanghai

*NTP Server 0.cn.pool.ntp.org

1.cn.pool.ntp.org
2.cn.pool.ntp.org
3.cn.pool.ntp.org
O.asla.pool.ntp.org
3.asla.pool.ntp.org
0.pool.ntp.org
1.pool.ntp.org

rdate.darkorb.net

Save

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

@

Click Current Time when modifying the time, and the system time of the currently logged-in device will be

automatically filled in.

Ldit

* Time 2022-05-20 14:32:25

Current Time

16.3 Setting the Web Login Password

[Local Management-Page Wizard] System Settings>> Login Management >>Login Password

[Whole Network Management-Page Wizard] System Management >> Login Password

Enter the old password and new password. After saving the configuration, use the new password to log in.

A\ caution

When self-organizing network discovery is enabled, the login password of all devices in the network will be

changed synchronously.
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Ruijie | Reycc Networkwide Ma

Q Navigation
o Change the login password. Please log in again with the new password later.

{2 Overview

* Old Management

Network
L Password

2 Devices
* New Management

& Clients Management Password There are four requirements for setting the password:

~ - The password must contain 8 to 31 characters.

- The password must contain uppercase and

System Time .
lowercase letters, numbers and three types of special

Login Password characters.

- The password cannot contain admin.
Backup

- The password cannot contain question marks,

SNMP spaces, and Chinese characters.

Reboot
* Confirm Password

Cloud Service

Password Hint P@swOrd

Save

16.4 Setting the Session Timeout Duration

[Local Management-Page Wizard] System Settings>> Login Management >> Login Timeout

If you do not log out after login, eWeb allows you to continue the access without authentication on the current
browser within one hour by default. After one hour, eWeb automatically refreshes the page and you need to
relog in before continuing your operations. You can change the session timeout duration.

16.5 Configuring SNMP

16.5.1 Overview

SNMP (Simple Network Management Protocol) is a protocol used for managing network devices. It is based on

the client/server model and can remotely monitor and control network devices.

SNMP consists of a management station and agents, with the management station communicating with agents
through the SNMP protocol to obtain information such as device status, configuration information, performance

data, etc., while also being able to configure and manage devices.

SNMP can be used to manage various network devices including routers, switches, servers, firewalls, etc. Users
can use the SNMP configuration interface for user management and third-party software to monitor and control

devices.
16.5.2 Global Configuration

1. Overview

The purpose of global configuration is to enable SNMP services and implement basic configurations such as
SNMP protocol version (v1/v2c¢/v3), local port settings, device location settings, contact information settings.
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SNMPV1: v1 is the earliest version of SNMP with poor security that only supports simple community string
authentication. The v1 version has some defects such as plaintext transmission of community strings which
makes it vulnerable to attacks; therefore it is not recommended for use in modern networks.

SNMPv2c: v2c is an improved version over v1 that supports richer functionality and more complex data types
while enhancing security measures compared to its predecessor. The v2c version provides better security
features than v1 along with greater flexibility allowing users to configure according to their specific needs.

SNMPv3: This latest version of the SNMP protocol includes additional security mechanisms like message
authentication encryption compared to its predecessors - V1 & V2C - resulting in significant improvements in
terms of access control & overall safety measures implemented by this standard.

2. Configuration Steps

[Network-wide Management-Page Wizard] System>>SNMP>>Global Config

(1) Enable SNMP services.

X
Are you sure you want to Enable SNMP?SNMP
v1/v2c is considered unsafe. Therefore, only SNMP
v3 is enabled by default. To proceed, please add

o SNMP v3 users by selecting
View/Group/Community/User Access Control

before using the SNMP service.
Cancel n

When first opened, the system prompts to enable SNMPv3 by default. Click OK.

(2) Set global configuration parameters for SNMP service.
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Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @D

* SNMP Version w1 V2C v3
* Local Port 161
* Device Location Company

* Contact Info  Ruijie@Ruijie.com

Save

Table 16-2 Global Configuration Description Table

Parameter Parameter

SNMP Service Whether the SNMP service is enabled or not.

) SNMP protocol version number includes v1 version, v2c version, and v3
SNMP Protocol Version

version.

Local Port [1, 65535]

] ] Cannot contain Chinese characters, full-width characters,
Device Location

guestion marks and spaces. Character length: 1-64.

] Cannot contain Chinese characters, full-width characters,
Contact Information

question marks and spaces. Character length: 1-64.

(3) Click Save.

After enabling the SNMP service takes effect, click Save to make basic configurations such as SNMP protocol

version number take effect.

16.5.3 View Group, Community, Client Access Control

1. Group, Community, Client Access Control

MIB (Management Information Base) can be regarded as a database of different status information and
performance data of network devices containing a large number of OID (Object Identifiers), which are used to

identify different status information and performance data of network devices in SNMP.
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The role of views in SNMP is to limit the node range that management systems can access in MIBs so as to

improve network management security and reliability. Views are an indispensable part of SNMP management

that needs to be configured and customized according to specific management requirements.

Views can define multiple subtrees according to requirements limiting the MIB nodes that management systems

can only access within these subtrees while unauthorized MIB nodes cannot be accessed by unauthenticated

system administrators thus protecting network device security. At the same time views also optimize network

management efficiency improving response speed for managing systems.

Configuration Steps:

Choose Network Wide > System > SNMP > View/Group/Community/Client Access Control > View List.

(1) Click Add to create a view.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP v3 Group List
SNMP v3 Client List
SNMP v3 Device Identifier List

View Name
all

none

Up to 20 entries can be added. Total 2

(2) Configure the basic information of the view.

* View Name
oD
Add Included Rule Add Excluded Rule

Rule/OID List 1] Delete Selected

Upto 100 entries are allowed.

Rule

Total 0 10/page

Cancel

Table 16-3 Create a view

Action

10/page

T Delete Selected

Gotopage 1

parameter illustrate

and full-width characters.

The name used to identify the view.

View Name The length is 1 to 32 characters, and cannot contain Chinese
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parameter illustrate

Define the range of OIDs included in the view, which can be

OIDs )
a single OID or a subtree of OIDs
Divided into inclusion rules and exclusion rules
Add Included Rule or Excluded Rule ® Include rules allow access only to OIDs within the OID

range. Click Add Included Rule to set up this type of

Add Included Rule Add Bxcluded Rule view.

® Exclusion rules allow access to all OIDs except the OID
range. Click Add Excluded Rule to set up this type of
view.

A\ Notice
For the created view, add at least one OID rule, otherwise a warning message will appear.

(3) Click OK.
2. vlorv2c user configuration

Introduction

® When the SNMP protocol version is set to v1/v2c, user configuration needs to be completed.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service @D

* SNIMP Version vl &3 v2c | IRE}
* Local Port 161
* Device Location Company

*Contact Info | Ruijie@Ruijie.com

Save

O nNote

Select the SNMP protocol version, click Save, and the corresponding configuration options will appear on the

view/group/group/user access control interface.

® Configuration Steps
Choose System > SNMP > View/Group/Community/Client Access Control.
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(1) Inthe SNMP v1/v2c Community Name List area, click Add.

Q search

& L3 Interfaces

SNMP v1/v2c Community Name List

& Routing
) Security
B3 Advanced

(=) Diagnostics

Global Config [ View/'Group/Community/Client Access Control I Trap Settings

e

Community Name Access Mode MIE View Action

Up to 20 entries can be added Total 0 n 10/page Gotopage 1

System Time View List & Add B Delete Selected

Login

Backup

View Name Action

nane

SHMP
Up to 20 entries can be added Total 2 n 10/page Gotopage 1

Upgrade

(2) Create vl/v2c users.

Add

* Community Name

* Access Mode

*MIB View

Read-Only

all Add View +

Table 4-1  v1/v2c user information description table

parameter

illustrate

Community Name

at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers, and

special characters
Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

Access Mode

Access rights of the community name (read-only, read-write) Read & Write

Read-Only

MIB View

The options in the drop-down box are configured views (default views all, none )

A\ Notice

® Among v1/v2c users, the community name cannot be repeated.
@ Click Add View to add a view.

(3) Click OK.
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3. v3group configuration

® Introduction
SNMPv3 introduces the concept of grouping for better security and access control. A group is a group of SNMP

users with the same security policy and access control settings. Using SNMPv3, multiple groups can be
configured, each group can have its own security policy and access control settings, and each group can also
have one or more users.

® prerequisite

When the SNMP protocol version is set to v3, the v3 group configuration needs to be completed.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP service @ | @D

* SNMP Version v v2C v3

*Local Port 161
* Device Location  Company

* ContactInfo  Ruijie@Ruijie.com

Save

O Note

Select the SNMP protocol version, click Save, and the corresponding configuration options will appear on the

view/group/group/user access control interface.

® configuration steps
Choose Local Device > System > SNMP > View/Group/Community/Client Access Control.

(1) Click Add in the SNMP v3 Group List area to create a v3 group.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP v3 Group List

+ Add [ Delete Selected
Group Name Security Level Read-Only View Read & Write View Notification View Action
default_group Auth & Security all none none Edit Delete
Up to 20 entries can be added. Total 1 n 10/page Gotopage 1

(2) Set v3 groups of related parameters.
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* Group Name

System Configuration

* Security Level Allowlist & Security

* Read-Only View all

* Read & Write View all

* Notification View none

Add View +
Add View +

Add View +

Table 4-1 V3 group configuration parameters

parameter illustrate
rule group name
Group Name 1-32 characters, a single Chinese accounted for three characters

Cannot contain Chinese, full-width characters, question marks and spaces

Security Level

Indicates the minimum security level (authentication and encryption,
authentication but no encryption, no authentication and encryption) of the group.

Read-Only View

The options in the drop-down box are configured views (default views all, none )

Read & Write View

The options in the drop-down box are configured views (default views all, none )

Notification View

The options in the drop-down box are configured views (default views all, none )

A\ Notice

@ Groups limit the minimum security level, read and write permissions and scope of users in the group.

@ The group name cannot be repeated. If you need to add a view, click Add View.

(3) Click OK.

4. v3user configuration

® Introduction
® prerequisite

When the SNMP protocol version is set to v3, the v3 group configuration needs to be completed.
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Global Config

View/Group/Community/Client Access Control

SNMP Service (3

O]

* SNMP Version

* Local Port

* Device Location

* Contact Info

vl v2c v3

161
Company

Ruijie@Ruijie.com

Save

Trap Settings

System Configuration

O ilustrate

Select the SNMP protocol version, click Save, and the corresponding configuration options will appear on the

view/group/group/user access control interface.

® configuration steps

Choose Local Device > System > SNMP > View/Group/Community/Client Access Control.

(1) Inthe SNMP v3 Client List area, click Add to create a v3 user.

Global Conflg  View/Group/Community/Client Access Control  Trap Settings

o (uypaye ]

SNMP v3 Client List

Upto 50 entries are allowed

Username

I

Group Name Security Level Auth Protocol Auth Password

No Data
Total 0 10/page - Gotopage 1
(2) Setv3 user related parameters.
Add *
*Username 123sdfl@
>y

* Group Name default_group

* Security Level Auth & Security

* Auth Protocol MD5

* Encryption Protocol |~ AES

* Auth Password

* Encrypted Password

Cancel “
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Table 16-4 v3 User Configuration Parameters

parameter illustrate

username
at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers,

Username )

and special characters

Does not contain admin/public/private

Do not contain question marks, spaces and Chinese
Group Name user's group

) User security level (authentication and encryption, authentication without
Security Level ) o )
encryption, no authentication and encryption)

Authentication protocols include:
MD5/SHA/SHA224/SHA256/SHA384/SHA512

Authentication password: 8~31 characters in length, cannot contain

Chinese characters, full-width characters, question marks, and spaces,
Auth Protocol, Auth Password )
and must contain at least 3 types of uppercase and lowercase letters,

numbers, or special characters.

Note: This parameter needs to be set when the "Security Level" is
"authentication and encryption” or "authentication without encryption".

Encryption protocols include: DES/AES/AES192/AES256

Encrypted password: the length is 8-31 characters, and cannot contain

) Chinese, full-width characters, question marks and spaces, containing at
Encryption Protocol, Encrypted )
least 3 types of uppercase and lowercase letters, numbers, or special

Password
characters.
Note: When the "Security Level" is "Authentication and Encryption”, this
parameter needs to be set.
A\ Notice

® The security level of the v3 user must be greater than or equal to the security level of this group.

® There are three security levels. For authentication and encryption, you need to configure the
authentication protocol, authentication password, encryption protocol, and encryption password. For
authentication without encryption, you only need to configure the authentication protocol and encryption
protocol. Without authentication and encryption, no configuration is required.

(3) Click OK.
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16.5.4 Typical Configuration Examples of SNMP Service

1. v2c version SNMP service configuration

® scenes to be used
The user only needs to monitor the information of the device, and does not need to set and send it. The data
information of nodes such as 1.3.6.1.2.1.1 is monitored through the third-party software using the v2c version.

® configuration list
According to the analysis of the user's usage scenario, the requirements are shown in the table:

Table 16-5 User Requirements Description Form

description item illustrate

view range Inclusion rule: OID is.1.3.6.1.2.1.1, custom view named " system "

) v2c version The custom community name is " public ", and the default
use version number

port number is 161

Read and write permissions Read permission

® configuration steps

(1) On the global configuration interface, select the v2c version, and leave other settings as default. After the
operation is complete, click Save.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service (@D

* SNMP Version vl B vic O v3
* Local Port 161
* Device Location Company

*Contact Info | Ruijie@Ruijie.com

Save

(2) On the view/group/group/user access control interface, click Add in the view list, fill in the view name and O

ID in the pop-up window and click Add Included Rule, and click OK after the operation is complete.

| view vist +add | | @ Delete Selected

Upto 20 entries are allowed.

View Name Action
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Add *

* View Name system

oID [ 136127 l

Add Indudei‘“'{ule Add Excluded Rule

Rule/OID List il Delete Selected

Up to 100 entries are allowed.

Rule oID Action

No Data

Total 0 10/page n Go to page 1

(3) view /group/group/user access control interface, click Add in the SNMP v1/v2c community name list, fill in
the community name, access mode and view in the pop-up window, and click OK after the operation is
completed.

Global Config ~ View/Group/Community/Client Access Control  Trap Settings

| SNMP v1/v2c Community Name List
+ A«'d [ Delete Selected

Upto 20 entries are allowed.

‘Community Name Access Mode MIB View Action

Add B
* Community Name texttrid1@

* Access Mode Read-Only

* MIB View system Add View +

2. v3version SNMP service configuration
® scenes to be used

Users need to monitor and control the equipment, and use the v3 version of the third-party software to
monitor and send data to the public node (1.3.6.1.2.1) node. The security level of the v3 version adopts
authentication and encryption.
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According to the analysis of the user's usage scenario, the requirements are shown in the table:

Table 16-6 User Requirements Description Form

description item

illustrate

view range

Inclusion rule: OID is.1.3.6.1.2.1 and custom view is named public_view

group configuration

Group name: group

Security level: authenticated and encrypted
Readable view select public_view
Writable view select public_view

Notification view select none

v3 user configuration

Username: v3_user

Group name: group

Security level: authenticated and encrypted

Authentication protocol / authentication password: MD5/Ruijie123

Encryption protocol / encryption password: AES/ Ruijie123

use version number

v3 version, default port 161

® configuration steps

(4) Select the v3 version on the global configuration interface, change the port to 161, and set other settings to

default. After the operation is complete, click Save.

Global Config View/Group/Community/Client Access Control Trap Settings

SNMP Service (@D

* SNMP Version

* Local Port

* Device Location

* Contact Info

vl O v2c

161

Company

[ e

Ruijie@Ruijie.com

Save

(5) On the view/group/group/user access control interface, click Add in the view list, fill in the view name and

OID in the pop-up window, click <Add Inclusion Rule>, and click OK after the operation is complete.
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Add .

*View Name view23

oID 1.6654

Add Included Rule Add Excluded Rule

Rule/OID List [l Delete Selected

Upto 100 entries are allowed.

Rule OID Action

No Data

Go to page 1

Total 0 10/page n
=

(6) Click Add in the SNMP v3 group list, fill in the group name and security level in the pop-up window, the user
has read and write permissions, select "public _view" for the readable view and read and write view, and set
the notification view to none, click OK.

| sNMPv3 Group List -

Upto 20 entries are allowed.

Group Name Security Level Read-Only View Read & Write View Notification View Action

default_group Auth & Security all none none Edit Delete

Total1 | 10/page n Gotopage 1

Add .

* Group Name group|

* Security Level

* Read-Only View

* Read & Write View

* Notification View

Allowlist & Security

all

all

none

Add View +
Add View +

Add View +

Can[e' “
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(7) Click Add in the SNMP v3 user list, fill in the user name and group name in the pop-up window, the user
security level adopts authentication and encryption mode, fill in the corresponding authentication protocol,
authentication password, encryption protocol, and encryption password, and click OK.

| SNMP v3 Client List
+ Add il Delete Selected

Upto 50 entries are allowed,
Username Group Name Security Level Auth Protocol Auth Password Encryption Protocol Encrypted Password Action

No Data

Total0  10/page Gotopage 1

Add

* Username Username

* Group Name group

* Security Level Auth & Security

* Auth Protocol MD5 * Auth Password

* Encryption Protocol | AES * Encrypted Password

Cancel m

16.5.5 Trap Service Configuration

Trap is a notification mechanism of SNMP (Simple Network Management Protocol) protocol, which is used to
report the status and events of network devices to managers, including device status reports, fault reports,
performance reports, configuration reports and security management. Trap can provide real -time network
monitoring and fault diagnosis to help administrators find and solve network problems in time.

1. Trap Open Settings

Enable the trap service and select the effective trap protocol version, including v1, v2c, and v3.
[Entire Network Management - Page Wizard] Setting >> SNMP >> trap setting

(1) Enable the trap service switch.

X

@ Areyou sure you want to Enable trap?

cancel n

When the first open is turned on, the system pops up a prompt message. Click OK.

262



Configuration Guide System Configuration

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service @D

* Trap Version @@ vi B v2c [ &

(2) Set the trap version.
The trap protocol version number includes v1 version, v2c version, and v3 version.

(3) Click OK.
After the trap service is enabled, you need to click Save, and the configuration of the trap protocol version
number will take effect.

2. Trap vl or v2c User Configuration

® Introduction

A trap is a notification mechanism used to send an alert to administrators when important events or failures
occur on a device or service. Trap v1l/v2c are two versions of SNMP protocol, used for network management

and monitoring.

Trap v1 is the first version in the SNMP protocol, which supports basic alarm notification functions. Trap v2c is
the second version in the SNMP protocol, which supports more alarm notification options and more advanced
security.

By using trap v1/ v2c, the administrator can know the problems in the network in time and take corresponding

measures.

® prerequisite

When the trap service version selects v1 or v2c, a trap vlv2c user needs to be created.
® configuration operation

[Entire Network Management - Page Wizard] Setting >> SNMP >> trap setting

(1) Click Add in the Trap vlv2c User list to create a trap v1v2c user.

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service @D

#Trap Version @ vi M v2c @ v

Trap v1/v2c Client List ﬂ B Delete Selected

Upto 20 entries are allowed
Dest Host IP Version Number Port ID Community Name Action

No Data

(2) Configure trap vlv2c user-related parameters.
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Add .

* Dest Host IP
*\ersion Number vl
*PortID

* Community

Name/Username

Table 16-7 trap v1l/v2c user information description table

parameter illustrate

destination ip Trap peer device IP, support IPv4 / IPv6 address
version number Trap version number, including v1|v2c

The port number trap peer device port [1, 65535]

The community name of the trap user
at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers,
Group Name/User Name )
and special characters

Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

A\ Notice
® |P address of trap v1/v2c /v3 users cannot be repeated.
®  Trap vl/v2c user names cannot be repeated.

(3) Click OK.

3. Trap v3 User Configuration

® [ntroduction
Trap v3 is a network management mechanism based on SNMP protocol, which is used to send alarm
notifications to management personnel. Unlike previous versions, trap v3 provides more secure and flexible

configuration options, including authentication and encryption.
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Trap v3 can be customized to choose the conditions and methods to send alerts, as well as who receives alerts
and how to be notified. This enables administrators to understand the status of network devices more accurately
and take timely measures to ensure network security and reliability.

® prerequisite

When v3 is selected as the trap service version, a trap v3 user needs to be created.

® configuration steps
[Entire Network Management - Page Wizard] Setting >> SNMP >> trap setting

(1) Click Add in the trap v3 user list to create a trap v3 user.
| Trap v3 Client List m 1 Delete Selected
Upto 20 entries are allowed.
Dest Host IP PortID Username Security Level Auth Password Encrypted Password Action

No Data

(2) Configure parameters related to t rap v3 users.

Add =
* Dest Host IP *Port ID
* Username * Security Level
* Auth Protocol MD5 * Auth Password
* Encryption Protocol AES * Encrypted Password

Cancel n

Table 16-8 trap v3 user information description table

parameter illustrate
target host ip trap peer device IP, support IPv4/IPv6 address
The port number trap peer device port [1, 65535]

username of the trap v3 user
at least 8 characters

Contains three types of uppercase letters, lowercase letters, numbers, and

username special characters

Does not contain admin/public/private

Do not contain question marks, spaces and Chinese

Trap user security level, including three levels of authentication and
Security Level encryption, authentication and encryption, and authentication and no

encryption

265



Configuration Guide

System Configuration

parameter

illustrate

Authentication protocol,

authentication password

Authentication protocols include:
MD5/SHA/SHA224/SHA256/SHA384/SHA512

Authentication password: 8~ 31 characters in length, cannot contain Chinese
characters, full-width characters, question marks, and spaces, and must
contain at least 3 types of uppercase and lowercase letters, numbers, or
special characters.

Note: This parameter needs to be set when the "Security Level" is

"authentication and encryption" or "authentication without encryption".

encryption protocol,
encryption password

Encryption protocols include: DES/AES/AES192/AES256

Encrypted password: the length is 8 to 31 characters, and cannot contain
Chinese, full-width characters, question marks and spaces

Containing at least 3 types of uppercase and lowercase letters, numbers, or
special characters.

Note: When the "Security Level" is "Authentication and Encryption”, this
parameter needs to be set.

A\ Notice

IP of trap v1/v2c/v3 users cannot be repeated.

16.5.6 Typical Configuration Examples of the Trap Service

1. v2c Version Trap Configuration

® scenes to be used

When the user is monitoring the device, if the device is suddenly interrupted or abnormal, the third-party

monitoring software cannot detect and deal with the abnormal situation in time, so configure the device with the

destination ip 192.168.110.85 and port number 166, so that the device sends a trap of the v2c version in case

of an exception.

® configuration list

According to the analysis of the user's usage scenario, the requirements are shown in the table:

Table 16-9 User Requirements Description Form

description item

illustrate

IP and port number

The target host IP is "192.168.110.85 ", and the port number is "166".

use version number

Select v2 version

Group Name / User Name

Trap_public

® configuration steps
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(2) Select the v2c version on the trap setting interface, click Save,

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service (@D

* Trap Version vl B vZc O v3

Save

(3) Click Add in the "trap v1/v2c user list ".

| Trap v1/v2c Client List ﬂ [l Delete Selected

Upto 20 entries are allowed.

Dest Host IP Version Number Port ID Community Name Action

No Data

(4) Fillin the target host IP, version number, port number, user name and other information, and click OK after
the configuration is complete.

Add .

* Dest Host IP 192.168.110.77
*Version Number = v1
*Port ID 123

* Community 123e#dfd

Name/Username

2. v3Version Trap Configuration

® scenes to be used

When the user is monitoring the device, if the device is suddenly interrupted or abnormal, the third-party
monitoring software cannot detect and deal with the abnormal situation in time, so configure the device with the
destination ip 192. 168.110.87 and the port number 167, and use the more secure v3 version to send traps.

® configuration list

According to the analysis of the user's usage scenario, the requirements are shown in the table:

Table 16-10 User Requirements Description Form

description item illustrate
IP and port number The target host IP is "192.168.110.87 ", and the port number is "167".
Use version number, username Select the v3 version, the user name is "trapv3_public"
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description item illustrate

Authentication Protocol /

Encryption Protocol Authentication protocol / authentication password: MD5/Ruijie123

Encryption Protocol / Encryption Encryption protocol / encryption password: AES/ Ruijie123
Cipher

® configuration steps
(5) Select the v3 version on the trap setting interface, and click Save.

Global Config View/Group/Community/Client Access Control Trap Settings

Trap Service @D

* Trap Version v O v2c [ ]

Save

(6) Click Add in the trap v3 user list.

(7) Fillin the target host IP, port number, user name and other information, and click OK after the configuration

is complete.
Add .
* Dest Host IP 192.168.110.87 *Port ID 167
*Username | trapuserl_ * Security Level | Auth & Security
* Auth Protocol MD5 * Auth Password Ruijie123
* Encryption Protocol AES * Encrypted Password Ruijie123

Configuration Backup and Import

Choose Local Device > System > Management > Backup & Import.
Configure backup: Click Backup to generate the backup configuration and download it locally.

Configure import: Click Browse, select a backup configuration file locally, and click Import to apply the

configuration specified by the file to the device After importing the configuration, the device will restart.
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Q search

© Security

E53 Advanced

=) Diagnostics
System Time

Login

16.7 Reset

System Configuration

Backup & Import Reset

If the target version is much later than the current version, some configuration may be missing.
1. Before importing the configuration file, you are advised to Reset the device.
2. After the configuration file is imported, the device will reboot automatically.

Backup Config ®

—— ...

Import Config ®

File Path Brows

16.7.1 Resetting the Device

Choose Local Device > System > Management > Reset.

Click Reset, and click OK to restore factory settings.

Q search

@ Security

B3 Advanced

=) Diagnostics
System Time

Login

Backup & Import

@ You cen resel the device to factory settings by clicking the Factory Reset button belowf you want to retain the current configuration while performing a factory reset,

then export the configuration file prior to the reset.

Tip

o Resetting the device will clear the current settings
and reboot the device. Do you want to continue?

A\ caution

Resetting the device will clear current settings and reboot the device. If a useful configuration exists in the

current system, you can export the current configuration (see 16.6  Configuration Backup and Import) before

restoring the factory settings. Exercise caution when performing this operation.

16.7.2 Resetting the Devices in the Network

Choose Network-Wide > System > Management > Reset.

Select All Devices and choose whether to Unbind Account, click Reset All Devices and all devices in the

current network will be restored to their factory settings.
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Ruijie |Rcyce Q search 0 Alert Center @ English ~

e System Time @ You can reset the device t factory settings by clcking the Factory Reset button belowlf you want 10 etain the current configuration while
© NBS3200-48GT4XS performing a factory reset, then export the configuration file prior to the reset
Backup & Import

@) Gateway

Network-Wide

Select master device

Selecting this checkbox will allow the cloud account to maintain its project management privileges without requiring you to rebind
B your account.
Upgrade account

Reboot Reset All Devices

Retain bound

(©) Workspace
3 Devices

(1] Clients

A\ caution

Resetting the network will clear current settings of all devices in the network and reboot the devices. Exercise

caution when performing this operation.

16.8 Rebooting the Device

16.8.1 Rebooting the Device

Choose Self-Organizing Mode > Network > System > Management > Reset.
Choose Standalone Mode > System > Reboot.

Do not refresh the page or close the browser during the reboot. After the device is successfully rebooted and

the Web service becomes available, the device automatically jumps to the login page.

Ruijie | Rcycc Q Search 0 Alert Center @ English +

Ine-Device
' System Time Scheduled Reboot

© NBS3200-48GT4XS
Backup & Import
ackup & mper @ Do not power off the device during reboot

[5) Gateway
Reset

Select All Devices Specified Devices

Network-Wide
© Workspace

&2 Devices

(1] Clients

‘

16.8.2 Rebooting the Devices in the Network

Choose Network > System > Reboot > Reboot.

Select All Devices, and click Reboot to reboot all devices in the current network.
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One-Device i
System Time Scheduled Reboot

Backup & Import
P |:| @ Do not power off the device during reboot.

Network-Wide

Reset Select master device © All Devices Specified Devices
(©) Workspace
& Devices
(1] Clients

A\ caution
It will take some time for the network to reboot, please be patient. The network operation will affect the entire

network. Therefore, exercise caution when performing this operation.

16.8.3 Rebooting Specified Devices in the Network

Choose Network > System > Reboot > Reboot.

Click Specified Devices, select desired devices from the Available Devices list, and click Add to add devices
to the Selected Devices list on the right. Click Reboot. Specified devices in the Selected Devices list will be

One-Device System Time

Y T Scheduled Reboot
fa

Backup & Import

© Do not power off the d 1g reboo

Network-Wide

- G = ainz i

o
Avaiable Devices Selected Devices

Devices

] Clients

MACCCIZ001211 - NBSS500-12XS

16.9 Configuring Scheduled Reboot

Confirm that the system time is accurate. For details about how to configure the system time, see 16.2  Setting
the System Time. To avoid network interruption caused by device reboot at wrong time.

Choose Self-Organizing Mode > Network > System> Scheduled Reboot.
Choose Standalone Mode > System > Scheduled Reboot.

Click Enable, and select the date and time of scheduled reboot every week. Click Save. When the system time

matches the scheduled reboot time, the device will restart.
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A\ caution

Once enable scheduled reboot in the network mode, all devices in the network will reboot when the system

time matches to the timed time. Therefore, exercise caution when performing this operation.

One-Device System Time

A

Reboot

Backup & Import
1. After this feature is enabled, the device will reboot at the scheduled time.,

2. You are advised to set the scheduled reboot time in the early moming or other service idle time.
Hetwork-Wide o ! !

Reset N, ——
e Note: When the upstream device is rebooted at the scheduled time, all downstream devices connected to it will also be rebooted.
T) Workspace
Scheduled Reboot (D)
Devices
Repeatson @ Mon @@ Tue [0 Wed @ The @ Fi @@ Sat @ Sun
A Clients
Reboot Time 05 AT
“ =

16.10 Upgrade

A\ caution
® Itis recommended to back up the configuration before software upgrade.
® \ersion upgrade will restart the device. Do not refresh or close the browser during the upgrade process.

16.10.1 Online Upgrade

Choose Local Device > System > Upgrade > Online Upgrade.

The current page displays the current system version and allows you to detect whether a later version is available.
If a new version is available, click Upgrade Now to perform online upgrade. If the network environment does
not support online upgrade, click Download File to download the upgrade installation package locally and then

perform local upgrade.

& Note

®  Online upgrade will retain the current configuration.
® Do not refresh the page or close the browser during the upgrade process. After successful upgrade, you
will be redirected to the login page automatically.

Online Upgrade Local Upgrade

o Online upgrade will keep the current configuration.
Please keep the device powered on and do not fresh the page during upgrade. The device will be rebooted automatically later.

Current Version ReyeeOS .
New Version

Description

1
2.

Tips 1. If your device cannot access the Internet, please click Download File,

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now
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16.10.2 Local Upgrade

Choose Local Device > System > Upgrade > Local Upgrade.

Displays the device model and current software version. You can choose whether to keep the configuration
upgrade or not. Click Browse to select the local software installation package, click Upload to upload the

installation package and upgrade.

) Security

@ Please keep the device powered on and do not fresh the page during upgrade. The device will be rebooted automatically later.
B Advanced

Model
(=) DHagnostics
Current Version (7)  ReyeeDS
Development Mode ()
System Time
Retain Configuration () @ (If the target version is much later than the current version, you are advised not to retain the configuration
Login
4 File Path (T
Backup
SHMP

16.11 Configuring the Compatibility Mode

Choose Network-Wide > System > Compatibility Mode.

Enabling compatibility mode can improve interoperability between devices running the early and latest versions
during networking. If the compatibility mode is disabled, Auto Join will be disabled as well.

® When no device on the network runs a software version earlier than ReyeeOS 2.380, the user interface
will be displayed as follows:

€) When the compatibility mode is disabled, Auto Join is also disabled.

Enable ()

Save

® When a device running a software version earlier than ReyeeOS 2.380 exists on the network, and the
compatibility mode is disabled, the device cannot join the network and be managed by Ruijie Reyee App
in local mode. You are advised to upgrade the device to the latest version before disabling the
compatibility mode.

After the compatibility mode is disghledds

© disabling the compatibility mod

When the compatibility mode is disabled, AUto Join is also disabled.

Enable (@D

Save

es running earlier versions cannot join the network and cannot be managed by Ruijie Reyee App onsite. Upgrade the device(s) before
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16.12 Cloud Service

16.12.1 Overview

The Cloud Service feature provides powerful remote network management and operation capabilities, making
it convenient and efficient to manage geographically dispersed networks with diverse device types. This feature
supports wireless devices, switches, and gateways, enabling unified network management and visualized
monitoring and operation. Additionally, it also offers various components such as real-name authentication,
dedicated Wi-Fi, and passenger flow analysis, allowing for flexible expansion of network services.
By configuring Cloud Service, you can conveniently mange networks through Ruijie Cloud or the Ruijie Reyee
app.

16.12.2 Configuration Steps

Choose One-Device > Config > System > Cloud Service.

If the device is not currently associated with a cloud account, simply follow the on-screen instructions to add it
to the network. Open up the Ruijie Reyee app, click the scan icon at the upper left corner on the Project page,

and enter the device's management password.

Scan to Connect Device to Ruijie
Cloud for Remote Management.

(1] @ (3]

Open Ruijie Reyee Scan the QR code Connect the device
to Ruijie Cloud

Once the device is associated with a cloud account, it will automatically be bound to a cloud server based on its

geographic location.
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A\ caution
Exercise caution when modifying cloud service configurations as improper modifications may lead to
connectivity issues between the device and the cloud service.

Cloud Server

@ China CloudConnected Cancel

Cloud Server China Cloud Reset

* Domain Name Configure IP

IP Address 120.27.22.80

Save

To change the Cloud Service configurations, select the cloud server from the Cloud Server drop-down list, enter
the domain name and IP address, and click Save.

O Note

If the server selected is not Other Cloud, the system automatically fills in the domain name and IP address of

the cloud server. When Other Cloud is selected, you need to manually configure the domain name and IP
address and upload the cloud server certificate.

Table 16-11 Cloud Server Description

Parameter Description

Geographic location of the cloud server, including China Cloud, Asia Cloud, Europe
Cloud, America Cloud, and Other.

Cloud Server

Domain Name Domain name of the cloud server.

IP Address IP address of the cloud server.

16.12.3 Unbinding Cloud Service

Choose One-Device > Config > System > Cloud Service

You can click Unbind to unbind the account if you no longer wish to manage this project remotely.
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Project Name:radio

Account:

Unbind the account if you no longer wish to manage this project remotely.

It is used to unbind all devices throughout the network. To unbind a single device, remove the device from the network and restore its
default settings.

Unbind
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