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CHAPTER

SECURITY GUIDELINES

Purpose

This document describes the network security features of the ADPRO XO NVR. It
guides you in securing the data and communication of the NVR and the connected
IP cameras.

Intended Audience

The target audience for this document will include System Integrators, Facility
Administrators, and end-users, where applicable. It provides guidance and directions
that minimize the effects of threats and vulnerabilities in the system by guiding the
end-users to support the security program.

Solution Summary

Set up surveillance systems on a standalone network consisting of cameras and the
ADPRO XO NVR.

Minimize the security risks by deploying ADPRO NVR and the connected IP cam-
eras in a trusted network. Secure a network with a direct or indirect connection to the
internet, using a firewall, network-based IDS (Intrusion Detection System), or IPS
(Intrusion Prevention System). The firewall configurations must block all enabled
ports except for HTTPS (443 or user-defined) and allow only the special access
requests with approval from the CIO or a similar position.

In an intranet environment, Honeywell recommends using a dedicated router/ switch
to connect to the camera or the NVR and use whitelists of IP / MAC addresses to
restrict access to this router/switch, which will effectively reduce the possibility of an
attack on an IP camera or the NVR from the intranet.
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Use the latest version of firmware and software.
Secure the server machine against unauthorized physical access.

The ethernet connecting to the PC must be a local private network secured by
firewalls and intrusion detection systems.

The NVR is running the latest version of the OS with all updates and service packs.
Set up user accounts on NVR to limit access to files only for authorized users.
Password change at the end of commissioning.

Ensure doing SSL configuration.

Avoid physical unauthorized access to the camera, router, and NVR.

The Sl team gets the individual products and related components of the ADPRO XO
NVR in sealed, boxed packages. Follow the instructions provided in the Installation
Manuals that are part of the package.

The following are the recommendations for securing NVR.

Set the NVR login password that is tough to guess and difficult to brute-force. Use
a mix of upper and lowercase letters, numbers, and special characters.

Configure firewall on NVR server. Create a list of trusted and banned IP/MAC
addresses at the corresponding port addresses.

Change the default ports on all CCTV devices on the network that you can access
remotely via the internet. Devices use ports 80 and 443 for HTTP, HTTPS, and
other default ports such as RTSP port 554 and 3100. It is a two-step process.

Use the XO Client to change the default port numbers, and make sure not to use the
default port numbers for anything other than the usage defined in the following
table. For details, see the Restrictions for Port Number Usage section in the XO
Client Software User Manual.
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Camera:

Ensure that your camera firmware is up-to-date and that you are running the latest
version of Configuration Tool.

The downgrade may pose a security risk to IP cameras as old firmware may not
necessarily have security updates or security controls.

Router:

Ensure that you are running the latest version of the firmware on the router. Refer to
the manufacturer's user guide to update the router firmware.

NVR:

Ensure that you are running the latest firmware on the XO NVR and the latest version
of the XO Client software. If running an outdated version, update with the patches or
fixes for vulnerabilities and bugs.

Always scan SD cards and hard disks for viruses before using them with your cam-
era and NVR.

The admin user can assign different levels of access to user accounts. For example,
one user can monitor and playback video while another can access various setup
functions.

Assign different accounts to each user and entitle a specific right to a designated
account.

Backup camera and NVR configuration settings so that, if necessary, you can quickly
recover your device.
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Honeywell recommends resetting to factory default to clear the configuration /
private data and reset it to factory default setting before the camera or the NVR is
decommissioned or resold (See Upgrade & Maintenance section in User Guide for
more information).

If there is an SD card in the camera, please remove and format it as well. Similarly,
format hard drives on the NVR.

Honeywell encourages coordinated disclosure of security vulnerabilities.

Honeywell invites security researchers, industry groups, government organizations,
and vendors to report potential security vulnerabilities. You can select one of the two
vulnerability types in the form below or email us with the below details mentioned.

If the vulnerability affects a product, service, or solution, email us at
PSIRT@Honeywell.com with the following instructions/details.

Use Honeywell's public PGP key for encryption and include the following:
e Productand version

e Description of the potential vulnerability

e The additional configurations required to reproduce the issue

e Step by step instructions to reproduce the issue

e Proof of concept or exploit code, if available

e Potential Impact

For all other security issues, email us at security@honeywell.com with the following
instructions.

Encrypt using the Honeywell public PGP key and include the following:
e Website URL or location

e Type of vulnerability (XSS, Injection, etc.)

e |nstructions to reproduce the vulnerability

e Proof of concept or exploit code, including how an attacker could exploit the
vulnerability

e Potential impact

To encrypt your message to our PGP key, please download it from here:
https://www.honeywell.com/en-us/product-security#items_1555827156/
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Ensure physical access to devices is restricted.

As part of AMC, the system integrator / technical support team will ensure that
security updates and service packs are released & updated periodically. The AMC
provisions firmware updates Over The Air (OTA) via a secure HTTPS channel.

The authentication scheme governs the camera server, router, and NVR. Access to all
requires a valid Username and Password.

The user accounts follow a strict Role-based Access Control mechanism. The
following are valid account roles and privileges:

Super Admin: The Super Admin is typically a System Integrator or Honeywell
personnel. The Super Admin has unrestricted access. Super Admin can create, read,
update, and delete anything, which includes users, devices, organizations.

Admin: Typically, a Facility administrator belonging to the customer entity. Admin
can read and does not have the ability to add new users, devices, buildings, floors.

User: Typically, Facility personnel belonging to the customer entity. User can only
view videos, view and take snapshots, and have no permission to control anything.

Password rotation

Do password rotation as part of an effective password management strategy. The
password rotation at regular intervals ensures that compromised passwords are not
usable for an indefinite time. However, password rotation does create additional work
for the end-user, and if done too frequently, encourages insecure practices such as
writing down passwords in easily discovered areas.

Password composition

e Passwords must be a minimum length of eight (8) characters.
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e Passwords must contain lowercase letters, uppercase letters, numbers and
special characters.

e Passwords must not contain any portion of your network username, full name,
address, or other personally identifiable information.

e New passwords must differ from the previous password.
e Do notreuse passwords for seven iterations of changes.
e Do not share account passwords between individuals.
Session management

A new session starts with each successful user login. A session expires every two
hours or in case of an extended period of inactivity, whichever occurs first.

The following are the two states of digital data:
e Data at Rest

e Datain Transit

All sensitive data stored in the IP Camera, router, and NVR are encrypted. This data
includes:

e Current user password

e Previous user password

e Internal database password

e Security key for password reset

e \ideos, snapshots Encryption uses AES 256.

ADPRO XO supports SED drives that enable always encrypting all the data on the
disk.

The data transfer between the following:
e NVRand IP Camera.

e Routerand NVR if remote access is enabled
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e Router and Web server (Client Workstation) if remote access is enabled
e Router and Web Client (Client Workstation)/ Web app if remote access is enabled

e QOccasionally between IP Camera and Honeywell Server for Secure update

Honeywell makes available several free-text or picture capture fields within its
products. The design of these fields is not supposed to encourage personal data (so
users should refrain from adding personally identifiable information). Instead, they
intended to enhance user experience (for example, facilitate the labeling of projects
and their location).

When developing the disaster recovery plan, ensure that it includes ALL data
required to restore system operation.

Consider the backup frequency. The backup frequency must be adequate to ensure
including changes in a backup. Use a backup naming convention for ease of
identification.

Backups could serve the following purposes:

e Save the configuration to restore the system after an unexpected eventuality such
as fire destroying the system resulting in retrofitting.

e Alldatais saved locally in the event of a network outage.

e Precaution before a system update.
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CHAPTER

SECURITY BEST PRACTICES

The following are the best practices/recommendations for an ADPRO XO
implementation:

Vulnerability Best Practice
Camera Passwords Ideal - Unique long password for each camera.
Acceptable -

* Public Network: Different strong password for each camera
* VLAN or Physical Private Network: Common strong password for all
cameras.

Port Forwarding Itis recommended not to connectthe unprotected server to the Internet.
If the serveris connected to the internet, then “Port Forward” as few ports
as possible and utilize a modern and sophisticated firewall.

Firewalls A security expert must setup and configure a modern and sophisticated
firewall. Document all the configurations and regularly monitor the
firewall configurations and make necessary changes.

Network Topology Ideal — Place security camera system on physically separate network from
the rest of network.

Acceptable - If not possible to separate the systems physically, use a
VLAN.

Upgrade XO software The XO software consists of:

* the server firmware = the software that runs on your ADPRO XO device.
* the client software = the software that runs on your PC.

Itis preferable to use the latest server firmware and client software.

Device password Since XO 04.05.005, it is mandatory to change the default password of
the XO device on first login. Make sure to set a strong password.

To prevent unauthorized access to a device from your PC, you can leave
the password setting on your XO Client blank, forcing a user to always
manually enter the password when connecting.

\Video Surveillance System| Change your security camera system passwords on a schedule. Strong
Passwords passwords must be enforced as a stringent company standard.

Secure connection The technician user can White List the XO device IP for SSH, and the SSH
connection over the control port can be used to debug errors on the XO
device. Disable the technical grant when not needed.

\Video Encryption For a truly secure system, the video should be encrypted, both when it is
stored on disk and when it is in transit. ADPRO XO supports the usage of
SED (Self-Encrypting Drive). Enable encrypted streaming by selecting the
Use encrypted streaming checkbox while logging into the XO Client.

Mobile Access Ensure that you have an encrypted connection for the mobile
application. Set high quality password; do password enforcement &
account deletion when staff changes.

ADPRO XO supports iTrace iCommand mobile app for remote
monitoring, verification, and control (i0S and Android).
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Vulnerability Best Practice

Physical Access to Theroom housing the NVR, and the cabinets, cables, switches, and video
Equipment and Storage storage servers must be safe. The room housing the NVR must have
secure access along with video security monitoring. This will not only
protect your network, but prevents ‘smash and dash’ thefts on the
facilities, where the recording DVR/NVR is stolen along with any other

items.
Manage software Keep the software and the firmware up-to-date and secure. Check for and
vulnerabilities install regular updates. Be directly proactive in monitoring the known

security vulnerabilities.
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CHAPTER

SECURITY FOR ADPRO XO

Ensue the following to protect ADPRO XO from any security vulnerability.

Securely Receive and Configure the Product

The ADPRO XO device and the software (executable files and firmware files) can be
received and configured securely. The security seal on your XO device helps you
remain assured that it is not tampered with.

X0 Firmware

The ADPRO XO firmware and their filenames are as follows:

Firmware

Filename

IADPRO XO Client

ADPROXOClient_05.03.000x.exe (64-bit)

IADPRO iFT/eFT bin

iFT_eFT_X0_05_03_000x_x64.bin (64-bit)

IADPRO iFT/eFT image

iFT_eFT_X0_05_03_000x_x64.img.zip (64-bit)

IADPRO iFT Gateway bin

IADPROX0_05.03.000x-arm-ft2_sunchiph3.bin (32-bit)

IADPRO iFT Gateway image

ADPROX0_05.03.000x-arm-ft2_sun- chiph3.img.zip (32-bit)

Security Seal

The iFT/iFTE, eFT and iFT Gateway devices have security seals which will show
compromised security if they are broken.
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XO Client forces changing the default password and Increased password Security is
the default option while creating a new user.

Change all the default user passwords on a XO system. (By default, this is User O,
User 1, User 15.) The new password must have an alphanumeric combination with at
least 1 upper case letter, 1 lower case letter, and 1 digit and must be 8 to 15 char-

acters in length.

ADPRO XO Client >
You are reguired to change the password

Enter oid password |
Enter new password

Confem new password

Ok

Note: Only XO Client forces changing the default password and the same is not applicable for
other applications. Update password in the database of other applications when the XO
password is changed. The password in the Xchange tool database must be the same as
the XO password to be able to perform multiple firmware upgrade. Similarly, change
passwords for all the applications with their own password database such as VCP
(Video Central Platinum), VideoManager, iTrace, or any other 3rd party CMS.
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Increase password security

Using strong passwords lowers the chance of a security breach. Select the Increased
password Security checkbox while creating a new user for the XO Client is now the
default. You can set a value for the maximum password age, the number of invalid
login attempts, and the number of seconds for which the user is blocked after the
maximum number of invalid attempts.

:: : Define here the users of the system and set their rights.

User id 2 E] Username | I [¥] increased Password Security I
000000000 Maximum password age (Advise to keep at 0 for CMS users)
Type
vp | |2 (days, 0=NA)
Password 3

No of invalid login attempts (0=NA)

Confirm password 60 No of seconds user is blocked

NTP Server

Typically, a master XO device acts as a NTP server for other XO devices on the same
site, but you can disable this if the XO device does not need to act as NTP server.

(Deselect the Act as NTP-server checkbox on System > Connections > Ethernet /
PPP page from XO Client.)

! 1:”;";& ®=  FEthemet/PPP
A, Sertal Poris | PTZ i
il Vides Inputs
B vonitee s ) Enabie - CTechnician)
£ g0 Telet port |_2_$_ | Mo Yes
& 1o Websarver =]
0 ™ ¥y

(&) FrasidumHLl port | GO a es
!‘ i-hii‘ 2 Risp port 554 |
B Active connastions Cantrol part | 2000 1|

o _,i:'::;:ﬁ““ Video IC port | 10002 |

T /m CEUAREL Network 10 part B
g Alarm Profies Act 38 NTP-server 1|

Input‘Cutput Behaviour
Il ALARM TRANSUISSION Ethermet —

& gl oM Al Transmission Mac address |2z pEsenFE |
i e v
13 Faratel Marm Tr;
\?am::::s TR patdress 10.0.0.10
G intresionTrace Subnet mask | 255.255.255.0
i 5 m::e Gallowey 10.0.0.1

Securely Use the Product

The accesses required for remotely investigating a field issue are disabled by default
for secure use of the product.

SSH and Telnet Disabled by Default

12

Telnet and SSH are by default disabled on XO and can be enabled by a technician
and a Whitelist for SSH can be filled in.
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These accesses are activated only in rare scenarios such as remotely investigating a
field issue. Ensure that these options are deactivated once again after the
investigation. To enable/disable SSH, proceed as follows:

1. Ifrequired, enable the Technician user first.
2. Logon tothe XO client as a technician user.

3. Choose System > Connections > Ethernet / PPP > SSH config.

ADPRO XO Client x

Ensble SSH
@ knabied:
O disabled

4llow 35H over the contrel port

R add | |Delete

Save

4. Check enabled or disabled to enable SSH. You can also add Ip address and
control port so that others are prohibited.

5. Click Save.

If required, disable the Technician grant again.

The Webserver is also disabled by default. It can only be reenabled by a technician on
a system in which an admin user has enabled the technical grant.

For additional data safety, ADPRO XO 5.3 supports data storage in SED (Self-
Encrypting Drive) which automatically and continuously encrypts the data on the
drive without any user interaction.

ADPRO XO 5.3 supports secure boot. Secure Boot detects tampering with boot
loaders, key operating system files, and unauthorized option ROMs by validating
their digital signatures. Detections are blocked from running before they can attack
or infect the system. Secure Boot helps in ensuring the integrity of the firm- ware and
the software.
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Note:

Honeywell has implemented strict port management on Honeywell XO Series NVR.
The following ports are required by the NVR normal functions:

554 (RTSP port for video stream)

443 (HTTPS port for video stream)

3000 (Audio server port)

2000 (Control port)

33300 ~33400 (Camera event feedback port)
3040 (NetFinder port)

3041 (Network 170 port)

5555 (iPIR Walk test port)

10002 (Video interconnection port)

The XO 5.3 Client allows selecting the encrypted video streaming option. To enable
encrypted video streaming, select the Use encrypted streaming checkbox while
adding a device to the XO Client. The encryption is applied only on the input video
stream and not on the input audio stream, and the XO device will need a restart when
the encrypted streaming is applied.

The Honeywell Miracle cameras will not support audio-out functionality when
encrypted streaming is used.

You can set up VPN Server in Windows Server 2019 using its built-in Routing and
Remote access features. The ADPRO XO 5.3 firmware supports using this VPN
server. The security guidelines from Honeywell suggest configuring this key in
Configure Pre-shared key, with a minimum of 30 characters, consisting of numbers,
uppercase letters, and lowercase letters. Configure the key in the VPN Server and
later configure itin the VPN configuration interface of the XO Client.
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