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Preface

Intended Audience
This document is intended for:

® Network engineers
® Technical support and servicing engineers
® Network administrators

Technical Support
® Official Website of Ruijie Reyee: https://reyee.ruijie.com

® Technical Support Website: https://reyee.ruijie.com/en-global/support

® Case Portal: https://www.ruijienetworks.com/support/caseportal

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

® Online Robot/Live Chat: https://reyee.ruijie.com/en-global/rita

Conventions
1. GUI Symbols

GUI Symbol Description Example
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ) 2. Select Config Wizard.
menu items
3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.

2. Signs

The signs used in this document are described as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Ccaution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

& Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.



https://reyee.ruijie.com/
https://reyee.ruijie.com/en-global/support
https://www.ruijienetworks.com/support/caseportal
https://community.ruijienetworks.com/
mailto:service_rj@ruijienetworks.com
https://reyee.ruijie.com/en-global/rita

& Specification

An alert that contains a description of product or version support.

3. Notes

This manual introduces the product model, port type and CLI for your reference. In case of any discrepancy or
inconsistency between the manual and the actual version, the actual version prevails.
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1 Fast Internet Access

Fast Internet Access

1.1 Configuration Environment Requirements

1.1.1 PC

® Browser: Google Chrome, Internet Explorer 9.0, 10.0, and 11.0, and some Chromium/Internet Explorer

kernel-based browsers (such as 360 Extreme Explorer) are supported. Exceptions such as garble characters

or format error may occur if an unsupported browser is used.

® Resolution: 1024 x 768 or a higher resolution is recommended. If other resolutions are used, the page fonts

and formats may not be aligned, the GUI is less artistic, or other exceptions may occur.

1.2 Logging In to the Web Interface

1.2.1 Connecting to the Device

You can open the management page and complete Internet access configuration only after connecting a

management client to the device in either of the following ways:

® Wired connection

Connect a local area network (LAN) port of the device to the network port of the PC, and configure the IP address

for the PC. See 1.2.2 Configuring the IP Address of the Management Client.

® \Wireless connection

On a mobile phone or laptop, search for a wireless network whose Wi-Fi name is @Ruijie-bXXXX. (XXXX is the

last four digits of the MAC address of the device). In this mode, you do not need to set the IP address of the

management client, and can skip the steps in 1.2.2 Configuring the IP Address of the Management Client.

1.2.2 Configuring the IP Address of the Management Client

Configure an IP address for the management client on the same network segment as the default IP address of
the device (default IP address: 10.44.77.254, subnet mask: 255.255.255.0), so that the management client can

access the device. For example, set the IP address of the management client to 10.44.77.100.

Table 1-1  Default Web Configuration

Item Default Value
IP address 10.44.77.254
A username is not required when you log in for the
Username/Password o ) )
first time. The default password is admin.
A\ Caution

® Make sure that the management client can access the web interface of the device.
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® The IP address of the management client cannot be set to 10.44.77.253, because this IP address is
reserved by the device. If the management client uses this IP address, it cannot access the device.

1.2.3 Logging in to the Web Interface

(1) Enter the IP address (10.44.77.254 by default) of the device in the address bar of the browser to open the
login page.

& Note

If the static IP address of the device is changed, or the device obtains a new dynamic IP address, the new

IP address can be used to access the web interface of the device as long as the management client and
the device are on the same network segment of a LAN.

(2) On the web page that is displayed, enter the password and click Log In to enter the web interface

Ruijie | Reyce

Hi,

Password

Forgot Password? English v/

You can use the default password admin to log in to the device for the first time. For security purposes, you
are advised to change the default password as soon as possible after logging in, and to regularly update

your password.

If you forget the IP address or password, you can press and hold the Reset button on the device for more
than 5 seconds when the device is connected to the power supply to restore factory settings. After reset,

you can use the default IP address and password to log in.

A\ Caution

Restoring factory settings will delete the existing configuration, and you are required to configure the

device again at your next login. Exercise caution when performing this operation.
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1.3 Work Modes

The device works in AP mode.

The device performs L2 forwarding and does not support the DHCP function. In AP mode, the device often
networks with devices supporting the routing function. IP addresses of downlink wireless clients of the device
are assigned and managed by its uplink device (supporting the DHCP function) in a unified manner, and the
device only transparently transmits data.

1.4 Configuration Wizard (AP Mode)

1.4.1 Getting Started

® Connect the device to a power supply and connect the LAN port of the device to an uplink device with an
Ethernet cable.

® Check whether the uplink device can access the Internet, and that the current network is connected to the
Internet.

1.4.2 Configuration Steps

By default, you can perform batch settings and centralized management for all devices on the network. Therefore,
before starting the configuration, you need to check and confirm the number of online devices and network
status. After confirmation, click Start Setup.

Ruijie | Rcycc ‘ Discover Device English v [3 Exit

Total Devices: 1.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list @
Net Status ( Online Devices / Total ) Refresh &
9 E
0 1/1
Internet Router Switches APs
My Network
EWEB_COBBEGA37BOC (1 devices)
Device Model SN IP Address MAC Address Software Version
o No IP Address
AP AF [Master] 123422270021 B 00:C .49 ReyeeQS |
Available

Configure the Internet connection type, and Wi-Fi settings.
(1) Internet: Select the Internet connection type confirmed by the ISP.

o DHCP: The device detects whether it can obtain an IP address via DHCP by default. If it connects to the

Internet successfully, you can click Next without entering an account.
o Static IP: Enter the IP address, subnet mask, gateway, and DNS server, and click Next.

(2) SSID and Wi-Fi Password: The device has no Wi-Fi password by default, indicating that the Wi-Fi network

is an open network. You are advised to configure a complex password to enhance the network security.
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(3) Country/Region: The Wi-Fi channel may vary from country to country. To ensure that a client searches for

a Wi-Fi network successfully, you are advised to select the actual country or region.

(4) Time Zone: Set the system time. The network time server is enabled by default to provide the time service.
You are advised to select the actual time zone.

Click Next.

WAN port is not connected with network cable & View

Internet @ DHCP Static IP

Dual-Band Single @D

SSID

*SSID @Ruijie-s4349
Encryption Open © Security
Security WPA/WPAZ-PSK

* Wi-Fi Password seseecsne

Country/Region/Time Zone

* Country/Region China (CN)

*Time Zone = (GMT+8:00)Asia/Shanghai

Previous Next

Set the project name and password for the login page. After the configuration is complete, click Create Network

& Connect. The device will deliver the initialization configuration and detect the network.
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* Network Name  ruijie

* Password sesssanss

There are four requirements for setting the password:
- The password must contain 8 to 31 characters.
- The password must contain uppercase and lowercase
letters, numbers and three types of special characters.
- The password cannot contain admin.
- The password cannot contain question marks, spaces,

and Chinese characters.

* Confirm cesscsnas

Password

Password Hint

Previous Create Network & Connect

1.5 Web Interface

To facilitate flexible device management, the web interface displays different system configuration menus in

different work modes. For details about the device work mode, see 3.1 Switching Work Mode.

For RG-APF1250, see 1.5.1 Single-mode Management Page.

& Note

When the self-organizing network is enabled, the web interface is subject to the primary device on the

network. If the primary device supports the dual-mode management, the dual-mode management page is also

displayed for the secondary devices.

1.5.1 Single-mode Management Page

1. Network-wide Management

The device works in self-organizing network mode by default. The web interface displays the network-wide
management menu on the left side, in which you can perform global wireless management (APs and Wi-Fi),
routing management (if there is one on the network), switching management, and network-wide management
(time, password, network-wide reboot, and other system settings). You can also view the status of all devices

on the current network and modify network-wide settings.
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Ruijie | Rcycc EWEB_COBBEGA3TBOC > Ruijie

English~ ¢y & @ ©m B

5% Overview

Device Info Setup> Wi-Fi Setup>
@ Clients Hostname: Ruijie

@ SN 123 021 ~—Reimary Wi-Fi: @Ruijie-s7B0C > Guest Wi-Fi:
= WLAN IP Address: Security: Yes * Security: No
MAC Address: 00:DF 77 "7 "7 "3

) switches Software Version: ReyeeOS — ..o
"= Network

Net Status ( Online Devices / Total ) Refresh &

9 (=] 2

0 0/0 1/1 0

Internet Router Switches APs Online Clients

2. Standalone Management

If the device is in self-organizing network mode, click the name of the currently logged-in device or click
Manage of a specified device in the APs by choosing WLAN > APs to configure and manage the device.

Ruijie | Rcycc EWEB COBSEGA37BOC > Ruijie

Engish- 0 & @ A 3
5% Overview

© arList ®

@ Clients
| AP List Group: All Groups Expand List Filter Batch Action
= WLAN
_ . Device Name Clients
2 Switches Action IP Address MAC Address Status Device Model
F Network

9 ) Reboot  Ruijie [Master] 0.00.0 00 Online 0
10/page

Total 1
E] Hostname: Ruijie SN: 123 021 IP Address:
(O Reboot
MAC Address: 00:C 349  Software Version: ReyeeOS . ___ . ___
Device Overview  Network WLAN Advanced ~ Diagnostics System

Device Info

Memory Usage Online Clients Connection Status: Offline @ (Check Network)
Uptime: 42 minutes 48 seconds
0,
39 /U 0 System Time: 2023-11-02 14:57:36

Device Details

Device Model: APF Device Name: Ruijie &

SN: 1234¢ __. 21 MAC Address: 00| 19
Working Mode: Ap & Role: Master AP @

Hardware Version: 1,00 Software Version: ReyeeOS

® |[f the device is in standalone mode, you can configure and manage only the currently logged in device. The

web interface displays the function configuration menu of a single device on the left side.
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Ruifie | Reyec | ruijie > Ruijie @ English v (ORemote OBM ©Wizard @Network Check JjAlert [3log Out

& Device Overview

Device Info
@ Clients
Memory Usage Online Clients Connection Status: Online
@ Network o Uptime: 4 hours 2 minutes 18 seconds
44% 0 System Time: 2024-05-22 14:53:25
T WLAN

5 Advanced . i
Device Details

@ Diagnostics
Device Model: Device Name: Ruijie & SN«

= System MAC Address: FQ; i3 Working Mode: AP & Hardware Version: 1,00
Software Version: ReyeeQS

Wi-Fi

= Primary Wi-Fi: @Ruijie-s7483

Security: Yes
Ethernet status y
Ai

«Collapse -

1.5.2 Dual-Mode Management Page

1. Management Mode

The self-organizing network is enabled by default. You can disable it manually. If the self-organizing network is
disabled, the device works in the local device mode.

If the self-organizing network is enabled, the device can work in the SON mode and the local device mode. You
can switch between the two modes on the web interface. The configuration menu varies by the management
mode.

® SON mode: You can view the management information of all devices on the network, and configure all
devices from a network point of view.

® Local Device mode: Only the currently logged in device can be configured.

SON mode web interface:

Ruifie | Reycc Networkwide Ma Currently in Network mode. Navigation Q| English ~ yRemote O&M & Metwork Configuration @ Network Check & Alert [3Log Out

Navigati
Q Navigation Status Devices Clients List e
Online 3/ 0

& Overview

& N k Alert Center All(T)
The network contains different types o...

B Devices . o .

@ Clients Management

Common Functions Overturn
. o Restore
= System WIO
A . Disabled Refresh
| ————
Not in SON
Network Planning manage
SN:MACCEG205G123
Wi-Fi VLAN (1) Add
RAP2260E ) (unknown)
VLANT
Wired VLAN (1): o) W) (port0)
VLANT
N1 \ Not in SON
AP Group ar eemnece n
“
A
Updated on:2023-06-08 16:36:55
«Collapse
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Local Device mode web interface:

Ruijie | Rcycc Local Device(RAP

English O Remote O&M & Network Configuration

Network Check g Alert (3 Log Ouf
i E
& Device Overview

Device Info
@ Online Clients

Memory Usage

o~ Online Clients Connection Status: Online
@ Network 4 Uptime: 5 hours 15 minutes 45 seconds
56% 0 System Time: 2023-06-08 16:53:17
= WLAN
% Advanced
Device Details
@ Diagnostics
Device Mode!. Device Name: Ruijie & SN: S
= System MAC Address: 9 5 Working Mode: AP & Role: Master AP ©
Hardware Version: 1.00 Software Version: ReyeeO*
Wi-Fi
7= Primary Wi-Fi: RAP2260E =  Guest Wi-Fi:
< Security: No < Security: No
Ethernet status
é
- 4
«Collapse

2. Switching the Management Mode

Click the current management mode in the navigation bar, and select the mode in the drop-down box to switch
the work mode of the device.

Ruijie | Rcycc Networkwide Ma

Navigation Q| English v AR

&M & Network Configuration @ N Check pjAlert [5Log Out

Ruijie | Rcycc ide Management Currently

Q Mavigation

Networkwide Management | 2r

@ Overview Lacal Device(
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2 Wi-Fi Network Settings

& Note

Wi-Fi network settings cover the Wi-Fi settings of the currently logged in device and the management of all
wireless devices on the network. If the self-organizing network feature is enabled, the Wi-Fi network settings
will be synchronized to all wireless devices on the network. You can configure device groups to limit the

synchronization range. For details, see 2.1 Configuring AP Groups.

2.1 Configuring AP Groups

2.1.1 Overview

After the self-organizing network feature is enabled, the device can function as the primary AP/AC to batch
configure and manage its downlink APs by group. Group the APs before the delivering the configurations.

& Note

If you specify a group when setting up a wireless network, the corresponding configuration will take effect on

the wireless devices in the specified group.

2.1.2 Configuration Steps

Go to the configuration page: Choose WLAN > APs.

(1) View the information of all APs on the current network, including the basic information, RF information, and

model. Click the serial number in the APs or Manage to configure a single device.

© ~eList ®

| AP List Group: All Groups Expand List Filter Batch Action

Device Name Clients
Action IP Address MAC Address Status Device Model

‘ & Manage O Reboot Ruijie [Master] 0.0.0.0 [o]¢ 19 Online 0

n 10/page Total 1

(2) Click Expand to view all groups on the left pane of the APs page. Click to create a new group. Up to 8

groups can be added. You can click B to edit the group name and click m to delete the group. The

default group cannot be deleted and its name cannot be edited.
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All Groups
Default

AP List Group: All Groups ‘

(3) Click the group name on the left pane to view all devices in the group. A device can only belong to one group.
By default, all devices belong to the default group. Select an entry in the list and click Change Group to

move the target device to a specified group. As a result, the configurations of this group will apply to this
device. Click Delete Offline Devices to remove any offline device from the list.

O Aruist @
| AP List Group: All Groups Collapse List Filter
Device Name Upgrade Device
Action IP Address MAC Address Statu
Delete Device
All Groups
Default Change Group
© Manage O Reboot Ruijie [Master] 0.0.0.0 00:DO:FF:15:43:49 Onl

- 10/page Total 1

Change Group .

Select Group ‘

Default

2.2 Adding a Wi-Fi Network

(1) Go to the configuration page:
® Method 1: Choose Network (WLAN) > Wi-Fi > Wi-Fi Settings.
® Method 2: Choose Network (WLAN) > Wi-Fi > Wi-Fi List.

(2) Click Add, enter the SSID and Wi-Fi password and click OK to add a Wi-Fi network. Click Expand to

configure more Wi-Fi features in the expanded settings. After the Wi-Fi network is added successfully, it will
be displayed in the list. The client will be able to scan the new Wi-Fi network.
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Wi-Fi Network Settings

Wi-Fi Settings Device Group:  Default

Up to 8 SSIDs can be added.

0]
@Ruijie-s7B0OC @Ruijie-s7B0C_5G
Default VLAN Default VLAN + Add Guest Wi-Fi + Add Wi-Fi
Band:2.4G Band:5G
X
* SSID
Band 246G 5G
Encryption @ Open Security 1]

* Security OPEN(Open)

Expand

Table 2-1  Wireless Network Parameters

Parameter

Description

SSID

The name displayed when a wireless client searches for a wireless network.

SSID Encoding

The SSID encoding standard is set to "UTF-8" by default when Chinese characters are
included in the SSID. If the Chinese characters are garbled, you can choose "GBK" as the

SSID encoding standard.

The frequency band used for wireless data transmission. 2.4 GHz and 5 GHz frequency
bands are supported. The 5 GHz frequency band offers a faster transmission rate and less

interference compared to the 2.4 GHz frequency band, but it has weaker signal coverage

Band
and wall penetration. The frequency band can be selected according to actual needs. The
default band is 2.4 GHz+5 GHz, on which Wi-Fi transmits on both the 2.4 GHz and 5 GHz
bands.
Select an encryption mode for the wireless network connection. The options are as follows:
Encryption

Open, Security and 802.1x(Enterprise).

Wi-Fi Password

When the encryption mode is set to WPA-PSK, a Wi-Fi password needs to be entered.

The password for connecting to the wireless network, consisting of 8-16 characters.
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Wi-Fi Network Settings

Parameter

Description

Wi-Fi Standard

Wireless mode, including 802.11be (Wi-Fi 7), 802.11ax (Wi-Fi 6), and compatible mode

802.11be (Wi-Fi 7): This parameter takes effect only on APs that support the IEEE
802.11be protocol. In addition, the connected terminals must support the IEEE 802.11be
protocol to experience the high-speed Internet access experience brought by Wi-Fi 7.

802.11ax (Wi-Fi 6): This parameter takes effect only on APs that support the IEEE
802.11ax protocol. In addition, access clients must support IEEE 802.11ax so that users
can enjoy high-speed Internet access experience brought by Wi-Fi 6.

Compatibility mode: The AP supports 802.11n (Wi-Fi 4) in the 2.4 GHz band and 802.11ac
(Wi-Fi 5) in the 5 GHz band. The AP has good compatibility with STAs that do not support
Wi-Fi 6 and above.

Wireless Specify the time periods during which Wi-Fi is enabled. After you set this parameter, users
Schedule cannot connect to Wi-Fi in other periods.
VLAN Set the VLAN to which the Wi-Fi signal belongs. You can select User and AP in the same
VLAN or Other VLAN and enter the VLAN ID.
Enabling the Hide SSID function can prevent unauthorized user access to Wi-Fi, improving
) security. However, mobile phones or computers cannot find the Wi-Fi name after this
Hide SSID

function is enabled. You must manually enter the correct name and password to connect to
Wi-Fi. Record the current Wi-Fi name before you enable this function.

Client Isolation

After this function is enabled, clients associated with the Wi-Fi are isolated from one other,
and end users connected to the same AP (in the same network segment) cannot access

each other. This improves security.

Band Steering

After this function is enabled, the client supporting 5 GHz selects the 5G Wi-Fi network

preferentially. You can enable this function only when Band is set to 2.4 GHz + 5 GHz.

After this function is enabled, the device sends game packets preferentially, providing more

XPress ) ]
stable wireless network for gaming.
. 3 After this function is enabled, clients keep their IP addresses unchanged when associating
ayer . D L . . .
R ) with the same Wi-Fi. This function improves the roaming experience of users in the cross-
oaming

VLAN scenario.

2.3 Configuring SSID and Wi-Fi Password

(1) Go to the configuration page:

® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Enter the SSID, select the encryption type, enter the Wi-Fi password of the Wi-Fi network, and click Save. If

the encryption type is set to Open, the Wi-Fi network is an open network, and clients can connect to the

12
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Internet without a password. The Wi-Fi password must be a string of 8 to 16 characters, which can contain
letters, digits, and special characters (<=>[]!@#$*()).

A\ Caution

After the configuration is saved, all clients will be disconnected from the Wi-Fi. You need to enter the new
password to connect to the Wi-Fi network.

Wi-Fi Settings Device Group:  Default

Up to 8 SSIDs can be added.

T
@Ruijie-s7B0C @Ruijie-s7B0C_5G
Default VLAN Default VLAN + Add Guest Wi-Fi + Add Wi-Fi
Band:2.4G Band:5G
*SSID | @Ruijie-s7BOC
Band 2.4G 5G
Encryption @ Open Security 1]

* Security OPEN(Open)

Expand

Save

2.4 Hiding the SSID

2.4.1 Overview

Hiding the SSID can prevent unauthorized clients from accessing the Wi-Fi network and enhance network
security. After this function is enabled, the mobile phone or PC cannot search out the SSID. Instead, you have
to manually enter the correct SSID and Wi-Fi password. Remember the SSID so that you can enter the correct

SSID after the function is enabled.
2.4.2 Configuration Steps

(1) Go to the configuration page:
® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, turn on Hide SSID in the expanded settings and click Save.

13
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A\ cCcaution

After the configuration is saved, you have to manually enter the SSID and Wi-Fi password before connecting

any device to the Wi-Fi network. Exercise caution when performing this operation.

Collapse

Wi-Fi Standard 802.11ax(Wi-Fi&)

Wireless Schedule All Time

VLAN The same VLAN as AP

Hide SSID ‘:) (The SSID is hidden and must be manually entered.)

2.5 Checking Wireless Clients

Choose Clients > Online Clients > Wireless.

Check information about all wireless clients connected to the Wi-Fi network. Click Add to Blocklist to disconnect
a client and ban the client from accessing the Wi-Fi network.

Online Client:
o The client going offline will not disappear immediately. Instead, the client will stay in the list for three mo

| online clients ©
A@ | wired (1) | [N
Username/Type IP Address/MAC Address Wi-Fi Action
Channel:36
162.168.120.214
N Add to Blocklist
=56 ferBbi7(kd3:b1:36
a - o

Table 2-2  Wireless Client Parameters

Item Description
Username/Type Name of a client and the band.
IP Address/MAC Address IPv4 address/MAC address of the client.
Wi-Fi ® Channel of the Wi-Fi network associated with the client.
® RSCP of the Wi-Fi network associated with the client.
® Duration of the Wi-Fi network associated with the client.
® Negotiation rate of the Wi-Fi network associated with the client.
® Name of the Wi-Fi network associated with the client.
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2.6 Configuring the Wi-Fi Band

(1) Go to the configuration page:

® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

Wi-Fi Network Settings

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Set the band of Wi-Fi signals. The device supports the 2.4 GHz and 5 GHz bands. Compared with the 2.4
GHz band, the 5 GHz band supports a higher network transmission rate and is less susceptible to interference,

but is inferior in signal coverage and through-wall penetration. You can select an appropriate signal band

based on actual requirements. The default Wi-Fi band is 2.4G+5G, indicating that Wi-Fi signals are emitted

in both 2.4 GHz and 5 GHz bands.
Wi-Fi Settings Device Group:  pefault

Up to 8 SSIDs can be added.

@Ruijie-s7B0C @Ruijie-s7B0C_5G
Default VLAN Default VLAN
Band:2.4G Band:5G

* SSID @Ruijie-s7BOC

Band 2.4G 5G

Encryption @ Open Security

* Security OPEN(Open)

Expand

Save

2.7 Configuring Band Steering

|

+ Add Guest Wi-Fi

+ Add Wi-Fi

A% Caution

This function can be enabled only after the dual-band integration (Band is set to 2.4G+5G) is enabled on the

Wi-Fi network. A client automatically selects a band only when the SSIDs of the 2.4 GHz and 5 GHz bands are

the same.

(1) Go to the configuration page:

® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action
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column.

(2) Click Expand, turn on Band Steering in the expanded settings, and click Save. After the function is enabled,
the client supporting 5 GHz selects the 5G Wi-Fi network preferentially.

* SSID @ Ruijie-s7TBOC

Ban 2.4G 5G

Encryption @ Open Security 0

* Security OPEN(Open)

Collapse

Wi-Fi Standard 802.11ax(Wi-Fi6)

Wireless Schedule All Time

VLAN The same VLAN as AP

Hide SSID (The SSID is hidden and must be manually entered.)

Client Isolation (Prevent wireless clients of this Wi-Fi from communicating with one another.)

Band Steering @) (The 5G-supported client will access 5G radio preferentially.)

2.8 Configuring Wi-Fi 6

A\ cCcaution

The function takes effect only on APs supporting the IEEE 802.11ax protocol. In addition, access clients must
support IEEE 802.11ax so that clients can enjoy high-speed Internet access experience brought by Wi-Fi 6. If
clients do not support Wi-Fi 6, you can disable this function.

(1) Go to the configuration page:
® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, turn on Wi-Fi6 in the expanded settings, and click Save. After this function is enabled, wireless

clients can enjoy faster Internet access service.
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Wi-Fi Standard

Wireless Schedule

VLAN

Hide SSID

Client Isolation

Band Steering

XPress

Layer 3 Roaming

Wi-Fi Network Settings

Cellapse

802.11ax(Wi-Fi6)

802.11be(Wi-Fi7)

802.11ax(Wi-Fi6)

Compatibility Mode

(The SSID is hidden and must be manually entered.)

(Prevent wireless clients of this Wi-Fi from communicating with one another.)

@D (The 5G-supported client will access 5G radio preferentially.)

(The client will experience faster speed. )

(The client will keep the IP address unchanged on the Wi-Fi network.) ()

Do you want to edit RF parameters? Navigate to Radio Frequency for configuration.

Save

2.9 Configuring Wi-Fi 7

A\ Caution

This configuration takes effect only on APs that support the IEEE 802.11be protocol. In addition, the connected

clients must support the IEEE 802.11be protocol to experience the high-speed Internet access brought by Wi-

Fi 7. If the client does not support Wi-Fi 7, you can disable this feature.

(1) Go to the configuration page:

® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, turn on Wi-Fi7 in the expanded settings, and click Save. After this function is enabled, wireless

clients can enjoy faster Internet access service.
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Collapse

Wi-Fi Standard { 802.11be(Wi-Fi7) ]

Wireless Schedule I 802.11be(Wi-Fi7) I

802.11ax(Wi-Fi6)

VLAN Compatibility Mode
Hide SSID (The SSID is hidden and must be manually entered.)
Client Isolation (Prevent wireless clients of this Wi-Fi from communicating with one another.)

Band Steering () (The 5G-supported client will access 5G radio preferentially.)
XPress (The client will experience faster speed.)
Layer 3 Roaming (The client will keep the IP address unchanged on the Wi-Fi network.} (3)

Do you want to edit RF parameters? Navigate to Radio Frequency for configuration.

Save

2.10 Enable Layer-3 Roaming

(1) Go to the configuration page:
® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, turn on Layer 3 Roaming in the expanded settings and click Save. The client will keep the IP

address unchanged in this Wi-Fi network, improving roaming experience across VLANS.

Band Steering (The 5G-supported client will access 5G radio preferentially.)

XPress (The client will experience faster speed. )

I Layer 3 Roaming () (The client will keep the IP address unchanged on the Wi-Fi network.) (2) l

Do you want to edit RF parameters? Navigate to Radio Frequency for configuration.

Save
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2.11 Configuring Client Isolation

(1) Go to the configuration page:
® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, turn on AP Isolation in the expanded settings and click Save. The clients joining in this Wi-Fi

network will be isolated. The clients associated with the same access point cannot access each other.

Collapse

Wi-Fi Standard 802.11be(Wi-Fi7)
Wireless Schedule All Time
VLAN The same VLAN as AP

Hide SSID (The SSID is hidden and must be manually entered.)

Client Isolation D (Prevent wireless clients of this Wi-Fi from communicating with one another.)

2.12 Configuring a Guest Wi-Fi

2.12.1 Overview

The guest Wi-Fi is disabled by default. By default, user isolation is enabled for guest Wi-Fi. That is, connected
users are isolated from each other and can only access the Internet through the Wi-Fi. They cannot access each

other to improve security. The guest Wi-Fi can be automatically turned off at a scheduled time.

2.12.2 Configuration Steps

Choose WLAN > Wi-Fi > Wi-Fi Settings.

Click Add Guest Wi-Fi to configure the SSID and password of the Guest Wi-Fi. Click Expand to configure the
effective time period and other Wi-Fi features in the expanded settings. Click Save, and the guest Wi-Fi network

will be created. Guests can access the guest Wi-Fi network by entering the SSID and Wi-Fi password.
Wi-Fi Settings Device Group:  Dpefault

Up to 8 SSIDs can be added.

mf
@Ruijie-s7B0C @Ruijie-s7B0C 5G
Default VLAN Default VLAN + Add Guest Wi-Fi + Add Wi-Fi
Band:2.4G Band:5G
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* SSID @Ruijie-guest-4349
Band 2.4G 5G
Encryption @ Open Security [ ]

*Security  OPEN(Open)

Expand

2.13 Configuring Wi-Fi Blocklist/Allowlist

2.13.1 Overview

You can configure a global Wi-Fi blocklist/allowlist.

Wi-Fi blocklist: Clients in the Wi-Fi blocklist are prevented from accessing the Internet. Clients that are not added
to the Wi-Fi blocklist are free to access the Internet.

Wi-Fi allowlist: Only clients in the Wi-Fi allowlist can access the Internet. Clients that are not added to the Wi-Fi
allowlist are prevented from accessing the Internet.

A\ Caution
If the allowlist is empty, the allowlist does not take effect. In this case, all clients are allowed to access the

Internet.

Wi-Fi Network Settings

2.13.2 Configuration Steps

1. Configuring a Global Allowlist/Blocklist

Choose WLAN > Blocklist/Allowlist > Global Blocklist/Allowlist.

Select the blocklist or allowlist mode and click Add to configure a blocklist or allowlist client. In the Add window,
enter the MAC address and remark of the target client and click OK. If a client is already associated with the
access point, its MAC address will pop up automatically. Click the MAC address directly for automatic input. All
clients in the blocklist will be forced offline and not allowed to access the Wi-Fi network. The global blocklist and

allowlist settings take effect on all Wi-Fi networks of the access point.
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[ © All STAs except blocklisted STAs are allowed to access Wi-Fi.

| Blocked WLAN Clients
Upto 256 members can be added.

MAC Address

- 10/page

Add

* MAC Address

Remarks

2.14 Optimizing Wi-Fi Network

2.14.1 Overview

Wi-Fi Network Settings

Only the allowlisted STAs are allowed to access Wi-Fi.

+ Add 1l Delete Selected

Remarks Action

No Data

Total 0

Cancel

The device detects the surrounding wireless environment and selects the appropriate configuration upon power-

on. However, network stalling caused by wireless environment changes cannot be avoided. You can optimize

the network with one single click, analyze the wireless environment around the access point and select

appropriate parameters.

A\ Caution

After being optimized, the Wi-Fi network will restart, and clients need to reconnect to the W-Fi network.

Exercise caution when performing this operation.

2.14.2 Getting Started

Install Wi-Fi Moho or other Wi-Fi scanning app on the mobile phone and check interference analysis results to

find out the best channel.
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¢ Channel

2.14.3 Optimizing the Radio Channel

® Primary device: Choose WLAN > Radio Frequency

® Secondary device: Choose WLAN > APs. Select the target device in the device list and click Manage >

WLAN > Radio Frequency.

Choose the best channel identified by a Wi-Fi test tool. Click Save to make the configuration take effect

immediately. The more devices in a channel, the greater the interference.

O Note

The available channels and the VolIP feature are dependent on the country/region code. Please correctly set

the country/region code corresponding to your location.

Radio Frequency Device Group:  Default Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Radio Parameters

Country/Region | China (CN)

Radio Parameters

Global Radio Settings Standalone Radio Settings
2.4G
Channel Width  Auto Channel  Auto
56 Multicast Rate (Mbps) ~ Auto Transmit Power O
Roaming O
Low 40% 80% High

Client Count Limit 64
Access Threshold O

i - _65dBm
Disconnection QO Disable 85dBm 65dBir
Thresho\dDisablE 8odBm ~05dBm Response RSSI- O
Disable -85dBm -65dBm
Threshold

Save
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2.14.4 Optimizing the Channel Width
Choose WLAN > Radio Frequency.

A network with a lower channel width is more stable, while a network with a higher channel width is susceptible
to interference. If the interference is severe, choose a lower channel width to avoid network stalling to a certain
extent. The access point supports the channel width of 20 MHz and 40 MHz in the 2.4 GHz channel, and the
channel width of 20 MHz and 40 MHz and 80 MHz and 160 MHz in the 5 GHz channel.

The default value is Auto, indicating that the channel width is automatically selected based on the environment.

After changing the channel width, click Save to make the configuration take effect immediately.

A\ cCaution

In the self-organizing network mode, the channel width settings will be synchronized to all devices in the
network.

Radio Frequency Device Group:  Default Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Radio Parameters

Country/Region  China (CN)

Radio Parameters

Global Radio Settings

Standalone Radio Settings
2.4G
Channel Width  Auto Channel = Auto
5G Multicast Rate (Mbps) = Auto Transmit Power O
® Auto Lower Low Medium High
Roaming @ QO
o %
Client Count Limit 64 tow 0% B0%  High
Access Threshold @ QO
Disconnection O Disable -85dBm -65dBm
Disablk -85dB -65dBi
Threshold isable m dsm Response RSSI O
Disable -85dBm -65dBm
@ Threshold

Save

2.14.5 Optimizing the Transmit Power

® Primary device: Choose WLAN > Radio Frequency

® Secondary device: Choose WLAN > APs. Select the target device in the device list and click Manage >
WLAN > Radio Frequency.

A greater transmit power indicates a larger coverage and brings stronger interference to surrounding wireless
routers. In a high-density scenario, you are advised to set the transmit power to a small value. The Auto mode

is recommended, indicating automatic adjustment of the transmit power. After adjusting the configuration, click
Save.
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Radio Frequency Device Group: pefaut Not solved yet? Click here to access the Network Optimization page for automatic optimization.
Radio Parameters

Country/Region  China (CN)

Radio Parameters

Global Radio Settings Standalone Radio Settings
2.4G
Channel Width  Auto Channel  Auto
56 Multicast Rate (Mbps) ~ Auto Transmit Power O
Auto Lower Low Medium High
@
Roaming @ O
o % H
Client Count Limit 64 tow 0% B0% - High
Access Threshold @ QO
Disconnection Q) Disable -85dBm -65dBm
Disabl -85dBi -65dBi
Threshold isable m dBm Response RSSI O
Disable -85dBm -65dBm
Threshold
@
0]

Save

2.14.6 Configuring the Multicast Rate

Choose WLAN > Radio Frequency.

If the multicast rate is too high, the packet loss rate of multicast packets may increase. If the multicast rate is too
low, the radio interface may become busy. When network stalling is serious, you are advised to configure a high
multicast rate. When network stalling is minor, configure a medium multicast rate. After adjusting the
configuration, click Save.

| Radio Frecluency Device Group:  Default Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Radio Parameters

Country/Region  China (CN)

Radio Parameters

Global Radio Settings Standalone Radio Settings
2.4G
Channel Width  Auto Channel  Auto
5G Multicast Rate (Mbps) Auto Transmit Power QO
Auto Lower Low Medium High
@
Roaming @ O
o % ;
Client Count Limit 64 tow 0% B0%  High
Access Threshold @ QO
Disconnection O Disable -85dBm -65dBm
ThresholdDisable -85dBm -65dBm Response RSSI O
Disable -85dBm -65dBm
Threshold
@
@

Save

2.14.7 Configuring the Client Limit

Choose WLAN > Radio Frequency.

If the access point is associated with too many clients, it will have a lower performance, affecting user experience.

After you configure the threshold, new clients over the threshold will not be allowed to access the Wi-Fi network.
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You can lower the threshold if there is requirement for bandwidth per client. You are advised to keep the default
settings unless there are special cases. After adjusting the configuration, click Save.

| Radio Frequency Device Group:  Default Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Radio Parameters

Country/Region China (CN)

Radio Parameters

Global Radio Settings Standalone Radio Settings
2.4G
Channel Width Auto Channel Auto
56 Multicast Rate (Mbps) =~ Auto Transmit Power O
Auto Lower Low Medium High
@
Roaming @ Q
Client Count Limit 64 Low 40% 80% High
Access Threshold @ O
Disconnection O Disable -85dBm -65dBm
ThresholdDisable -85dBm -65dBm Response RSSI O
Disable -85dBm -65dBm
® Threshold
®
& Note
The Client Count Limit refers to the maximum number of clients that can be connected to a single access
point.

2.14.8 Configuring Client Disconnection Threshold

Choose WLAN > Radio Frequency.

In the case of multiple Wi-Fi signals, setting the disconnection threshold can improve the wireless signal quality
to a certain extent. The farther the client is away from the access point, the lower the signal strength is. If the
signal is lower than the disconnection threshold, the Wi-Fi will be disconnected, and the client will be forced
offline and select a nearer Wi-Fi signal.

However, the higher the disconnection threshold is, the easier it is for the client to be kicked offline. To ensure
normal Internet access, you are advised to disable the disconnection threshold or set the value to less than —75
dBm. After adjusting the configuration, click Save.
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| Radio Frequency Device Group:  Default Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Radio Parameters

Country/Region = China (CN)

Radio Parameters

Global Radio Settings Standalone Radio Settings
2.4G
Channel Width  Auto Channel  Auto
56 Multicast Rate (Mbps) ~ Auto Transmit Power Q)
Auto Lower Low Medium High
@
Roaming @ O
o o
Client Count Limit 64 tow 0% B0% - High
Access Threshold @ Q
Disconnection O Disable -85dBm -65dBm
Disabl: -85dBi -65dBi
Threshold isable m dsm Response RSSI O
Disable -85dBm -65dBm
Threshold
@
®
A\ Caution

In the self-organizing network mode, the disconnection threshold settings will be synchronized to all devices in

the network.

2.14.9 Configuring the Roaming Sensitivity

® Primary device: Choose WLAN > Radio Frequency.

® Secondary device: Choose WLAN > APs. Select the target device in the device list and click Manage >
WLAN > Radio Frequency.

The roaming sensitivity enables the device to actively disconnect a client from the Wi-Fi network when the client

is far away, forcing the client to re-select the nearest signal and thus improving the sensitivity of wireless roaming.

Higher the roaming sensitivity level, smaller the wireless signal coverage. To improve the signal quality for a

client moving within more than one Wi-Fi coverage, improve the roaming sensitivity level. You are advised to

keep the default settings. After adjusting the configuration, click Save.
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| Radio Frequency Device Group:

Radio Parameters

Country/Region  China (CN)

Radio Parameters
2.4G6
Channel Width

5G Multicast Rate (Mbps)

@

Client Count Limit

Default

Global Radio Settings

Auto

Auto

64

Disconnection O

Disable

Threshold

©]

-85dBm

Save

2.14.10 Configuring the Access Threshold

Wi-Fi Network Settings

Not solved yet? Click here to access the Network Optimization page for automatic optimization

Standalone Radio Settings

Channel  Auto

Transmit Power O

Auto Lower Low Medium High
Roaming @ O
Low 40% 80% High
Access Threshold @ O
Disable -85dBm -65dBm
-65dBm Response RSSI O
Disable -85dBm -65dBm
Threshold
Q

® Primary device: Choose WLAN > Radio Frequency.

® Secondary device: Choose WLAN > APs. Select the target device in the device list and click Manage >
WLAN > Radio Frequency

When the wireless signal of the end user is lower than the access threshold set on the device, the client cannot
detect the wireless signal of the device. After adjusting the configuration, click Save.

| Radio Frequency Device Group:  pefault

Radio Parameters

Country/Region  China (CN)

Radio Parameters

2.4G

Global Radio Settings

Channel Width | Auto

5G Multicast Rate (Mbps) | Auto

©]

Client Count Limit 64

Disconnection Q

Disable

Threshold

©]

Save

-85dBm

Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Standalone Radio Settings

Channel  Auto

Transmit Power O

Auto Lower Low Medium High
Roaming @ QO
Low 40% 80% High
Access Threshold @ O
Disable -85dBm -65dBm
-65dBm Response RSSI O
Disable -85dBm -65dBm
Threshold
@

2.14.11 Configuring the Response RSSI Threshold

® Primary device: Choose WLAN > Radio Frequency.

® Secondary device: Choose WLAN > APs. Select the target device in the device list and click Manage >
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WLAN > Radio Frequency.

When the wireless signal of the end user is lower than the response RSSI threshold configured on the device,
the client cannot detect the wireless signal of the device. The smaller the response RSSI threshold is configured,
the less the environmental factors interfere with the AP. However, the connection of the client may be affected.

After adjusting the configuration, click Save.

| Radio Frequency Device Group:  pefautt Not solved yet? Click here to access the Network Optimization page for automatic optimization.

Radio Parameters

Country/Region = China (CN)

Radio Parameters

Global Radio Settings Standalone Radio Settings
2.4G
Channel Width  Auto Channel  Auto
56 Multicast Rate (Mbps) ~ Auto Transmit Power O
Auto Lower Low Medium High
@
Roaming @ O

0 o i
Client Count Limit 64 Low 40% 80% High

Access Threshold @ O

Disconnection Q Disable -85dBm -65dBm
Thregho\dDiSable -85dBm -65dBm Response RSSI O
Disable -85dBm -65dBm
Threshold
®
Q]

Save

2.14.12 Configuring WIO

Choose WLAN > WIO.

Click I have read the notes. And then click Network Optimization to optimize the wireless network.

A\ Caution

® WIO is supported only in the self-organizing network mode.

® Clients may be offline during the optimization process. The configuration cannot be rolled back once
optimization starts. Exercise caution when performing this operation.

Network Optimization Optimization Record 802.11k/v Roaming Optimization

©

Start

Description:

This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure that all APs have been online.

If WIO is enabled on the device supporting Wi-Fi roaming optimization (802.11k/v), this feature is enabled at the same time.

Notes:

1. During network optimization, the APs will switch channels, forcing the clients to go offline. The process will last for a while, subject to the quantity of devices. It is
recommended you enable network optimization at night.

2. If dynamic channel allocation is running in the backend, network optimization will fail. Please try again later.

3. Network Optimization is not supported by the device without an IP address.

4. The configuration cannot be rolled back once optimization starts.

have read the note:
I ork Optimization l

You are advised to set a scheduled task to optimize the wireless network in the early hours of the morning or
when the network is idle.
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| Scheduled Optimization

Scheduled Optimization
Optimize the network performance at a scheduled time for a better user experience.

Enable ()

Day = Sun

Time 03 : 00

Save

2.14.13 Configuring K/V Roaming Optimization

Go to the configuration page: Choose Network > WIO > 802.11k/v Roaming Optimization.

Select the optimization mode, and then click Enable. The Wi-Fi roaming is further optimized using the 802.11k/v
protocol. 802.11k/v-compliant smart clients can switch to APs with better signal and faster speed during the
roaming process, ensuring high-speed wireless connectivity. To ensure smart roaming effect, the WLAN
environment will be automatically scanned when this function is enabled for the first time.

A\ cCcaution

® This function is only supported in SON mode.

®  During the WLAN environment scanning, APs on the WLAN will switch channels, forcing the clients to go
offline. The process may last for about 2 minutes.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization
Start
Description:

The Wi-Fi roaming is further optimized through the 802.11k/v protocol. Smart clients compliant with 802.11k/v can switch to
the APs with better signal and faster speed during the roaming process, ensuring high-speed wireless connectivity.

To ensure smart roaming effect, the WLAN environment will be auto scanned when Wi-Fi roaming optimization is first
enabled.

Notes:

During the WLAN environment scanning, the APs will switch channels, forcing the clients to go offline. The process will last for
2 minutes.

I Optimization Mode @ Performance-prior Roaming-prior @
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Table 2-3  Optimization Mode Parameters

Parameter Description

Performance- . o . . . .
. Maximum negotiation speed is guaranteed, but connection stability may be compromised.
prior

Roaming-prior Connection stability is guaranteed, but maximum negotiation speed may be reduced.

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization
YA
©) 33 9
Start Scanning Optimizing

=~ 802.11k/v Roaming OptimizationScanning

10% Start: 2023-06-12 11:17:11
Expected Time: 2 minute

Network Optimization Scheduled Optimization Optimization Record 802.11k/v Roaming Optimization
Start Scanning Optimizing Finish

Optimization is enabled.

Optimiation finished on 2023-06-12 11:17:47
Time: 36 seconds
To ensure smart roaming effect, please Click Here to scan the WLAN environment again if the topology changes.

Disable

2.15 Configuring Healthy Mode

Choose WLAN > Wi-Fi > Healthy Mode.

Select Device Group from the drop-down list box. Click Enable to enable the healthy mode. You are allowed to

set the effective time period for the healthy mode.

After the healthy mode is enabled, the transmit power and the Wi-Fi coverage area will decrease. The healthy
mode may reduce signal strength and cause network stalling. You are advised to disable it or enable it when the

network is idle.
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Enable the healthy mode. The device will decrease its transmit power to reduce radiation.
Tip: Changing configuration requires a reboot and clients will be reconnected.

| Healthy Mode Dpevice Group:  Defautt

Enable ()

Effective Time All Time

Save

2.16 Configuring XPress

(1) Go to the configuration page:
® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.

® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, turn on XPress in the expanded settings and click Save. After XPress is enabled, the gaming

traffic will be prioritized, ensuring a more stable gaming experience.

Hide SSID (The SSID is hidden and must be manually entered.)
Client Isolation (Prevent wireless clients of this Wi-Fi from communicating with one another)
Band Steering (The 5G-supported client will access 5G radio preferentially.)

Xpress @D (The client will experience faster speed. )

Layer 3 Roaming (The client will keep the IP address unchanged on the Wi-Fi network.) (?)

Do you want to edit RF parameters? Navigate to Radio Frequency for configuration.

Save

2.17 Configuring Wireless Schedule

(1) Go to the configuration page:
® Method 1: Choose WLAN > Wi-Fi > Wi-Fi Settings. Select the target Wi-Fi.
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® Method 2: Choose WLAN > Wi-Fi > Wi-Fi List. Select the target Wi-Fi in the list and click Edit in the action

column.

(2) Click Expand, select a scheduled time span to turn on Wi-Fi and click Save. Clients will be allowed to access

the Internet only in the specified time span.

Wireless Schedule

VLAN

Hide SSID

Client Isolation

Band Steering

All Time

All Time
Weekdays
Weekends

Custom

nanually entered.)

-Fi from communicating with one another.)

(The 5G-supported client will access 5G radio preferentially.)

XPress @) (The client will experience faster speed. )

Layer 3 Roaming

Save

(The client will keep the IP address unchanged on the Wi-Fi network.) (2

Do you want to edit RF parameters? Navigate to Radio Frequency for configuration.
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3 Network Settings

& Note

This chapter takes the currently logged in device as an example to describe the entry of each function setting
page. If you need to configure other devices in the network, please refer to the following path to enter the
configuration page of the corresponding device, and then configure the function. Choose WLAN > APs. Select
the target device in the device list and click Manage.

3.1 Switching Work Mode

3.1.1 Work Mode

See 1.3 Work Modes for detalils.

3.1.2 Self-Organizing Network Discovery

You can set whether to enable the self-organizing network discovery function. This function is enabled by default.

After the self-organizing network discovery function is enabled, the device can be discovered in the network and
discover other devices in the network. Devices network with each other based on the device status and
synchronize global configuration. You can log in to the web interface of any device in the network to check
information about all devices in the network. After this function is enabled, clients can maintain and manage the
current network more efficiently. You are advised to keep this function enabled.

If the self-organizing network discovery function is disabled, the device will not be discovered in the network and
it runs in standalone mode. After logging in to the Web page, you can configure and manage only the currently
logged in device. If only one device is configured or global configuration does not need to be synchronized to

the device, you can disable the self-organizing network discovery function.
3.1.3 Configuration Steps

Choose WLAN > APs > Manage > Device Overview > Device Info.

Click the current work mode to change the work mode.
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Device Info

Memory Usage

Online Clients

Network Settings

Connection Status: Offline @ (Check Network)

41 O/ 0 Uptime: 1 hour 35 minutes 59 seconds
o System Time: 2023-11-02 15:50:48
| Device Details
Device Model: Al. ..o & Device Name: Ruijie &
SN: 1234¢ 21 MAC Address: 00:DO J
[Working Mode: ap ¢ | Role: Master AP @
Hardware Version: 1.00 Software Version: ReyeeOS _ __ .. ___.
| wi-i
~——~ Primary Wi-Fi: @Ruijie-s7/B0C ~— Guest Wi-Fi:
o Security: Yes g Security: No

3.1.4 Viewing Device Role

Choose WLAN > APs > Manage > Device Overview > Device Info.

If the self-organizing network is enabled, you can view the device role on the Device Details page.

Primary AP/AC: The device can manage downlink devices.

Secondary AP/Device: The device has been managed by an AC. The secondary APs are managed by the
primary AP/AC in a unified manner. Some wireless network settings cannot be edited alone, and thus the primary
AP/AC delivers configurations to edit the network settings in a unified manner.

Device Details

Device Model: Al

Device Name: Ryjjie &
SN: 12z ol L. MAC Address: Qp.o2.rr7r. 2240
Working Mode: AP ¢ | Role: Master AP ©
Hardware Version: 1.00 Software Version: ReyeeOS =~~~ 7777

3.2 Configuring the Internet Connection Type (IPv4)

Choose WLAN > APs > Manage > Network > WAN > WAN.

Select the Internet connection type after confirming with the ISP. After completing the configuration, click Save.
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€O wan

* Internet DHCP
No username or password is required for DHCP clients.

IP Address 192.168.111.210
Subnet Mask 255.255.255.0
Gateway 192.168.111.1

DNS Server 192.168.111.1

Advanced Settings

Save

The device supports the following Internet connection types:

® DHCP: The current device will act as a DHCP client and apply for the IPv4 address/prefix from the upstream

network device.

@ Static IP: If this Internet connection type is selected, you need to manually configure a static IPv4 address,

subnet mask, gateway address, and DNS server.

3.3 Configuring Port VLAN

A\ Caution

The port VLAN can be configured only when the device works in AP mode.

Choose WLAN > APs > Manage > Network > LAN.
(1) Onthe LAN Settings tab page, toggle on Port VLAN, and click OK in the confirmation dialog box.

LAN Settings Port VLAN

© LAN settings

Port VAN @D

| LAN Settings + Add 1 Delete Selected

Upto 4 entries can be added.
VLAN ID Remarks Action

22 - Edit Delete

(2) Click Add. Enter the VLAN ID and description, and click OK to create a VLAN. The added VLAN is used to
set the VLAN, to which a port belongs.
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3.4

Add ~

*VLAN ID

Remarks ]

Cancel

(3) Switch to the Port VLAN tab page and configure VLANS for the port. Click the option box below the port,

select the mapping between a VLAN and the port from the drop-down list box, and click Save.

o UNTAG: Configure the VLAN as the native VLAN of the port. That is, when receiving a packet from this
VLAN, the port removes the VLAN tag from the packet and forwards the packet. When receiving an
untagged packet, the port adds the VLAN tag to the packet and forwards the packet through the VLAN.
Only one VLAN can be configured as an untagged VLAN on each port.

o TAG: Configure the VLAN as an allowed VLAN of the port, but the VLAN cannot be the native VLAN.
That is, VLAN packets carry the original VLAN tag when they are forwarded by the port.

o Not Join: Configure the port not to allow packets from this VLAN to pass through. For example, if VLAN
10 and VLAN 20 are not added to port 2, port 2 will neither receive nor send packets from or to VLAN 10
and VLAN 20.

LAN Settings Port VLAN

Port VLAN

o Please choose LAN Settings to create a VLAN first and configure port settings based on the VLAN. @
| PortviaN
il Connected Disconnected
LAN1
VLAN 1(WAN) Untagged
VLAN 22 Non-addec

Changing the MAC Address

Choose WLAN > APs > Manage > Network > WAN > WAN.

ISPs may restrict the access of devices with unknown MAC addresses to the Internet for the sake of security. In
this case, you can change the MAC address of the WAN port.

Click to expand Advanced Settings, enter the MAC address, and click Save. You do not need to change the

default MAC address unless in special cases.
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A\ cCcaution

Changing the MAC address will disconnect the device from the network. You need to reconnect the device to
the network or restart the device. Exercise caution when performing this operation.

Advanced Settings

VLAN ID

*MTU 1500

* MAC | ec:b9:70:23:a4:bf |

Save

3.5 Changing the MTU

Choose WLAN > APs > Manage > Network > WAN > WAN.

WAN interface MTU indicates the maximum transmission unit (MTU) allowed by the WAN interface. The default
value is 1500 bytes, indicating the maximum data forwarding efficiency. Sometimes, ISP networks restrict the
speed of large data packets or forbid large data packets from passing through. As a result, the network speed

is unsatisfactory or even the network is disconnected. In this case, you can set the MTU value to a smaller value.

Click Advanced Settings to expand the configuration items, enter the MTU value, and click Save.

Advanced Settings

VLAN ID

*MTU 1500

* MAC ec:b9:70:23:a4:bf

Save

3.6 Configuring DNS

Choose WLAN > APs > Manage > Advanced > Local DNS.

Enter the IP address of the DNS server and click Save. The local DNS server is optional. The device obtains the

DNS server address from the connected uplink device by default. The default configuration is recommended.
The available DNS service varies from region to region. You can consult the local ISP.
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3.7

3.8

o The local DNS server is not required to be configured. By default, the device will get the DNS server address from the uplink device.

Local DNS server

Configuring Port Flow Control

Choose WLAN > APs > Manage > Advanced > Port Settings.

When the LAN ports work at different rates, data congestion may occur, which can slow down the network speed
and affect the Internet access experience. Enabling port flow control can help mitigate this problem.

o Port Settings

Flow control can relieve the data congestion caused by ports at different speeds and improve the network speed.
Flow Control (D)

Save

Configuring the AP LAN Port

A\ Caution

This configuration takes effect only on APs with a LAN port.

Choose WLAN > LAN Port (LAN Port Settings).
Enter the VLAN ID and click Save to set the VLAN to which the wired port of the AP belongs. If the VLAN ID is
empty, it indicates the wired port and WAN port belong to the same VLAN.

In self-organizing network mode, the AP wired port configuration applies to all APs having wired LAN ports on
the current network. The default configuration of the AP wired port will take effect if the configuration is not
applied to the AP in the AP wired port configuration list. You can click Add to add a configuration to the AP wired

port configuration list.
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LAN Port Settings
o The configuration takes effect only for the AP with a LAN port, e.g., EAP101.
Note: The configured LAN port settings prevail. The AP device with no LAN port settings will be enabled with default settings.

| Default Settings
VLAN ID Add VLAN

(Range: 2-232 and 234-4090. A blank value indicates the same VLAN as

WAN port.)
Applied to AP device with no LAN port settings @

Save

LAN Port Settings + Add il Delete Selected

Upto 8 VLAN IDs or 32 APs can be added (1 APs have been added).

VLAN ID Applied to Action

5 Ruijie Edit Delete

3.9 Configuring the Optical Transceiver

Choose WLAN > APs > Manage > Network > Optical Transceiver Info.

The Optical Transceiver Info page displays the optical port connection status of the device.

Optical Transceiver Info 2 Refresh
. Local Rx
Port Temperature(°C) Voltage (V) Current (mA) Tx power(dBm) Power(dBm)
W WAN 32 3.27 0.00 4 -40.00 ¥ -33.01

Table 3-1  Optical Transceiver Parameters

Parameter Description

Temperature (°C) Current working temperature of the optical transceiver.

Voltage (V) Current working voltage of the optical transceiver.

Current (mA) Current of the optical transceiver.

Tx Power (dBm) Power of the optical signal sent by the optical transceiver.

Local Rx Power (dBm) Power of the optical signal received by the optical
transceiver, which indicates the quality of the optical signal
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Parameter Description

sent to the device.

3.10 Configuring VoIP

3.10.1 Overview

Traditional hotel room phone systems usually require dedicated phone lines and devices, which need regular
maintenance and are costly. When adding rooms or functions, the traditional guest room telephone system
requires additional telephone lines and devices to meet the new demand, which increases the complexity of
deployment and costs, and cannot meet the needs of modern hotels for diversified communication functions,

scalability, and cost-effectiveness.

Voice over Internet Protocol (VolP) compresses voice signals using compression algorithms and packages them
into IP packets for transmission on the Internet. VolP reduces communication costs and provides rich functions,

such as call forwarding, voice mail, and multimedia communication, to enhance the customer experience.

With Reyee VoIP gateway and Ruijie Reyee App or Ruijie Cloud, VoIP system construction and quick

deployment and acceptance can be achieved in hotels and apartments.

Figure 3-1 VoIP Network Architecture

VolIP gateway

»

% \\‘\,,

-

o

A

RG-NBF Switch —— Fiber/Ethernet Cable
RG-NBR Router —— Optical cable
—— RJ11 Cable
A Splitter <[5 ~ >
78 [F W 20 7. )

o &J// C oy 8 E g S E
&
Phone 0 Phone 1 Phone 2 Phone 3

RG-APF AP RG-APF AP
Parallel Array Connection

Parallel Array Connection

On a VolIP network, the RG-APF series supports parallel array connection for connecting VolP phones. This
means that multiple VolP phones (up to three) can be connected to the SC port of an RG-APF access point.

The parallel array connection is shown in Figure 3-1.

A user can use a VolP phone connected to the same RG-APF access point in parallel array connection to make
voice calls to another VoIP phone connected to another RG-APF access point. For example, phones 1, 2, and
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3 can receive calls from phone 0 at the same time. The phones connected in parallel arrays can also
communicate with each other during a voice call. That is, phones 1, 2, and 3 can communicate with each other

during a voice call to voice phone 0.

3.10.2 Prerequisites

A\ Caution

® On a VolIP network, an SIP-compliant VolP gateway must be used as the SIP server.

® An RG-APF access point supports the SIP protocol, which is compatible with most VoIP gateways.
® The name of the RG-APF access point must be used as the extension number.

You can connect a VolP phone to the phone port of the RG-APF access point. Each RG-APF access point is
registered with the VoIP gateway through the network using the SIP protocol for interconnection of internal
phones. A VoIP gateway connects a public switched telephone network (PSTN) to an IP network to implement
VolP communication. A Reyee VolP gateway can be automatically connected to the cloud management platform

for VoIP configuration.

Before configuring the VolP service, ensure that each AP in the hotel is named uniquely. Otherwise, automatic
registration of the extension number will be affected. You are advised to name the APs according to the room
number. For example, the AP in room 303 is named '303'. When multiple APs exist in a room, a suffix should be
added. For example, if there are two APs in room 101, they are named 101_1 and 101_2.

3.10.3 Configuration Steps

Choose WLAN > APs > Manage > Network > Extension Setting.

Click Add Extension on the Extension Setting page, enter the phone information, and click OK.

Extension Setting

No Data

Add Axtension
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* Extension Number

* Authentication

Name

* Authentication

Password

* Voice Gateway

Server

*Voice VLAN

SIP Transport

Protocol

DTMF Mode

* DTMF Payload Type

Caller Identification

(CID) Format

Table 3-2

Advanced Settings

UDP

INBAND

101

Frequency-Shift Keying (FSK)

Cancel

Extension Configuration Parameters

Network Settings

Parameter

Description

Extension Number

Extension number. Each extension is assigned a unique

extension number.

Authentication Name

Authentication ID. The authentication name can be the same

as the extension number or set in a project.

Authentication Password

Authentication password. The password must contain at

least six characters and cannot be the same as the

authentication name.
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Network Settings

Parameter

Description

Voice Gateway Server

IP address (or domain name) and port number of the voice

gateway server

Voice VLAN

VLAN ID for voice service (Range: 2—-4094)

SIP Transport Protocol

Ensure that SIP messages are transmitted correctly across
the network by choosing the right transmission protocol,
either UDP or TCP:

® UDP: Suitable for most real-time interactive
communications, such as voice calls.

@ TCP: Suitable for transmitting SIP control messages in
unstable network environments or when higher
reliability is required.

DTMF Mode

Different modes for transmitting DTMF signals.

® INBAND: DTMF signals are mixed with the audio
stream for transmission.

® RFC2833: DTMF signals are separately transmitted as
special RTP event packets.

@ S|P INFO: DTMF signals are separately transmitted in
SIP INFO messages.

DTMF Payload Type

The encapsulation method for transmitting special data
packets in VoIP. The default value is 101, with a value range
of 96 to 127.

Caller Identification (CID) Format

The transmission method for call identification information on

the phone.

®  Frequency-Shift Keying (FSK): Transmit information in
the ASCII character set.

@  Dual-Tone Multi-Frequency (DTMF): Transmit numbers
from 0 to 9 and a few characters, including #, *, A, B, C,
and D.

After an extension is added, you can view the extension information on the Extension Setting page.
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4 System Settings

4.1 Setting the Login Password

® SON mode: Choose Network > Password.
® Standalone mode: Choose System > Login > Login Password.

Enter the old password and new password. After saving the configuration, use the new password to log in.

A\ Caution

In self-organizing network mode, the login password of all devices in the network will be changed
synchronously.

9 Change the login password. Please log in again with the new password later.

* Old Management

Password

* New Management

Password There are four requirements for setting the password:
- The password must contain 8 to 31 characters.
+ The password must contain uppercase and

lowercase letters, numbers and three types of special

characters.
+ The password cannot contain admin.
- The password cannot contain question marks,

spaces, and Chinese characters.

* Confirm Password

Password Hint

Save

4.2 Setting the Session Timeout Duration

® SON mode: Choose WLAN > APs > Manage > System > Login > Session Timeout.
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4.3

® Standalone mode: Choose System > Login > Session Timeout.

If no operation is performed on the Web interface within a period of time, the session is automatically
disconnected. When you need to perform operations again, enter the password to log in again. The default

timeout duration is 3600 seconds, that is, 1 hour.

o Session Timeout

* Session Timeout 3600 seconds

Save

Setting and Displaying System Time

® SON mode: Choose Network > Time.
® Standalone mode: Choose System > System Time.

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time
zone is correct but time is still incorrect, click Edit to manually set the time. In addition, the device supports
Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can

add or delete the local server.

A\ Caution

In self-organizing network mode, the system time of all devices in the network will be changed synchronously.
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o Configure and view system time (the device has no RTC module, and time settings are not saved upon restart).

Current Time 2023-11-02 16:04:19 m

*Time Zone = (GMT+8:00)Asia/Shanghai

* NTP Server  O.cn.pool.ntp.org Add
1.cn.pool.ntp.org Delete
cn.pool.ntp.org Delete
pool.ntp.org Delete
asia.pool.ntp.org Delete
europe.pool.ntp.org Delete
ntpl.aliyun.com Delete

Save

4.4 Configuring Reboot

A\ caution

® Do not cut off power during system reboot to avoid device damage.

® Do not refresh the page or close the browser during the reboot. After the device is successfully rebooted
and the Web service becomes available, the device automatically jumps to the login page.

® Rebooting the device affects the network. Exercise caution when performing this operation.

4.4.1 Rebooting the Current Device

SON mode: Choose WLAN > APs > Manage > System > Reboot.

Standalone mode: Choose System > Reboot > Reboot. Click Reboot. The device will restart.

Reboot Scheduled Reboot

o Please keep the device powered on during reboot.
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4.4.2 Rebooting All Devices on the Network

Choose Network > Reboot & Reset > Network Management.

Click Reboot, select All Devices, and click Reboot All Device to reboot all devices in the current network.
o Network Management
o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

| Network Management

Action | Reset
Selectl All Devices I Specified Devices

A\ cCcaution

It takes time to reboot all devices in the current network. The action may affect the whole network. Please be

cautious.

4.4.3 Rebooting the Specified Device

Choose Network > Reboot & Reset > Network Management.

Click Reboot, click Specified Devices, select required devices from the Available Devices list, and click Add
to add devices to the Selected Devices on the right. Click Reboot. Specified devices in the Selected Devices

list will be rebooted.
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0 Network Management

o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

| Network Management

Select All Devices Specified Devices

@ Available Devices 1/1 Selected Devices 0/0

@ 1234942570021 - APF1250-5 No data

Add >

4.5 Configuring Scheduled Reboot

Confirm that the system time is accurate to avoid network interruption caused by device reboot at wrong time.

For details about how to configure the system time, see 4.3 Setting and Displaying System Time.

To configure scheduled reboot for the current device, choose Network > Scheduled Reboot.

To configure scheduled reboot for all devices in the network, choose System > Scheduled Reboot.

A\ Caution

If you configure scheduled reboot on the management webpage, all devices will restart when the system time
matches with the scheduled reboot time. Please be cautious.

Click Enable, and select the date and time of scheduled reboot every week. Click Save. When the system time

matches with the scheduled reboot time, the device will restart. You are recommended to set scheduled reboot
time to off-peak hours.
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o It is recommended to set the scheduled time to a network idle time, e.g., 2 AM..

The downlink device will also be rebooted as scheduled.

Enable @D

Day Mon Tue Wed Thu Fri Sat Sun

Time = 03 : 00

Save

4.6 Configuring Backup and Import

Choose WLAN > APs > Manage > System > Backup > Backup & Import.

Configuration backup: Click Backup to generate a backup configuration and download the configuration file to
the local device.

Configuration import: Click Browse, select a backup file on the local PC, and click Import to import the

configuration file. The device will restart.

Backup & Import Reset

If the target version is much later than the current version, some configuration may be missing.
o It is recommended to choose Restore before impeorting the profile. The device will be rebooted automatically
later.

| Backup Profile

Backup Profile

| Import Profile

File Path Browse

4.7 Restoring Factory Settings

4.7.1 Restoring the Current Device to Factory Settings

Choose WLAN > APs > Manage > System > Backup > Reset.

Click Reset to restore the current device to the factory settings.
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Backup & Import Reset

o Resetting the device will clear the current settings. If you want to keep the setup, please Backup Profile first.

Tips

o Resetting the device will clear the current settings

and reboot the device. Do you want to continue?

A\ Caution

This operation will all configuration of the current device and restart the device. If you want to retain the current

configuration, back up the configuration first (see 4.6  Configuring Backup and Import). Exercise caution

when performing this operation.

4.7.2 Restoring All Devices to Factory Settings

Choose Network > Reboot & Reset > Reset.

Select Reset and click OK. All devices on the current network will be restored to factory settings.
0 Network Management

o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

| Network Management

Action Reboot

Unbind Account (The devices of this account will be removed from Ruijie Cloud and will not be managed by this account).

Option
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A\ cCcaution

This operation will clear all existing settings of all devices on the network and restart the devices. Exercise
caution when performing this operation.

4.8 Checking the System Version and Performing System Upgrade

A\ cCcaution
®  You are advised to back up the configuration before performing software upgrade.
®  Version upgrade will restart the device. Do not refresh or close the browser during the upgrade process.

4.8.1 Online Upgrade

Choose WLAN > APs > Manage > System > Upgrade > Online Upgrade.

The current page displays the current system version and allows you to detect whether a later version is available.
If a version update is detected, click Upgrade Now to perform online update. If the network environment does
not support online upgrade, click Download File to download the upgrade package locally and then perform
local upgrade.

Online Upgrade Local Upgrade

o Online upgrade will keep the current configuration. Please do not refresh the page or close th
Current Version ReyeeOS
New Version ReyeeOS 1.

Description 1,

2,

Tip 1.If your device cannot access the Internet, please click Download File.

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

4.8.2 Local Upgrade

Choose WLAN > APs > Manage > System > Upgrade > Local Upgrade.

The device model and current software version are displayed. You can choose whether to retain the
configuration for upgrade. Click Browse to select a local software package, and click Upload to upload the

package.
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Online Upgrade Local Upgrade
o Please do not refresh the page or close the browser.

Device Model
Current Version ReyeeQS

Retain (If the target version is much later than the current version, you are advised not to retain the configuration.)

Configuration

File Path Browse

4.9 Switching System Language

English - @ :
Choose in the upper right corner of the Web page.

Click a language in the drop-down list as the language of the web interface.

RS v

AL

English

4.10 Configuring LED Status Control

A\ Caution

In standalone mode (when the self-organizing network discovery function is disabled), the LED Status Control
function cannot be enabled.

—

o,
Choose % WLAN > LED.

Enable or disable the system status LED of all downlink APs on the current network.

o LED Status Control
Control the LED status of wireless devices on the network.

Enable ()

Save
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5 Network Diagnosis Tools

5.1 Network Check

When a network error occurs, you can perform Network Check to identify the fault and take the suggested

action.

(1) Click the -icon on the right of the navigation bar or choose Diagnostics > Network Check and go to
the Network Check page.

RRuijie | Rcycc Networkwide Ma Navigation Q| English © O Remote O&M & Network Configuration @ Network Check i Alert  [3Log Out

(2) Click Start to run the network check. The test result will be displayed.

o Metwork Check

Start

o Network Check

S

|

WAN/LAN Cable
Auto-Negotiated Speed
WAN Port

LAN & WAN Address Conflict
Loop

DHCP Server Conflict

IP Address Conflict

Route

Next Hop Connectivity

DNS Server

IP Session Count
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(3) If a network problem is detected, the detection result and handling suggestions are displayed. You can refer

to the suggestions to troubleshoot the fault.
IP Session Count

DHCP Capacity

Ruijie Cloud Server

Check Connection to Cloud Server

Result : The device is not connected with the cloud server. Cloud service may fail to start.

Suggestion : Please verify that the device SN is added to the cloud and check the network.

5.2 Network Tools

Choose WLAN > APs > Manage > Diagnostics > Network Tools.

® The Ping tool tests the connectivity between the access point and the IP address or URL. The message "Ping

failed" indicates that the access point cannot reach the IP address or URL.

® The Traceroute tool displays the network path to a specific IP address or URL.

® The DNS Lookup tool displays the DNS server address used to resolve a URL.

Enter an IP address or a URL, and click Start. If you need to perform the ping or Traceroute operation, configure

other parameters as required.

o Network Tools
Tool @ Ping Traceroute DNS Lookup
Type @ IPv4d IPv6
* |P Address/Domain | www.baidu.com
* Ping Count 4

* Packet Size = 64 Bytes

PING www.baidu.com (163.177.151.109): 64 data bytes

72 bytes from 163.177.151.109: seq=0 ttI=51 time=18.896
ms

72 bytes from 163.177.151.109: seq=1 ttl=51 time=18.686
ms

72 bytes from 163.177.151.109: seq=2 tt|=51 time=18.284
ms

72 bytes from 163.177.151.109: seq=3 tt|=51 time=20.310
ms
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o Network Tools

Tool Ping @ Traceroute DNS Lookup

Type @ IPv4d IPv6

* |IP Address/Domain | www.baidu.com

* Max TTL 20

traceroute to www.baidu.com (163.177.151.109), 20 hops
max, 46 byte packets

1 192.168.111.1 (192.168.111.1) 0.621 ms 0.536 ms 0.548
ms

2 172.20.741 (172.20.74.1) 2271 ms 9.091 ms 8.565 ms
3 172.20.255.109 (172.20.255.109) 2.974 ms 6.424 ms
10.932 ms

4% %

5 172.22.0.249 (172.22.0.249) 1.902 ms 1.453 ms 1.081 ms
6 112.111.60.97 (112.111.60.97) 3.215ms 3.290 ms 2.794
ms

7 218.104.229.69 (218.104.229.69) 2.890 ms 2.639 ms
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o Network Tools

* IP Address/Domain

Tool Ping Traceroute

© DNS Lookup

www.baidu.com

Server: 127.0.0.1
Address: 127.0.0.1#53

Name:  www.baidu.com
www.baidu.com  canonical name = www.a.shifen.com
Name:  www.a.shifen.com
Address 1: 163.177.151.109
Address 2: 163.177.151.110

www.baidu.com  canonical name = www.a.shifen.com

5.3 Alerts

Choose WLAN > APs > Manage > Diagnostics > Alarms.

Network Diagnosis Tools

The Alert List page displays possible problems on the network environment and device. All types of alarms are
followed by default. You can click Unfollow in the Action column to unfollow a type of alarm.

A\ cCcaution

After a type of alarm is unfollowed, all alarms of this type will not be displayed. Exercise caution when
performing this operation.

Alert List

Expand

Allerts Suggestion

There is more than one DHCP server in the

LAN network.
Hostname SN Type Time
Ruijie 1234567891234 EG210G-P 2022-04-24 09:39:.08
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Please disable the extra DHCP server in the LAN network.

Details

A DHCP server conflict
occurs in LAN network:
MAC (K]
P:19z.100.1 1.1, vLAN
1D:233;
MAC:UNKNOWN,IP:192
.168.112.1,VLAN 1D:233

View Unfollowed Alert

Action

Delete  Unfollow

Action

Delete



Configuration Guide Network Diagnosis Tools

Are you sure you want to unfollow the alarm
and delete it from the alarm list?

1. After being unfollowed, an alarm will not appear
again..

2. You can click View Unfollowed Alarm to re-follow an

unfollowed alarm.

Click View Unfollowed Alarm to view the unfollowed alarm. You can follow the alarm again by clicking Re-
follow in the pop-up window.

View Unfollowed Alert X

There is more than one
DHCP server in the
LAN network.

Re-follow

Cancel

5.4 Fault Collection

Choose WLAN > APs > Manage > Diagnostics > Fault Collection.

When an unknown fault occurs on the device, you can collect fault information on this page. Click Start to collect

fault information and compress it into a file for engineers to identify the fault.

o Fault Collection

Compress the configuration file for engineers to identify fault.

Start

A\ Note

If the preceding troubleshooting steps fail to resolve the issue, and remote assistance from technical support is
needed, you can contact them to assist in enabling the developer mode. The technical support team can then
perform diagnostics to identify and address the issue effectively.
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6 FAQs

6.1 Fail to Log In to the Web Interface

(1) Check that the Ethernet cable is properly connected to the LAN port of the device.

(2) Before accessing the setup page, you are advised to choose Auto for the device enabled with DHCP service
to assign an IP address to the PC. If you want to configure a static IP address for the PC, please make sure
the IP address of the PC and the LAN port are in the same IP range. The default IP address of the LAN port
is 10.44.77.254, and the subnet mask is 255.255.255.0. The IP address of the PC should be setto 10.44.77.X
(X is an integer between 2 and 254), and the subnet mask is 255.255.255.0.

(3) Run the Ping command to check the connectivity between the PC and the device. If the ping fails, please

check the network settings.

(4) If the login failure persists, restore the device to factory settings.

6.2 Restore Factory Settings

Power on the device and press the Reset button for more than 5 seconds. The device is restored to factory

settings after it is restarted. Then, you can log in to the web interface using the default IP address (10.44.77.254).

6.3 Forgot Password

® Forgot the management password of the web interface: You can try to log in with the Wi-Fi password. If the
error still persist, restore the device to factory settings.

® Forgot Wi-Fi password: When the AP extends the signal of another router, the Wi-Fi password is often the
same as that of the primary router. You can check the configuration of the primary router. If the Wi-Fi password

of the primary router is incorrect, you can restore the device to factory settings and reconfigure the password.
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