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Preface

Intended Audience
This document is intended for:

® Network engineers
® Technical support and servicing engineers
® Network administrators

Technical Support
® Ruijie Networks Website:_https://www.ruijienetworks.com/

® Technical Support Website:_https://ruijienetworks.com/support

® Case Portal: https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_ri@ruijienetworks.com

® Skype: service_rj@ruijienetworks.com

Conventions

1. Conversions

Convention Description
Bold font Commands, command options, and keywords are in bold font.
Italic font Arguments for which you supply values are in italic font.
[] Elements in square brackets are optional.
{xlylz} Alternative keywords are grouped in braces and separated by

vertical bars.

[xly]lz] Optional alternative keywords are grouped in brackets and

separated by vertical bars.

The argument before the sign (&) can be input for consecutive 1- n

&<1-n> )
times.
P Double slashes at the beginning of a line of code indicate a
comment line.
2. Signs

The signs used in this document are described as follows:

© warning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.
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A\ caution
An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

W Note
An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

¢ Specification

An alert that contains a description of product or version support.

Note
The manual offers configuration information (including model, port type and command line interface) for
indicative purpose only. In case of any discrepancy or inconsistency between the manual and the actual version,

the actual version prevails.
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2.1

2.11

Overview

This document describes how to use the eWeb management system. You can use the eWeb management
system to configure common settings for switches.

You can access the eWeb management system through a browser (such as Google Chrome) to manage
switches.

Typical Applications

Typical Application Description

Managing Devices Through After switches are properly configured, you can access the eWeb
the eWeb Management management system through a browser to manage these switches.
System

Managing Devices Through the eWeb Management System

Server requirements

The default username and password are both admin.

Before logging into the web for the first time, please use an RJ45 cable to connect the PC and the LAN port of
the device, and configure the PC's IP address to be in the same network segment as the default IP address
(192.168.1. x). Then, use the default IP address, username, and password to access the eWeb management
system. After the first successful login, the system will prompt you to change your password.

A\ caution
For your network security, you are advised to regularly change your login password.

2.1.2 Client requirements

1. Client: Aclient refers to a PC or a mobile terminal such as a laptop. A network administrator can log in to the

eWeb graphical user interface (GUI) of a switch from the client’s browser to manage switches.

2. Browser: Google Chrome is recommended. Exceptions such as garbled characters or formatting errors may

occur if an unsupported browser is used. If an exception occurs due to the use of an old version of Google

Chrome, you are advised to upgrade it to the latest version.

3. Resolution: You are advised to set the resolution to 1600 x 900 or 1920 x 1080. If other resolutions are used,

font and formatting issues may occur.
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3.1

3.2

eWeb Management System

Logging In

Enter the switch IP address in your browser’s address bar. Make sure that the IP address is reachable. The login

page is displayed.

Ruijie INC

Log In

2 & admin

1. Enter the username and password and click Log In. The main interface of the eWeb management system is

displayed.
2. If you cannot remember your username or password, click Forgot Password?
3. If you need customer service assistance, contact local technical support.

4. To prevent login through brute-force cracking, your account will be locked for 10 minutes after 5 failed

attempts. You cannot log in during the locking period.

 Note

To use the eWeb management system, ensure that the rg-web component has been installed on the switch
and the web service has been enabled (if the web service is not enabled, run the enable service web-server
command in config mode to enable it). Otherwise, the login page is not displayed. In most situations, the rg-
web component is integrated in the rgos.bin system by default. However, if it is not installed, you can install it

by installing the upgrade file mentioned in this release note of the eWeb management system.

Main Interface

The main interface of the eWeb management system is displayed.
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eWeb Management System

Ruiji
Home ‘.|:ld£ ?.‘S«SSJSG’JKG Select Device:  1/0 CS83-43GT4XS
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Port Role: | TRUNK  Layer 2 Interface
Temperature @® Nomal @ Abnoma
Current Alarm Shi
Card Siot Name

Temp Temp 1

Air Intake Ve

0 27 55
nt(air_inlet)

Switch Chip(s

3.2.1 Header

Power Module

Power Hardware
Model SIN
Module Version
RG-POW
Pwr-1 N/A NIA
ER

® Nomal @ Abnorma

Fan ® nNomal @ Abnorma
Power Hardware
Fan Model SN Status
(W) Version
Fan RG_FAN N/A NA
40 - ®

This area displays the links to common functions, including Quick Setup, change language and Exit. You can
click these links to switch to specific configuration pages.

INC  Home
(]
e Ruijie
Model
o~
Network Management IP
MAC Address
Security Software Version
WEB Version
L
O&M Hardware Version
o SN
System System Time
Start Time
Up Since

10.110.63.155

2023.0617.1157

RG-INC-EMB_1.23_Build20230811
1.00

MACC202306171

2023-08-12 20:40:19

2023-08-30 19:33:21

13d1h6min58s

select Device: 110 v
40.0%
%
100
ao}
50
%
20

0
20:39:23 20:39:33 203043 20:30:53 204003 20:40:13

D &

admin

Exit

20:39:23  20:39:33  20:39:43  20:39:53 204003 20:40:13
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INC Home Quick Setup 63 F .

(.. ]
Home Rufjle Select Device: 110
Model
. Management P 10.110.63.155
4714
MAC Address 2023.0617.1157
-}
ecurtty Software Version
WEB Version RG-INC-EMB_1.23_Build20230811 %
o 100 100
Oo&mM Hardware Version 1.00 80
80
N 17 60
o S MACC202306171 b
e 40
Y SPEN System Time 2023-09-12 20:42:10
20
Start Time 2023-08-30 19:33:21 0
20:41:14 204 20:41:34  20:41:44 204154 20:42:04
Up Since 13d1h8mindds

3.2.2 Navigation Menu

This area displays main tabs of the eWeb management system.

Port Setiings Device Quick Configuration ~ El @ Q’ x'* .

= Port Settings Aggregate Port Port Mirroring Rate Limit

Home 1
Port Conld Port Management

@ Port Management

Network + Configure Multiple Ports + Add SVI Interface
VLAN Management
m Loop Guard | Layer 3 Interface
Security
STP Loop Guard Port Port State IP Address Subnet Mask IPVE Address Port Description Action
o )
. RLDP Link Detection & Edit
CEM VLAN1 Enable 192.168.1.15 255.255.255.0
[ Delete
Route Configuration
o
t
System PBR Total 1 10/page ~ < 1 > Goto 1
Routing table | Layer 2 Interface  Please select iin ~
Static Route -
Port Descripti
Port Port State Port Type Access VLAN Native VLAN Permit VLAN Action
Network Management ... en
SNMP/Trap ¢ Edit
GioNM Enable ACCESS 1
B Details
Telnet/SSH
g
Advanced Configuration Gior2 Enable ACCESS 1 7 Edt
B Details
DHCP Service
¢ Edit
VSU Configuration GIof3 Enable ACCESS 1 & Detalls

3.2.3 Main Operation Area

In this area, you can perform configurations on the eWeb management system. When you click the shortcut

menu at the left of the page, the detailed configuration page is displayed.

3.3 Quick Setup

The switch is not configured when you log in to the eWeb management system for the first time. To simplify the

configuration, you can use the Quick Setup wizard to configure common settings for the switch.
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0 Note
You can click Quick Setup in the upper-right corner of the main interface of the eWeb management system to

open the Quick Setup wizard.

3.3.1 Layer 2 Mode

There are four steps in this mode.

(1) Device Management

Quick Setup x
o o o o
Device Management Client Interfacs Switch Interface Security
Mode Matching Q Layer 2 Mode Layer 2 Mode
Management Interface o MGMTport as management interface LANport as management interface
* Management Interface: Mgmt 1/0
* IP Address. 10.110.63.155
* Subnet Mask 255.255.255.0
* Gateway tis usually on the same segment as the IP address.
This field is required.
* DS Server Format of DNS Server IP: 2.2.3.2
Reset Time O FCTime Custom
Time Zone: UTC+8 (Bejjing Time, China
System Character Set: GBK

(2) Client Interface
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Quick Setup x

(] 2] (3] (4]

Device Management Client Interface Switch Interface Security

Note: Terminals are PCs, printers, monitors, APs, etc.

Client Interface

Interface Number Interface Status VLAN Port Description Action

Fi1/0M ~ B Enable Range: [1-4094]

(3) Switch Interface

Quick Setup x

© © © o

Device Management Client Interface Switch Interface Security

Note: The interface to the downlink access switch

Switch Interface + Add

Interface Number  Interface Status Allowed VLAN Native VLAN Port Description Action

Fiton ~ B Enable Format of VLAN Range: 3,5-7 Range: [1-4094] [ Delete

If the device is an integrated switch, you can configure the interface of the access point on this page.
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Quick Setup X

o © o o

Device Management Client Interface Switch/AP Interface Security

: Note: The interface to the downlink access switch

Switch Interface + Add

Interface Number Interface Status Allowed VLAN Native VLAN Port Description Action

No Data

o et

(4) Security

Quick Setup x

Device Management Client Interface Switch Interface Security

‘ MNote: Enable the default route function, which will automatically generate the default route pointing to the routing port, and if there are multiple routing peorts, the prierity will be
| automatically configured according to the entry serial number

Default Route: & Enable
SPT Loop Guard Mechanism: & Enable
Optimized Configuration of Edge & Enable
Port

Enable RLDP Loop Guard for & Enable

Client Interface

3.3.2 Layer 3 Mode

There are six steps in this mode.
The first four steps are the same as those in Layer 2 mode, so only the last two steps are described here.

(1) Router Interface (Layer 3 Mode)
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Quick Setup X
Device Management Client Interface Switch Interface Security Router Interface Downlink Port Configuration
‘ Note:The routing port is used when the switch is Layer 3 and needs to interconnect with the uplink device (router or other Layer 3 device) for Layer 3, and the interface must be ‘
| a Layer 3 interface at this time. ;
Router Interface + Add
Interface Numb
Interface Status IPv4 Address Mask Port Description Action
er
Fil/or ~ B Enable IP Address Format: 192.168.1.1 255255 255.0 [ Delete
(2) Downlink Port Configuration (Layer 3 Mode)
Quick Setup X

Device Management Client Interface Switch Interface Security

© o

Router Interface Downlink Port

Configuration

| terminals without configured gateways will not be available for Layer 3 access)

‘ Note:Gateways are used for Layer 3 inter-access between different VLANSs, and it is recommended that each terminal VLAN be configured with a gateway. (Note: VLAN

Downlink Port Configuration Gateway

Allowed VLAN Gateway Status IPv4 Address Mask
Range: [1-4004] B Enable |P Address Format: 192.162.1.1 255.255.255.0
Exit

Port Description Action

T Delete

3.4 Home Page

After you log in to the eWeb management system, you will be automatically redirected to the home page. Or,

you can click Home in the navigation menu to switch to the home page.

On this page, you can view the CPU, memory usage, system version, current system time, and other information
of the switch. By analyzing the trend of Top 5 interface traffic, you can identify common network problems on

this page and quickly resolve these problems.
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3.4.1 Switch Overview

At the top of the home page, you can view the switch name, model, management IP address, MAC address,
software version, hardware version, serial number, system time, startup time, and uptime. You can reset the
system time on the System Time page by choosing O&M > Device O&M > System Time.

Ruijie

Model-C583-48GT4XS
Management IP 192 168.1.15
MAC Address  00d0 f822 3565

Software C383_RGOS 12.6(3)B1404
Version

WEB Version

Hardware 1.00
Version

SN
System Time  2023-12-20 19:57:39
Start Time 2023-12-19 14:58:22

Up Since 1d4h59min18s

3.4.2 Interfaces

In the upper part of the home page is the interface panel where interface information is displayed. The panel
shows the basic interface configurations, such as interface type, state, aggregated interface, and virtual
switching link (SVL) interface.

EI Select Pdne‘.@ Aggregate Port ﬂ upl‘-—‘U[}C‘.’\g. up{<=100M) |:| sh.:mo-.-.-nEl VSL Port Q Copper Port[_] Optical Port

ABAAGH AAAAAA AAAAAE AAAAAE ad o
COPITR PPPI0R DPOU0RE DUORDY B9 O

Port Role: 7 TRUNK = Layer 3 Interface

3.4.3 CPU/Memory Usage

The CPU and memory usage of the switch is displayed at the top of the home page.
(1) CPU: indicates the CPU usage of the switch service module.

(2) Memory: indicates the memory usage of the switch service module.
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Select Device| 1/0 v

55.54 29.3%

100 100
80 80

60 60
40 40

20 20 r S e S s S |

0 0-7 T T T
20:52:26 20:52:41 20:52:56 20:53:11 20:52:26 20:52:41 20:52:56 20:53:11

In the Temperature panel, you can view the temperature of a card slot by selecting a card clot from the Card

Slot drop-down list box.

3.4.4 Temperature/Power Module/Fan

The middle part of the home page displays the temperature, power module status, fan status of the switch at

different positions.

Temperature @ Normal @ Abnormal Power Module @ Nomal @ Abnormal Fan @ Normal @ Abnormal
Card Slol
Current Alarm Sh Power Hardware Powe Hardware
Card Slot Name Model B SIN Fan Model . SIN Status
Temp Temp : Module Version (w) Version
Air Intake Ve RG-PAB0 R567A21 M2SFAN | G1QwWs3
110 Ell 55 Pwr-111 10 60 Fan-111 1.00 ]
nt(air_inlet) 0I-P-F 29100250 -F 9000621
110 Board(board) kI 60 Pwr-112 NIA NIA NiA N/ M2SFAN | 12345678
Fan-1/2 1.00 ®
F 90123
Switch Chip(s RG-POW
110 i 53 90 Pwr-211 N/A N/A 460

10
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3.4.5

3.5

3.5.1

Bandwidth

TOP 5 Interface Bandwidth Utilization Fil/0/47

2

1

0
20:56:00 20:56:01 20:56:02

~

20:56:03

Kbps

H Output

20:56:05

Input

20:56:06

eWeb Management System

TOP 5 Export Bandwidth Usage

Port

Fil/0/47

TF1/0/49

TF2/0/26

Inbound Ra

te

0.01%

0.01%

0.01%

Rate

0.01%

0.01%

0.01%

More>>

‘Outbound Port bandw

idth

5000M

25000M

25000M

You can click More in the Top 5 Interface Bandwidth Utilization panel to query more details about interface

bandwidth utilization.

<I Back o Refresh x Clear @ ClearAll

Inbound Usa 0
Name ge s S
Fi1/0/47 0.01% 0.01%
TF1/0/49 0.01% 0.01%
TF2/0126 0.01% 0.01%

Total 3

® Back: returns to the home page.

Port bandwidth

5000M

25000M

25000M

® Refresh: re-queries the interface bandwidth utilization.

Packet not complete/too

large

0/0

0/

0/0

CRCIFCS error packets

0/0

0/0

0/0

10/page -

<

Number of Conflicts

> Goto 1

® Clear: deletes statistics about a selected interface, such as the number of error packets and conflicting count.

® Clear All: deletes statistics about all interfaces, such as the number of error packets and conflicting count.

Network

Port Config

1. Port Management

Choose Network > Port Config > Port Management > Port Configuration to access the Port Configuration

page.

11
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Port Setiings Device Quick Configuration ~ 5] B & A '

= Port Settings Aggregate Port Port Mirrering Rate Limit
a -
Home r
Port Conf
o Port Management
@ Port Management

Network + Configure Multiple Ports + Add SVI Interface
VLAN Management

| Layer 3 Interface

9 Loop Guard

Security
STP Loop Guard Port Port State IP Address Subnet Mask IPvE Address Port Description Action
o RLDP Link Detection 4 Edit
CEH VLAN1 Enable 192.168.1.15 255.255.255.0
T Delete
Route Configuration
System PBR Total 1 10/page < 1 > Goto 1
Routing table | Layer 2 Interface  Please select line card.
Static Route .
Port Descripti
Port Port State Port Type Access VLAN Native VLAN Permit VLAN Action
Network Managemen... on
SNMP/Trap & Edit
GioHn Enable ACCESS 1
B Details
Telnet/SSH
. & Edit
Advanced Configurat... Giorz Enable ACCESS 1
B Details
DHCP Service
& Edit
VSU Configuration GI0/3 Enable ACCESS 1 B Detals
MAC Address Table
Edit

(1) Port Configuration

® Configuring multiple ports

Configure Multiple Ports ®
PortStats:  Enable v
Port Description: Please Enter
PoriMode:  Access Port ~
* Access VLAN Please Enter Range: 1-4,094
-~ Advanced Settings
Select Port:
Select Device:  1/0 CS86-48MG4VS2QXS-l ~
I—‘:I Select Panel E‘ Aggregate Port & VSL Port r:l Copper Port[__] Optical Port

Bo aoodhe Adddos aahhdd
DD DOOODE Oo0D000 Do o0

0 12 14 16 18 20 22 24 26 28 30 32 40 42 44 46

B
=l=

e | [~

&
-

Port Role: T TRUNK = Layer 3 Interface

SelectAll Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

Cancel

@

® Add SVI Interface

12



RG-INC-EMB User Guide eWeb Management System

Add SVI Interface X

@

Port State Enable b
Port Description Flease Enter
* VLANID Please Enter Range: 1-4,094
* IPv4 Address Please Enter

* Subnet Mask: Please Enter

IPv6 AddressiMask: Please Enter

Cancel

® Editing a Layer 3 interface

PortFil/0/25

Pori State: Enable
Port Descripfion: Please Enter
Port Mode: Layer 3 Interface

Port Attribute:

* IPv4 Address:

* Subnet Mask: 255.255.255.0

IPv Address/Mask: Please Enfer

~ Advanced Setfings

B -

® Deleting a Layer 3 interface

13



RG-INC-EMB User Guide eWeb Management System

Tips
o Are you sure you want to delete?

Cancel

® Editing a Layer 2 interface
Edit Layer 2 Interface

Port State:

Port Description: Please Enter

@

Port Mode:
* Access VLAN Range: 1-4,004

Port Attribute: ~ Copper Port

e Advanced Settings

N

® A layer 2 interface details

Click Details. You can view detailed information about a selected port.
#®0: TFo2

Port State:Enable
Set Rate:Auto-Negotiation
Actual Rate:Unknown

Set Operating Mode:Auto-
Negotiation

Actual Operating
Mode:Unknown

Port Attribute:Optical
Interface

14
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(2) Aggregate Port

O Note

To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member

ports) can be combined into a single logical port (aggregate port). Each aggregate port can have up to 8
member ports. These member ports transmit network traffic through the traffic distribution rule.

® Saving configurations

Select an algorithm from the Load Balancing Algorithm drop down list box. Click Save.

Port Settings Aggregate Port Port Mirroring Rate Limit

Aggregate Port

| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm Src & Dest IP Address ~

Resiore i Dest 1P Address

Dest MAC Address

| Aggregate Port Se Src & Dest IP Address

__________________________________ Src & Dest IP Address and Src & Dest L4 Prt

Note: To expand port bai| ~ src-dst-ip-src-dst-l4port up, multiple physical ports (member ports) can be combined into a single
logical port (aggregate p ports. These member ports transmit network traffic through the traffic
distribution rule Sre & Dest MAC Address

Src IP Address

Add Bulk Delete|

Aggregate Port
Name Numb Enable LACP Port Type IP Address Subnet Mask Action
umber

® Restoring default settings
Click Restoring Defaults to restore the load balacing algorithm to Dest IP Address.

Port Settings Aggregate Port Port Mirroring Rate Limit

Aggregate Port

| Global Config

Note: To distribute network traffic based on the configured load balancing algerithm

Load Balancing Algorithm: Dest IP Address ~

Restore Defaults

® Querying the aggregated port list

15
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Aggregate Port

| Global Config

Note: To distribute network traffic based on the configured load balancing algorithm

Load Balancing Algorithm: Dest IP Address ~

Restore Defaults

| Aggregate Port Settings

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single
logical port (aggregate port). Each aggregate port can have up to 8 member ports. These member ports transmit network traffic through the traffic

distribution rule.

Add Bulk Delete

Aggregate Port )
Name Enable LACP Port Type IP Address Subnet Mask Action
Number
Aggregate Port2 2 No Layer 3 Interface 10.1.1.155 255.255.255.0 & Edit Delete
Total 1 10/page - < 1 > Goto 1

® Adding an aggregated port

| Aggregate Port Settings.

Note: To expand port bandwidth or achieve bandwidth redundancy and backup, multiple physical ports (member ports) can be combined into a single logical port (aggregate port). Each aggregate port can
have up to & member ports. These member ports transmit network traffic through the traffic distribution rule

Bulk Delete

Aggregate Port Numbe

Name Enable LACP Port Type IP Address Subnet Mask Action
r
Aggregate Port10 10 Neo Layer 3 Interface 1112 255.255255.0 ¢ Edit Delete
10/page -~ < 1 > Goto 1

Total 1

Click Add. Set configuration parameters in the displayed window. Click Add. The result can be viewed in

the Aggregate Port list.

16
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RG-INC-EMB User Guide
Add x
= Aggregate Port Number: Please Enter Range: 1- 128 @
Interface Type: @) Layer 2 Interface (Switching) Layer 3 Interface (Routing) @
Enable LACP: Yes @ No
Add Port to the Aggregation Fort
1 Select Device:  1/0 CS86-48MG4VS20QXS-Ul ~ |
E Select Panel m Aggregate Pnn@ VSL Pnrl- upﬂ shutdown ﬂ Current Port State E Copper Port[_] Optical Port
1 3 5 7 98 1 13 15 17 19 21 23 25 21 29 3 33 3B 37 39 41 43 45 47 49 51 53
OOOOO0D OOOoOd OoOOoddd OoOoddd @@E O
LICICICICIC] LICICIL) CICACICICACT CACICICICAL] ©E O
2 4 33 8 10 1 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54
Port Role: 7' TRUNK = Layer 3 Interface
SelectAll Invert Clear Tip:You can select multiple perts by holding down the left mouse button and dragging the mouse.
@ Cancel

® Deleting multiple aggregated ports

Tips

0 Are you sure you want to delete?

a Click Bulk Delete.
b  Click OK in the displayed window. The selected aggregated ports can be removed from in the Aggregate
Port list

® Editing an aggregated port
17
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Click Edit. Set configuration parameters in the displayed window. Click Save. The result can be viewed in

the Aggregate Port list.

* Aggregate Port Number: Range: 1-128 @
Interface Type: Layer 2 Interface (Switching) €@ Layer 3 Interface (Routing)

Enable LACP Yes @ No

@

IP Address:

* Subnet Mask: 255 255 255 0

Add Port to the Aggregation Port

- Select Device:  1/0 CS86-48MGAVS2QXS-Ul

[ Select Pansl [T] Aggregate Port [ vSL Part [l] up [ shutdown [ ] Current Port State

[ Gopper Port [] Optical Port

13 15 17 19 21 23 25 27 29 31 33 35

O OGO 00 O
0 DUQODDE Jooooo

18 20 22 24 26 22 30 32

Abdd
SRl

10

-
~

37 398 41 43 45 4

e s s e
CICICICICIL

38 40 42 44

Port Role: 7' TRUNK = Layer 3 Interface

SelectAll Invert Clear Tip-You can select multiple ports by holding down the left mouse button and dragging the mouse.

Cancel
®

® Deleting an aggregated port

Tips

o Are you sure you want to delete?

c Click Delete.

d Click OK in the displayed window. The selected port can be remoced from in the Aggregate Port list

(3) Port Mirroring

18
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Port Management

Port Settings Aggregate Port Port Mirroring Rate Limit

Port Mirroring

If Port Mirroring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA) is usually connected to the destination
port to analyze packets on the source port.

Multiple source ports can be mirrored to one destination port

Create Port Mirroring Bulk Delete

Session D 3 Src. Port Dest. Port Monitored Packets Action

No Data

® Creating port mirroring

Port Management
Port Settings. Aggregate Port Port Mirroring Rate Limit
Port Mirroring

If Port Mirmoring feature is enabled, all packets on the source pori will be copied and fransmitted fo the destination port. A switched port analyzer (SPA) is usually connecier
port to analyze packets on the source port.

Multiple source ports can be mirrored to one destination port.

Create Port Mirroring | Bulk Delete

Session 1D & Src. Port Dest. Port

Monitored Packets Action

No Data

a Click Create port mirroring.
b  Set configuration parameters in the displayed window.

¢ Click OK. The result can be viewed in the list.
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Create ®
Please Enter Range: 1-4
— Eselw e V ...................................................
ﬁ Select Panel @ Aggregate Port @ VSL Port |:| Copper Port[__] Optical Port
1 3 5 7 9 M 13 15 17 19 21 23 25 21 29 3 3 3B 7 39

OOO0O0O0 OOOaodoog
R I L I I Sy A L N g )

2 4 6 8 10 12 14 16 18 20 22 24

SelectAll Invert Clear

@ Multiple source ports can be mirrored to one destination port. Performance may be affected if there are too many source ports,

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

o e o e Y ol
LACACACICICT CACL]

26 28 30 32 34 36 38 40

Select Device: 10 ~

G Select Panel E Aggregate Port E VSL Port

[ copper Port [ ] Optical Port

1 3 5 7 9 N 13

OOO000 OOoOodOng
(N N N N N N I N 1

2 4 6 g 10 12 14 16 18 20 22 24

1 33 3B 37 39

o0 o e e s Iy e ol
(NI NN A N A | A N

26 28 30 32 34 36 B 40

* Monitored Packets

Pilease Enter

canwj

® Deleting multiple mirrored ports

Click Bulk Delete. Click OK in the displayed window. The mirrored ports can be deleted.

Tips

o Are you sure you want to delete these mirror ports?
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® Editing a mirrored port

Port Management

Port Settings Aggregate Port Port Mirroring Rate Limit

Port Mirroring

If Port Mirroring feature is enabled, all packets on the source port will be copied and transmitted to the destination port. A switched port analyzer (SPA) is usually connected to the
port to analyze packets on the source port

Multiple source ports can be mirrored to one destination port

Create Port Mirroring Bulk Delete

SessionID Src. Port Dest. Port Monitored Packets Action

2 Fi/0M9 Fit/0720 e pelete

a Click Edit.
b  Set configuration parameters in the displayed window.

¢ Click OK. The result can be viewed in the list.

Select Device: 110

D Select Panel E Aggregate Port B V5L Port D Copper Port D Optical Port

OO0O0O0O0 OOoO0Om 000000 40
DO QN0 LA )

2 4 ] 8 10 12 14 18 18 28 30 312 34 36 38 40

T W

Select Al Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

@ Mulspie source ports can be mirrored 1o One destination port. Performance may be affected if there are 100 Many Source pors.

*Dest Pon Select Device: 110

m Select Panel E Aggregate Port B VSL Port G Copper Port l:l Optical Port

1 2 L] T -] 1 12 15 17 w2 23 25 27 200 N 33 35 -]

O00000 00000 000000 4.
CACICACICACT CICACAICIE CAGICICACAL] CAC)

2 4 L] 8 10 12 14 % 13 20 24 28 30 32 34 38 3B 40

Cancel

® Deleting a mirrored port
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Tips

o Are you sure you want to delete this mirror port? @

Ca ncel “

a Click Delete.
b  Click OK in the displayed window. The mirrored ports can be deleted.

(4) Rate Limit

Port Management

Port Settings Aggregate Port Port Miroring Rate Limit
Rate Limit
Port Inbound Rate Qutbound Rate Action
Fi1/on7 100000 1000000 ¢ Edit & Delete
Total 1 10/page ~ < 1 > Go to 1

® Configuring port rate limiting

Port Management

Port Settings Aggregate Port Port Mirroring Rate Limit
Rate Limit
Port Inbound Rate Qutbound Rate Action
Fi1/0117 100000 1000000 & Edit & Delste
Total 1 10/page  ~ < 1 > Goto 1

a Click Configure Port Rate Limit.

b  Set configuration parameters in the displayed window.

22



RG-INC-EMB User Guide eWeb Management System

¢ Click OK. The result can be viewed in the list.

Configure Port Rate Limit ®

* Select Port |

elect Device: 110 w

G Select Panel E Aggregate Port up{>:‘IDOUM)- up(<=100M) G shutdown E VSL G Copper PonD Optical
Port @ Port

1 3 5 7 9 1 13 1 17 19 21 23 25 21 29 3 33 35 T3¢

O0O000O00 O0000n8 O0O00dd dc
NP Iy g 3 g N W R

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 M4 36 B4
@ SelectAll Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.
Inbound Rate Limit speed limit values: 64-100000KBps (The rate limit value varies with port types)
Qutbound Rate Limit speed limit values: 64-100000KBps (The rate limit value varies with port types)
@ OK Cancel

® Deleting multiple rate limiting entries

Click Bulk Delete. Click OK in the displayed window. The rate limiting entries can be deleted.

Tips

o Are you sure you want to delete these port rate limits?

Cancel

® Editing a port rate limiting entry

Click Edit. Set configuration parameters in the displayed window. Click OK. The result can be viewed in the

list.
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Edit Port Rate Limit

@

Inbound Rate Limit 100000

[outbound Rate Limit 1000000

® Deleting a port rate limiting entry

eWeb Management System

speed limit values: 64-5000000KBps (The rate limit value varies with port types)

speed limit values: 64-5000000KBps (The rate limit value varies with port types)

Cancel
0

Click Delete. Click OK in the displayed window. The rate limiting entry can be deleted.

Tips

o Are you sure you want to delete this port rate limit? @

Cancel n

2. VLAN Management

Choose Network > Switch Port > VLAN Management to access the VLAN Management page.

= VLAN Management Trunk Management
o —_—
Home i
Port Confi
Set Trunk Port
@ Port Management
Networ Bulk Add Add Delete Selected VLAN
| VLAN Management |
9 Loop Guard
=LY VLAN D VLAN N
STP Loop Guard ame
o RLDP Link Detection
O&M 1 VLANOQOO1
Route Configuration
Q 60 VLANOO60
System PBR
Routing table
Total 2

Static Route

Network Managemen...

(1) VLAN Management

24

VLAN Status Port
Gi0M-34,Gi0/36-
STATIC
48,Te0/49-52
STATIC

10/page <

>

Action

& Edit

4 Edit W De

Go to
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VLANM Management Trunk Management

Bulk Add Add Delete Selected VLAN
VLAN ID VLAN Name VLAN Status Port Action
Fi1/0/1-22,Fi1/0/25- @
1 VLANDOO1 STATIC 30,Fi1/0/32-48 Fo1/0/53- & Edit
54 Fi2/0/1-24 @
4 VLANO0O4 STATIC Fi1/0/31 & Edit
Total 2 @ 10/page ~ < 1 > Goto 1

® VLAN Adding multiple VLANs

To add multiple VLANS, click Bulk Add and the Bulk Add window is displayed. Enter the VLAN ID and click
Done.

Bulk Add

* VLAN 1D:

Range: 1-4094; Format: (3-5,200}

® Adding a single VLAN

To add a single VLAN, click Add and the Add window is displayed. Set configuration parameters and click
Done.
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Add b
* VLAN ID: Range: 1-4094
* VLAN Name:
Select Port
Select Device: 110 o
|J:| Select Panel m Aggregate Port up D shutdown m Current Port Sla[em VSL Port O Copper PortG Optical Port
1 3 5 7 8 1 13 15 17 19 N 213 5 27 2% 3 33 35 37 38 41 43 45 4
OO0O0O00 O0O0000n OO0000d OOddOd
QOO0 QOO0 00 0]
2 4 6 8 10 12 14 16 18 20 22 24 2% 28 30 32 34 36 38 40 42 44 46 4
Port Role: T TRUNK = Layer 3 Interface
Select All Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.
m Cancel

® Deleting multiple VLANs

To delete the selected VLANS, click black box before each VLAN to select multiple VLANS, then click Delete
Selected VLAN. The error message is displayed. Click OK.

Tips X

Are you sure you want to delete the selected VLAN?

® Editing a VLAN

To edit a VLAN, click Edit, and the Edit window is displayed. Set configuration parameters and click Done.
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Edit x

WVLAN ID: Range: 1-4094

* VLAN Name: WVLANODOS

Select Port @
: Select Device:  1/0 ¢ ~ :
Q Select Panel E Aggregate Port ; up B shutdown ﬂ Current Port State E VSL Port Q Copper Port D Optical Port

Sondd oadddd AAALAS AaLLNE
RS BRI IR

PP P

10 12 14 16 18

Port Role: 7 TRUNK = Layer 3 Interface

Select Al Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

® Deleting a VLAN
To delete a VLAN, click Delete. The Error dialog box is displayed. Click OK.

Tips

o Are you sure you want to delete the selected VLANT

® Trunk Management

VLAN Management Trunk Management
Se@t) Trunk Pcést
=
Port l Native VLAN Allowed VLANs Action
Fi1/0M17 10 10 @ li] Delete
Fi1/0/18 10 10 & Edi‘l @
Total 2 @ | 10/jpage - < 1 > Goto 1 |

® Setting a Trunk port
To set a trunk port, click Set Trunk. The Configure Trunk Port window is displayed. Set configuration

parameters and click OK.
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Configure Trunk Port

o ol e e e e o o o e B il
NN I Sy R N B § 2

2 4 6 8 10 12 14 26 28 30

SeiectPort | select Device: 110 v
|J;L| Select Panei[ﬁ Aggregate Port‘] up{>:10l}0M]- up{<:100M)|j shu‘tdmlzl VSL |J:| Copper F'ort|:| Optical
Port Port
1 3 5 7 9 1" 13 1% 17 19 21 23 25 2 29 3 33 35 ar 39

o e e e s T ol o
LACICICICALY LAL]

32 34 36 38 40

Select All Invert Clear
* Native VLAN

Range (1-4094)

* Allowed VLANS VLANID is 1 - 4,094.

Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse

Cancel

® Deleting multiple trunk ports

To delete multiple trunk ports, click black box next to each trunk port to select multiple trunk ports, and then

click Bulk Delete. The Error dialog box is displayed. Click OK.

Tips

o Are you sure you want to delete these trunk ports? @

® Editing a trunk port

To edit a Trunk port, click Edit. The Edit Trunk Port window is displayed. Set configuration parameters and

Click OK.
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Edit Trunk Port x
Port Fit/0/17
* Native VLAN | 10 Range (1-4094)
* Allowed VLANS 10 VLANID is 1- 4,094,
“ Cancel

® Deleting a trunk port

To delete a selected trunk port, Click Delete. The Error dialog box is displayed. Click OK.

Tips

Are you sure you want to delete this trunk port?

=

3. Static Route

Choose Network > Port Config > Static Route to access the Static Route page.

Static Route: By adding a static route, packets destined for a specified destination network are routed along a predetermined path

[ ]
Home Switch Port © 'Routing Preference: ", Source In Source Out > Forward DNS Proxy > Policy Routing » User Routing and Application Routing > Static Routing > Address Base Auto
Routing > Multi-Link Load Balancing and Default Routing

@ Port Management

Add Static Route Add Default Route Delete Selected Route
VLAN Management

Note: The system supports configuring 32 equal-cost routes to the same destination network segment. If the number of equal-cost routes is greater than 32, only the first 32

@ Static Route equal-cost routes take effect.

Security
Loop Guard
Router Outboun  Administrative
o STP Loop Guard Dest. Segment: Dest. Mask Next Hop IP Type Action
O&M d Interface Distance

RLDP Link Detection
System  Network Management ... tobaa
SNMP/Trap
Telnet/'SSH Total 0 10/page v < 1 > Goto 1
Advanced Configuration

DHCP server

VSU Configuration

Packets destined for a specified destination network are routed along a pre-determined path when a static route
is configured. The routing priority is source in source out > forward DNS proxy > policy-based routing > user-

defined routing and app-based routing > static route > auto routing > multi-link load balancing and default route.

O nNote

The system supports up to 32 equal-cost routes to the same destination subnet. If over 32 equal-cost routes

are configured, only the 32 equal-cost routes that are configured first will take effect.
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Stafic Route: By adding a static route, packets destined for a specified destination network are routed along a predetermined path.

© Routing Preference: ', Source In Source Out = Forward DNS Proxy = Policy Routing = User Routing and Application Roufing = Static Routing = Address
Ease Auto Routing = I\@gi-unk Load Balancing %Default Routing

| Add Static Route || Add Default Route || Delete Selected Route |

Mote: The system supports configuring 32 equal-cost routes fo the same destination network segment. If the number of equal-cost routes is greater than 32, only the
first 32 equal-cost routes take effect.

Router Qutbou  Administrative .
Dest. Segment: Dest. Mask Next Hop IP Type Action
nd Interface Distance

1114 255.255255.255  1.1.1.10 255 Static Route

Total 1 @® | tompage ~ < 1 >  Gotn 1

(1) Adding a static route

To add a static route, click Add Static Route. The Add Static Route window is displayed. Set configuration
parameters and click Done.

Add Static Route by

IPType: © IPvd IPvE

* Dest. Segment: Example: 172.29.1.0
* Dest. Segment Mask: Example: 255.255.255.0
* Administrative Distance: Time (s) (1-253)
* Mext Hop IP: Example: 172.259.13.1

Outbound Interface: Please Select d

(2) Adding a default route

To add a default route, click Add Default Route. The Add Default Route window is displayed. Set configuration

parameters and click Done.
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Add Default Route

IPType: © IPvd

* Administrative Distance: Time (s} (1-25%)

* Mext Hop IP: Example: 172.29.13.1

Qutbound Interface: Please Select

(3) Deleting the selected routes

To delete the selected routes, click black box next to each route to select multiple routes, and then click Delete
selected route. A dialog box is displayed. Click Delete.

o Are you sure you want to deleta?

(4) Editing a static route

To edit a route, click Edit. The Edit Static Route window is displayed. Set configuration parameters and click
Done.
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Edit Static Route =

IP Type: O IPv4 |PvG

* Dest. Segment: 1111
* Dest. Segment Mask: 255255 255.255
* Administrative Distance: 255
* Next Hop IP: 1.1.1.10

Outbound Interface: Please Select e

(5) Deleting a static route

To delete a static route, click Delete. A dialog box is displayed. Click Delete

0 Are you sure you want to delete?
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3.5.2 Loop Guard

1. STP Loop Guard

INC STP Loop Guard
o~ - STP Loop Guard
Home  switch Port
] Port Management Global Settings Port Settings SPT State
Network e
VLAN Management
o Static Route The purpose of STP Loop Guard feature is to discover and enable an optimal tree-like topology in the LAN to ensure stability of the network
STP" a protocol used to avoid broadcast storms caused by link loops and fo provide link redundancy and backup
" Loop Guard (D Disable STP Loop Guard
MST Settings
STP Loop Guard
Note: When adding an instance, you are advised to disable the SPT Loop Guard feature, and enable it after the configuration 1o ensure the stability and convergence of the network
RLDP Link Detection s
Delete Selected Instance
Network Management ... m
SNMP/Trap Instance Value VLAN Priority Action
Telnet/SSH
elnetss 0 1-4094 8 2 Edit
Advanced Configuration

Total 1 10/page < 1 > Goto 1
DHCP Server

VSU Configuration

Ruije Networks Co., Ltd. ©2023 , Technical support online Service: hitps:/www.ruijienetworks com/rita

Enable or disables STP Loop Guard: Click Enable STP Loop Guard to enable or disable STP loop guard.
(1) Global Settings

STP Loop Guard
Global Settings Port Settings SPT State

The purpose of STP Loop Guard feature is to discover and enable an optimal tree-like topology in the LAN to ensure stability of the network

STP- a protocol used to avoid broadcast storms caused by link loops and to provide link redundancy and backup
@ |(:) Enable STP Loop Guard |

Priority: 3 Range: 0-15. Handshake Time: 2 Time (). 1-10.
Default: & Defauit: 2
Aging Time: 20 Time (5). 6-40. Forward Delay 15 Time (s): 4-30
@ Defsult: 20 Defsult: 15
SPT Mode:| MSTP A
MST Name: No more than 32 characters, one MST Version 0
Chinese character takes three bytes Range. 0-65535. Default: 0

MST Settings

Note: When adding an instance, you are advised to disable the SPT Loop Guard feature, and enable it after the configuration is created, so as to ensure the stability and
convergence of the network topology.

@ | mll Delete Selected Instance @

Instance Value VLAN Priority Action

0 1-4094 8

Total 1 10/page  ~ < 1 2 Goto 1
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a Global Settings: Enable STP Loop Guard and set configuration parameters. There are three STP modes,
which are STP, RSTP, and MSTP. Click Save to submit the global settings.

b  Add instances: Click Add to add instances.
¢ Delete instancs: Click Delete Selected instance to delete instances.
d Edit instances: Click Edit to edit instances.

(2) Port Settings

O Note

You are advised to enable Port Fast on the port directly connected to a PC.

® Setting the STP loop guard function for multiple ports

Click Bulk Set. The Bulk Set window is displayed. Set configuration parameters. Add or delete the port
priority by clicking Add or Detele. Select multiple ports, and click Save to submit the configuration. Then

the result will be displayed in the list.

BPDU Guard.

Connection Type:

Port Priority.

Instance.  Please select * Pri Please enderthe p | Range: (-240, & multipe of 16

 Delele

Select Device: 110

[ setect Panet [ 1] Agaregate Port El VSL Port (] cosper Port ] Optical Fort

Y o[ ééﬁ
PRPY DO

L[ . F 14 16 18

&
¥

A
=l

Port Riole: © TRUNK = Layer 3 Interface
Select Al Invert  Clear Tip:¥ou can select multiple ports by holding down the left mouse button and dragging the mouse.

® Save Cancel

® Editing the STP loop guard function for a single port

Click Edit in the Action column. A window is displayed. Set configuration parameters. Add or delete the
port priority by clicking Add or Delete. Click Save to submit the configuration. Then the result will be

displayed in the list.
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PortFi1/01

Protection Mode:

Port Fast:

BPDU Guard:

Connection Type:

Port Priority:

Range: 0-240, & multiple of 16

(3) STP State

Click Configuring Spanning Tree to enable the STP loop guard function.

STP Loop Guard

Global Settings Port Settings SPT State

SPT State: @ Close I@ Configuring Spanning Tree

® Disable Edge Port

eWeb Management System

@ Cancel

Select a disabled edge port and click Edge Port Enabled The icon of Port 21 is changed to enabled state.
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STP Loop Guard

Global Settings Port Settings SPT State

SPT State: @ Enable @ Configuring Spanning Tree

SPT Mode: MSTP
Root Bridge Status: Root Bridge
Instance: 0 v
Select Panel Port:
Select Device:  1/0 v

[J:] Select Panel [i"l Aggregate Port . up [J-_Ll shutdown [ﬁ Current Port State @ VSL Port Cl Copper Port[__] Optical Port

B caatdlflds: AS8AAAS &8
A6 GAGIeILAGA0E CALALILILAL] CICd

10 12 14 16 18 20 22

11 13 15 17 19[f 21

At td
Slslvle

Port Role: 7 TRUNK = Layer 3 Interface ® Root Port @ Designated Port ‘4) Alt Port & Master Port STP Port State: & STP Enabled and
Forwarding @ STP Enabled and Blocking © STP Enabled Edge Port Enabled

Edge Port Enabled

® Enable Edge Port

Select an enabled edge port and click Edge Port Disabled. The icon of Port 21 is changed to disabled state.

STP Loop Guard

Global Settings Port Settings SPT State

SPT State: @ Enable @ Configuring Spanning Tree
SPT Mode: MSTP
Root Bridge Status: Root Bridge

Instance: 0 N

Select Panel Port:
Select Device:  1/0 v

[:-l Select Panel [i‘] Aggregate Port i up [ﬁ shutdown [ﬁ Current Port State E] VSL Port ﬁ Copper Port[__] Optical Port

SHAGE ahaand &
Wl A E A TR W

30 32

1

0
wiw

10 12

2 | [ e

At
Sivlele

Port Role: 7 TRUNK = Layer 3 Interface ® Root Port ‘© Designated Port 4) Alt Port & Master Port STP Port State: @ STP Enabled and
Forwarding ® STP Enabled and Blocking © STP Enabled Edge Port Enabled

Edge Port Disabled I

36



RG-INC-EMB User Guide

eWeb Management System

2. RLDP Link Detection

Choose Network > Loop

Guard > RLDP Link Detection to access the RLDP Link Detection page.

INC RLDP Link Detection Quick Setup £ X, .
- RLDP Link Detection
Home  Switch Port
o Port Management RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot
Notiok prevent this type of loops). You are advised to enable RLDF feature for all ports of the access switch connecting clients, in order to prevent all types
VLAN M. of loop on the port.
RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.
s © ™ Static Route RLDP: Rapid Link Detection Protocol, is a protecol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.
ecurity
POE

o [Loop Guand]
08M per=]

STP Loop Guard

System
Network Management ...
SNMP/Trap
Telnet/SSH
Advanced Configuration
DHCF Server

WSU Configuration

"3 RLDP Link Detection

Click RLDP Link Detection to enable or disable RLDP.

RLDP Link Detection

RLDFP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (EFDU Guard cannot
prevent this type of loops). You are advised to enable RLDP feature for all ports of the access switch connecting clients, in order to prevent all types

of loop on the port.

RLDIF can alzo be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Prot

ocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.

@) RLDP Link Detection

Global Settings Port Settings RLDP State

* Detection Interval:
* Number of Detections:

Recovery Cycle:

(1) Global Settings

3 Range (1-158)

2 Range (2-10)

Range (30-56400s)
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RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (EFDU Guard cannot
prevent this type of loops). You are advised to enable RLDF feature for all ports of the access switch connecting clients, in order to prevent all types
of loop on the port.

RLDIF can also be enabled for distribution switch but the grain of loop control and prevention is coarse.

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.

@ ) RLDP Link Detection

Global Settings Port Settings RLDP State

* Detection Interval: 3 Range (1-15g)

* Mumber of Detections: 2 Range (2-10)

Recovery Cycle:

® Save: After you have entered the detection interval, number of detections, and restoration cycle (optional),

click Save to save the global settings.

(2) Port Settings

) Notes

® Port open loop detection, can avoid the loop caused by the broadcast storm problem. It is recommended
to turn on RLDIP loop check on the port where the access device connects to the user's IPC.

® RLDP feature should be enabled on both ports for unidirectional and bidirectional link detection. You are
advised to enable this feature on the link between devices.

®  Only port violation or alarm can be configured for port aggregation. Loop detection on a member port of
the aggregate port will be synchronized to other members ports of the aggregate port.
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RLDP Link Detection

RLDF i= used for loop detection on access switches, especially when the downlink HUE of the access switch may form loops (EFDU Guard cannot
prevent this type of loops). You are advised to enable RLDF feature for all ports of the access switch connecting clients, in order to prevent all types
of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.
RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Metworks for rapid detection of Ethernet link failures.

@ ) RLDP Link Detection

Global Settings Port Settings RLDP State

| Description: 1
{ 1.Port open loop detection, can avoid the loop caused by the broadcast storm problem. It is recommended to turmn on RLDIP loop check on the port where the |
| access device connecis to the user's IPC. i
+ 2. RLDIP feature should be enabled on both ports for unidirectional and bidirectional link detection. You are advised to enable this feature on the link between

| devices 1
i 3. Only port violation or alarm can be configured for port aggregation. Loop detection on a member port of the aggregate port will be synchronized to other H
! members poriz of the aggregate port.

Add RLDP Detection Port Delete RLDP Detection Port

Port Detection Type: Troubleshooting Action

No Data

Total 0 10ipage { 1 ¥ Goto 1

Adding an RLDP detection port

Click Add RLDP-enabled port. The Add RLDP Detection Port window is displayed. RLDP involves
unidirectional link detection, bidirectional link detection, and loop detection. You can select multiple ports

one by one, or using the Select All, Invert, and Clear button. Click Add to submit the configuration. The
result will be displayed in the list.

/Add RLDP Detection Port *
@
Detection Type:
Unidirectional ~
Bidirectional “ Alamm ~ H
Loop Detection Alarm
Select Device:  1/0 v Disable Learning and Forwarding
[ select Panel |'i'| Aggregate F‘nrl up(>:le)M)- up(=:1mw|':| snumownE Port Violations ical Port
Disable SVI
13 5 7 9 1 13 15 17 19 21 23 25 4
OO0 O0oO0O0os 000000 O0o0OOOl
NN I I A 2 A L L N I I I
2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 M4 3B 38 40 42 44 46 48 L
Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.
m Cancel
®

® Delecting RLDP detection ports

Select one or multiple ports. Click Delete or Delete RLDP Detection Port to delete the selected ports.
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Tips

@) ve you sure youiant o celete selectedtems?  (3)

Cancel

(3) RLDP State
RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of lops). You are advised to enable RLDP feature for all ports of the access switch

connecting clients, in order to prevent all types of loop on the port
RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse.
RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.

@ RLDP Link Detection

Global Seftings ~ Port Settings

Local MAC Address: 2023.0617 1157
Select Panel Port

Select Device: 110 v

D Select F‘anelm Aggregate Pon! unﬁ shutdown E Current Port State D Copper F‘nrt|:| Optical Port

=
-
&

o Adaodd SASLAS
DY DUOQDHD JOOOo

10 12 14 16 18 20 22 24 2% 28 30 R

.
b

s | [
a0 ] [
>
e ] [
o
s | B

]
O
HE

.
&

&5y
==

o ] e
o] [h~

|RLDP State: & RLOP Moritoring ® vioiates Port |

RLDP State: You can view the RLDP state of a port enabled with RLDP detection on the panel by clicking it.
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RLDP Link Detection

RLDP is used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent thi

loop on the port
RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse
RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethemet link failures

@) RLDP Link Detection

Global Settings Port Settings RLDP State

Local MAC Address: 00d0.f822 3bdd
Select Panel Port

Select Device: 10

[j Select Panel m Aggregate Port up Q shutdown m Current Port State

RLDP State: & RLDP Monitoring ® Violated Port

@ Loop Detection

Disable port forwarding

Restore All: You can click Restore All to recover all violated ports.

RLDP Link Detection

RLDP s used for loop detection on access switches, especially when the downlink HUB of the access switch may form loops (BPDU Guard cannot prevent this type of loops). You are advised
to enable RLDP feature for all ports of the access switch connecting clients, in order to prevent all types of loop on the port.

RLDIP can also be enabled for distribution switch but the grain of loop control and prevention is coarse

RLDP: Rapid Link Detection Protocol, is a protocol independently developed by Ruijie Networks for rapid detection of Ethernet link failures.

@ RLDP Link Detection

Global Settings Port Settings RLDP State

Local MAC Address: 00d0.7822.3b4d

Select Panel Port:

Select Device: /0 RG-SG7008L v
[] setect Panei [ 1] Aggregate Port [ up [ ] shutdown [ ] Current Port state ] copper Port [ ] opticat Port
103

RLDP State: @ RLDP Monitering & Viclated Port
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3.5.3 Network Management Protocols

1. SNMP/TRAP

Choose Network > Network Management Protocols > SNMP/Trap to access the SNMP/Trap function page.

The Simple Network Management Protocol (SNMP) enables a network administrator to easily monitor and

manage nodes on a network.

SNMP/Trap Quick Setup 63 3 .
[ ]
Home Switch Port @ Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3
@ Port Management
SNMP Version: \74 V3
Network
VLAN Management
o Static Route Location Please Enter
Security
POE
* SNMP Community String: ~ #*+*
o Loop Guard
0&m
STP Loop Guard Trap Community String: = Trap Community String must be the same as SNMP Community String.
e
System RLDP Link Detection
* Trap Receiver: | Please Enter
A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated
Network Management .. y
by comma (,) or CRLF
SNMP/Trap Y () (4)

Telnet'SSH Clear

Advanced Configuration
DHCP Server

'VSU Configuration

Ruijie Networks Co,, Ltd. © 2023 | Technical support online Service: https:/www._ruijienetworks.com/rita

® SNMP Version: indicates the SNMP version supported by the switch, which can be SNMPv2 or SNMPv3.
® |ocation: indicates the location the switch.
® SNMP Community String: is used by the management host to connect to a switch.

® Trap Community String: is used to connect to the management host. When an alarm is generated on a switch,

the switch can send the alarm to the management host.

® Trap receiver: refers to the management host that receives alarms from a switch. A maximum of 10 trap

receivers can be configured.
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@ Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3

SNMP Version: V3

Location: Please Enter
* SNMP Community String: ===
Trap Community String: R Trap Community String must be the same as SNMP Community String
* Trap Receiver: Flease Enter

A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated
£

by comma (,) or CRLF (|).

- CIear

® SNMP V2: Select V2. Set configuration parameters and click Save to submit the configuration.
® SNMP V3: Select V3. Set configuration parameters and click Save to submit the configuration.

® Clear: Click Clear to clear the SNMPv2 or SNMPv3 configuration.

© Only one SNMP version can be configured, that is, SNMP V2 or SNMP V3

SNMP Version: V2

Lacation Please Enter
* SNMP Community String: mREn

Trap Community String s Trap Community String must be the same as SNMP Community String.

* Encryption Key Please Enter

* Authentication Key: Please Enter

* Trap Receiver: Please Enter - .
A maximum of 10 Trap receivers can be configured. Multiple IP addresses must be separated
4

by comma () or CRLF (|}

- Clear

2. Telnet/SSH

Choose Network > Network Management Protocols > Telnet/SSH to access the Telnet/SSH function page.
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Telnet/SSH T o % .
[ ]
Home  switch Port @ By enabling Telnet or SSH features, you can remotely connect, manage and configure devices
@ Port Management oot Service (
Network|
VLAN Management
¢ Static Route ssHsenice (J
Security
POE
Usemame:  admin
Loop Guard
0O&M
STP Loop Guard *New Password:  Please Enter (%)
@
System RLDP Link Detection

* Confirm Password Please Enter
Network Management ...

SNMP/Trap
Telnet/SSH

Advanced Configuration
DHCP Server

VSU Configuration

Ruijie Networks Co., Ltd. © 2023 | Technical support online Service: https://www._ruijienetworks com/rita

Telnet/SSH: Click Telnte Service to enable or disable the Telnet service, and click SSH Service to enable or

disable the SSH service.

The default user name is admin. Set configuration parameters and click Save to submit Telnet or SSH
configurations. When both the Telnet service and SSH service are disabled, you do not need to set a password.

© By enabling Telnet or SSH features, you can remotely connect, manage and configure devices.
Telnet Service ()

335H senvice ( JID

Username: admin
* New Password: Please Enter o

* Confirm Password: Please Enter

Save

When configuring a switch through Telnet, you must log in with this password.

) Note

Remember the new password for login next time.
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3.5.4 Advanced Configuration

1. DHCP Server

Choose Network > Advanced Configuration > DHCP Server to access the DHCP Server page.

Switch Port Address Pool Management Assign Static IP Address Assigned Addresses

) Port Management
Addd DHCP Delete Selected DHCP Reserved IP Range 8
ot [e=] | B ol

WLAN Management

— ) Name of Address  Address Default
Static Route Address Range Lease Time (min) DNS Action
ur Pool Type Gateway
POE
© No Data
., LoopGuard
&M
STP Loop Guard
o Total 0 10/page < 1 Golo 1
Systen RLDP Link Detection

Network Management ...
SNMP/Trap

TelneUSSH

Advanced Configuration|
DHCP Server

VSU Configuration

(1) Address Pool Management

Click As DHCP server to enable or disable DHCP server.

Address Pool Management Assign Static |IP Address Assigned Addresses
Add DHCP Delete Selected DHCP BELICT I g DHCP server: @)
Name of Address Address Default
Address Range Lease Time (min) DNS Action
Pool Type Gateway
No Data
Total 0 10/page < 1 > Goto 1

® Adding a DHCP address pool
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Add DHCP

* Name of Address Pool:

Address Type:

Address Range Setfing:

* Segment

* Mask

* Default Gateway

* Lease Time:

Primary DNS Server:

Secondary DNS Server:

IP Address for CWMP

Service:

IP Address for MQTT

Service:

a Click Add DHCP.

QO v v6

Based on Segment/Subnet Mask

Example: 192.168.1.0

Example: 255.255.255.0

Example: 192.168.1.1

Please Enter min

Example: 8.8.8.8

Example: 8.8.8.8

b  Set configuration parameters in the displayed windows.

¢ Click Done. The result will be displayed in the list.

® Deleting the selected DHCP address pool

Tips

X

o Ave you sure you wan fo delele these address podks? (3)

a Click Delete Selected DHCP.

Cancel
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b  Click OK. The selected DHCP address pool is deleted.

® Configuring the reserved IP range

Reserved IP Range

\ Reserved IP  These IF addresses will not be assigned to clients. Format: 1.1.1.1-1.1.1.30. Fonly 1.1.1.1s |
| Range: entered by you, then it is an single R '
L P

a

Reserved IF Rangst:

Reserved IF Rangs2:

a Click Reserved IP Range.
b  Set configuration parameters in the displayed windows.

¢ Click Done. The result will be displayed on the Reserved IP Range page. The IP addresses in the

configured reserved IP range will not be assigned to the clients.

® Editing a DHCP address pool

Edit DHCP X

= Name of Address Pool

Address Type: (s vd v6

Address Range Setting: Based on Segment/Subnet Mask ~

* Segment: 10.110.100.0

= Mask: 2552552550

* Default Gateway: 10.110.100 255

* Lease Time 1000 min ~ | 16hour40minutes @
Primary DNS Server: Example: 8888 Qo
Secondary DNS Server | Example: 8.8.8.2 (7]

IP Address for CWMP

Service

IP Address for MQTT

Service:

Cancel

a Click Edit.
b  Set configuration parameters in the displayed windows.

¢ Click Done. The result will be displayed in the list.

47



RG-INC-EMB User Guide

® Deleting a DHCP address pool

Tips
o Are you sure you want to delete this address pool?

Cancel

(2) Assign Static IP Address

Address Pool Management Assign Static IP Address Assigned Addresses

Client Name IP Address Mask Gateway
test 10.110.255.254 255.255.255.0 10.110.255.255

Total 1

® Adding a static IP Address

eWeb Management System

Enter client name, IP address or MAC a Q Clear

Client MAC DNS Server Action
& Edit
123412341234 114.114.114.114
[ Delete

10/page  ~ < 1 > Goto 1

Click Add. Set configuration parameters in the displayed windows. Click OK. The result will be displayed in

the list.

* Client Name:

* |P Address: Example

* Subnet Mask: Example

* MAC Address: Example

Example

Example

48
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® Deleting a static IP Address

Click Delete. Click OK in the displayed windows. The static ip addreess will be deleted from the list.

Tips X
0 Are you sure you want to delete these static IP addresse@

Cancel

® Editing a static IP Address

Click Edit. Set configuration parameters in the displayed windows. Click OK. The result will be displayed in
the list.

* Client Name:
* IP Address’ 10.110.255.254
* Subnet Mask: 2552552550

* MAC Address 123412341234

= Gateway. 10.110.255.255

114.114.114.114

(3) Assigned Addresses

On this page, you can bind MAC addresses to dynamic IP addresses and reclaim assigned addresses.

Address Pool Management Assign Static IP Address | Assigned Addresses |
| Bind MAC addresses to dynamically assigned IP addresses Query by IP address Search

Assigned IP Address MAC Address Lease Time (min) Internet Type

No Data

Total 0 10/page  ~ < 1 > Goto, 1
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Bind MAC addresses to dynamically assigned IP addresses: Select the assigned IP addresses, and click
Bind MAC addresses to dynamically assigned IP addresses. On the displayed dialog box, click OK.

2. VSU Settings

Choose Network > Advanced Configuration > VSU Settings to access the VSU Settings page.

on | VSU Configuration Quicksetup ) .

a VSU Settings
Home  switch Port
#7Disassociate VSU
@ Port Management
Network|
VLAN Management —
A A
© Static Route —_—
N ~
Security
POE 1(active) 2
©
Loop Guard A
O&Mm
BFD settings
STP Loop Guard
L
System RLDP Link Detection @ Note: You can click the device icon to change its settings. For example, you can switch to standalone mode for a VSU member.
Network Management ... BFD Status \)
SNMP/Trap
Telnet/SSH
Advanced Configuration|
DHCP Server
VSU Configuration

(1) Deleting a VSU Stack

A\ caution

After you delete the VSU stack, all member devices will restart and the configuration of VSU mode will be

cleared. Please operate with caution.

Click Disassociate VSU. On the displayed dialog box, click Disassociate and Restart to delete a VSU stack.
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A\ Are you sure you want to delete the VSU stack?

Are you sure you want to delete the stack [Domain ID:100] with two
member devices? After you delete the stack, all member devices will
Reslart. The configuration of VSU mode is cleared. Are you sure you
want to delete the VSU stack?

cancel | Disassociate and Restart

(2) BFD Multi-host Detection Switch

You can click BFD Multi-host Detection Switch to enable or disable the BFD Multi-host Detection.

VSU Settings

£2Disassociate VU

A . |J'-(I

~ ~

1(active) 2

BFD Multi-host Detection

@ Note You can click the device icon to change its settings. For example, you can swilch to standalone mode for a VSU member.

I BFD Multi-host Detection Switch ()

Select Device:  1/0 ~

E Select Panel E Aggregate PUI‘[E VSL Pun&j BFD Port G Copper F'urtl:' Optical Port

103
a0
O/
2 4

SelectAll Invert Clear Tip:You can select multiple ports by holding down the left mouse bution and dragging the mouse.

Click a port on which BFD is not enabled. Click Save to enable BFD on the port.
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BFD Multi-host Detection

@ Note: You can click the device icon to change its settings. For example, you can switch to standalone mode for a VSU member.

BFD Multi-host Datection Switch ()

Select Device:  1/0 RG-SG7008L ~

[] select Panel [1] Agaregate Port [+ ] vaL Pong__"l BFD Port ] copper Port [ ] optical Port

1 3
=l
=

4

|

2

SelectAll Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

3.6 Security

3.6.1 DHCP Snooping

Choose Security > DHCP Snooping to access the DHCP Snooping page. Click DHCP Snooping to enable
or diable DHCP Snooping. You can configure trusted interfaces in the page.

Quick Setup 63 X .

- DHCP Snooping

Home  DHCP Snooping
DHCP listening function can listen to DHCP messages in the network, the correct client IP, MAC, Vian, interface and other information recorded to the legitimate client library

&) (software table). In conjunction with IP Source Guard , ARP Inspection and other features, ARP spoofing and IP source address spoofing can be prevented in dynamic IP
Network address environments,
In addition, by dividing interfaces into trusted interfaces and untrusted interfaces, only trusted DHCP servers are allowed, and illegal DHCP servers are blocked to prevent
o DHCP server spoofing
Security You are advised to enable this function on access switches.
o © If this feature is enabled, authentication features such as WEB MAC Bypass authentication, obtaining MAC address through commercial marketing, and obtaining
MAC address through local server will be disabled.
O&M
I DHCP Snooping (@) l
e
System

Configure Trusted port

Please select the interface (usually an uplink interface) that connects to a valid DHCP server as a trusted interface. Any unselected interface is an untrusted interface.

© The system will only forward DHCP reply messages from trusted interfaces. Requests from DHCP client will be forwarded only to trusted interfaces.
If the DHCP service is enabled on the local device, you do not need to configure the trust port.

If the DHCP service is not enabled on the local device, you must correctly configure the trust port. Otherwise, the client will not be able to get the MAC address

Select Device: 10

C] Select F‘anel[ﬁ Aggregate Poﬂ@ up[i\-] shutdown El Current Port State E VSL Port [ﬁ Copper Port E] Optical Port

cadddd AabdAE AAALES AALAAE
DRODUY DPOODE JUODDD QOO

10 12 14 16 18 20 22 24 26 44 46 48

30 332 34 36 38

Port Role: © TRUNK = Three Layer Pot  Current Trusted Interface: &
Select Al Invert Clear Tip:You can select multiple ports by holding down the left mouse button and dragging the mouse.

| || Show Trusted Interfaces
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3.7 O&M

3.7.1 Network Diagnostic Tools

1. Network Detection

(1) Ping Test

eWeb Management System

Choose O&M > Network Diagnostic Tools > Network Detection > Ping Test to access the Ping Test page.

Ping Test

Quick Setup @ x:\ .

Home I Network Diagnostic T... |

Network Detection

POy

Network

©

Security

©
o&M

System

One-Click Collect

Device O&M

Upgrade

Restart

Configuration Manag...

System Time

Log Server

DNS Server

System Character Set

Web Console

Restore Factory Setti...

Ping Test Traceroute Test

Ping Mode:

* Dest. IP Address or Domain Name:

* Timeout Period

* Number of Retries

* Packet Size:

* Allow Fragmentation

Non-Management Interface

Please Enter

100

Q Yes No

® Start: Select Non-Management Interface from the Ping Mode drop-down list box to select the ping mode.

You can select Non-Management Interface and Management Interface. Enter the destination IP address

or domain name, timeout period, number of attempts, and packet size. After setting configuration parameters,

click Start to run the ping test. After the ping test is complete, the test results will be displayed.

® Stop: Click Stop to stop the current ping test.

) Note

The Allow Fragmentation item is displayed only when Ping Mode is set to Non-Management Interface.
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Ping Test Traceroute Test

Ping Mode: MNon-Management Interface
* Dest. IP Address or Domain Name: 10.110.63.154
* Timeout Period: 2
* Number of Retries: 5
* Packet Size: 100

* Allow Fragmentation: @ Yes No

Sending 0, 100-byte ICMF Echoes to 10.110.63.154, timeout iz 2 seconds:
< press Ctrl+l to break >

Success rate iz O percent (0/5).

Ruijie Networks Co., Ltd. ® 2023, Technical support online Service: https:/iwww.ruijienetworks.com/rita

(2) Traceroute Test

Choose O&M > Network Diagnostic Tools > Network Detection > Traceroute Test to enter the Traceroute
Test page.
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! Traceroute Test Quicksetup 63 F .

= Ping Test Traceroute Test
s —

Home Network Diagnostic T...

0 Network Detection Tracert Mode Non-Management Interface
Network i
One-Click Collect
* Dest IP Address or Domain Name: Please Enter
© Device 0&M
Security
Upgrade * Timeout Period: 2

©

o Restart

Configuration Manag...

o
L *
System System Time
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti...

® Start: Select Non-Management Interface from the Tracert Mode drop-down list box to select the tracert
mode. You can select Non-Management Interface and Management Interface. Enter the destination IP
address or domain name and timeout period. Click Start to run the tracert test. After the tracert test is

complete, the test results will be displayed.

® Stop: Click Stop to stop the current tracert test.
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Ping Test Traceroute Test

Tracert Mode Management Interface 1/0

* Dest. IP Address or Domain Name: 10.110.63.154

* Timeout Period: 2

eWeb Management System

< press Ctrl+l to break >
Tracing the route to 10.110.63. 154

10,110, 63, 154 2 mzec 3 mzec 1 mzec

2. One-Click Collect

Choose O&M > Network Diagnostic Tools > One-Click Collect to access the One-Click Collect page.

You can use the One-Click Collect function to collect switch fault information for troubleshooting.

s | One-Click Collect

QuickSewp 63 T .

[ ]

Home Network Diagnostic T...

PaY

Network

9

Security

o

O&M

©

System

Network Detection One-Click Collect

One-Click Collect

Device O&M

Upgrade

Restart

Configuration Manag...
System Time

Log Server

DNS Server

System Character Set
Web Console

Restore Factory Setti...
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Collecting fault information may take about 10 minutes. After the collection is complete, you can download the
collected fault information to a file named tech_ vsd0_ 20210716142650.tar.gz. Click One-Click Collect. The

Notice dialog box is displayed.

X

o It may take more than 10 minutes to collect information. Do

you want to continue?

Click OK. The collecting process starts.

MNote: This One-Click Collect button collects fault information for device troubleshooting.

One-Click Collect

D,

Collecting. ..

After the collection process is complete, the Notice dialog box is displayed. Click Download to download the

collected information in a tar.gz compressed file.
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. |
0 Collect succeeded.
Cancel Download

1. Upgrade
Choose O&M > Device O&M > Upgrade to access the Upgrade page.
INC Upgrade Quick Setup 63 (% .

L ]

Home Network Diagnostic T... Note: You can download the corresponding software version from the official website to the local PC and upgrade the device in the following
ways.

o Network Detection Important: 1. When upgrading the main program or Web package, please make sure that the software version and model are the same as

Network those of the device to be upgraded. 2. During upgrading, the page may not respond temporarily due to flash sorting. In this case, do not
One-Click Collect power off or restart the device until the upgrade is successful. |

@ DevicelOEM selete file:

Security
Upgrade I
o Restart
O&M
Configuration Manag...
=
System System Time:
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti..

Ruilie Networks Co., Ltd. © 2023, Technical support online Service: https:/www.ruijienetworks.com/rita

O nNote

You can download the required software version file from Ruijie Networks's official website to the local PC and

upgrade the switch using the downloaded file.

A\ caution

When upgrading the main program or the web package, ensure that the version and model are the same

as those of the current switch.

®  During upgrading, there may be no response temporarily due to flash loading. In this case, do not power
off or restart the switch until the upgrade is successful.
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2. Restart

Choose O&M > Device O&M > Restart to access the Restart page. Click Restart Now to restart a switch. The
restart process takes about 1 minute. Do not perform any operation during this period. After the switch is
successfully restarted, the current page will be refreshed automatically.

I I Restart QuickSetup 63 % .

[ ]

Home  Network Diagnostic T...
You can click "Restart Now" button below to restart the router.

& Network Detection Note: The restart process takes about one minute. After restart, the system

Network automatically jumps to the login page for you to log in again.
One-Click Collect

o Device O&M
Restart Now

Security

Upgrade

o

Configuration Manag...

<@
System System Time
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti

Ruijie Networks Co., Ltd. © 2023, Technical support online Service: https://www.ruijienetworks.com/rita

3. Configuration Management

Choose O&M > Device O&M > Configuration Management to access the Configuration Management page.

I Config Backup Quick Setup 63 3 .

= Config Backup Config Import
L) [

Home  Network Diagnostic T...

. Export running configurations of this device.
o Network Detection ° - <

Network Export Running Config View Running Configuration
One-Click Collect
© Device O&M

Security
Upgrade
o Restart
O&M
Configuration Manag...
o
e
System System Time
Log Server
DNS Server

System Character Set
Web Console

Restore Factory Setti...
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(1) Config Backup

Config Backup Config Import

Export running configurations of this device.

Export Running Config View Running Configuration

® Export running configuration: You can click Export Running Config to generate the config.text text file.
® View running configuration: You can click View running configuration to switch to the Current Config
page.

Config Backup Config Import

& back

Current Config

Building configuration...

Current configuration: 6452 bytes

version
!
rldp enable
!
cwmp
acs url http://cwmpb-as. ruijienetworks. com/service/acs/MACC202306171
cpe inform interval 180
stun address stunb-as. rui jienetworks. com
!
service dhep
!
install switch 1
install switch 2
install 1/0

(2) Config Import

Config Backup Config Import

Do not close or refresh this page during importing. Otherwise, the import will fail
After the configuration is imported, the device will restart

File Name Select o file is selected.

I View Running_Configuration

® Import configurations: You can click Select to select the configuration file to be imported, and then click

Import to import the configuration file.
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® View running configuration: You can click View running configuration to switch to the Current Config

page.

Config Backup Config Import

& back

Current Config

Building configuration, ..

Current configuration: 6452 bytes

version

!

rldp enable

!

cwmp

acs url http://cwmpb-as. rui jienetworks. com/service/acs/MACC202306171
cpe inform interval 180

stun address stunb-as. ruijienetworks. com
!

service dhep

!

install switch 1

install switch 2

install 1/0

4., System Time

Choose O&M > Device O&M > System Time to access the System Time page

I System Time

Quick Setup 63 .

[ ]

Home  Network Diagnostic T...

Current Time:  2023-09-13-10:41:59
i Network Detection
Network
One-Click Collect ResetTime: (O Select Date and Time
@ | Device 0&M
Security Time Zone: uTC+8 ~
Upgrade
e : :
osM Restart Time Zone Synchronization: Automatically synchronized with Internet time server

Configuration Manag
O

Log Server

DNS Server

System Character Set

Web Console

Restore Factory Setti

5. Log Server

Automatically synchronize time with the Intemet time server through the management interface

Choose O&M > Device O&M > Log Server to access the Log Server page. Click Syslog Upload to enable or

disable the syslog upload function.
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Log Server Quick Setup 63 K .

0
Home  Network Diagnostic T...
o Network Detection
Network

One-Click Collect

O Device O&M

Security
Upgrade
& Restart
O&M
Configuration Manag
o
System System Time

DNS Server

System Character Set

Web Console

Restore Factory Setti...

6. DNS Server

Log Server n

Syslog Upload

I (. Syslog Upload Disabled

* IP of Upload Dest. Server: Please Enter ipv6

* Port: o]
O The port number is 514 by default. Please use a port with a port number between 1024 and 65,535. Make sure that this port is not a
UDP port

Logging Level Please Enter ~

i ] Logging level: 0 indicates a critical error, 1 indicates an error that needs to be corrected immediately, 2 indicates a critical error, 3
indicates an error that needs attention but is not critical, 4 indicates a warning that may exist, 5 indicates the information that needs
attention, 6 indicates the general information, and 7 indicates the debugging information. The smaller the number, the more urgent and
important the log is

Send log via the management interface

Restore Defaults

Ruijie Networks Co_, Ltd. © 2023 , Technical support online Service: https://www.ruijienetworks.com/rita

Choose O&M > Device O&M > DNS Server to access the DNS Server page. You can click + to add a DNS

server, or click x to delete a DNS server, or click Save to submit the configuration.

DNS Server Quick Setup 69 X .

[ ]
Home  Network Diagnostic T...
o Network Detection
Network

One-Click Collect

©
Security
Upgrade
o Restart
O&M
Configuration Manag
e
System System Time

Log Server

System Character Set
Web Console

Restore Factory Setti

@ Enter the DNS address provided by your operator. If you don't know the DNS address, you can directly enter 8.8 8 8. If you want to
configure the IPv6 DNS server, you are advised to enter 240c::6666.

DNS Server 1:  10.0.66.1 X
DNS Server 2: 34.126.80.150 x
DNS Server 3 35.197.136.171 +

Save

Ruijie Networks Co., Ltd. © 2023 , Technical support online Service: https://www.ruijienetworks.com/rita
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7. System Character Set

Choose O&M > Device O&M > System Character Set to access the System Character Set page.

I System Character Set Quick Setup @ yn .

[ ]
Home Network Diagnostic T... @ The default system character set is GBK Please set the same system character set for terminal emulators such as SecureCRT.
m Network Detection
System Character Set GBK A Save
Network

One-Click Collect

O Device O&M

Security
Upgrade
o Restart
O&M
Configuration Manag
O
System System Time
Log Server
DNS Server
System Character Set
Web Console

Restore Factory Setti

There are two options in the System Character Set drop-down list box, which are UTF-8 and GBK. After a
character set is selected, click Save to save the configuration.

) Note

The default value is UTF-8.

© The default system character set is GBK Please set the same system character set for terminal emulators such as SecureCRT.

System Character Set GBK ~

UTF-8

GBK

8. Web Console

Choose O&M > Device O&M > Web Console to access the Web Console page.
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I Web Console Quick Setup B3 % .
L ] Console Output
Home  Network Diagnostic T...
Rui jie# show version n
o Network Detection System deseription : Ruijie 106 Ethernet Switch(( ) By Ruijie Networks
Network System start time : 2023-08-30 19:33:21
One-Click Collect System uptime : 13:15:17:19
System hardware version : 1.00
e System software version :
Security System patch number : Na
Upgrade System serial mumber  : NACC202306171
o System boot version : 1.4.32(Master) 1.4.27(Slave)
Restart System rboot version : 1160
Nodule information:
Configuration Manag... Slot 1/0 :
L = ] System uptime ¢ 13:15:17:04
System System Time Hardware version @ 1.00
: Boot version i 1.4 32(Master) 1.4 27(Slave)
Log Server Rooot version ¢ 11,60
Software version
DNS Server Serial number : MACC202306171
Slet 2/0 :
System Character Set System uptime 1 13:15:17:19
Hardware version : Loo
Boot version : 1.4.32(faster) 1. 4 21(Slave)
Rboot version : 1160
Restore Factory Setti... Seftware version
Serial number MACC257003900
Rui jie#

|m Clearscreen

Command Input

1. Enter a command in Command Input box and click Send. The command execution result will be displayed

in the console.

2. Click Clear Screen to clear the output result.
9. Restore Factory Settings

Choose O&M > Device O&M > Restore Factory Settings to access the Restore Factory Settings page.

You can select Local Device Management or Local Device Management, then click Restore Factory
Settings to delete all the configurations of the switch, and restore the switch to factory settings. To save the

current configuration, you are advised to export the current configuration by clicking Export Setup.

Note: Restoring factory settings will delete all running configurations. If there are useful configurations in the current system, you can first [Export
Running Configurations] before restoring factory settings. 'Export Sefup’, Please restore the factory settings

* Clear the configuration Local Device Management and F .~ ] Restore Factory Settings

Local Device Management

Local Device Management and Remote Management

A Caution

Restoring factory settings will delete all running configurations. If there are useful configurations in the current
system, you can first [Export Running Configurations] before restoring factory settings. Please restore the

factory settings.
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3.8 System

3.8.1 Operation Log

Choose System > Operation Log to access the Operation Log page. The operation log records users' key

operations. You can query the operation log based on the search criteria.

Operation Lo
L P g
Home | operation Log
Time Start Date o End Date Usemame Please enter the usemame
4 Admin Account
Network
Data Backup and Import LoginlP | Please enter the IP address Module Please select the module >
8 Manually Backup
Security Type Please select the device type v Log Details Please Enter
Auto Backup
e Certificates and Regis...
O&M Query Clear
System
Time Username Login IP Module Type
2023-12-20 19:26:46 admin 10.52.0.94 Local-Switch Loop Guard Config U
2023-12-20 19:26:43 admin 10.52.0.94 Local-Switch Loop Guard Config
2023-12-20 19:02:33 admin 10.52.0.94 Local-Public Login
2023-12-20 19:02:11 admin 10.52.0.94 Local-Public Login
2023-12-07 17:09:19 admin 10.52.0.94 Local-Public Login

3.8.2 Data Backup and Import

1. Manually backup

Choose System > Data Backup and Import > Manually Backup to access the Manually Backup page.

(4] Data Backup Data Import

Home  operation Log

P Admin Account Export this Service’s Current Data

Network
Data Backup and Import

3 Manually Backup

Security
Auto Backup
e Certificates and Regi
gis...
0&M

o

System

(1) Data backup

You can click Export to download the database file with the suffix “.db”.
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Data Backup Data Import

Export this Service's Current Data

(2) Data import

The file name extension of the imported database file must be .db, and the imported file version must be the
same as or earlier than the current database version.

Data Backup Data Import

Do not close or refresh this page during importing. Otherwise, the import will fail.

File Name: | Select [Nofile is selected.

2. Auto Backup

Choose System > Data Backup and Import > Auto Backup to access the Auto Backup page.

[+ ] Auto Backup Data Auto Backup Config
Home  pperation Log

4T Admin Account
Network
Data Backup and Import Time Username Login IP Module Type
@ Manually Backup
Security Mo Dat
Auto Backup o ala
L) - ) ‘ .
Certificates and Regis...
O&m Total 0 10/page  ~ < 1> Goto 1
o
System

(1) Auto Backup Data
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Auto Backup Data Auto Backup Config

Time Username Login IP Module Type

No Data

[- >

Total 0 10/page -~ < 1 > Goto 1

(2) Auto Backup Config

Click Enable to enable the auto backup function.

Auto Backup Data Auto Backup Config

A If SFTP protocol is used for backup, SSH credentials of the SFTP server are required for the local device X

Auto Backup Settings

Automatically store system configuration data for disaster prevention and configuration rollback

3.8.3 Certificates and Registration

Choose System > Certificates and Registration to access the Certificates and Registration page. You can

upload certificate file and certificate private key or manage the ICP license in this page.
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]

Home

AN

Network

©

Security

e
08M

L

System

3.8.4 SMB Management IP

Choose System > SMB Management IP to access the SMB Management IP page.

INC
]
Home

P

Network

©

Security

e
0&M

o

Systemy

Operation Log

Data Backup and Import
Manually Backup
Auto Backup

Certificates and Regis...|

SMB Management IP

SMB Management IP

Operation Log

Data Backup and Import
Manually Backup
Auto Backup

Certificates and Regis...

SMB Management IP

Upload Certificate

Certificate file: (_crt format file)
Certificate private key: (_key format file)

Issued by:

Expiry Time:

ICP License Management

ICP License Number: Please Enter

Save

SMB Management IP

IP: 10.0.66.3
mask: 255.255.255.0

vianid: 1

Management IP

68

Upload
Upload

QOU=localhostC=CN

2018-02-01~2028-01-30

QuickSetup 63 3 .



	Preface
	1  Overview
	2  Typical Applications
	2.1    Managing Devices Through the eWeb Management System
	2.1.1   Server requirements
	2.1.2   Client requirements


	3  eWeb Management System
	3.1    Logging In
	3.2    Main Interface
	3.2.1   Header
	3.2.2   Navigation Menu
	3.2.3   Main Operation Area

	3.3    Quick Setup
	3.3.1   Layer 2 Mode
	3.3.2   Layer 3 Mode

	3.4    Home Page
	3.4.1   Switch Overview
	3.4.2   Interfaces
	3.4.3   CPU/Memory Usage
	3.4.4   Temperature/Power Module/Fan
	3.4.5   Bandwidth

	3.5    Network
	3.5.1   Port Config
	1.  Port Management
	2.  VLAN Management
	3.  Static Route

	3.5.2   Loop Guard
	1.  STP Loop Guard
	2.  RLDP Link Detection

	3.5.3   Network Management Protocols
	1.  SNMP/TRAP
	2.  Telnet/SSH

	3.5.4   Advanced Configuration
	1.  DHCP Server
	2.  VSU Settings


	3.6    Security
	3.6.1   DHCP Snooping

	3.7    O&M
	3.7.1   Network Diagnostic Tools
	1.  Network Detection
	2.  One-Click Collect

	3.7.2   Device O&M
	1.  Upgrade
	2.  Restart
	3.  Configuration Management
	4.  System Time
	5.  Log Server
	6.  DNS Server
	7.  System Character Set
	8.  Web Console
	9.  Restore Factory Settings


	3.8    System
	3.8.1   Operation Log
	3.8.2   Data Backup and Import
	1.  Manually backup
	2.  Auto Backup

	3.8.3   Certificates and Registration
	3.8.4   SMB Management IP



